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E-DISCOVERY

CYBERSECURITY
COMPLIANCE

THE ONLY PLATFORM TO
BRING IT ALL TOGETHER 

DIGITAL 
FORENSICS

PRIVACY
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In this webcast our panel will review…

The regulatory 
landscape of 

data retention

How updating your data 
retention program will 

bring your organization in 
compliance with CPRA 

and reduce costs and data 
risks

Roadmap to CPRA data 
retention compliance in 

60 days



THE CASE FOR 
DATA RETENTION
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DATA
PRIVACY 

DATA
BREACH 

LITIGATION
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Expanding Data Privacy Regulations
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Evolving Regulatory Landscape
CONTROLLER 
OBLIGATIONS GDPR CDPA

VIRGINIA
CCPA 

CALIFORNIA
CPRA 

CALIFORNIA
CPA

COLORADO

PIPEDA
CANADA
(Bill C-11)

Data Minimization Yes Yes No Yes Yes Yes

Purpose Limitation Yes Yes Yes Yes Yes Yes

Security
Requirements Yes Yes

No, but the private right of 
action applies to security 

breaches
Yes Yes Yes

Consent for sensitive 
data

While consent is required 
for special category 

processing, no express 
right to withdraw consent

Yes No
No, consumers can limit 

use to what is reasonably 
necessary

Yes Yes - OPC Guidance
Yes

Special requirements for 
children’s data

Yes (children under 16 
must have their parents’ or 
guardians' consent on their 
behalf, with Member States 
being allowed to lower that 

age to 13)

Yes (sensitive data of 
children under 13 years 

of age)

Yes (sale of personal 
information of children 

under 16 years of age and 
under 13 years of age

Yes (sale of Personal 
information of children 

under 16 years of age and 
under 13 years of age

Yes (personal data for a 
known child under 13 

years of age)

Yes – OPC Guidance
Yes

Privacy Notice Yes Yes Yes Yes Yes Yes

Disclose sale

Yes, (as part of larger right 
to object to legitimate 
interest or withdraw 

consent)

Yes Yes Yes Yes No?
Yes?

Data protection 
assessment Yes Yes No

Yes, Risk assessments 
submitted to CA Privacy 

Protection Agency

Yes, available upon 
request by CO AG Yes

Requirement for 
de-identified data

Yes
(Strict definition of terms) 

Yes (Qualifying 
attributes) 

Yes (strict definition, 
limitation on “publicly 

available) 

Yes 
(CCPA + public 
commitment) 

Yes No
Yes
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California Privacy Rights Act

▪ Key Dates
o 1/1/2022 – Lookback period begins

o 7/1/2022 – Final Regulations 

o 7/1/2023 – Enforcement begins

▪ California Privacy Protection Agency 

▪ End of employee exemption

▪ Notification of retention periods at the 

point of collection 

▪ Disposal of out of policy data

1798.100. General Duties of Businesses that Collect Personal 
Information

(a) A business that controls the collection of a consumer’s 
personal information shall, at or before the point of collection, 
inform consumers of the following:

(3) The length of time the business intends to retain each 
category of personal information, including sensitive personal 
information, or if that is not possible, the criteria used to 
determine such period, provided that a business shall not 
retain a consumer’s personal information or sensitive personal 
information for each disclosed purpose for which the personal 
information was collected for longer than is reasonably 
necessary for that disclosed purpose.

https://www.caprivacy.org/cpra-text/
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Data Retention Principles

▪ Transparency / Notice 
▪ Data Minimization 
▪ Purpose Limitation
▪ Storage Limitation
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75% 
OF RECORD TYPES 
WITH PERSONAL DATA
ARE OVER RETAINED

Over Retaining Personal Data is a Liability
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Over-Retaining Personal Data is a Liability!

Keep everything 
forever!

Only keep what
we need.

THEN NOW

▪ Data Breach
▪ Ransomware Attack
▪ Enforcement Action
▪ Class Action
▪ Business Email 

Compromise

KEY RISKS:
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Retention Regulations Based on Context of Collection

BENEFITS ENROLLMENT CUSTOMER SERVICERECRUITING RECORDS



CONFIDENTIAL © 2020 Exterro, Inc. All rights reserved.15

COMPLEX
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4 Steps to Defensible 
Data Retention
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The Foundation for Defensible Retention & Deletion

DATA
INVENTORY 

STEP 1

ACTIONABLE 
RETENTION 
SCHEDULE

STEP 2

`

ONGOING
PROGRAM

STEP 4

OPERATIONAL 
CAPACITY 

STEP 3

4 Steps to 
Defensible 
Retention

Three Types of Data Inventory

1. Asset Inventory 
2. Process Inventory 
3. Records Inventory 
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Linking Personal Data to Retention Requirements

Laptops
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Linking Personal Data to Retention Requirements
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Exterro 60 days to CPRA Readiness

DATA
INVENTORY 

STEP1 

ACTIONABLE 
RETENTION 
SCHEDULE

STEP2

`

ONGOING 
PROGRAM

STEP4

OPERATIONAL 
CAPACITY 

STEP3

4 Steps to 
Defensible 
Retention

• Data Retention Policy & Scheduling Logic

• Records Types Linked to Record of 
Processing Activities & Applications

• Completed within Exterro Privacy Platform

• Retention Risk Analysis Report
• Gaps
• Risks
• Next Steps
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Global Retention Considerations
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Operational Capacity

Applications

• ERP
• CRM
• Loyalty 

Data Stores

• Data Lake
• ODS
• Marketing

Content 
Stores

• Email
• Website
• Chat logs

Local 
Systems

• POS
• Field 

Service

• Risk Reduction requires defensibility 
• Must be SOP
• The technical challenge is not complexity but volume
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Track Your Legal Holds

ü Initiate a Legal Hold Notice when practicable 
upon anticipation of litigation

ü Don’t over-preserve
§ Don’t follow a “fear-based” strategy
§ Use spreadsheets or software to track legal holds

ü Promptly lift legal holds when matters end
§ Go back to deleting data that is outdated
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Ongoing Program 
Construction

▪ Program leadership and 
ownership/RACI

▪ Staffing
▪ Budget
▪ KPIs and objectives
▪ Automation 

• Information Governance
• Retention Schedule updates
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Ongoing Program Construction

Disposal notices to employees 
noting their records retention 
requirements

Regular notices at scheduled 
intervals

Centralized management of your 
retention standards
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Automation - Key to an Effective Retention Process 

Centralized Data Inventory Linking All Critical Elements
� Record Types
� Retention Requirements

Connect Data Inventory to Global Library of Retention Requirements

Centralize & Memorialize Retention Schedules & Decisions

Automate Triggers to Kickoff Retention Clock

Activate Retention Decisions through Automated Workflows

Dynamic & Instantaneous Reporting for Internal & External Stakeholders

Complete Audit Log

� Processing Activities
� Third Parties

� Applications
� Media Types
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DATA

PAPER

− Record Types

− Personal Data

− Applications

− Third-Parties 

− On-line / Off-line

RECORDS
INVENTORY

LEGAL
HOLDS

Data Retention & Deletion

AUTOMATED 
WORKFLOW

RETENTION 
REGULATIONS

REPORTING & 
DOCUMENTATION

INDUSTRY
BEST PRACTICES 

SCHEDULE LOGIC
MANAGEMENT 

PEOPLE

AUTOMATICALLY 
LINKED

LIBRARIES

YOUR DATA

CONTEXT

COMPLIANCE 

AUDIT & TESTING
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QUESTIONS?
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Thank You!


