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INTRODUCTION: DATA 
PROLIFERATION AND 
TECHNOLOGICAL CHANGE
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Polling Question

Do you use cloud services or third-party data 
storage vendors in your work? 
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Attorneys and Data  

- Proliferation of electronic data means there is more data
to organize and control

- Growth of web-based software services (“cloud”) can
facilitate data management, but also introduces data
security risks

- Breach of confidentiality and endanger maintenance of
applicable privileges

- Lawyers have a professional and ethical responsibility to
ensure that data is securely protected

- Lawyers must also adapt their advice to clients on how to
maintain confidentiality and privilege in a landscape of
changing technology
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ABA – 2022 Cloud Computing

• Cloud computing: “web-based software service or solutions,” including 
Software as a Service (SaaS) 

– Software or services that can be accessed and used over the internet 
using a browser (or, commonly now, a mobile app), where the software 
itself is not installed locally on the computer being used by the lawyer 
accessing the service 

– Data is processed and stored on remote servers rather than on local 
computers and hard drives 

• Cloud services might be hosted by a third party (Amazon Web Services or 
Microsoft Azure platforms) or, more commonly in the legal profession, by a 
provider running its services on Amazon, Microsoft, or another cloud 
platform 

• The average number of cloud applications used by each employee in large 
business enterprises has been estimated at 36 apps each day
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ABA – 2022 Cloud Computing



BAKER BOTTS 9

ABA – 2022 Cloud Computing



BAKER BOTTS 10

ABA – 2022 Cloud Computing



PROFESSIONAL AND ETHICAL 
OBLIGATIONS RELATING TO 
DATA SECURITY
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Polling Question

Do you have information security teams or 
others involved in evaluating third-party data 
management/storage vendors?   
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Ethical Rules

- Lawyers have ethical obligations relevant to the management
of data:

1.1: Duty of Competency 

1.4: Duty to Communicate  

ABA Model Rules

5.1, 5.3: Duty to Supervise 1.6: Duty of Confidentiality
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ABA Model Rule 1.1 (Competency)  

“A lawyer shall provide competent representation to a client. 
Competent representation requires the legal knowledge, skill, 
thoroughness and preparation reasonably necessary for the 
representation.” 

Comment [8]: “To maintain the requisite knowledge and skill, a lawyer should 
keep abreast of changes in the law and its practice, including the benefits 
and risks associated with relevant technology, engage in continuing study 
and education and comply with all continuing legal education requirements to 
which the lawyer is subject.” (emphasis added).
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**Bar Association Advisory Opinion**

NY State Bar Association’s Committee on Professional Ethics Opinion No. 842.
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**Bar Association Advisory Opinion**

NY State Bar Association’s Committee on Professional Ethics Opinion No. 842.
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ABA Model Rules 1.6 (Confidentiality);      
5.1/5.3 (Duty to Supervise) 

Make reasonable efforts to prevent the inadvertent or

unauthorized disclosure of, or unauthorized access to,

information relating to the representation of a client

A lawyer having direct supervisory authority over the 
nonlawyer shall make reasonable efforts to ensure that the 
person's conduct is compatible with the professional 
obligations of the lawyer
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**Bar Association Advisory Opinion**
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**Bar Association Advisory Opinion**

Illinois State Bar Association’s Professional Conduct Advisory Opinion No. 16-06
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**Bar Association Advisory Opinion**

Illinois State Bar Association’s Professional Conduct Advisory Opinion No. 16-06
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Practical Tips to Comply with Ethical Rules

• The Bar Association’s advisory opinions emphasize the need for lawyers to 
do some reasonable diligence regarding vendors and how they store data, 
not to simply rely on a vendor being reputable

• In practice this can be challenging given rapid changes in technology and 
data privacy laws

• Consider incorporating some or all of the following into your vendor 
onboarding process: 

– Have a clear idea from the business as to what data will be processed / stored / 
available to each vendor

– Integrate your information security and technology specialists directly into your 
onboarding process

– Ask questions! Have a questionnaire or similar diligence document that can be 
provided to each vendor and reviewed by your technology or other experts 
where needed

– Make sure your agreement makes clear where liability falls and what remediation 
actions vendor would take in the event of a breach
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ABA Model Rule 1.4 (Communications) 

• (a) A lawyer shall:

– (1) promptly inform the client of any decision or circumstance with respect to 
which the client's informed consent, as defined in Rule 1.0(e), is required by these 
Rules;

– (2) reasonably consult with the client about the means by which the client's 
objectives are to be accomplished;

– (3) keep the client reasonably informed about the status of the matter;

– (4) promptly comply with reasonable requests for information; and

– (5) consult with the client about any relevant limitation on the lawyer's conduct 
when the lawyer knows that the client expects assistance not permitted by the 
Rules of Professional Conduct or other law.

• (b) A lawyer shall explain a matter to the extent reasonably necessary to 
permit the client to make informed decisions regarding the representation.
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**Bar Advisory Opinion**

New York State Bar Association’s Committee on Professional Ethics Opinion No. 
1020
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High-Profile Data Breaches at Law Firms and 
Vendors and Follow-on Litigation

• Data breaches do not spare the legal industry and have routinely been in the 
news for:

– Law firms

– eDiscovery vendors

– File transfer platforms

• High-profile follow-on litigations

– Claims for negligence and/or breach of contract, including professional 
malpractice

– Statutory violations: claims for failure to comply with specific state law 
requirements for storing and safeguarding private information

• Data breaches compromise confidentiality and could impair privilege 

• Clients must be comfortable with the technological competence of their 
firms and their firms’ vendors
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**ABA Opinion**

ABA Formal 483 - Lawyers’ Obligations After an Electronic Data Breach or 
Cyberattack 
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Ethical Rules in Event of Data Breach 

1. Obligation to Monitor for a Data Breach

2. Stopping the Breach and Restoring the System 

3. Determining What Occurred

4. Provide Notice of Breach



CONFIDENTIALITY AND 
PRIVILEGE IN THE FACE OF 
TECHNOLOGICAL CHANGE
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Definitions

• Attorney-Client Privilege

– Protects communications between attorney and client for the 
purpose of securing legal advice

– The “predominant purpose” of the communication must be to 
give or receive legal advice

– Voluntary disclosure of privileged communications to a third-
party results in waiver 

• Work Product Privilege

– Protects material prepared “because of” the prospect of litigation

– Does not protect material prepared in the ordinary course of 
business or that would have been prepared irrespective of the 
possibility of litigation

– Waiver occurs if disclosure has substantially increased the 
opportunities for potential adversaries to obtain the information
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Privilege Guidance

• Principles

– Comply with all instructions from Legal regarding maintaining confidentiality

– Failure to maintain privilege can lead to the disclosure of sensitive information

– Communications between non-lawyers generally are not privileged, unless 
initiated at the direction of counsel

• Ways to communicate and reinforce

– Informal guidance

– Training

– Programs

• “Communicate with Care”

• Risks to privilege

– Inadequate guidance and training 

– Insufficient data security or management
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Polling Question

Do you conduct training on privilege?   
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Programs to Help Clients Understand Privilege 

• United States of America, et al., v. Google LLC

– Google’s “Communicate with Care” Program

– DOJ’s Motion for Sanctions and to Compel

• Alleged that Google used the program to train employees to add an attorney, a
privilege label, and a generic request for counsel’s advice to shield sensitive
business communications

• Court declined to award sanctions

• Takeaways

– Any policy or program seeking to protect the confidentiality of communications and
maintain privilege where appropriate must be carefully vetted and overseen by
lawyers

– Policies should be appropriately tailored to privileged information

– When in doubt, employees must know to seek situational, specific advice
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Channel Proliferation

• Increasing number of channels for 
communication presents challenges

– Examples of channels

• Emails

• Texting and texting apps

• Slack

• Video conferencing

• Document sharing

• “Off-Channel” Communication 
Settlements

– SEC and CFTC have conducted 
street-wide investigation into 
whether financial institution 
employees communicated on 
unauthorized channels such as 
WhatsApp and personal text in 
violation of recordkeeping rules; 

– Penalties to date have topped $2.5B
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Managing Data Confidentiality

• Access to privileged information: “need to know” standard generally 
governs whether the privilege shields communications that are 
disseminated to corporate employees

– Garvey v. Hulu LLC, No. 11-cv-03764-LB, 2015 U.S. Dist. LEXIS 
7042 (N.D. Cal. Jan. 21, 2015)

• Collection of Data – Artificial Intelligence 
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Practical Tips for Helping Clients             
Maintain Confidentiality/Privilege

Discussion: How can in-house attorney maintain privilege over some many 
different channels of communication? 

- Training

- Confidential communications should not include unnecessary individuals

- If they do, it may be more difficult to demonstrate that privilege applies 

- Information hygiene policies
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