E /J K‘:\ﬂssnciaﬁon of
Corporate Counsel

®
C S C NEW YORK CITY

Professional Dilemmas:
Navigating Ethical Challenges
in the Corporate World

David Berman, Balfour Beatty Communities
Jacqueline Erb Cornell, EBG Solutions

Helena Ledic, CSC

Eric Tuchmann, American Arbitration Association

June 6, 2024 | Proprietary and Confidential 1




Presenters

Fa]lgur Beatty eb 8

CSC

David Berman Jacqueline Erb Helena Ledic Eric Tuchmann
Chief Compliance Officer, Corne" Senior Director and Executive Vice President. Chief
Balfour Beatty General Counsel Associate General Counsel, Legal Officer & C ’
Communities ’ CSC gd lcer orporate
EBG Secretary,
American Arbitration
Association

*This is not intended, nor should it be used as, a substitute for legal advice or opinion, which can be rendered cnly when related to
specific fact situations. The views expressed by the speakers reflect their personal views and do not necessarily reflect the official
position of CSC or the employers of any speakers.

E /J CSC June 6, 2024 | Proprietary and Confidential 2



Agenda

@ ......... .‘ Rules
@ --------- @ Scenarios
@ ......... @ Questions

c /J CSC June 6, 2024 | Proprietary and Confidential 3




CSC

Rules

June 6, 2024 | Proprietary and Confidential 4




ABA Model Rules By Category

* MR 1.x: Client-Lawyer Relationship

* MR 2.x: Counselor

* MR 3.x: Advocate

* MR 4.x: Transactions with Persons Other Than Clients
* MR 5.x: Law Firms and Associations

* MR 6.x: Public Service

* MR 7.x: Information About Legal Services

* MR 8.x: Maintaining the Integrity of the Profession
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Model Rule 1.1: Competence

“A lawyer shall provide competent representation to a client.
Competent representation requires the legal knowledge, skill,
thoroughness, and preparation reasonably necessary for the
representation.”
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Model Rule 1.1: Comment 8

To maintain the requisite knowledge and skill, a lawyer should keep
abreast of changes in the law and its practice, including the benefits
and risks associated with relevant technology [emphasis added],
engage in continuing study and education, and comply with all
continuing legal education requirements to which the lawyer is subject.

New York
* Has adopted a technology component for competence
* 1 CLE credit required in cybersecurity, privacy or data protection
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Jurisdictions Not Adopting Comment 8

* Alabama * New Jersey

* Georgia * Oregon

* Maine * Rhode Island

* Maryland * South Dakota
 Mississippi * Washington, DC
* Nevada

Hawaii, adopted Comment 8 on
January 1, 2022
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Model Rule1.2: Scope of Representation and
Allocation of Authority Between Client and Lawyer

A lawyer shall not counsel a client to engage, or assist a client, in
conduct that the lawyer knows is criminal or fraudulent, but a lawyer
may discuss the legal consequences of any proposed course of conduct
with a client and may counsel or assist a client to make a good faith
effort to determine the validity, scope, meaning, or application of the
law.
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Model Rule1.3: Diligence

A lawyer shall act with reasonable diligence and
promptness in representing a client.
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Model Rule 1.6: (a) Confidentiality of Information

a) A lawyer shall not reveal information relating to the
representation of a client unless the client gives informed consent,
the disclosure is impliedly authorized in order to carry out the
representation, or the disclosure is permitted by paragraph (b).

C/Ocsc
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Model Rule 1.6: (b) Confidentiality of Information

b) Alawyer may reveal information relating to the representation of a client to the extent the
lawyer reasonably believes necessary:

1.
2.

Ul

o

To prevent reasonably certain death or substantial bodily harm;

To prevent the client from committing a crime or fraud that is reasonably certain to
result in substantial injury to the financial interests or property of another and in
furtherance of which the client has used or is using the lawyer's services;

. To prevent, mitigate, or rectify substantial injury to the financial interests or property of

another that is reasonably certain to result or has resulted from the client's commission
of a crime or fraud in furtherance of which the client has used the lawyer's services;
To secure legal advice about the lawyer's compliance with these Rules;

. To establish a claim or defense on behalf of the lawyer in a controversy between the

lawyer and the client, To establish a defense to a criminal charge or civil claim against the
lawyer based upon conduct in which the client was involved, or to respond to allegations
in any proceeding concerning the lawyer's representation of the client;

To comply with other law or a court order; or

To detect and resolve conflicts of interest arising from the lawyer’s change of
employment or from changes in the composition or ownership of a firm, but only if the
revealed information would not compromise the attorney-client privilege or otherwise
prejudice the client.
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Model Rule 1.6: (c) Confidentiality of Information

c) A lawyer shall make reasonable efforts to prevent the inadvertent or
unauthorized disclosure of, or unauthorized access to, information
relating to the representation of a client.
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Model Rule 1.7: Conflict of Interest: Current Clients

(a) Except as provided in paragraph (b), a lawyer shall not represent a client if
the representation involves a concurrent conflict of interest. A concurrent
conflict of interest exists if:

1. The representation of one client will be directly adverse to another client; or

2. There is a significant risk that the representation of one or more clients will
be materially limited by the lawyer's responsibilities to another client, a
former client or a third person or by a personal interest of the lawyer.

(b) Notwithstanding the existence of a concurrent conflict of interest under
paragraph (a), a lawyer may represent a client if:

1. The lawyer reasonably believes that the lawyer will be able to provide
competent and diligent representation to each affected client;

2. The representation is not prohibited by law;

3. The representation does not involve the assertion of a claim by one client
against another client represented by the lawyer in the same litigation or
other proceeding before a tribunal; and

4. Each affected client gives informed consent, confirmed in writing.
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Model Rule 1.13: Organization as Client

a) Alawyer employed or retained by an organization represents the
organization acting through its duly authorized constituents.

f) In dealing with an organization's directors, officers, employees,
members, shareholders, or other constituents, a lawyer shall explain
the identity of the client when the lawyer knows or reasonably should
know that the organization's interests are adverse to those of the
constituents with whom the lawyer is dealing.
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Model Rule 2.1: Advisor

In representing a client, a lawyer shall exercise independent professional
judgment and render candid advice. In rendering advice, a lawyer may
refer not only to law but to other considerations such as moral, economic,
social, and political factors, that may be relevant to the client's situation.
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Model Rule 3.4: Fairness to Opposing Party & Counsel

A lawyer shall not:

(b) falsify evidence, counsel or assist a witness to testify falsely, or offer
an inducement to a witness that is prohibited by law;
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Model Rule 4.1: Truthfulness in Statements to Others

In the course of representing a client, a lawyer shall not knowingly:
a) Make a false statement of material fact or law to a third person; or
b) Fail to disclose a material fact to a third person when disclosure is

necessary to avoid assisting a criminal or fraudulent act by a client,
unless disclosure is prohibited by Rule 1.6.
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Model Rule 4.2: Communication with Person Represented
by Counsel

In representing a client, a lawyer shall not communicate about the
subject of the representation with a person the lawyer knows to be
represented by another lawyer in the matter, unless the lawyer has the
consent of the other lawyer or is authorized to do so by law or a court
order.
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Model Rule 4.3: Dealing with Unrepresented Person

In dealing on behalf of a client with a person who is not represented by
counsel, a lawyer shall not state or imply that the lawyer is disinterested.
When the lawyer knows or reasonably should know that the
unrepresented person misunderstands the lawyer’s role in the matter,
the lawyer shall make reasonable efforts to correct the
misunderstanding. The lawyer shall not give legal advice to an
unrepresented person, other than the advice to secure counsel, if the
lawyer knows or reasonably should know that the interests of such a
person are or have a reasonable possibility of being in conflict with the
interests of the client.
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Model Rule 4.4: Respect for Rights of Third Persons

(a) Inrepresenting a client, a lawyer shall not use means that have no
substantial purpose other than to embarrass, delay, or burden a third
person, or use methods of obtaining evidence that violate the legal rights
of such a person.

(b) Alawyer who receives a document or electronically stored
information relating to the representation of the lawyer's client and
knows or reasonably should know that the document or electronically
stored information was inadvertently sent shall promptly notify the
sender.
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Model Rule 5.1: Responsibilities of a Partner or Supervisory
Lawyer

(a) A partner in a law firm, and a lawyer who individually or together with other
lawyers possesses comparable managerial authority in a law firm, shall make
reasonable efforts to ensure that the firm has in effect measures giving
reasonable assurance that all lawyers in the firm conform to the Rules of
Professional Conduct.

(b) A lawyer having direct supervisory authority over another lawyer shall make
reasonable efforts to ensure that the other lawyer conforms to the Rules of
Professional Conduct.

(c) A lawyer shall be responsible for another lawyer's violation of the Rules of
Professional Conduct if:

1. the lawyer orders or, with knowledge of the specific conduct, ratifies the
conduct involved; or

2. thelawyer is a partner or has comparable managerial authority in the law
firm in which the other lawyer practices, or has direct supervisory authority
over the other lawyer, and knows of the conduct at a time when its
consequences can be avoided or mitigated but fails to take reasonable
remedial action.
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Model Rule 5.5: Unauthorized Practice of Law; Multijurisdictional
Practice of Law

(d) A lawyer admitted in another United States jurisdiction or in a foreign jurisdiction, and not
disbarred or suspended from practice in any jurisdiction or the equivalent thereof, or a person
otherwise lawfully practicing as an in-house counsel under the laws of a foreign jurisdiction, may
provide legal services through an office or other systematic and continuous presence in this
jurisdiction that:

1. are provided to the lawyer's employer or its organizational affiliates, are not services for which the
forum requires pro hac vice admission; and when performed by a foreign lawyer and requires
advice on the law of this or another U.S. jurisdiction or of the United States, such advice shall be
based upon the advice of a lawyer who is duly licensed and authorized by the jurisdiction to
provide such advice; or

2. are services that the lawyer is authorized by federal or other law or rule to provide in this
jurisdiction.

(e) For purposes of paragraph (d):

1. the foreign lawyer must be a member in good standing of a recognized legal profession in a foreign
jurisdiction, the members of which are admitted to practice as lawyers or counselors at law or the

equivalent, and subject to effective regulation and discipline by a duly constituted professional
body or a public authority; or,

2. the person otherwise lawfully practicing as an in-house counsel under the laws of a foreign
jurisdiction must be authorized to practice under this Rule by, in the exercise of its discretion, [the
highest court of this jurisdiction].
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ABA Formal Opinion No. 477R: Securing Communication of
Protected Client Information

A lawyer generally may transmit information relating to the
representation of a client over the internet without violating the Model
Rules of Professional Conduct where the lawyer has undertaken
reasonable efforts to prevent inadvertent or unauthorized access.
However, a lawyer may be required to take special security precautions
to protect against the inadvertent or unauthorized disclosure of client
information when required by an agreement with the client or by law, or
when the nature of the information requires a higher degree of security.

* May 11, 2017
* Revised May 22, 2017
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ABA Formal Opinion No. 483: Lawyers' Obligations After an
Electronic Data Breach or Cyberattack

“When a breach of protected client information is either suspected or
detected, (the competence rule) requires that the lawyer act reasonably
and promptly to stop the breach and mitigate damage resulting from the
breach,” Formal Opinion 483 says.

“Lawyers should consider proactively developing an incident response
plan with specific plans and procedures for responding to a data
breach,” the opinion continues. “The decision whether to adopt a plan,
the content of any plan and actions taken to train and prepare for
implementation of the plan should be made before a lawyer is swept up
in an actual breach.”
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ABA Formal Opinion 495: Lawyers Working Remotely

* https://www.americanbar.org/content/dam/aba/administrative /profe
ssional responsibility/aba-formal-opinion-495.pdf

» Lawyers may ethically engage in practicing law as authorized by their
licensing jurisdiction(s) while being physically present in a jurisdiction
in which they are not admitted under specific circumstances...

A local office is not “established” within the meaning of the rule by the
lawyer working in the local jurisdiction if the lawyer does not hold out to
the public an address in the local jurisdiction as an office and a local
jJurisdiction address does not appear on letterhead, business cards,
websites, or other indicia of a lawyer’s presence.

December 16, 2020
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The ABA and Artificial Intelligence

Resolution 604 (February 6, 2023) addresses how attorneys, regulators
and other stakeholders should assess issues of accountability,
transparency and traceability in Al and calls on organizations that
design, develop, deploy and use Al to follow these guidelines:

* Developers of Al should ensure their products, services, systems and
capabilities are subject to human authority, oversight and control.

* Organizations should be accountable for consequences related to their
use of Al, including any legally cognizable injury or harm caused by
their actions, unless they have taken reasonable steps to prevent harm
or injury.

* Developers should ensure the transparency and traceability of their Al
and protect related intellectual property by documenting key decisions
made regarding the design and risk of data sets, procedures and
outcomes underlying their Al
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The Secrets That You Keep

You are an associate general counsel who works for an international
company and handle a wide variety of matters including acquisitions
while working remotely. Over the last few months, you've had extensive
remodeling done in your home, including in your office, and have had
construction workers in and out of your home.

Since both you and your spouse can work remotely and with all the
upheaval in your house, you and your family have taken the opportunity
to visit other states and countries for short-term stays while you both
work and have hired temporary childcare in those areas.

Considering your ethical obligations, is there anything you need to do
here?
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Does Analysis Have Its Privileges?

You are a GC for a medium-sized company and report to the CEO. She
asked you and other senior members of the company to help prepare an
analysis for a potential acquisition.

You reviewed the target’s entity structures, IP portfolio, existing and
potential litigation matters, largest contracts, and other legal matters.

You stamped the legal analysis, “Privileged and Confidential”. The legal
analysis was included within the rest of the report which was distributed
in binders to all internal stakeholders.

The deal fell apart and the other side has filed suit. They have requested

all documents related to the failed acquisition. What do you need to
consider?
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Can | Get a Withess?

You are general counsel at a company where two key suppliers for a
commodity have both pushed identical and aggressive price increases for
the upcoming period. You suspect the company may be a victim of
anticompetitive conduct.

Your HR leader lets you know that a sales director for one of the suppliers
left her job and is seeking opportunities, potentially including a role
posted at your company. The sales director hinted to the HR person that
she has information you’d want to know about the price increases.

Can you call to get the scoop? Can HR? What precautions should you
consider? Can you record the conversation without consent?
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What Could Go Wrong?

You're the deputy general counsel for a clothing retailer with operations and
locations throughout the world.

Your company has used a chatbot for several years to handle routine customer
service questions; more complex questions were routed to a live customer
service agent. With the worldwide economic downturn, sales have suffered. The
business has decided to implement a “customer-centric approach” for the
chatbot and will expand the types of questions it can handle. The bot will now
be able to ask shoppers questions and recommend apparel items based on body
types, skin tones and other physical characteristics. Of course, a valid email
address will need to be entered into the bot and the business intends to send
follow-up marketing emails to customers.

The business has identified a vendor and wants the agreement signed as soon as
possible to roll out this new technology in the 3™ quarter. The business says the
vendor’s pitch was compelling on saving costs and increasing sales.

You are the supervising attorney on this project. In addition to the general legal
questions, do you have any ethical concerns about implementing the chatbox?
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The Conflicted BFF

You're the solo attorney for a rapidly growing eCommerce company. The
CEO is a longtime friend who values both your legal and business advance
as you also have an MBA.

The CEO has also started several other separately organized businesses in
various states where you are not admitted to practice. Although you're
only counsel for the eCommerce company, the CEO regularly asks for legal
advice relating to the other businesses and even for personal legal
matters.

The CEO considers herself a disruptor and frequently disregards your
legal advice on issues such as trademark and copyright, data handling,
employment law, state registrations and qualifications and corporate
governance.

You have become increasingly frustrated with the CEO but like the work
and your colleagues and have a comp package well above market
recognizing both your legal and business expertise. Is it possible to
manage this situation within the professional responsibility guidelines?
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She Works Hard for the Money

You are an in-house veteran and joined a US-based tech company to head
the IP group. Due to a restructuring and several attorneys leaving for other
opportunities, you are now managing most of the company’s litigation.

Recently, the company has been sued by another company alleging willful
infringement on a “game changing” patent. Future viability of the company
is threatened if you go to trial and lose.

The legal department operates leanly and is incentivized to keep matters in-
house rather than engaging outside counsel. You feel confident that your
group can handle this matter along with your regular workloads. One of
your newest hires came in-house recently from a law firm that has
represented the company suing yours and has experience in this space.

What are some of the ethical issues you should consider?
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Model Rule 1.1: Competence

A lawyer shall provide competent representation to a client. Competent
representation requires the legal knowledge, skill, thoroughness, and
preparation reasonably necessary for the representation.
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Rule 1.1 - New York

a) same as MR

b) A lawyer shall not handle a legal matter that the lawyer knows or
should know that the lawyer is not competent to handle, without
associating with a lawyer who is competent to handle it.

c) Alawyer shall not intentionally:

(1) fail to seek the objectives of the client through reasonably
available means permitted by = law and these Rules; or

(2) prejudice or damage the client during the course of the
representation exceptas permitted or required by these Rules.
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Model Rule 1.2: Scope of Representation & Allocation of
Authority Between Client & Lawyer

(a) Subject to paragraphs (c) and (d), a lawyer shall abide by a client's decisions
concerning the objectives of representation and, as required by Rule 1.4, shall consult
with the client as to the means by which they are to be pursued. A lawyer may take
such action on behalf of the client as is impliedly authorized to carry out the
representation. A lawyer shall abide by a client's decision whether to settle a matter. In
a criminal case, the lawyer shall abide by the client's decision, after consultation with
the lawyer, as to a plea to be entered, whether to waive jury trial and whether the client
will testify.

(b) A lawyer's representation of a client, including representation by appointment,
does not constitute an endorsement of the client's political, economic, social or moral
views or activities.

(c) A lawyer may limit the scope of the representation if the limitation is reasonable
under the circumstances and the client gives informed consent.,

(d) A lawyer shall not counsel a client to engage, or assist a client, in conduct that the
lawyer knows is criminal or fraudulent, but a lawyer may discuss the legal
consequences of any proposed course of conduct with a client and may counsel or
assist a client to make a good faith effort to determine the validity, scope, meaning or
application of the law.
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Rule 1.2: Scope of Representation & Allocation of Authority
Between Client & Lawyer - New York

(a) Subject to the provisions herein, a lawyer shall abide by a client’s decisions concerning the
objectives of representation and, as required by Rule 1.4, shall consult with the client as to the
means by which they are to be pursued. A lawyer shall abide by a client’s decision whether to
settle a matter. In a criminal case, the lawyer shall abide by the client’s decision, after
consultation with the lawyer, as to a plea to be entered, whether to waive jury trial and whether
the client will testify.

(b) Same as MR.

(c) A lawyer may limit the scope of the representation if the limitation is reasonable under the
circumstances, the client gives informed consent and where necessary notice is provided to the
tribunal and/or opposing counsel.

(d) A lawyer shall not counsel a client to engage, or assist a client, in conduct that the lawyer
knows is illegal or fraudulent, except that the lawyer may discuss the legal consequences of any
proposed course of conduct with a client.

(e) A lawyer may exercise professional judgment to waive or fail to assert a right or position of
the client, or accede to reasonable requests of opposing counsel, when doing so does not
prejudice the rights of the client.

(f) A lawyer may refuse to aid or participate in conduct that the lawyer believes to be unlawful,
even though there is some support for an argument that the conduct is legal.

(g) A lawyer does not violate these Rules by being punctual in fulfilling all professional
commitments, by avoiding offensive tactics, and by treating with courtesy and consideration all
persons involved in the legal process.
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Rule 1.3: Diligence - New York

* A lawyer shall act with reasonable diligence and promptness in
representing a client.

* New York adds (b) and (c):

- (b) A lawyer shall not neglect a legal matter entrusted to the
lawyer.

- (c) A lawyer shall not intentionally fail to carry out a contract of
employment entered into with a client for professional services,
but the lawyer may withdraw as permitted under these Rules.
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Model Rule 1.46: Confidentiality of Information

Client-Lawyer Relationship

(a) A lawyer shall not reveal information relating to the representation of a client unless the client gives
informed consent, the disclosure is impliedly authorized in order to carry out the representation or the
disclosure is permitted by paragraph (b).

(b) A lawyer may reveal information relating to the representation of a client to the extent the lawyer
reasonably believes necessary:

(1) to prevent reasonably certain death or substantial bodily harm;

(2) to prevent the client from committing a crime or fraud that is reasonably certain to result in substantial
injury to the financial interests or property of another and in furtherance of which the client has used or is
using the lawyer's services;

(3) to prevent, mitigate or rectify substantial injury to the financial interests or property of another that is
reasonably certain to result or has resulted from the client's commission of a crime or fraud in furtherance of
which the client has used the lawyer's services;

(4) to secure legal advice about the lawyer's compliance with these Rules;

(5) to establish a claim or defense on behalf of the lawyer in a controversy between the lawyer and the client,
to establish a defense to a criminal charge or civil claim against the lawyer based upon conduct in which the
client was involved, or to respond to allegations in any proceeding concerning the lawyer's representation of
the client;

(6) to comply with other law or a court order; or

(7) to detect and resolve conflicts of interest arising from the lawyer’s change of employment or from changes
in the composition or ownership of a firm, but only if the revealed information would not compromise the
attorney-client privilege or otherwise prejudice the client.

(c) Alawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure of, or
unauthorized access to, information relating to the representation of a client.
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Rule 1.6: Confidentiality of InNformation — New York

a)

b)

c)

A lawyer shall not knowingly reveal confidential information, as defined in this Rule, or use such
information to the disadvantage of a client or for the advantage of the lawyer or a third person,
unless: (1) the client gives informed consent, as defined in Rule 1.0(j); (2) the disclosure is
impliedly authorized to advance the best interests of the client and is either reasonable under the
circumstances or customary in the professional community; or (3) the disclosure is permitted by
paragraph (b). “Confidential information” consists of information gained during or relating to the
representation of a client, whatever its source, that is (a) protected by the attorney-client privilege,
(b) likely to be embarrassing or detrimental to the client if disclosed, or information that the client
has requested be kept confidential. “Confidential information” does not ordinarily include (i) a
lawyer’s legal knowledge or legal research or (ii) information that is generally known in the local
community or in the trade, field or profession to which the information relates.

(b) A lawyer may reveal or use confidential information to the extent that the lawyer reasonably
believes necessary: (1) Same as MR (2) to prevent the client from committing a crime; (3) to
withdraw a written or oral opinion or representation previously given by the lawyer and
reasonably believed by the lawyer still to be relied upon by a third person, where the lawyer has
discovered that the opinion or representation was based on materially inaccurate information or is
being used to further a crime or fraud; (4) to secure legal advice about compliance with these Rules
or other law by the lawyer, another lawyer associated with the lawyer’s firm or the law firm; (5) (i)
to defend the lawyer or the lawyer’s employees and associates against an accusation of wrongful
conduct; or (ii) to establish or collect a fee; or (6) when permitted or required under these Rules
or to comply with other law or court order.

(c) A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized disclosure or
use of, or unauthorized access to, information protected by Rules 1.6, 1.9(c), or 1.18(b).
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Model Rule 1.7: Conflict of Interest: Current Clients

Client-lawyer relationship

(a) Except as provided in paragraph (b), a lawyer shall not represent a client if the representation involves
a concurrent conflict of interest. A concurrent conflict of interest exists if:

1) The representation of one client will be directly adverse to another client; or

2) There is a significant risk that the representation of one or more clients will be materially limited by
the lawyer's responsibilities to another client, a former client or a third person or by a personal
interest of the lawyer.

(b) Notwithstanding the existence of a concurrent conflict of interest under paragraph (a), a lawyer may
represent a client if:

1) The lawyer reasonably believes that the lawyer will be able to provide competent and diligent
representation to each affected client;

2) The representation is not prohibited by law;

3) Therepresentation does not involve the assertion of a claim by one client against another client
represented by the lawyer in the same litigation or other proceeding before a tribunal; and

4) Each affected client gives informed consent, confirmed in writing.

* Colorado follows the Model Rule.
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Rule 1.7: Client-Lawyer Relationship — New York

* (a) Except as provided in paragraph (b), a lawyer shall not represent a
client if a reasonable lawyer would conclude that either:

- (1) the representation will involve the lawyer in representing differing
interests; or

o (2) there is a significant risk that the lawyer's professional judgment
on behalf of a client will be adversely affected by the lawyer's own
financial, business, property or other personal interests.

* (b) Same as MR (b)
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Model Rule1.13: Organization as Client

¢ (a) Alawyer employed or retained by an organization represents the organization acting through its duly authorized constituents.

¢ (b) If alawyer for an organization knows that an officer, employee or other person associated with the organization is engaged in action,
intends to act or refuses to act in a matter related to the representation that is a violation of a legal obligation to the organization, or a
violation of law that reasonably might be imputed to the organization, and that is likely to result in substantial injury to the organization,
then the lawyer shall proceed as is reasonably necessary in the best interest of the organization. Unless the lawyer reasonably believes that it
is not necessary in the best interest of the organization to do so, the lawyer shall refer the matter to higher authority in the organization,
including, if warranted by the circumstances to the highest authority that can act on behalf of the organization as determined by applicable
law.

* (c) Except as provided in paragraph (d), if

* (1) despite the lawyer's efforts in accordance with paragraph (b) the highest authority that can act on behalf of the organization insists upon
or fails to address in a timely and appropriate manner an action, or a refusal to act, that is clearly a violation of law, and

* (2) the lawyer reasonably believes that the violation is reasonably certain to result in substantial injury to the organization, then the lawyer
may reveal information relating to the representation whether or not Rule 1.6 permits such disclosure, but only if and to the extent the
lawyer reasonably believes necessary to prevent substantial injury to the organization.

* (d) Paragraph (c) shall not apply with respect to information relating to a lawyer's representation of an organization to investigate an
alleged violation of law, or to defend the organization or an officer, employee or other constituent associated with the organization against a
claim arising out of an alleged violation of law.

* (e) Alawyer who reasonably believes that he or she has been discharged because of the lawyer's actions taken pursuant to paragraphs (b) or
(c), or who withdraws under circumstances that require or permit the lawyer to take action under either of those paragraphs, shall proceed
as the lawyer reasonably believes necessary to assure that the organization's highest authority is informed of the lawyer's discharge or
withdrawal.

¢ (f) In dealing with an organization's directors, officers, employees, members, shareholders or other constituents, a lawyer shall explain the
identity of the client when the lawyer knows or reasonably should know that the organization's interests are adverse to those of the
constituents with whom the lawyer is dealing.

* (g) Alawyer representing an organization may also represent any of its directors, officers, employees, members, shareholders or other
constituents, subject to the provisions of Rule 1.7. If the organization's consent to the dual representation is required by Rule 1.7, the
consent shall be given by an appropriate official of the organization other than the individual who is to be represented, or by the
shareholders
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Rule1.13: Organization as Client - New York

* (a) When a lawyer employed or retained by an organization is dealing with the organization’s
directors, officers, employees, members, shareholders or other constituents, and it appears that the
organization’s interests may differ from those of the constituents with whom the lawyer is dealing, the
lawyer shall explain that the lawyer is the lawyer for the organization and not for any of the
constituents.

* (b) If alawyer for an organization knows that an officer, employee or other person associated with the
organization is engaged in action or intends to act or refuses to act in a matter related to the
representation that (i) is a violation of a legal obligation to the organization or a violation of law that
reasonably might be imputed to the organization, and (ii) is likely to result in substantial injury to the
organization, then the lawyer shall proceed as is reasonably necessary in the best interest of the
organization. In determining how to proceed, the lawyer shall give due consideration to the
seriousness of the violation and its consequences, the scope and nature of the lawyer’s representation,
the responsibility in the organization and the apparent motivation of the person involved, the policies
of the organization concerning such matters and any other relevant considerations. Any measures
taken shall be designed to minimize disruption of the organization and the risk of revealing
information relating to the representation to persons outside the organization. Such measures may
include, among others: (1) asking reconsideration of the matter; (2) advising that a separate legal
opinion on the matter be sought for presentation to an appropriate authority in the organization; and
(3) referring the matter to higher authority in the organization, including, if warranted by the
seriousness of the matter, referral to the highest authority that can act in behalf of the organization as
determined by applicable law.

* (c) If, despite the lawyer’s efforts in accordance with paragraph (b), the highest authority that can act
on behalf of the organization insists upon action, or a refusal to act, that is clearly in violation of law
and is likely to result in a substantial injury to the organization, the lawyer may reveal confidential
information only if permitted by Rule 1.6, and may resign in accordance with Rule 1.16.

* Does not have MR (d) or (e) (d) is MR (g)
Cr/\ye|e



Model Rule 2.1: Advisor

In representing a client, a lawyer shall exercise independent
professional judgment and render candid advice. In rendering advice, a
lawyer may refer not only to law but to other considerations such as
moral, economic, social, and political factors, that may be relevant to the
client's situation.
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Rule 2.1: Advisor — New York

In representing a client, a lawyer shall exercise independent professional
judgment and render candid advice. In rendering advice, a lawyer may
refer not only to law but to other considerations such as moral,
economic, social, psychological, and political factors that may be relevant

to the client’s situation.
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Model Rule 3.4: Fairness to Opposing Party & Counsel

A lawyer shall not:

(b) falsify evidence, counsel or assist a witness to testify falsely, or offer
an inducement to a witness that is prohibited by law;
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Rule 3.4: Fairness to Opposing Party & Counsel - New York

A lawyer shall not:

(b) offer an inducement to a witness that is prohibited by law or pay,
offer to pay or acquiesce in the payment of compensation to a witness
contingent upon the content of the witness's testimony or the outcome of

the matter.
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Model Rule 4.1: Truthfulness in Statements to Others

In the course of representing a client, a lawyer shall not knowingly:
a) Make a false statement of material fact or law to a third person; or
b) Fail to disclose a material fact to a third person when disclosure is

necessary to avoid assisting a criminal or fraudulent act by a client,
unless disclosure is prohibited by Rule 1.6.
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Rule 4.1: Truthfulness in Statements to Others — New York

In the course of representing a client, a lawyer shall not knowingly
make a false statement of fact or law to a third person.
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Model Rule 4.3: Dealing with Unrepresented Person
Transactions With Persons Other Than Clients

In dealing on behalf of a client with a person who is not represented by
counsel, a lawyer shall not state or imply that the lawyer is
disinterested. When the lawyer knows or reasonably should know that
the unrepresented person misunderstands the lawyer’s role in the
matter, the lawyer shall make reasonable efforts to correct the
misunderstanding. The lawyer shall not give legal advice to an
unrepresented person, other than the advice to secure counsel, if the
lawyer knows or reasonably should know that the interests of such a
person are or have a reasonable possibility of being in conflict with the
interests of the client.
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Rule 4.3: Dealing with Unrepresented Person - New York

Follows the Model Rule but substitutes “communicating” for the word
“dealing” throughout the rule.
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Model Rule 4.4: Respect for Rights of Third Persons

(a) Inrepresenting a client, a lawyer shall not use means that have no
substantial purpose other than to embarrass, delay, or burden a third
person, or use methods of obtaining evidence that violate the legal rights
of such a person.

(b) Alawyer who receives a document or electronically stored
information relating to the representation of the lawyer's client and
knows or reasonably should know that the document or electronically
stored information was inadvertently sent shall promptly notify the
sender.
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Rule 4.4: Respect for Rights of Third Persons — New York

a) same as Model Rule
b) adds “or other writing” after “or electronically stored information”
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Model Rule 5.1: Responsibilities of a Partner or Supervisory Lawyer

(a) A partner in a law firm, and a lawyer who individually or together with
other lawyers possesses comparable managerial authority in a law firm,
shall make reasonable efforts to ensure that the firm has in effect measures
giving reasonable assurance that all lawyers in the firm conform to the Rules
of Professional Conduct.

(b) A lawyer having direct supervisory authority over another lawyer shall
make reasonable efforts to ensure that the other lawyer conforms to the
Rules of Professional Conduct.

(c) A lawyer shall be responsible for another lawyer's violation of the Rules
of Professional Conduct if:

(1) the lawyer orders or, with knowledge of the specific conduct, ratifies the
conduct involved; or

(2) the lawyer is a partner or has comparable managerial authority in the
law firm in which the other lawyer practices, or has direct supervisory
authority over the other lawyer, and knows of the conduct at a time when its
consequences can be avoided or mitigated but fails to take reasonable
remedial action.
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Rule 5.1: Responsibilities of a Partner or Supervisory Lawyer — New
York

a) A law firm shall make reasonable efforts to ensure that all lawyers in the firm conform to these
Rules.

b) (1) A lawyer with management responsibility in a law firm shall make reasonable efforts to
ensure that other lawyers in the law firm conform to these Rules. (2) A lawyer with direct
supervisory authority over another lawyer shall make reasonable efforts to ensure that the
supervised lawyer conforms to these Rules.

c) A law firm shall ensure that the work of partners and associates is adequately supervised, as
appropriate. A lawyer with direct supervisory authority over another lawyer shall adequately
supervise the work of the other lawyer, as appropriate. In either case, the degree of supervision
required is that which is reasonable under the circumstances, taking into account factors such as
the experience of the person whose work is being supervised, the amount of work involved in a
particular matter, and the likelihood that ethical problems might arise in the course of working on
the matter.

d) A lawyer shall be responsible for a violation of these Rules by another lawyer if: (1) the lawyer
orders or directs the specific conduct or, with knowledge of the specific conduct, ratifies it; or (2)
the lawyer is a partner in a law firm or is a lawyer who individually or together with other lawyers
possesses comparable managerial responsibility in a law firm in which the other lawyer practices
or is a lawyer who has supervisory authority over the other lawyer; and (i) knows of such conduct
at a time when it could be prevented or its consequences avoided or mitigated but fails to take
reasonable remedial action; or (ii) in the exercise of reasonable management or supervisory
authority should have known of the conduct so that reasonable remedial action could have been
taken at a time when the consequences of the conduct could have been avoided or mitigated.
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Model Rule 5.5: Unauthorized Practice of Law; Multijurisdictional
Practice of Law

(d) A lawyer admitted in another United States jurisdiction or in a foreign jurisdiction, and
not disbarred or suspended from practice in any jurisdiction or the equivalent thereof, or a
person otherwise lawfully practicing as an in-house counsel under the laws of a foreign
jurisdiction, may provide legal services through an office or other systematic and
continuous presence in this jurisdiction that:

(1) are provided to the lawyer's employer or its organizational affiliates, are not services
for which the forum requires pro hac vice admission; and when performed by a foreign
lawyer and requires advice on the law of this or another U.S. jurisdiction or of the United
States, such advice shall be based upon the advice of a lawyer who is duly licensed and
authorized by the jurisdiction to provide such advice; or

(2) are services that the lawyer is authorized by federal or other law or rule to provide in
this jurisdiction.

(e) For purposes of paragraph (d):

(1) the foreign lawyer must be a member in good standing of a recognized legal profession
in a foreign jurisdiction, the members of which are admitted to practice as lawyers or

counselors at law or the equivalent, and subject to effective regulation and discipline by a
duly constituted professional body or a public authority; or,

(2) the person otherwise lawfully practicing as an in-house counsel under the laws of a
foreign jurisdiction must be authorized to practice under this Rule by, in the exercise of its
discretion, [the highest court of this jurisdiction].
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Rule 5.5: Unauthorized Practice of Law; Multijurisdictional
Practice of Law - New York

(a) A lawyer shall not practice law in a jurisdiction in violation of the regulation of the legal profession in that jurisdiction. (b) A
lawyer shall not aid a nonlawyer in the unauthorized practice of law. See also Rule 523, Rules of the Court of Appeals for the
Temporary Practice of Law in New York. 523.1 General regulation as to lawyers admitted in another jurisdiction A lawyer who
is not admitted to practice in this State shall not: (a) except as authorized by other rules or law, establish an office or other
systematic and continuous presence in this State for the practice of law; or (b) hold out to the public or otherwise represent
that the lawyer is admitted to practice law in this State. § 523.2 Scope of temporary practice (a) A lawyer who is not admitted to
practice in this State may provide legal services on a temporary basis in this State provided the following requirements are met.
(1) The lawyer is admitted or authorized to practice law in a state or territory of the United States or in the District of Columbia,
or is a member of a recognized legal profession in a non-United States jurisdiction, the members of which are admitted or
authorized to practice as attorneys or counselors at law or the equivalent and are subject to effective regulation and discipline
by a duly constituted professional body or a public authority; and (2) the lawyer is in good standing in every jurisdiction where
admitted or authorized to practice; and (3) the temporary legal services provided by the lawyer could be provided in a
jurisdiction where the lawyer is admitted or authorized to practice and may generally be provided by a lawyer admitted to
practice in this State, and such temporary legal services: (i) are undertaken in association with a lawyer admitted to practice in
this State who actively participates in, and assumes joint responsibility for, the matter; or (ii) are in or reasonably related to a
pending or potential proceeding before a tribunal in this or another jurisdiction, if the lawyer or a person the lawyer is assisting
is authorized by law or order to appear in such proceeding or reasonably expects to be so authorized; or (iii) are in or
reasonably related to a pending or potential arbitration, mediation or other alternative dispute resolution proceeding held or to
be held in this or another jurisdiction, if the services are not services for which the forum requires pro hac vice admission; or
(iv) are not within paragraph (3)(ii) or (3)(iii) and arise out of or are reasonably related to the lawyer's practice in a jurisdiction
in which the lawyer is admitted or authorized to practice. (b) A person licensed as a legal consultant pursuant to 22 NYCRR Part
521, or registered as in-house counsel pursuant to 22 NYCRR Part 522, may not practice pursuant to this Part. § 523.3
Disciplinary authority A lawyer who practices law temporarily in this State pursuant to this Part shall be subject to the New
York Rules of Professional Conduct and to the disciplinary authority of this State in connection with such temporary practice to
the same extent as if the lawyer were admitted or authorized to practice in the State. A grievance committee may report
complaints and evidence of a disciplinary violation against a lawyer practicing temporarily pursuant to this Part to the
appropriate disciplinary authority of any jurisdiction in which the attorney is admitted or authorized to practice law.
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Model Rule 8.3: Reporting Professional Misconduct

(a) A lawyer who knows that another lawyer has committed a violation
of the Rules of Professional Conduct that raises a substantial question as
to that lawyer's honesty, trustworthiness or fitness as a lawyer in other
respects, shall inform the appropriate professional authority.

(b) A lawyer who knows that a judge has committed a violation of
applicable rules of judicial conduct that raises a substantial question as
to the judge's fitness for office shall inform the appropriate authority.

(c) This Rule does not require disclosure of information otherwise
protected by Rule 1.6 or information gained by a lawyer or judge while
participating in an approved lawyers assistance program.
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Rule 8.3: Reporting Professional Misconduct - New York

(a) A lawyer who knows that another lawyer has committed a violation of the
Rules of Professional Conduct that raises a substantial question as to that
lawyer’s honesty, trustworthiness or fitness as a lawyer shall report such
knowledge to a tribunal or other authority empowered to investigate or act
upon such violation.

(b) A lawyer who possesses knowledge or evidence concerning another lawyer
or a judge shall not fail to respond to a lawful demand for information from a
tribunal or other authority empowered to investigate or act upon such conduct.

(c) This Rule does not require disclosure of: (1) information otherwise
protected by Rule 1.6; or (2) information gained by a lawyer or judge while
participating in a bona fide lawyer assistance program.
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ABA Formal Opinion No. 477R: Securing Communication of
Protected Client Information

A lawyer generally may transmit information relating to the representation of
a client over the internet without violating the Model Rules of Professional
Conduct where the lawyer has undertaken reasonable efforts to prevent
inadvertent or unauthorized access.

However, a lawyer may be required to take special security precautions to
protect against the inadvertent or unauthorized disclosure of client
information when required by an agreement with the client or by law, or when
the nature of the information requires a higher degree of security.

* May 11, 2017
* Revised May 22, 2017
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ABA Formal Opinion No. 483

“When a breach of protected client information is either suspected or
detected, (the competence rule) requires that the lawyer act reasonably
and promptly to stop the breach and mitigate damage resulting from the
breach,” Formal Opinion 483 says.

“Lawyers should consider proactively developing an incident response
plan with specific plans and procedures for responding to a data breach,”
the opinion continues. “The decision whether to adopt a plan, the content
of any plan and actions taken to train and prepare for implementation of
the plan should be made before a lawyer is swept up in an actual breach.”
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ABA Formal Opinion 495: Lawyers Working Remotely

* https://www.americanbar.org/content/dam/aba/administrative /profe
ssional responsibility/aba-formal-opinion-495.pdf

» Lawyers may ethically engage in practicing law as authorized by their
licensing jurisdiction(s) while being physically present in a jurisdiction
in which they are not admitted under specific circumstances...

A local office is not “established” within the meaning of the rule by the
lawyer working in the local jurisdiction if the lawyer does not hold out to
the public an address in the local jurisdiction as an office and a local
jJurisdiction address does not appear on letterhead, business cards,
websites, or other indicia of a lawyer’s presence.

December 16, 2020
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The ABA and Artificial Intelligence

Resolution 604 (February 6, 2023) addresses how attorneys, regulators
and other stakeholders should assess issues of accountability,
transparency and traceability in Al and calls on organizations that
design, develop, deploy and use Al to follow these guidelines:

* Developers of Al should ensure their products, services, systems and
capabilities are subject to human authority, oversight and control.

* Organizations should be accountable for consequences related to their
use of Al, including any legally cognizable injury or harm caused by
their actions, unless they have taken reasonable steps to prevent harm
or injury.

* Developers should ensure the transparency and traceability of their Al
and protect related intellectual property by documenting key decisions
made regarding the design and risk of data sets, procedures and
outcomes underlying their Al
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