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Disclaimer

These materials are intended as an introduction to the subject matter covered in
the presentation. The presentation and the materials contained herein do not
attempt to provide legal advice for any particular situation. Each situation must
be analyzed individually in light of all of the surrounding facts and
circumstances. Because of the complexity of the legal issues related to the
subject matter hereof, it is critical that counsel be involved. These materials are
provided for educational and discussion purposes only and are not to be copied,

used or distributed outside of this seminar without the express written consent
of Cooley LLP.



Agenda overview

Industry developments

* Core privacy/cyber risks

Consequences

* Risk mitigation
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revolution
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Where we were a year ago...
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Where we were a year ago... (cont’d)
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Write an explanation of the themes of Bartleby, the Scrivener

Certainly! "Bartleby, the Scrivener” by Herman Melville is a rich text filled with

multifaceted themes. Here's a breakdown of some of the story's primary themes:

. The Dehumanizing Effects of Capitalism and Modernization:

Set against the backdrop of Wall Street, Melville offers a critique of a burgeoning
capitalist society. The repetitiveness of Bartleby's job as a copyist serves as a
metaphor for the mechanized, rote tasks of modern workplaces, which can strip
individuals of their humanity and individuality. Bartleby's eventual refusal to work can

be interpreted as a silent protest against this dehumanization.

. Isolation and Alienation:

Throughout the story, Bartleby becomes increasingly isolated, both physically and
emotionally. This isolation underscores the broader theme of alienation in the urban
environment. Even as cities become crowded, individuals can feel more alone and
disconnected. Bartleby's silent presence in the law office, and later in the prison,

serves as a powerful symbol of this urban solitude.

. Resistance and Non-conformity:

Bartleby's consistent response of "l would prefer not to" whenever asked to perform a
taskis an act of passive resistance. It's a quiet refusal to conform to societal
expectations. His non-conformity is not loud or aggressive but is perplexing and
powerful in its consistency, highlighting the inherent human desire for autonomy and
the tensions that arise when individual will clashes with societal norms.

The Limits of Empathy and Charity:

The lawyer's response to Bartleby is complex. On one hand, he demonstrates v

patience and a certain degree of empathy, attempting to understand and help

Bartleby. On the other hand, he is also motivated by a sense of guilt )
O Stop generating
and even fear. The story raises questions about genuine altruism anu v wounaarncs

@unreal_Keanu (TikTok)







What’s happened since...
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Al-GENERATED FAKE IMAGE

By Blake Britain By Blake Brttsin
A fake image purporting to show an explosion near the Pentagon was shared by multiple verified Twitter

when it became clear the incident had not taken place.
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Privacy risks



Complex tapestry of privacy laws

* More laws on national and global level
*  Comprehensive US state consumer privacy laws
* Omnibus foreign privacy laws (e.g., EU/UK GDPR, China’s PIPL, Brazil's LGPD)
* Al-specific laws (e.g., EU Al Act, Colorado’s Al Act)

* Other sector-/data-specific laws (e.qg., lllinois’s Biometric Information Privacy Act, children’s data privacy laws,
health data privacy laws, etc.)

* Broad understanding of “personal information” or “personal data”

* Definitions vary but essentially any data that relates to an identified or identifiable person
* More advanced processing techniques (Al/ML)
* More enforcement/litigation

SPOILER ALERT: It's much harder for companies to process personal information, and privacy laws are
cutting to the core of some business models



Training data

Privacy laws in the US and abroad
provide individuals with certain rights
with respect to their personal
information

* [E.g.: access, deletion, correction, opt-
out of certain automated decision-
making/profiling, opt-out of
sales/targeted advertising, etc.

It may be difficult to fully comply with
these rights where personal information
is used to train Al

*  For example, can Al forget?

Training alternatives?

Get Data Train Model

Clean, Prepare
& Manipulate Data

This Photo by Unknown Author is licensed under CC BY-SA-NC

Test Data

Improve



https://technofaq.org/posts/2018/01/the-role-of-big-data-in-strengthening-machine-learning-projects/
https://creativecommons.org/licenses/by-nc-sa/3.0/

High-risk ADMT /biased Al

« Automated decision-making technologies
(ADMT) are regulated by a growing body of
laws.

Increasing number of laws aimed at preventing
algorithmic biases/discrimination

Laws requiring risk assessments and
imposing other obligations prior to
deployment of ADMT used in connection
with making consequential decisions or
profiling

Laws providing opt-in/opt-out rights

Antidiscrimination laws




High-risk ADMT /biased Al (cont’d)

* Risk mitigation measures

* Maintain records of processing mapping all data processing activities and the data types involved and
identifying any processing that involves automated decision-making

*  Perform data protection and other risk assessments prior to deploying higher-risk Al solutions

* This is particularly true with respect to data processing activities that present a heightened risk of harm to
consumers (e.g., where processing sensitive personal information or where engaged in automated decision-
making or profiling that presents a risk of unfair or deceptive treatment, financial or physical harm, or other
substantial injury)

* Include: (i) the potential impacts on individuals, (ii) the legal bases under the GDPR (if any are available) on
which the company may rely to engage in the processing, and (iii) how the company will obtain required
consents and/or offer required opt-outs (including alternatives, such as human review, the company will offer
should an individual not consent to the automated processing)

*  Conduct bias audits pre- and post-deployment of Al solutions

- Consider all types of biases (e.g., training data biases, biases in algorithmic design/development,
biased output/outcomes)

« Remember that real world data has baked in biases



Biometric data

No universal definition
Definition under lllinois’s BIPA ===->

Generally understood to mean data capturing a
person’s unique physical characteristics used for
automated recognition or identification

Commonly regulated types of biometric data
include:

Retinal scans

Iris scans

Fingerprints

Voiceprints

Scans of facial geometry

With growth of Al capabilities, what may be
considered biometric data is being tested/expanded

(740 ILCs 14/10)

Sec. 10. Definitions. In this Act:
"Biometric i1dentifier™ means a retina or iris scan,
fingerprint, wvoiceprint, or scan of hand or face geometry.
Biometric identifiers deo not include writing samples, written

gsignatures, photographs, human biclogical samples used for walid

testing or
or phyesical

sclentific
descriptions,
hair color, or eye color.
donated organs, tissues,
natomical Gift Act or

screening,

demographic data, tattoo
descriptions such as height, weight,
Biometric identifiers do not include
or parte as defined in the Illinois
bloocd or serum stored on behalf of
cadaveric

recipients or potential recipients of liwving or
transplants and ckhtained or stored by a federally designated
organ procuremsnt agency. Biometric identifiers do not include
biclogical materials regulated under the Genetic Information
Privacy Act. Biometric identifiers do not include information
captured from a patient in a health care setting or information
collected, used, or stored for health care treatment, payvment,
or operations under the federal Health Insurance Portabkility and
Zocountabkility Zeot of 159%6. Biometriec identifiers do not include
an ¥-ray, rosentgen process, computed tomography, MRI, PET scan,
mammography, or other image or f£ilm of the human anatomy used to

diagnose, prognose, or treat an illness or other medical
condition or to further walidate scientific testing o
screening.

"Biometric information" means any information, regardless of
how it is captured, converted, stored, or shared, based on an
individual's biometric identifier used to identify an
individual. Biometric information does not include information
derived from items or procedures excluded under the definition
of biometric identifiers.



Litigation/enforcement actions

« Common claims (not exhaustive)
*  Wiretapping/eavesdropping

* Privacy tort claims (e.g., invasion of privacy and intrusion
upon seclusion)

Negligence

Property — allegations that individuals have property
rights in content they post online

Consumer protection laws — alleged unfair/deceptive
conduct

* Claims under biometric privacy laws

- Algorithmic disgorgement
 FTC trend in recent enforcement actions toward requiring
companies that have trained on data obtained in violation
of privacy and consumer protection laws to delete not
only the underlying data but all algorithms/models trained
on such data

- See, e.q., In re Everalbum, In re Flo Health, In re Rite
Aid Corp.




Cyber risks



Al and cybersecurity

 Data leaks/breaches

Could occur when data used to train is leaked to third
parties, whether through intentional/malicious or
inadvertent prompting of the model

* Model/data poisoning

Injecting training data with poisoned/inaccurate data or
incorrect labels to cause the model to learn the wrong
information

 Code vulnerabilities
* Deepfakes

* Hackers using generative Al tools to improve the
sophistication of attacks

E.g., “ChatGPT: create a phishing email”

This Photo by Unknown Author is licensed under CC BY




Al and cybersecurity
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Al cyber risk mitigation

* Use hosted/walled-garden models

* Diligence third-party providers

* Red teaming

* Use open source with caution

* Employee training

* Regularly check training data labels for accuracy

* Fight Al with Al



SEC cyber disclosure requirements

SEC form(s) Summary of disclosures

Material cybersecurity 8-K » Disclose material cybersecurity incident within four business days of
incidents determining materiality (subject to narrow national security and public safety
delay exception)

» Describe the material aspects of the incident’s (i) nature, scope and timing;
and (ii) impact, or reasonably likely impact, on the company, including its
financial condition and results of operations

Risk management and 10-K » Describe processes for the assessment, identification and management of
strategy material risks from cybersecurity threats

» Describe whether any risks from cybersecurity threats, including as a result
of any previous cybersecurity incidents, have materially affected, or are
reasonably likely to materially affect, the company’s business strategy,
results of operations or financial condition

Governance 10-K » Describe management’s role in assessing and managing material risks from
cybersecurity threats

» Board’s oversight of risks from cybersecurity threats



Key terms

“Cybersecurity incident”: an unauthorized occurrence, or a series of related unauthorized
occurrences, on or conducted through a company’s information systems that jeopardizes the
confidentiality, integrity or availability of a company’s information systems or any information residing
therein

*  “Paper breaches”
* Accidental/inadvertent disclosures

* Unexploited vulnerabilities?

“Material”: substantial likelihood that a reasonable investor would consider information important in
making an investment decision or if the information would have significantly altered the "total mix" of
information made available

*+ SEC 2011 and 2018 cyber guidance discusses materiality for purposes of financial reporting

“Cybersecurity threat”: any potential unauthorized occurrence on or conducted through a company’s
information systems that may result in adverse effects on the confidentiality, integrity or availability of a
company’s information systems or any information residing therein



Q&A with Mary Ann Le Fort
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