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Intellectual Property
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Disclaimer:

The views expressed during this program
do not constitute legal advice, belong solely
to the panelists, and do not reflect the views
of the Association of Corporate Counsel or
the entities for whom the panelists

are employed.
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Intellectual Property — Staying Out of Court

* Avoid Ownership Disputes
— Development or License

— Works Made for Hire
— Joint Ownership

* Non-Infringement Warranties v.
Indemnities




Risk-Sharing; Risk-Shifting

« Limitation of liability — Key clause
between Vendor and Customer

— Carveouts
— Secondary/Super Caps

* |ndemnification
— Third-party claims
— Consider limitation of liability
(carveouts and exclusions)




Limitation of Liability — Limit on Liability Type

Typical: Limited to direct damages only; often (made) mutual.

e.qg., “In no event will either party be liable under this agreement
under any legal or equitable theory, including breach of contract,
tort (including negligence), strict liability, and otherwise, for any
consequential, incidental, indirect, exemplary, special, enhanced,
or punitive damages whether arising out of breach of contract, tort
(including negligence), or otherwise...”

Generally, direct damages limitations are non-controversial ...

« But see Data Breach: Notices to affected consumers, credit
monitoring, and many other data breach damages are
consequential.



Limitation of Liability - Liability Caps & Exclusions

- Market Standard Caps
] I. 3cdily injury or physical damage to tangible
- Exclusions property

il. Gross negligence

lii. Damage and loss caused by confidentiality
obligations

iv. Infringement of intellectual property rights
(for discussion re: indemnity) or

v. Indemnity obligations/cyber breaches



Indemnification - Scope of Indemnity

Coverage of Claims

* Defend, Indemnify and Hold
Harmless

* Direct v. Third-party Claims

* Types of damages (direct,
consequential, punitive and/or
attorneys’ fees)

» Scope of Coverage (e.g., IP
iInfringement, breach of contract,
violation of law)

Carve-Outs and Carve-Ins



Data Security; Privacy and Security Incident Response

Customer due diligence required to understand:

— Type, sensitivity and volume of data collected by
the Vendor

— Border crossing
Vendor security incident response requirements
Regulatory Requirements
Shared risk and Responsibility
Cyber Insurance

Suspension & Termination Rights as Recourse
(SaaS)
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Artificial Intelligence

 Risks and Benefits
* Due Diligence
— Know Your Vendor

« Keep an Eye Out: Vendor Risk Management
and Governance

 Compliance / Regulatory Landscape
— White House Al Bill of Rights
— Industry Accords / NIST
 Technology Framework

— Training Data; Dedicated Instance;
Customization; Safeguards
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Navigating Business Tensions

 |nterests in Common

e Success and expansion of
business

* Interests at Odds
 Mindset for risk / risk
mitigation
 Risk Tolerance v. Value

* Risk can be disproportionate
to the value of a commercial
transaction
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Highlighting Trends

Change Photo to illustrate your Change Photo to illustrate your
point of information. point of information.
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Change Photo to illustrate your
point of information.
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