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Into the Woods: The Life Cycle of an Investigation

Understand potential sources of investigation allegations and tips, whether internal or 

external, and their implications.

Sketch out objectives of the investigation, the appropriate scope, the right team, and 

leadership/communication protocol.

Conduct the investigation with a focus on documents and data, information-gathering 
interviews, ordering of tasks, development of summary and demonstrative information, 
and the impacts of COVID-19.

Align investigation results with objectives, including an understanding of stakeholders 

and regulators, as well as any duties to disclose or self-report.

Present the narrative to management, the board, regulators, or the media appropriately 

to meet objectives (and comply with best practices).

Investigate

Plan

Identify

Remediate

Report
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At RSM, we offer cutting-edge forensic technology solutions to help organizations address complex challenges, mitigate risks and 

uncover critical insights, while minimizing interruption to our clients’ business. Our team of experienced professionals combines deep 

investigative skills with advanced technologies to provide comprehensive and effective solutions tailored to your specific needs.

RSM’s forensic data mining capability

Our team provides rapid response and 

containment services in the event of a 

cyber incident. We work diligently to 

identify the source, scope and impact 

of the incident, help restore systems, 

and provide guidance–rooted in 

experience–to enhance your 

organization’s cyber resilience.

Our forensic data analytics 

professionals utilize AI, machine 

learning (ML) and other tools to 

extract insights from complex data 

sets. We identify patterns, detect 

anomalies and visualize data to and 

from data sets across the globe. 

Our certified e-discovery 

professionals employ robust 

processes, advanced analytics 

and AI to develop an 

appropriate and streamlined 

approach to the discovery 

process, given the allegations, 

the situation and your industry. 

Our certified digital forensic 

professionals leverage state-

of-the-art tools and techniques 

to collect and analyze digital 

evidence to support 

investigations, litigation and 

regulatory compliance matters.

Powered by technology

Forensic 

Technology 

Services

Digital 

forensics

Cyber incident 

response 

investigations

eDiscovery Forensic data 

analytics and 

visualization 
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CFO Has Keys to the Ferrari

ObservationsAllegations

▪ 10-year tenured VP of Finance approached by CEO at 

YE 2021 regarding overages in payroll budget to 

actuals for the year ahead of 2022 planning

▪ Admits on the spot to embezzling more than $1.7 

million over the past three years

▪ Promised to collaborate in resolving any missing funds

▪ Had access to initiate the following:

− Draws from the company’s checking account to pay 

his personal AMEX credit card bills

− Fictitious expense reimbursements to himself

− Additional salary payments to himself

▪ Coded fictious expenses to “Travel” or “Salaries” 

general ledger accounts
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Work Steps – Unauthorized Draws

Receive company’s checking account statements and the statements for company’s 

authorized AMEX credit cards
1

Using Ocrolus, convert the checking account statements and the AMEX credit card 

statements to excel
2

Compare the credit card payments drawn from the company’s checking account to the 

payments made to the company’s authorized credit cards

▪ verify the payments made to AMEX matched the payments noted on the authorized 

credit card statements

▪ if a payment was made to a credit card that wasn’t matched to a statement, then it 

was inferred that the payment was made to an unauthorized AMEX credit card

3

Compare the payments to credit cards that were deemed unauthorized with the 

general ledger
4
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Analysis – Compare Bank and GL Data
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Work Steps – Unreconciled Payroll Expenses

Using Ocrolus, convert the personal bank statements to excel2

Compare the payroll register with the general ledger

▪ negative deductions were noted on the payroll registers, but the general ledger 

only shows an entry to another accounts, such as “Travel”

▪ payments in several periods were greater than they should have been

5

Using DataSnipper, convert payroll data to excel3

Receive VP’s personal bank account statements1

Isolate direct deposits made into the personal bank account from the company

▪ compared direct deposit amounts to expected salary amounts
4
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Analysis – Compare Payroll Register and GL Data
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Additional Confirmation with E-Discovery

▪ Additional suspicious behavior

− Google searches during unraveling of scheme:

▪ Inside attempts for business email compromise

− Creation of similar-but-different company email address to 

solicit changes to banking information

• “@acbcompany.com” instead of “@abccompany.com”
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Findings
Total loss amount estimated at more than 

$7 million in 10 year period

$5 million more than the VP initially admitted to.
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Office Manager Pays Self Very Well

ObservationsAllegations

▪ Office manager suspected of payroll fraud over a nine-

year period shortly after she resigns from the 

company.

▪ After internal investigation completed and evidence 

provided to the US Secret Service, ex-office manager 

pleads guilty to embezzling over $1.8 million knowing 

she’s under federal investigation.

▪ Recently sentenced to 51-month federal prison term. 

▪ Had access to initiate the following:

− Banking online system to process all payroll.

− Access to all accounting and record keeping.

− Additional payroll amounts to self, every pay period.

▪ Coded actual vendor payments at amounts higher 

than the actual vendor invoice to offset the higher 

payroll amounts processed for her own paycheck; and 

reconciled the bank accounts.
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Work Steps – Unauthorized Payroll Amounts

Receive company’s checking account statements, bank direct deposit data, payroll 

register reports, and general ledger data investigation for period under investigation.
1

Using Ocrolus, convert the checking account statements to identify all payroll related 

direct deposit withdrawals from the company’s bank account.
2

Compare employee’s actual direct deposit amount to net pay amount in PR register.

▪ Identified bi-weekly payroll variances aggregating to over $1.8 million in 

unauthorized payroll. 

3

Review accounting system audit logs.

▪ Identified method to perpetrate the payroll fraud scheme by the ex-office manager.
4

Using Alteryx, compare the cash withdrawals in the bank statement data to cash 

withdrawals in the general ledger identifying dollar amount variances tied to the 

payroll scheme. 

▪ Identified use of vendor invoices as means to cover up fraud.

5
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Analysis – Compare Bank and GL Data
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Analysis – Compare Payroll Register and Bank Direct Deposits
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Total loss amount estimated at more than 

$1.8 million in 9 year period

Findings
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Gallery Owner Shaves a Little Off the Top

ProcessAllegations

▪ Gallery owner accused of stealing from their artists by 

shaving money off the sale before reporting the sale to the 

artists

▪ Artists were underpaid 20-60% than what they were owed

▪ Promised to resolve the claims promptly and 

professionally

▪ Gallery owner sold a piece of art to a buyer at one price

▪ Gallery owner creates an artist statement for the artists 

whose piece was sold at another, lower price

▪ Gallery owner alleged to pocket the difference in sale 

price and still receives their share of the sale at the 

lowered price
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Work Steps

Generate list of all sold works for the artist from ArtLogic1

Locate the Artist Statement in DropBox to identify the sale amount disclosed and amount paid 

to the artist (search in Artist Statement Folder, if not search by stock #, or buyer name) 

▪ verify that date and buyer correlates to the listed sale

▪ if a sale occurred earlier, document the amount of the original

2

Locate the Invoice in DropBox or ArtLogic to identify the amount invoiced to the customer

▪ verify that the invoice date and amount indicates it is the listed sale
3

Locate evidence of Vendor Expense in Quickbooks to confirm the amount paid to the artist 

agrees to the amount owed

▪ Expenses -> Vendor -> search by date

5

Locate evidence of customer payment for the Sale in Quickbooks to confirm the invoice 

agrees to the amount sold

▪ Sales -> Invoices -> Year, filter by No.

4
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Source Data – Artist Statements
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Source Data – Sales Invoices
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Azure Data Factory and AI Document Intelligence
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Analysis with Azure and Alteryx Output – 1 Artist
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Presenters

Leo has more than 30 years of 

accounting, finance and management 

experience in public accounting, in 

industry, and as a business owner. Over 

the last 15 years, Leo has led the firm’s 

forensic accounting and litigation support 

practice in the Texas market managing a 

team of consultants involved in both 

commercial based litigation support and 

corporate financial investigations.  Mr. 

Munoz is a frequent presenter on 

corporate fraud and financial 

investigation matters.

Leo Munoz
CPA/CFF, CFE

Managing Director

Rebekah is a Senior Associate in the 

Financial Investigations and Dispute 

Services (FIDS) practice. She joined 

RSM’s FIDS practice 2 years ago, where 

she has focused on forensic accounting, 

financial investigations, litigation support, 

and data analytics.

Rebekah Wood
Senior Associate
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