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Most Important Issues to CHIEF LEGAL OFFICERS
Revolve Around Data Risks

REGULATIONS AND ENFORCEMENT
PRIVACY AND DATA SECURITY

CYBERSECURITY THREATS

RETAINING TALENT  28% NN
LITIGATION | 27% I
REPUTATION MANAGEMENT | 23% NN What ] the top three
MERGERS AND ACQUISITIONS | 21% I '
POLITICAL CHANGES  18% NN
CROSS-BORDERWORK  14% NN
INTELLECTUAL PROPERTY PROTECTION = 14% I
ESG COMPLIANCE 8% I

OTHER 9% I PR AN




CLOs Focused on Mitigating
Breaches & Privacy Enforcement Actions

What are the biggest

data-related threats 32% privacy/requatory
you are focusing on

mitigating in 20247

24% other

cybersecurity
threats

34%

Data breaches 5% civil litigation

4% Intellectual property theft

— 1% oOther




Fewer CLOs are Confident in their Ability
to Mitigate Emerging Data Risks

17% 3%

i

25%

[

25%

21% 44

H Very confident [ Moderately confident Somewhat confident Il Only slightly confident [l Not at all confident
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What's Hot

GENERATIVE DATA
Al CYBERSECURITY GOVERNANCE

v' Data Usage for v' Expanding v Retention

LLM Training Regulations

v' Data Inventory &
v Confidentiality v Contractual Data Location
Requirements

v Intellectual v Data Minimization

Property Protection v Third-Party Risks

v Disposition after
Termination




Questions to Avoid Blind Spots

a

Who Is
responsible?

N

v’ Storing Data
v Securing Data (Audits Allowed?)
v" Deleting Data (Deletion Certification)

4

€
p-

What about
Al?

4
-

\

v Can Vendor input your data to Generative Al Platform?

v Do you want to do that with another Company’s Data?
v' What is the Process for doing so?
v" Is Prior Consent Required? (recommended)

y
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Data Risks In Technology Deals

=  Conducting third party due diligence

= Understanding the data flow

= Complying with notices and existing agreements when sharing data
= Understanding Al risks

= Assigning responsibility for data minimization




Streamline & Document Vendor & Al Risk Assessments

= Leverage
Assessment
Templates

o
= Easily Collaborate
.
Wlth Sta k'e h o | d e rS 4:Exb . 11 ls the cloud configured in a way that allows you to control who has access to the data at all times? Multiple Choice
5. Ser Oversi

= Surface Hidden
Risks

= Document
Remediation Steps




Develop Retention Rules & Apply Applications & Vendors

exterro

Establish Retention
& Deletion Policies

Action Policies
Across Data Sources
& Applications

Ensure Vendors &
Third Parties are
Compliant




/

Data Risks in M&A Deals

\




Data Risks in M&A Deals

= Understanding the universe and types of data involved in
M&A deal

= Reviewing existing contracts after acquisitions and assessing
whether to retain or cancel these contracts based on data
needs

= Qutside counsel needs for navigating various regulations,
including GDPR, CCPA and other national and global
patchwork of laws and regulations




More Data = More Costs, More Risks, More Liability!

Keep everything
forever!

Data Breach
Ransomware Attack Only keepwhat
Enforcement Action we need.

Litigation

Class Action
THEN NOW

Consumer Requests

Privacy Violations




Conduct Data Risk Assessment of Target Company

OVERALL DATA SOURCE ANALYSIS TOP 5 SENSITIVE DATA

SUMMARY

Sensitive Data Type

3 ) @ Credit Card Number

Scanned Files Scanned Volume Sensitive Data Count

12.5K 42 GB 40K

Phone Number

¥ Medium

Redundant Count Redundant Volume

5K 20GB

Over all Risk Ler Bank Account Number

Others 6k

@ Phone Number dit Card Number
B v The total count represents 65% of Top 5 Sensitive data,
ank Account Number c
- which amount to 10K data count

OVERALL DUPLICATE DATA VOLUME & AGE SENSITIVE DATA IN OVERALL DATA COUNT

SUMMARY MMARY
@ Sensitive Data SCMMAR

1068

of Counts

Number ¢

@ Original Data @ Duplicate Data [ ] Data Count @ Other Gount
The total count represents 35% of k The total count represents 40% of
Duplicate data, which amounts to 5K sensitive Data which amounts to 16k

files and size of 16GB. count.

5 7 101615 = .
Yea s Years Current to 1
year

Age of Information(Years) Age of Information(Years)
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Develop Strong Cross Functional Teams

_Chief Data ) Business
Legal Ops — Info Gov/ b Privacy/DP = Governance = Marketing ~ Stakeholders

RIM Officer




Establish Data Risk Management Processes
Defensible~ Eiiitéc&e

/ pr . \

Minimize

Impact & Respond
: s Faster

Disruption

v Assess Pll Processing
v Assess Al Processing
v’ Privacy Rights Processes

v Notice & Consent o
Data Discovery v Records & Data Retention Rules >> Technology

& Mapping v’ Legal Hold Processes
v" Data Classification

v' Data Remediation & Disposition

Recover
Faster

v Assess Third Party Risks Less Minimize
Individuals Resources
Impacted

\ Protect L /

Legal &

Financial - . impacted
Interests P




A Complete Orchestrated Solution

DATA RISK
MANAGEMENT

Q @ &

E-DISCOVERY PRIVACY & DATA DIGITAL CYBERSECURITY
GOVERNANCE FORENSICS COMPLIANCE
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Emerging US Al Regulations

State Consumer Privacy Laws - CO Al Act
Profiling / ADM .
High-risk Al Systems

= Risk Assessments & Remediation

= Notice Sub§’gantial factor is a consequential
decision

= Opt-out

= Appeal Deployers
Risk management policy and program

NYC Ordinance re: HR Impact assessments

Developers

CA, UT & FCC disclosure
Duty of care

A=)l rements . Assist deployers to assess
= Also, platform requirements




EU Al Act

wllly

Takes a “risk based” "High risk" systems will .
approach, classifying Al be subject to strict Foundation models

systems according to requirements on: (e.g. LLMs) will be a
separate tiers: = risk management system regulated category

1. prohibited = transparency and

2. high-risk data governance
3. limited risk = human oversight
4

. minimal risk = conformity assessment
(e.g., spam filters & Al (CE marking)
within video games)

- Fines up to €30 million or, up to 6% of total global revenue for worst offenses
- Unlikely to apply until 2025, at the earliest
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Cybersecurity Updates

New York DES Cybersecurity:
23 NYCRR Part 500

More obligations for the largest companies
Expanded notification requirements

Additional cybersecurity governance provisions
New requirements for incident response
Obligations for business continuity plans

Additional access controls & technical controls including
DATA RETENTION

Expanded risk assessment requirements

New enforcement provisions

SEC Final Rules on
Cybersecurity Disclosures

Report “material” cybersecurity incidents within four
business days of when an incident is determined to be
material

Describe nature and scope of incident, timing and
material impacts (i.e., financial condition and results of
operations)

If required information is not determined or is not
available at the time of the initial, disclose
that fact and provide via an amendment




