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Welcome and Introductions
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Ransomware: an Overview and Recent 
Government Response 
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Ransomware: Regulators Identify Best Practices
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But what role can in-house counsel play 
in these technical implementations?
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Initiate conversations with your technical teams; 
confirm these best practices are on their radar; 

and follow up at the audit/risk management level 
to confirm that the controls are implemented in a 

timely fashion. 

Take an active role in the training and engage any 
outside vendors under privilege.

Build ransomware response into your incident 
response plan accounting for the special legal 

considerations in ransomware response. 

Test your plans at the operational and executive 
levels.

Ransomware Defense: 
Counsel’s Role
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Ransomware Response Best Practices
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Four Parallel Workflows For Response Best Practices

Restoration Investigation Legal Communications
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Restoration Investigation Legal Communications

Restoration

Containment

Assess Systems, Data and 
Operational Impact

Develop a Restoration Plan
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Restoration Investigation Legal Communications

Investigation

Engage a Forensic Vendor

Deploy Endpoint Protection 
and/or Forensic Data 

Collection Tools

Intelligence and Information 
Gathering

Review for Data Exfiltration
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Restoration Investigation Legal Communications

Legal

Third-Party Intermediary

Law Enforcement/Insurance 
Notifications

Decide Whether to Pay the 
Ransom

Potentially Pay the Ransom

Determine Whether Other 
Notices Are Required
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Restoration Investigation Legal Communications

Communications

Do You Need A Crisis 
Communications Firm?

Internal Communications

External Communications
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Conduct Post-Incident Analysis

ROOT CAUSE ANALYSIS PROCESS IMPROVEMENTS LESSONS LEARNED 
MEETING
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Supply Chain Security
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Questions and Closing


