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Welcome and Introductions
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Ransomware: an Overview and Recent
Government Response
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It still remains unclear how the FBI
obtained the private key.

imony establish probable cause 10 seize the property

1 ind that the affidavit(s) and any recorded ¢
o122

¥ oo caceed 14 dayy)
X in the daytime 6:00 am. 10 10:00 pm. () at any time in the day or night because good cause has boen established.

YOU ARE COMMANDED to execute this warrant and seize the property on or before

Unless delayed notice is autborized below, you must also give a copy of the warrant and a receipt for the property taken o the
person from whom, or from whose premises, the property was taken, of leave the copy and roceiptat the place where the
property was taken

An officer present during the execution of the warrant must prepare, as required by Law, an inventory of any property seized
and the officer executing the warrant must promptly retum this warrant and a copy of the inw
United States Magistrate Judge Laurel Beeler
Unied Sotes Magisrae i)

nediate notification may have an adverse result listed in 18 US.C.

3 Pursuant to 18 US.C. § 3103a(b), | find that im
executing this warrant o delay noticc fo the person wha, of whose

§ 2705 (except for delay of trial), and authorize the of!
property, wil be searched or seized fchv the appropria bas)
0 for iy (not o cnceed 30) 0 until the facts justifying, the later specific date of
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Ransomware: Regulators Identify Best Practices
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But what role can in-house counsel play
in these technical implementations?
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Initiate conversations with your technical teams;
confirm these best practices are on their radar;
and follow up at the audit/risk management level
to confirm that the controls are implemented in a
timely fashion.

Take an active role in the training and engage any
outside vendors under privilege.

Ransomware Defense:
Counsel’s Role

Build ransomware response into your incident
response plan accounting for the special legal
considerations in ransomware response.

Test your plans at the operational and executive
levels.
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Ransomware Response Best Practices
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Four Parallel Workflows For Response Best Practices
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Restoration

Containment

Assess Systems, Data and
Operational Impact

Develop a Restoration Plan
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Investigation

Engage a Forensic Vendor

Deploy Endpoint Protection
and/or Forensic Data
Collection Tools

Intelligence and Information
Gathering

Review for Data Exfiltration
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Legal

Third-Party Intermediary

Law Enforcement/Insurance
Notifications

Decide Whether to Pay the
Ransom

Potentially Pay the Ransom

Determine Whether Other
Notices Ar2 Required
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Communications

Do You Need A Crisis
Communications Firm?

Internal Communications

External Communications
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Conduct Post-Incident Analysis

ROOT CAUSE ANALYSIS PROCESS IMPROVEMENTS LESSONS LEARNED
MEETING
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Supply Chain Security
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build process and injected
malicious code into SolarWinds’
Orion software platform.

*Then, over 16,000 organizations
downloaded the malicious
update, leading to the known
compromise of at least 9 federal
agencies, Russian access to
emails for multiple U.S. Attorney
Offices, and the compromise of
over 100 private sector
companies.

of supply chains in six different
sectors of the U.S. economy,
including the information and
communications technology (ICT)
industrial base.

*These sanctions are for cyber

espionage activity —a new
sanctions trigger in the cyber
arena.

sExpands role for CISA In
collecting and managing incident
reporting information.

eStandardizing common
cybersecurity contractual
requirements across agencies.

sIncludes new private sector
recommendations for supply
chain security.

eHints at increased private sector
reporting requirements.

e|dentifies a need for baseline
cybersecurity goals.

*NIST will play a role in crafting
these baseline goals for critical
infrastructure systems but it
remains to be seen if these goals
will become a standard for other
industries as well.
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Questions and Closing
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