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INTRODUCTION

James  Vinocur | Senior Corporate Counsel, Baxter
Experience with Cybersecurity, AI, and White Collar Matters
Member, Cyber Counsel Group
Former Prosecutor, Manhattan District Attorney’s Office

Stephen Reynolds  | Partner, Chicago Office
Former Computer Programmer and IT Analyst 
Advises on Complex Data Security and Privacy Matters
CIPP/US, CISSP
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INTRODUCTION

Caitlyn Campbell | Partner, Boston Office
Former Senior Counsel to SEC Directors  of Enforcement in DC 
and Enforcement Attorney in Boston
Liaison to Financial Reporting and Audit Group

Paul Helms  | Partner, Chicago Office
Former Counsel to SEC Director of Enforcement in DC and 
SEC Enforcement Attorney in Chicago
Asset Management Unit and CAIA Credential
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TOPICS

• Anticipated effect of the election on SEC
cybersecurity enforcement efforts

• Guidance from the SEC on the cybersecurity
rules that went into effect in December 2023

• Recent SEC cybersecurity enforcement actions
• Practical strategies in-house counsel can

employ to manage risk
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ELECTION UPDATE
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ELECTION UPDATE | CURRENT COMMISSION
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ELECTION UPDATE | NEW CHAIR

• SEC Commissioner from August 2002
to August 2008

• Appointed by President George W.
Bush

• Served on the staff of two former
Chairs, Richard Breeden and Arthur
Levitt, from 1990 to 1994
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ELECTION UPDATE | CURRENT DIVISION LEADERS
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Sanjay Wadhwa
Acting Director

Sam Waldon
Acting Deputy Director
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ELECTION UPDATE | EXPECTATIONS

• SEC enforcement efforts  tend to be relatively bipartisan
• Examination and enforcement staff remains relatively constant, and long-

tailed investigations take time to work through the system  
• Staff will work to enforce existing regulations, such as the newly-minted 

cybersecurity disclosure requirements  
– For example, cybersecurity is  a bipartisan national security interest, 

particularly in the context of the financial markets
– Chair Clayton pursued regulatory and enforcement agenda, although more 

careful not to punish victimized public companies
• Changes are likely to come in the form of emphasis, with more resources 

devoted to retail-level fraud
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ELECTION UPDATE | STAND-ALONE ACTIONS
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ELECTION UPDATE | COMING YEAR

• More resource challenges 
• Lower penalties  
• Continued emphasis  on individuals  
• More technical and data-driven cases: watch for insider trading 
• Potential for recent rule changes to spur additional enforcement 
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CYBERSECURITY 
RULES
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CYBERSECURITY RULES | INCIDENT DISCLOSURE

• Public companies must file a Form 8-K within four business days of a
determination that a cybersecurity incident it has experienced is  material

• Specifically, the new Form 8-K 1.05 line item requires disclosure of the:
– Nature, scope and timing of the incident and
– Its  impact or reasonably likely impact on the company
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CYBERSECURITY RULES | MATERIALITY

• Rules do not specify how to determine
the materiality of a cybersecurity incident

• Instead, materiality is  to be evaluated
based on the total mix of information

• Prior administration: Should not be
limited to the impact on “financial
condition and results  of operation” and
consider qualitative factors
– Reputational harm
– Possible regulatory actions
– Possible litigation
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CYBERSECURITY RULES | FORM 8-K

• Companies must amend a previously filed Item 1.05 Form 8-K to disclose 
information that was not determined or was unavailable at the time

• Two safe harbor provisions that potentially mitigate liability concerns 
associated with the proposed new requirements:
– Form S-3 eligibility 
– Section 10(b) or Rule 10b-5
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CYBERSECURITY RULES | FORM 10-K

• Companies required to disclose information regarding their cybersecurity
risk management strategies annually

• Specifically, rules add a new Item 106(b) to Regulation S-K to disclose:
– Company’s processes, if any, for the assessment, identification, and

management of material risks from cybersecurity threats  and
– Whether any risks from cybersecurity threats  have materially affected or are

reasonably likely to materially affect their business strategy, results  of
operations, or financial condition
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CYBERSECURITY RULES | FORM 10-K 

• Rules require annual disclosure regarding a company’s cybersecurity
governance at board and management levels

• New Item 106(c) of Regulation S-K requires disclosure of:
– Board’s oversight of risks from cybersecurity threats  and
– Management’s  role in assessing and managing material cybersecurity risks

• Although the SEC did not adopt the proposed requirement to disclose
board expertise, the final rule requires disclosure of the relevant expertise
of those responsible for the company’s cybersecurity management
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SEC ENFORCEMENT 
ACTIONS
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ENFORCEMENT ACTIONS | SEC FRAMEWORK

• Public companies
• Investment advisers  and other regulated entities
• Insider trading and market abuse
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ENFORCEMENT ACTIONS | SOLARWINDS

• In late 2019, threat actors gained access to SolarWinds’ system and 
inserted malicious code into a SolarWinds platform 

• Threat actors then engaged in a series of cyberattacks targeting 
SolarWinds’ platform and customers, culminating in a large-scale 
cyberattack known as SUNBURST in December 2020

• In 2023, the SEC filed an action against SolarWinds and its  CISO alleging:
– False and misleading statements in public postings and Form 8-K
– Internal accounting
– Disclosure controls
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ENFORCEMENT ACTIONS | SOLARWINDS

• In July 2024, the District Court dismissed most of the claims:
– Internal controls  provision is  limited to accounting controls
– Isolated process lapses do not support disclosure control violations
– Initial disclosures were not materially misleading, finding that they “by any 

measure bluntly reported brutally bad news for SolarWinds,” based on what 
SolarWinds and its  CISO knew when filing

• Securities  fraud as to a security statement that described SolarWinds’ 
cybersecurity practices and was published on the SolarWinds website 
and disseminated to its  customers was sufficiently pled
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ENFORCEMENT ACTIONS | SOLARWINDS REPRISE

• Notwithstanding this  setback, the SEC persisted
• In October 2024, the SEC charged four companies with misleading cyber 

disclosures, paying civil penalties  ranging from $1 to $4 million
– Two companies disclosed information about the cyberattack, but the SEC 

concluded that the disclosures omitted certain material information
– The other two companies allegedly did not update an existing risk factor in 

response to the cyberattack
• Dissent by Peirce and Uyeda
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ENFORCEMENT ACTIONS | PRIOR ADMINISTRATION
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Action Allegations
RR Donnelley Internal accounting control failures related to interaction with 

third-party managed security services provider
Blackbaud Failure to disclose the full impact of a ransomware attack 

despite technology personnel learning that its  earlier public 
statements about the attack were erroneous

Pears on Risk factor disclosure describing hypothetical risk was false 
and minimized event in media statement

Altaba  (Yahoo) Despite theft and access of “crown jewels,” Yahoo risk 
disclosures only disclosed hypothetical risk, and Yahoo did 
not identify during acquisition process
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ENFORCEMENT ACTIONS | SECTION 21A REPORT

• In a Section 21A report issued in October 2018, SEC warned public 
companies that inadequate cybersecurity fraud prevention may violate 
the internal accounting control provisions

• Two types of cybersecurity scams that victimized nine public companies, 
which collectively lost nearly $100 million
– Perpetrators  used fake email accounts  to request wire transfers  from fake 

email accounts  purportedly held by company executives—emphasizing time-
sensitive and secretive nature

– Fraudsters  posed as bona fide foreign vendors demanding payment using 
compromised vendor email addresses and doctored invoice with accurate 
purchase order and account balance information

24 SEC Enforcement Developments



mwe.com

ENFORCEMENT ACTIONS | EXPECTATIONS

• Uncertain environment
• New disclosure rules expected to increase enforcement risk
• National security imperative: expect to see continued cases against 

public companies, investment advisers, and other regulated entities
• Mechanically, change in crypto enforcement could mean more unit 

resources devoted to cybersecurity cases 
• But new Commission likely to be more receptive to argument that 

company is  victim
• More protection or credit for cooperation in cyber cases 
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PRACTICAL 
STRATEGIES
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PRACTICAL GUIDANCE | PLANNING

SEC Enforcement Developments

Plan for 
an Event

Transfer 
Risk

Incident 
Response

Evaluate 
cyber 
laws

Prepare policies on
cyber disclosures

Survey cybersecurity laws 
that may apply to your 
business

Help companies evaluate 
materiality and draft filings in 
event of incident

Consider cybersecurity 
insurance (and get 
pre-approved)
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PRACTICAL STRATEGIES

• New rules do not require a “quantifiable trigger” for disclosure
• An incident that results  in significant reputation harm to a company may 

not be readily quantifiable but may need to be reported
• Companies should be cautious about describing cybersecurity risks in 

hypothetical terms when an incident has occurred
• Companies should consider quantifying aspects  of the attack to the 

extent possible, particularly as to financial impact
– Focus on the duration and scope of the threat actor’s  access
– Consider the relevance of the threat actor’s  identity to a reasonable investor
– Evaluate number of affected customers and amount of stolen information
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PRACTICAL GUIDANCE | MATERIALITY MATRIX
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Description Cons iderations

Financia l Direct quantifiable financial impact 
of an incident

Financial values derived from financial report and SOX 
thresholds

Operationa l Severe operational impact, such as  
ransomware or denial-of-service

Recovery time objectives s ignificantly breached for 
transactional systems 
Or loss  of availability to customer data

Data  Breach Personal data or staff data is  
accessed and exfiltrated

Reportable breach in terms of data protection acts  for 
respective jurisdictions

Scope Core systems are repeatedly 
breached

Multiple factors  of repeat incidents  where core systems 
were breached even if no data was exfiltrated within 
current and previous fiscal period

Regulatory Regulators  from key jurisdictions This  may also include the additional reputational 
damage is  a consequence



mwe.com

PRACTICAL STRATEGIES

• SEC may pursue reporting viola tions , using data analytics to search for 
outliers, and insider trading

• Update  cybers ecurity incident plan to incorporate new Form 8-K 
disclosures and any need to supplement following initial disclosure

• Cons ider ris k fac tor dis c los ures  and other s ections  of SEC filings
• Integrate technical staff with employees in disclosure roles, with clear 

escalation rules
• SEC website includes helpful resources: www.sec.gov/securities-

topics/cybersecurity
– Commission Statement and Guidance on Public Company Cybersecurity 

Disclosures (Feb. 2018)
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PRACTICAL STRATEGIES | 2018 GUIDANCE
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Disclos ures Financia l Sta tements Polic ies  and Procedures
Risk factors
MD&A
Description of business
Legal proceedings
Board oversight

Expenses managing breach
Loss of revenue or assets
Costs  and liabilities  
associated with warranties, 
breach of contract, recalls, 
indemnification, and 
insurance
Diminished future cash 
flows and asset impairment
Effect of rebates  or 
discounts  on revenue

Disclosure controls  and 
procedures
CEO and CFO certifications
Code of ethics  and insider 
trading policies
Regulation FD
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PRACTICAL STRATEGIES | EARLY RANSOMWARE
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PRACTICAL GUIDANCE | CHANGE HEALTHCARE
• “On February 12, criminals  used 

compromised credentials  to remotely access 
a Change Healthcare Citrix portal, an 
application used to enable remote access to 
desktops. The portal did not have multi-factor 
authentication. Once the threat actor gained 
access, they moved laterally within the 
systems in more sophisticated ways and 
exfiltrated data. Ransomware was deployed 
nine days later.”
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PRACTICAL GUIDANCE | TIMELINE
Feb 21 Feb 28 Feb 29 March April
The  Attack The Lette r The  Confirmation The Response The  Sequel
Change Healthcare 
announces that it is  
taking its  systems 
offline after 
discovering a 
cybersecurity threat

BlackCat/ALPHV 
claims 
responsibility for 
the attack and 
alleges to hold over 
6 TB of data

Change Healthcare 
confirms that 
BlackCat/ALPHV 
represented itself 
as  the group behind 
the attack

Media reports  UHG 
paid a $22 million 
ransom 
HHS investigates  
The government 
and UHG launch 
provider funds to 
support impacted 
providers

A second 
ransomware group, 
RansomHub, 
demands payment 
from Change 
Healthcare and 
UHG, for the stolen 
data
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PRACTICAL GUIDANCE | SEC FILING
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PRACTICAL GUIDANCE | RANSOMWARE
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This material is for general information purposes only and should not be construed as legal advice or any other advice on any specific facts or circumstances. 
No one should act or refrain from acting based upon any information herein without seeking professional legal advice. McDermott Will & Emery* (McDermott) 
makes no warranties, representations, or claims of any kind concerning the content herein. McDermott and the contributing presenters or authors expressly 
disclaim all liability to any person in respect of the consequences of anything done or not done in reliance upon the use of contents included herein. 
*For a complete list of McDermott entities visit mwe.com/legalnotices.

©2020 McDermott Will & Emery. All rights reserved. Any use of these materials including reproduction, modification, distribution or republication, without the 
prior written consent of McDermott is strictly prohibited. This may be considered attorney advertising. Prior results do not guarantee a similar outcome. 
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