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Welcome

Preface
We hope that you will find this third edition of International Comparative Legal Guide – 
Anti-Money Laundering useful and informative.   

This has been an active year in anti-money laundering (“AML”) enforcement and 
compliance.  There have been a number of high-profile money laundering prosecu-
tions, investigations, and administrative enforcement actions.  We have seen the imple-
mentation of the EU Fifth Anti-Money Laundering Directive.  Groups such as the 
FATF, Wolfsberg, and the Basel Committee have been active in studying issues and 
updating guidance.  Around the world, governments are grappling with how to apply 
AML controls to the digital currency industry.  Nevertheless, the money laundering 
problem persists and sustains a wide range of criminal activity from drug trafficking, 
terrorism, fraud, and human trafficking, to nuclear proliferation. 

In the United States, the focus has been on modernization, including how to apply 
the technologies of today, such as artificial intelligence and machine learning, to AML 
compliance.  There is an ongoing assessment by the government, financial industry, 
and Congress on how to make the U.S. AML regime more efficient and effective and 
how better to promote the public and private exchange of information.  Legislation is 
pending in Congress that may result, after years of attempts, in the establishment of a 
national corporate registry with beneficial ownership information for corporations and 
limited liability companies.  Congress and financial institutions continue to seek a solu-
tion to address the inconsistency between state and federal laws on marijuana.

AML controls must be continually re-evaluated to address evolving risk.  Failure to 
implement effective measures can have serious legal and reputational consequences for 
financial institutions and other businesses and their employees and immeasurable costs 
for the safety and well-being of society. 

Gibson, Dunn & Crutcher LLP is honored to join a group of distinguished colleagues 
to present several articles that we hope you will find of interest on AML topics.  
Global Legal Group also has included chapters written by select law firms in 26 coun-
tries discussing the local AML legal and regulatory/administrative requirements and 
enforcement requirements.  Gibson Dunn is pleased to present the chapter on the U.S. 
AML regime. 

As with all ICLG guides, this guide is organized to help the reader understand the AML 
landscape globally and in specific countries.  Global Legal Group, the editors, and the 
contributors intend this guide to be a reliable first source when approaching AML 
requirements and considerations.  We encourage you to reach out to the contributors if 
we can be of further assistance.           

Joel M. Cohen & Stephanie L. Brooker
Contributing Editors
Gibson, Dunn & Crutcher LLP

© Published and reproduced with kind permission by Global Legal Group Ltd, London
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Chapter 16

The International Reach of 
the U.S. Money Laundering 
Statutes

Gibson, Dunn & Crutcher LLP M. Kendall Day

Stephanie L. Brooker

and bribery abroad.  The chapter concludes by illustrating the 
risks that the broad reach of the money laundering statutes can 
have for financial institutions.

1 The U.S. Money Laundering Statutes and 
Their Extraterritorial Application 
In 1980, now-Judge Rakoff wrote that “[t]o federal prosecutors 
of white collar crime, the mail fraud statute is our Stradivarius, 
our Colt 45, our Louisville Slugger, our Cuisinart—and our true 
love.”4  In 2020, the money laundering statutes now play as an 
entire string quartet for many prosecutors, particularly when 
conduct occurs outside of the United States.

Title 18, Sections 1956 and 1957 are the primary statutes 
that proscribe money laundering.  “Section 1956 penalizes the 
knowing and intentional transportation or transfer of mone-
tary proceeds from specified unlawful activities, while § 1957 
addresses transactions involving criminally derived property 
exceeding $10,000 in value.”  Whitfield v. United States, 543 U.S. 
209, 212-13 (2005).  To prosecute a violation of Section 1956, 
the government must prove that: (1) a person engaged in a 
financial transaction; (2) knowing that the transaction involved 
the proceeds of some form of unlawful activity (a “Specified 
Unlawful Activity” or “SUA”);5 and (3) the person intended 
to promote an SUA or conceal the proceeds of an SUA.6  And 
if the person is not located in the United States, Section 1956 
provides that there is extraterritorial jurisdiction if the transac-
tion in question exceeds $10,000 and “in the case of a non-United 
States citizen, the conduct occurs in part in the United States.”7  
The word “conducts” is defined elsewhere in the statute as 
“includ[ing] initiating, concluding, or participating in initiating, 
or concluding a transaction.”8  Putting it all together, establishing 
a violation of Section 1956 by a non-U.S. citizen abroad requires:

In the past decade, U.S. courts have reiterated that there is a 
presumption against statutes applying extraterritorially,1 and 
explicitly narrowed the extraterritorial reach of the Foreign 
Corrupt Practices Act (“FCPA”)2 and the wire fraud statute.3  

But the extraterritorial reach of the U.S. money laundering stat-
utes—18 U.S.C. §§ 1956 and 1957—remains uncabined and 
increasingly has been used by the U.S. Department of Justice 
(“DOJ”) to prosecute crimes with little nexus to the United 
States.  Understanding the breadth of the money laundering stat-
utes is vital for financial institutions because these organizations 
often can become entangled in a U.S. government investigation 
of potential money laundering by third parties, even though the 
financial institution was only a conduit for the transactions.

In this chapter, we examine how DOJ has stretched U.S. 
money laundering statutes—perhaps to a breaking point—to 
reach conduct that occurred outside of the United States.  We 
begin by providing a general overview of the U.S. money laun-
dering statutes.  From there, we discuss how DOJ has relied on 
a broad interpretation of “financial transactions” that occur “in 
whole or in part in the United States” to reach, for instance, 
conduct that occurred entirely outside of the United States and 
included only a correspondent banking transaction that cleared 
in the United States.  And while courts have largely agreed with 
DOJ’s interpretation of the money laundering statutes, a recent 
acquittal by a jury in Brooklyn in a case involving money laun-
dering charges with little nexus to the United States shows that 
juries occasionally may provide a check on the extraterritorial 
application of the money laundering statutes—for those willing 
to risk trial.  Next, we discuss three recent, prominent exam-
ples—the FIFA corruption cases, the 1MDB fraud civil forfei-
tures, and the recent Petróleos de Venezuela, S.A. (“PDVSA”) 
indictments—that demonstrate how DOJ has increasingly used 
the money laundering statutes in recent years to police corruption 

Figure 1: Applying Section 1956 Extraterritorially

© Published and reproduced with kind permission by Global Legal Group Ltd, London
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Although correspondent banking transactions can occur 
using a number of predominant currencies, such as euros, 
yen, and renminbi, U.S. dollar payments account for about 50 
percent of correspondent banking transactions.16  Not only that, 
but “[t]here are indications that correspondent banking activ-
ities in US dollars are increasingly concentrated in US banks 
and that non-US banks are increasingly withdrawing from 
providing services in this currency.”17  As a result, banks in the 
United States play an enormous role in correspondent banking 
transactions.

Given the continued centrality of the U.S. financial system, 
when confronted with misconduct taking place entirely outside 
of the United States, federal prosecutors are often able to iden-
tify downstream correspondent banking transactions in the 
United States involving the proceeds of that misconduct.  On 
the basis that the correspondent banking transaction quali-
fies as a financial transaction occurring in part in the United 
States, prosecutors have used this hook to establish jurisdiction 
under the money laundering statutes.  Two notable examples are 
discussed below.

i. Prevezon Holdings
The Prevezon Holdings case confirmed DOJ’s ability to use corre-
spondent banking transactions as a jurisdictional hook for 
conduct occurring overseas.  The case arose from an alleged $230 
million fraud scheme that a Russian criminal organization and 
Russian government officials perpetrated against hedge fund 
Hermitage Capital Management Limited.18  In 2013, DOJ filed 
a civil forfeiture complaint alleging that (1) the criminal organ-
ization stole the corporate identities of certain Hermitage port-
folio companies by re-registering them in the names of members 
of the organization.  Then, (2) other members of the organiza-
tion allegedly filed bogus lawsuits against the Hermitage enti-
ties based on forged and backdated documents.  Later, (3) the 
co-conspirators purporting to represent the Hermitage portfolio 
companies confessed to all of the claims against them, leading 
the courts to award money judgments against the Hermitage enti-
ties.  Finally, (4) the representatives of the purported Hermitage 
entities then fraudulently obtained money judgments to apply 
for some $230 million in fraudulent tax refunds.19  DOJ alleged 
that this fraud scheme constituted several distinct crimes, all 
of which were SUAs supporting money laundering violations.  
DOJ then sought forfeiture of bank accounts and real property 
allegedly traceable to those money laundering violations. 

The parties challenging DOJ’s forfeiture action (the “claim-
ants”) moved for summary judgment on certain of the SUAs, 
claiming that those SUAs, including Interstate Transportation 
of Stolen Property (“ITSP,” 18 U.S.C. § 2314), did not apply 
extraterritorially.  The district court rejected claimants’ chal-
lenge to the ITSP SUA.  The court held that Section 2314 does 
not, by its terms, apply extraterritorially.20  Nevertheless, the 
court found the case involved a permissible domestic applica-
tion of the statute because it involved correspondent banking 
transactions.  Specifically, the court held that “[t]he use of corre-
spondent banks in foreign transactions between foreign parties 
constitutes domestic conduct within [the statute’s] reach, espe-
cially where bank accounts are the principal means through 
which the relevant conduct arises.”21  In support of this holding, 
the court described U.S. correspondent banks as “necessary 
conduits” to accomplish the four U.S. dollar transactions cited 
by the government, which “could not have been completed 
without the services of these U.S. correspondent banks,” even 
though the sender and recipient of the funds involved in each 
of these transactions were foreign parties.22  The court also 
rejected claimants’ argument that they would have had to 
have “purposefully availed” themselves of the services of the 

Section 1957 is the spending statute, involving substantially the 
same elements as Section 1956 but substituting a requirement that 
a defendant spends proceeds of criminal activity for the require-
ment that a defendant intends to promote or conceal an SUA.9

a. “Financial Transaction” and Correspondent Banking

Although the term “financial transaction” might at first blush 
seem to limit the reach of money laundering liability, the reality is 
that federal prosecutors have repeatedly and successfully pushed 
the boundaries of the types of value exchanges that qualify 
as “financial transactions.”  As one commentator has noted, 
“virtually anything that can be done with money is a financial 
transaction—whether it involves a financial institution, another 
kind of business, or even private individuals.”10  Indeed, courts 
have confirmed that the reach of money laundering statutes 
extends beyond traditional money.  One such example involves 
the prosecution of the creator of the dark web marketplace Silk 
Road.  In 2013, federal authorities shut down Silk Road, which 
they alleged was “the most sophisticated and extensive crim-
inal marketplace on the Internet” that permitted users to anon-
ymously buy and sell illicit goods and services, including mali-
cious software and drugs.11  Silk Road’s creator, Ross William 
Ulbricht, was charged with, among other things, conspiracy to 
commit money laundering under Section 1956.12  The subse-
quent proceedings focused in large part on the meaning of 
“financial transactions” as used in Section 1956 and, specifically, 
whether transactions involving Bitcoin can qualify as “financial 
transactions” under the statute.  Noting that “financial transac-
tion” is broadly defined, the district court reasoned that because 
Bitcoin can be used to buy things, transactions involving Bitcoin 
necessarily involve the “movement of funds” and thus qualify as 
“financial transactions” under Section 1956.13

In addition to broadly interpreting “financial transaction,” 
DOJ also has taken an expansive view of what constitutes a 
transaction occurring “in part in the United States”—a require-
ment to assert extraterritorial jurisdiction over a non-U.S. 
citizen.14  One area where DOJ has repeatedly pushed the enve-
lope involves correspondent banking transactions.

Correspondent banking transactions are used to facilitate 
cross-border transactions that occur between two parties using 
different financial institutions that lack a direct relationship.  As 
an example, if a French company (the “Ordering Customer”) 
maintains its accounts at a French financial institution and 
wants to send money to a Turkish company (the “Beneficiary 
Customer”) that maintains its accounts at a Turkish financial 
institution, and if the French and Turkish banks lack a direct 
relationship, then often those banks will process the transaction 
using one or more correspondent accounts in the United States.  
An example of this process is depicted in Figure 2.

Figure 2: Correspondent Banking Transactions15
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The Boustani case illustrates that even if courts are willing 
to accept the position that the use of correspondent banks 
in foreign transactions between foreign parties constitutes 
domestic conduct within the reach of the money laundering 
statute, juries may be less willing to do so.

b. Using “Specified Unlawful Activities” to Target 
Conduct Abroad

Another way in which the U.S. money laundering statutes reach 
broadly is that the range of crimes that qualify as SUAs for 
purposes of Sections 1956 and 1957 is virtually without limit.  
Generally speaking, most federal felonies will qualify.  More 
expansively, however, the money laundering statutes include 
specific foreign crimes that also qualify as SUAs.  For example, 
bribery of a public official in violation of a foreign nation’s 
bribery laws will qualify as an SUA.38  Similarly, fraud on a 
foreign bank in violation of a foreign nation’s fraud laws qual-
ifies as an SUA.39  In addition to taking an expansive view of 
what constitutes a “financial transaction” and when it occurs “in 
part in the United States,” DOJ also has increasingly used the 
foreign predicates of the money laundering statute to prosecute 
overseas conduct involving corruption or bribery.  This subsec-
tion discusses a few notable recent examples.

i. FIFA
In May 2015, the United States shocked the soccer world when 
it announced indictments of nine Fédération Internationale 
de Football Association (“FIFA”) officials and five corporate 
executives in connection with a long-running investigation 
into bribery and corruption in the world of organized soccer.40  

Over a 24-year period, the defendants allegedly paid and solic-
ited bribes and kickbacks relating to, among other things, media 
and marketing rights to soccer tournaments, the selection of a 
host country for the 2010 FIFA World Cup, and the 2011 FIFA 
presidential elections.41  The defendants included high-level 
officials in FIFA and its constituent regional organizations, as 
well as co-conspirators involved in soccer-related marketing 
(e.g., Traffic Sports USA), broadcasting (e.g., Valente Corp.), 
and sponsorship (e.g., International Soccer Marketing, Inc.).42  
Defendants were charged with money laundering under Section 
1956(a)(2)(A) for transferring funds to promote wire fraud, an 
SUA.43  Two defendants were convicted at trial.44  The majority 
of the remaining defendants have pleaded guilty and agreed to 
forfeitures.45

One of the defendants, Juan Ángel Napout, challenged the 
extraterritorial application of the U.S. money laundering stat-
utes.  At various points during the alleged wrongdoing, Napout 
served as the vice president of FIFA and the president of 
the Confederación Sudamericana de Fútbol (FIFA’s South 
American confederation).46  Napout was accused of using U.S. 
wires and financial institutions to receive bribes for the broad-
casting and commercial rights to the Copa Libertadores and 
Copa America Centenario tournaments.47  He argued that 
the U.S. money laundering statutes do not apply extraterrito-
rially to him and that, regardless, this exercise of extraterrito-
rial jurisdiction was unreasonable.48  The district court rejected 
these arguments, concluding that extraterritorial jurisdiction 
was proper because the government satisfied the two require-
ments in 18 U.S.C. § 1956(f): the $10,000 threshold and conduct 
that occurred “in part” in the United States.49  Notably, at trial, 
the jury acquitted Napout of the two money laundering charges 
against him but convicted him on the other three charges 
(RICO conspiracy and two counts of wire fraud).50  At the same 
trial, another defendant, José Marin, was charged with seven 

correspondent banks, on the basis that this interpretation would 
frustrate the purpose of Section 2314 given that “aside from 
physically carrying currency across the U.S. border, it is hard to 
imagine what types of domestic conduct other than use of corre-
spondent banks could be alleged to displace the presumption 
against extraterritoriality in a statute addressing the transporta-
tion of stolen property.”23 

ii. Boustani
The December 2019 acquittal of a Lebanese businessman on 
trial in the Eastern District of New York marks an unusual 
setback in DOJ’s otherwise successful efforts to expand its over-
seas jurisdiction by using the money laundering statutes and 
correspondent banking transactions.

Jean Boustani was an executive at the Abu Dhabi-based ship-
ping company Privinvest Group (“Privinvest”).24  According to 
prosecutors, three Mozambique-owned companies borrowed 
over $2 billion through loans that were guaranteed by the 
Mozambican government.25  Although these loans were supposed 
to be used for maritime projects with Privinvest, the govern-
ment alleged that Boustani and his co-conspirators created the 
maritime projects as “fronts to raise as much money as possible 
to enrich themselves,” ultimately diverting over $200 million 
from the loan funds for bribes and kickbacks to themselves, 
Mozambican government officials, and Credit Suisse bankers.26  

According to the indictment, Boustani himself received approx-
imately $15 million from the proceeds of Privinvest’s fraudulent 
scheme, paid in a series of wire transfers, many of which were 
paid through a correspondent bank account in New York City.27

Boustani did not engage directly in any activity in the United 
States, and he filed a motion to dismiss arguing that, with 
respect to a conspiracy to commit money laundering charge, 
as a non-U.S. citizen he must participate in “initiating” or 
“concluding” a transaction in the United States to come under 
the extraterritorial reach of 18 U.S.C. § 1956(f).28  Specifically, 
he argued that “[a]ccounting interactions between foreign banks 
and their clearing banks in the U.S. does not constitute domestic 
conduct . . . as Section 1956(f) requires.”29  In response, prosecu-
tors argued that Boustani “systematically directed $200 million 
of U.S. denominated bribe and kickback payments through the 
U.S. financial system using U.S. correspondent accounts”30 and 
that such correspondent banking transactions are sufficient to 
allow for the extraterritorial application of Section 1956.31 

The court agreed with the government’s position.  In denying 
the motion to dismiss, the court held that correspondent 
banking transactions occurring in the United States are suffi-
cient to satisfy the jurisdictional requirements of 18 U.S.C. § 
1956(f).32  It cited to “ample factual allegations” that U.S. indi-
viduals and entities purchased interests in the loans at issue 
by wiring funds originating in the United States to locations 
outside the United States and that Boustani personally directed 
the payment of bribe transactions in U.S. dollars through the 
United States, describing this as “precisely the type of conduct 
Congress focused on prohibiting when enacting the money 
laundering provisions with which [Boustani] is charged.”33

The jury, however, was unconvinced.  After a roughly seven-
week trial, Boustani was acquitted on all charges on December 
2, 2019.34  The jurors who spoke to reporters after the verdict 
said that a major issue for the jury was whether or not U.S. 
charges were properly brought against Boustani, an individual 
who had never set foot in the United States before his arrest.35  
The jury foreman commented, “I think as a team, we couldn’t 
see how this was related to the Eastern District of New York.”36  

Another juror echoed this sentiment, adding, “We couldn’t find 
any evidence of a tie to the Eastern District. . . . That’s why we 
acquitted.”37

© Published and reproduced with kind permission by Global Legal Group Ltd, London
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involve high-profile scandals, as shown above.  Financial institu-
tions are often drawn into these newsworthy investigations.  In 
the wake of the FIFA indictments, for instance, “[f ]ederal pros-
ecutors said they were also investigating financial institutions to 
see whether they were aware of aiding in the launder of bribe 
payments.”66  Indeed, more than half a dozen banks reportedly 
received inquiries from law enforcement related to the FIFA 
scandal.67

At a minimum, cooperating with these investigations is 
time-consuming and costly.  The investigations can also create 
legal risk for financial institutions.  In the United States, “federal 
law generally imposes liability on a corporation for the criminal 
acts of its agents taken on behalf of the corporation and within 
the scope of the agent’s authority via the principle of respondeat 
superior, unless the offense conduct solely furthered the employ-
ee’s interests at the employer’s expense (for instance, where the 
employee was embezzling from the employer).”68  And prose-
cutors can satisfy the intent required by arguing that individual 
employees were “deliberately ignorant” of or “willfully blind” 
to, for instance, clearing suspicious transactions.69  

The wide scope of potential corporate criminal liability in 
the United States is often surprising to our clients, particularly 
those with experience overseas where the breadth of corporate 
liability is narrower than in the United States.  As one article 
explained, the respondeat superior doctrine is “exceedingly broad” 
as “it imposes liability regardless of the agent’s position in the 
organization” and “does not discriminate” in that “the multi-
national corporation with thousands of employees whose field-
level salesman commits a criminal act is as criminally responsible 
as the small corporation whose president and sole stockholder 
engages in criminal conduct.”70

Given the breadth of corporate criminal liability, DOJ applies 
a 10-factor equitable analysis to determine whether to impute 
individual employee liability to the corporate employer.  These 
10 factors are the “Principles of Federal Prosecution of Business 
Organizations,” and are often referred to by the shorthand term 
“Filip Factors.”  The factors include considerations such as 
the corporation’s cooperation, the pervasiveness of the wrong-
doing, and other considerations meant to guide DOJ’s discretion 
regarding whether to pursue a corporate resolution.71  They are not 
equally weighted (indeed, there is no specific weighting attached to 
each, and the DOJ’s analysis will not be mathematically precise).  
Financial institutions should continually assess, both proactively 
and in the event misconduct occurs, the actions that can be taken 
to ensure that they can persuasively argue that, even if there is 
legal liability under the doctrine of respondeat superior, prosecution is 
nevertheless unwarranted under the Filip Factors.

3 Conclusion
In recent years, DOJ has expansively applied the money laun-
dering statutes to reach extraterritorial conduct occurring 
almost entirely overseas.  Indeed, a mere correspondent banking 
transaction in the United States has been used by DOJ as the 
hook to prosecute foreign conduct under the U.S. money laun-
dering statutes.  Because of the extraordinary breadth of corpo-
rate criminal liability in the United States, combined with the 
reach of the money laundering statutes, the key in any inquiry is 
to quickly assess and address prosecutors’ interests in the insti-
tution as a subject of the investigation.

Acknowledgment
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counts, including two for conspiracy to commit money laun-
dering.  Marin was acquitted on one of the money laundering 
counts but convicted on all others.51

ii. 1MDB
The 1MDB scandal is “one of the world’s greatest financial 
scandals.”52  Between 2009 to 2014, Jho Low, a Malaysian busi-
nessman, allegedly orchestrated a scheme to pilfer approximately 
$4.5 billion from 1Malaysia Development Berhad (“1MDB”), 
a Malaysian sovereign wealth fund created to pursue projects 
for the benefit of Malaysia and its people.53  Low allegedly used 
that money to fund a lavish lifestyle including buying various 
properties in the United States and running up $85 million 
in gambling debts at Las Vegas casinos.54  The former Prime 
Minister of Malaysia, Rajib Nazak, also personally benefited 
from the scandal, allegedly pocketing around $681 million.55  
Additionally, his stepson, Riza Aziz, used proceeds from the 
scandal to fund Red Granite Pictures, a U.S. movie production 
company, which produced “The Wolf of Wall Street,” among 
other films.56

In 2016, DOJ filed the first of a number of civil forfeiture 
actions against assets linked to funds pilfered from 1MDB, 
totaling about $1.7 billion.57  As the basis of the forfeiture, DOJ 
asserted a number of different violations of the U.S. money 
laundering statutes on the basis of four SUAs.58 

In March 2018, Red Granite Pictures entered into a settlement 
agreement with the DOJ to resolve the allegations in the 2016 
civil forfeiture action.59  On October 30, 2019, DOJ announced 
the settlement of a civil forfeiture action against more than 
$700 million in assets held by Low in the United States, United 
Kingdom and Switzerland, including properties in New York, 
Los Angeles, and London, a luxury yacht valued at over $120 
million, a private jet, and valuable artwork.60  Although neither 
Red Granite Pictures nor Low challenged the extraterritoriality 
of the U.S. money laundering statute as applied to their prop-
erty, the cases nevertheless serve as noteworthy examples of 
DOJ using its authority under the money laundering statutes to 
police political corruption abroad.

iii. PDVSA
To date, more than 20 people have been charged in connec-
tion with a scheme to solicit and pay bribes to officials at 
and embezzle money from the state-owned oil company in 
Venezuela, Petróleos de Venezuela, S.A.61  The indictments 
charge money laundering arising from several SUAs, including 
bribery of a Venezuelan public official.62

Many of the defendants have pled guilty to the charges, but 
the charges against two former government officials, Nervis 
Villalobos and Rafael Reiter, remain pending.63  In March 2019, 
Villalobos filed a motion to dismiss the FCPA and money laun-
dering claims against him on the basis that these statutes do 
not provide for extraterritorial jurisdiction.64  As to the money 
laundering charges, he argued that “[e]xtraterritorial jurisdiction 
over a non-citizen cannot be based on a coconspirator’s conduct 
in the United States,” and that extraterritorial application of the 
money laundering statute would violate international law and 
the due process clause.65  As of this writing, the court has not 
ruled on the motion.

2 The Risks to Financial Institutions 
The degree to which the U.S. money laundering statutes can 
reach extraterritorial conduct outside the United States has 
important implications for financial institutions.  Prosecutions of 
foreign conduct under the money laundering statutes frequently 
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ownership information.  FATF also noted that 25 per cent of 
the U.S. real estate market does not involve financing – particu-
larly in high-end transactions.  Although FATF acknowledged 
the limited role of real estate agents, it stated that they did not 
“appear to understand what the [money laundering] risks in rela-
tion to high-end real estate are or what the appropriate mitiga-
tion measures would be”.

Despite the explicit inclusion of “persons involved in real 
estate closings and settlements” in the definition of a “finan-
cial institution” under the Bank Secrecy Act (“BSA”),7 FinCEN 
to date has not issued regulations regarding real estate brokers, 
escrow agents, title insurers, and other real estate professionals.8  
Nonetheless, FinCEN has responded to the above concerns by 
engaging in years of de facto regulation as to certain businesses by 
issuing Geographic Targeting Orders (“GTOs”), beginning in 
2016.  The GTOs reflect FinCEN’s increasing interest in the real 
estate industry, and strongly suggest that data collected through 
the GTOs will be used to support proposed BSA/AML law or 
regulation regarding the real estate industry.

As noted, concerns over money laundering and real estate 
are global.  As an example, we will discuss the U.K., which has 
emerged as a perceived safe haven for money launderers looking 
to take advantage of a high-end real estate market, particularly in 
London.  As in the U.S., the core problems are anonymity, the use 
of shell companies, and lack of beneficial ownership information.

Finally, and regardless of any AML regulatory requirements, 
real estate professionals – like all professionals – always are 
subject to the basic U.S. criminal money laundering statutes, 
which prohibit engaging in or aiding and abetting money laun-
dering. The key issue in such investigations and prosecutions 
often is whether the professional knew that the transaction 
involved tainted money.  Civil forfeiture of real estate properties 
also remains a risk for industry professionals.

Current U.S. AML Considerations for the Real 
Estate Industry

GTOs

Since 2016, FinCEN has issued GTOs which impose require-
ments on title insurance companies for transactions occurring 
in particular U.S. locations for transactions that are not financed 
by loans from financial institutions.  Since then, FinCEN has 
extended the GTOs every six months.9

Specifically, U.S. title insurance companies must identify the 
natural persons behind legal entities used in purchases of resi-
dential real estate performed without a bank loan or similar 
form of external financing.  Title insurance companies must file 

Introduction: An Increasing Focus on Money 
Laundering Through Real Estate
The use of real estate to launder money is a global concern.  In 
the U.S., regulators and prosecutors steadily have warned that 
money launderers located both at home and abroad target U.S. 
real estate transactions because they are a relatively effective and 
anonymous means of “cleaning” dirty money.  For example, in 
August 2017, the Financial Crimes Enforcement Network, or 
FinCEN, issued an “Advisory to Financial Institutions and Real 
Estate Firms and Professionals”1 which asserted that the real 
estate industry is vulnerable to abuse by illicit actors looking to 
launder criminal proceeds specifically.  FinCEN attributed this 
vulnerability to the fact that the value of high-end properties 
tends to appreciate over time and can shield the owner from 
currency fluctuations and market instability.  Further, through 
the purchase of luxury property, illicit actors can clean large 
sums of money in a single transaction. 

Director of FinCEN Kenneth Blanco repeatedly has remarked 
that a key vulnerability of the U.S. real estate industry is the use 
of shell companies2 – anonymity representing the most basic 
and pernicious anti-money laundering (“AML”) problem across 
the globe.  Although FinCEN’s relatively new Customer Due 
Diligence regulation,3 which requires the collection of benefi-
cial ownership information for legal entities when opening an 
account at a bank or other financial institution, has partially 
addressed this vulnerability in the U.S., Director Blanco also 
has acknowledged that the U.S. is increasingly perceived abroad 
as a haven for money launderers.4

Likewise, in its 2020 National Strategy for Combating 
Terrorist and Other Illicit Financing (“2020 Treasury Report”),5 
the U.S. Department of Treasury highlighted the risk that anon-
ymous companies or straw purchasers can use real estate transac-
tions to purchase high-value assets that maintain relatively stable 
value.  This risk is both domestic and foreign and is especially 
significant for all-cash purchases, which do not require infor-
mation on the source of funds or identification of a beneficial 
owner.  According to 2020 Treasury Report, “anonymity in real 
estate purchases can be abused in the same way as anonymity in 
financial services” and a legislative solution is needed.

Concern by U.S. regulators about real estate has not occurred 
in a vacuum.  The Financial Action Task Force (“FATF”), 
an international AML watchdog group, issued a 2016 report 
finding that U.S. regulators’ failure to address and regulate real 
estate transactions caused it to lag behind its global partners in 
effective AML regulations.6  The report highlighted the fact 
that U.S. real estate professionals were not required to system-
atically apply basic or enhanced due diligence processes to their 
customers, including gathering information regarding beneficial 
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■	 Foreign buyers are disproportionately likely to be the 
subject of a higher risk SAR – 206 of the 385 foreign 
buyer-transactions with a related SAR (or 54 per cent) 
involved SAR reporting high-risk activity: more than three 
times the rate for domestic buyers (15 per cent).

The 2020 Treasury Report also cites a study finding that 
all-cash purchases by legal entities declined by 70 per cent 
immediately following the first real estate GTO.  The 2020 
Treasury Report concludes that the study “suggests that trans-
parency initiatives like the GTOs have an impact in markets 
where anonymity is highly valued, but also highlights the need 
for a more comprehensive and permanent solution”.

As noted, FinCEN issued in August 2017 an Advisory on 
the real estate industry which indicated FinCEN’s growing 
concern with money laundering risks in the industry.  Although 
the Advisory created no legal obligations, it suggested prac-
tices that it expected industry members to be aware of.  The 
Advisory urged real estate professionals to voluntarily file SARs 
to report suspicious transactions.  It is clear from the Advisory 
that FinCEN believes that real estate professionals “are well-po-
sitioned to identify potentially illicit activity as they have access 
to a more complete view and understanding of the real estate 
transaction and of those involved in the transaction”.  FinCEN 
listed certain facts and circumstances that may lead to such a 
filing, such as when the transaction:
■	 lacks economic sense or has no apparent lawful business 

purpose.  Suspicious real estate transactions may include 
purchases/sales that generate little to no revenue or are 
conducted with no regard to high fees or monetary penalties; 

■	 is used to purchase real estate with no regard for the prop-
erty’s condition, location, assessed value, or sale price; 

■	 involves funding that far exceeds the purchaser’s wealth, 
comes from an unknown origin, or is from or goes to 
unrelated individuals or companies; or

■	 is deliberately conducted in an irregular manner.  Illicit 
actors may attempt to purchase property under an unre-
lated individual’s or company’s name or ask for records 
(e.g., assessed value) to be altered.  

The above potential red flags also may guide the filing of 
GTOs: the CTR form used for such filings contains a box to be 
checked when the transaction is also regarded as “suspicious”.

Non-Bank Residential Mortgage Lenders and Originators 
(“RMLOs”)

The BSA defines a “financial institution” to include, among other 
things, a loan or finance company.11  This term remained unde-
fined until 2009, when FinCEN issued a proposed rule soliciting 
comments on whether to include RMLOs in the definition  of a 
“loan or finance company” for the purpose of requiring them to 
establish AML programmes and to report suspicious activities 
under the BSA.12  In 2012, FinCEN issued a final rule providing 
that loan or finance companies included (only) RMLOs, and 
requiring RMLOs to establish AML programmes and file SARs 
when required.13  When issuing this rule, FinCEN noted that its 
requirement was motivated in part by FinCEN’s finding that 
“independent mortgage lenders and brokers originated many 
of the mortgages that were the subject of bank SAR filings”.  
FinCEN has defined a RMLO as “[a] person who accepts a resi-
dential mortgage loan application or offers or negotiates terms 
of a residential mortgage loan”, but has excluded individuals 
financing the sale of their own property.14  Importantly, the defi-
nition is limited to mortgage loans involving residential proper-
ties containing only one to four units.

a special Currency Transaction Report, or CTR.  These records 
must be retained for five years from the last effective day of the 
most recent GTO and must be available to FinCEN and to law 
enforcement upon appropriate requests.  

The GTOs currently apply only to “Covered Businesses”, 
which are defined as title insurance companies and their subsid-
iaries.  As of April 2020, a “Covered Transaction” is defined as: 
■	 a cash transaction – including a currency, cashier’s cheque, 

certified cheque, traveller’s cheque, personal cheque, busi-
ness cheque, money order in any form, funds transfer or 
virtual currency – including a transaction in which only 
a part of the purchase price was made using one of these 
methods of payments;

■	 without a bank loan or similar form of external financing;
■	 of residential real property; 
■	 with a purchase price of $300,000 or more; and
■	 purchased by a “Legal Entity.”  A “Legal Entity” is broadly 

defined and includes a corporation, limited liability company, 
partnership or other similar business entity, formed under 
the laws of the U.S. or any foreign jurisdiction.

The filed report must include the following information:
■	 the legal entity making the purchase; 
■	 the individual responsible for representing the legal entity, 

that is an individual authorised by the entity to enter legally 
binding contracts on behalf of the entity; and

■	 the beneficial owner(s) of the legal entity, among other 
detailed information about the parties involved in the 
all-cash transaction. 

The “beneficial owner” who must be identified is defined as 
“each individual who, directly or indirectly, owns 25 per cent or 
more of the equity interests of the Legal Entity purchasing real 
property in the Covered Transaction”.  This definition tracks 
the Beneficial Ownership rule issued by FinCEN for customer 
due diligence for new legal entity accounts by focusing on 25 
per cent or more ownership percentage, but it differs from the 
Beneficial Ownership rule by not including a “control” prong 
in its definition of a beneficial owner.  FinCEN has stated that 
a Covered Business can rely on documents presented to it when 
investigating the beneficial owner of a legal entity.10  

Under the GTO issued in November 2019, the following nine 
districts are included:
■	 California: San Diego; Los Angeles; San Francisco; San 

Mateo; and Santa Clara Counties.
■	 Florida: Miami-Dade; Broward; and Palm Beach Counties.
■	 Hawaii: City and County of Honolulu.
■	 Illinois: Cook County.
■	 Massachusetts: Suffolk and Middlesex Counties.
■	 Nevada: Clark County.
■	 New York: Boroughs of Brooklyn; Queens; Bronx; Staten 

Island; and Manhattan.
■	 Texas: Bexar; Tarrant; and Dallas Counties.
■	 Washington: King County.

The 2020 Treasury Report confirmed that the government 
regards the GTOs as valuable investigative leads and included 
statistics on the types of information that FinCEN has been able 
to gather from the GTOs.  
■	 6,303 transactions (35 per cent of all reported transac-

tions) involved subjects identified in a Suspicious Activity 
Report (“SAR”), and of those transactions, 1,082 matched 
to higher-risk SARs.

■	 2,002 transactions (11 per cent of all reported transac-
tions) involved a foreign beneficial owner or purchaser 
representative.

■	 385 of those foreign buyer-transactions (or 19 per cent) 
involved a foreign beneficial owner or purchaser repre-
sentative who is the subject of a SAR.
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things, 2,800 companies registered overseas were connected to 
over 6,000 title deeds in the U.K. worth at least £7 billion.24  
The Papers also shed light on a number of alleged high-profile 
money laundering schemes impacting the U.K., including one 
perpetrated by Pakistan’s then-prime minister, Nawaz Sharif.  
Specifically, the Papers revealed Sharif’s purchase – via his then-
minor children – of a luxury London property through offshore 
companies in the British Virgin Islands in the mid-1990s.  
Following these revelations, Sharif was sentenced to 10 years 
in prison arising from charges that he used a complex series 
of transactions and shell companies to funnel the proceeds of 
public funds embezzled from Pakistan into assets in London.25  

In a more recent example, separate from the Papers, the 
stepson of the Malaysian prime minster, Riza Aziz, allegedly used 
funds originally from 1Malaysia Development Bhd (“1MDB”) – 
at the heart of a massive international money laundering scandal 
– to purchase a £23.25 million property in London.26  These are 
just two examples out of the many that abound.27  

Transparency International UK, a watchdog at the forefront 
of international money laundering, points to the following 
(among other) factors as indicative of the vulnerability of the 
U.K.’s real estate sector: (1) the use of anonymous and opaque 
corporate structures to purchase property – as was the case with 
Mr. Aziz; (2) PEPs owning luxury property; and (3) lax AML 
compliance in the private sector.28  As a result of these vulnera-
bilities, the U.K. – and especially London – has become a haven 
for international money launderers.  This, in turn, has driven 
up the price of U.K. real estate and made it increasingly less 
affordable for the average resident.29

In an effort to combat money laundering via real estate, 
the U.K. has sought to enact a variety of legislative reforms in 
recent years targeting this industry.  Following the May 2016 
Global Anti-Corruption Summit hosted in London, the U.K. 
announced it would be introducing a public beneficial owner-
ship register of overseas companies that own U.K. land titles.30  
The bill – not yet passed – seeks to identify the true owner-
ship of properties to better identify those properties purchased 
through illicit proceeds.  The government intends to make the 
registry public by 2021 and owners who fail to comply with the 
directive could be sent to prison for two years and fined.31 

In addition, since 2017, the U.K. has required real estate 
agents to comply with “know your customer” requirements on 
buyers and sellers.  These requirements include collecting docu-
ments verifying a seller’s or buyer’s identity and address and typi-
cally requires agents to meet their clients face-to-face and assess 
whether their explanation for their wealth appears plausible.32  

Moreover, in January 2018, the U.K. enacted an order – 
titled an “Unexplained Wealth Order” – that empowers certain 
enforcement agencies to investigate and seize assets over 
£50,000 owned by a person “who is reasonably suspected of 
involvement in, or of being connected to a person involved in, 
serious crime”.33  U.K. law enforcement has implemented this 
new tool and, later in 2018, used it to investigate how Zamira 
Hajiyeva, wife of an Azerbaijani banker, purchased a £11.5 
million house in London based on her husband’s government 
salary.  Her husband was subsequently sentenced to 15 years in 
prison for fraud and embezzlement.34  

Finally, in another show of the U.K.’s enhanced scrutiny of the 
real estate sector, Her Majesty’s Revenue & Customs (“HMRC”) 
in March 2019 launched its most high-profile crackdown to date 
on the sector, raiding 50 real estate agencies suspected of failing 
to register under AML rules and imposing fines on others.35  
These efforts appear to be working and have decreased prices in 
London’s top-end real estate market as agents and other industry 
professionals increasingly comply with AML regulations.36

Over 17 years ago, in April 2003, FinCEN more broadly 
issued an advanced notice of proposed rulemaking regarding 
AML programme requirements for persons involved in real 
estate closings and settlements15 – but it never issued a final 
rule.  Now, given the data from years of GTOs, coupled with 
the heightened global scrutiny of the real estate industry, such 
regulations finally may occur.

Recent Proposals to Expand BSA/AML Duties 
as to Real Estate Transactions
Although the GTO programme has been successful and 
FinCEN repeatedly has expanded its scope since 2016, the 
GTOs, by their very nature, leave open wide swaths of the real 
estate industry and uncovered the vast majority of the country.  
Recently, Congress has attempted to fill those gaps through 
legislation intended to make GTOs permanent and to expand 
their reach nationwide.

Under the Defending American Security from Kremlin 
Aggression Act (“DASKAA”), a sanctions bill targeting Russian 
interests16 introduced in the U.S. Senate on February 13, 2019, 
title insurance companies would have to “obtain, maintain, and 
report to the Secretary information on the beneficial owners 
of entities that purchase residential real estate in high-value 
transactions in which the domestic title insurance company 
is involved”.17  “Beneficial Owner” would retain its definition 
in the GTO programme, applying to all 25 per cent or more 
interest holders in an acquiring entity.18  Because the require-
ments would apply nationwide, FinCEN would be required to 
establish appropriate monetary thresholds based on the real 
estate market at issue.19

Additionally, legislation entitled “Improving Laundering Laws 
and Increasing Comprehensive Information Tracking of Criminal 
Activity in Shell Holdings” (the “ILLICIT CASH Act”) was 
introduced in June 2019.20  This legislation calls for the expansion 
of the GTOs by imposing reporting obligations on “any person 
involved in a transaction related to the purchase and sale of real 
estate”.  The scope of this expansion continues to be uncertain, 
including whether it would apply to both residential and commer-
cial transactions.  On October 23, 2019 the U.S. House passed 
H.R. 2513,21 a two-part Act which sets forth in its initial section 
the Corporate Transparency Act (“CTA”).  The CTA would 
require defined U.S. companies to report identifying information 
on their beneficial owners to the Treasury Department – so that 
such information would be available to both the government and 
financial institutions performing their own AML duties.

However, it is far from certain that any of the above proposals 
will become law, at least in the foreseeable future.  In the mean-
time, FinCEN continues renewing its targeted GTOs.

AML Considerations for Real Estate in 
Europe: A U.K. Case Study
Concerns over money laundering and real estate are hardly 
confined to the U.S.  We will discuss here the U.K., which has 
emerged as a perceived safe haven for money launderers looking 
to stash their ill-gotten gains in a reliable and expensive real 
estate market.  The U.K.’s Treasury Department has identified 
real estate as a “weak link” in the U.K.’s AML regime.22  Indeed, 
an estimated £4.4 billion ($5.7 billion) of investment in U.K. 
real estate stems from “politically exposed persons [“PEPs”] in 
high-corruption-risk jurisdictions”.23  Until recently, the U.K. 
lacked the laws and accompanying regulations to effectively 
address money laundering via real estate.

In April 2016, the explosive Panama Papers (“Papers”) scandal 
underscored this vulnerability.  It revealed that, among other 
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International Real Estate Transactions

High-end real estate transactions often involve buyers, funds and 
activity located outside of the U.S.  Simply put, the money laun-
dering statutes are broad and often can apply to such situations, 
including when the alleged SUA providing the dirty money occurs 
entirely abroad.  Section 1956 defines “SUA” in part to specifically 
include a range of foreign offences, including bribery and public 
corruption, so long as the resulting financial transaction at issue 
was conducted in whole or in part in the United States.40  Moreover, 
Section 1956(f) extends jurisdiction over extraterritorial conduct 
when “the conduct is by a United States citizen or, in the case of a 
non-United States citizen, the conduct occurs in part in the United 
States”, and the transaction has a value exceeding $10,000.41  Thus, 
Section 1956(f) applies to financial transactions which occur in whole 
or in part in the U.S.; it does not require physical presence in the 
U.S.  Likewise, “conduct” occurring in the U.S. is not limited solely 
to physical activity; electronic conduct, such as a wire transfer into 
the U.S. from abroad, might satisfy Section 1956(f) and provide 
U.S. prosecutors with jurisdiction.

Finally, the international transfer of funds can itself represent 
money laundering.  Section 1956 contains a separate prong that 
prohibits “international” money laundering that applies to trans-
portations or transfers of funds in or out of the United States.  
This prong contains three alternative intent requirements: (i) an 
intent to promote an SUA; (ii) knowledge that the transaction is 
designed to conceal the proceeds of an SUA; or (iii) knowledge 
that the transaction is designed to avoid a transaction reporting 
requirement.42  Although the statute is not a model of clarity, it 
arguably does not even require the funds involved in the trans-
action to be actual SUA funds.43

Forfeiture and Real Estate
Complementing the criminal sanctions applicable to money 
laundering offences, 18 U.S.C. § 981 sets forth a powerful tool 
for sanctioning money laundering violations by subjecting 
property traced to both domestic and international criminal 
offences to civil forfeiture to the United States.44  Specifically 
as to domestic money laundering offences, it subjects to forfei-
ture “[a]ny property, real or personal, involved in a transaction 
or attempted transaction in violation of section 1956, 1957 or 
1960 of this title [described above], or any property traceable to 
such property.”45  Concerning international offences, the statute 
reaches “[a]ny property, real or personal, within the jurisdiction 
of the United States, constituting, derived from, or traceable to, 
any proceeds obtained directly or indirectly from an offense 
against a foreign nation, or any property used to facilitate such 
an offense, if the offense” involves violations of the Controlled 
Substances Act, constitutes a felony in the foreign jurisdiction or 
constitutes a felony in the United States.  

Civil forfeiture enables the government to achieve multiple 
enforcement aims through a single process.  First, forfeiture 
enables the government to recoup potentially massive sums of 
illicitly laundered gains.  Second, it often serves as high-profile 
examples of the government’s enforcement reach and capabilities, 
contributing significantly to the government’s deterrent efforts.  

Recent examples illustrate the effectiveness of civil forfeiture 
proceedings to combat illicit laundering.  In November 2019, 
the Justice Department settled a civil forfeiture action against 
assets acquired by Low Taek Jho and his family stemming from 
their alleged misappropriation from 1MDB, which they laun-
dered through financial institutions around the world, including 
in the United States, Switzerland, Singapore and Luxembourg.  
As part of that settlement, Jho and the other defendants agreed 

Criminal Money Laundering Exposures for 
Real Estate Professionals

The Money Laundering Statutes

Beyond any purely regulatory duties, professionals involved in 
real estate transactions cannot disregard the U.S. federal criminal 
money laundering statutes, which may apply in extreme cases.

Very generally, the offence of money laundering under 18 
U.S.C. §§ 1956 or 1957 involves a financial transaction conducted 
with the proceeds of a “specified unlawful activity”, or “SUA”, 
while knowing that the proceeds were earned through illegal 
activity.  The list of potential SUAs identified by Congress is 
specific but also extremely long (over 200 separate crimes).37  As 
a practical matter it encompasses almost any conceivable crime.  
Further, Section 1956 generally also requires the defendant to 
act with one of four possible intents: an intent to conceal or 
disguise the nature, location, source, ownership or control of 
the SUA proceeds; to promote the underlying SUA; to avoid a 
transaction reporting requirement, such as a SAR; or to commit 
the offence of tax evasion or filing a false tax return.  However, 
Section 1957 – the so-called “spending” money laundering 
statute – merely requires a transaction involving over $10,000 
and knowledge that the proceeds were derived from criminal 
activity.  Section 1957 is incredibly broad and can apply to any 
transaction, no matter how mundane and even in the absence 
of any effort at concealing the transaction – so long as SUA 
proceeds over $10,000 were involved, and knowledge existed. 

Knowledge: the Key Element

Typically, the key element in money laundering cases focused 
on a third-party professional – i.e., the real estate agent, lawyer, 
accountant, banker, merchant or other professional who had no 
direct involvement in committing the underlying SUA but who 
later assisted the person who committed the underlying SUA with 
subsequent financial transactions involving the resultant proceeds 
– is knowledge.  I.e., when the real estate professional helped the 
client acquire a property, did he or she know that the funds used 
to purchase the property (or pay rent) came from illegal activity?

When contesting the existence of knowledge, the professional 
may claim to have relied in good faith upon misinformation from 
others, and/or to have been so removed from events that he or 
she never learned the pertinent facts.  As a result, the doctrine 
of “deliberate ignorance” or “willful blindness” has been instru-
mental in the government’s success in many of these prosecutions.  
Under this doctrine, a professional may be found to have guilty 
knowledge (here, that the proceeds derived from an SUA) if the 
defendant knew of a high probability that a transaction involved 
tainted funds and deliberately avoided learning the truth.  The 
doctrine of willful blindness represents a powerful tool for the 
government, particularly in regards to third-party professionals.  
Prosecutors successfully have used the willful blindness doctrine 
to convict real estate agents,38 lawyers, accountants, bankers, and 
other professionals of assisting in financial transactions involving 
the proceeds of schemes performed by others, despite the fact that 
the professionals had no involvement in the underlying SUAs.

Of course, sometimes a real estate professional is directly 
involved in the SUA – not surprisingly, numerous mortgage 
fraud prosecutions involve defendants who are real estate profes-
sionals charged with both the underlying fraud and money laun-
dering.39  There, knowledge is much more clear, and the main 
issue usually is whether the underlying criminal scheme actu-
ally occurred.
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EU Legislation in the 
Area of AML: Historical 
Perspective and Quo Vadis

Linklaters LLP Stefaan Loosveld

area of AML is the 4th AML Directive, as amended thereafter 
from time to time.  To date, these amendments are the 5th AML 
Directive, which was adopted in 2018 (see below), and Directive 
2019/2177, which was adopted in 2019 (see below).

2018: The 5th AML Directive
The 5th AML Directive was adopted on 30 May 2018.7  It brings 
about a number of changes to the 4th AML Directive.  It entered 
into force on 9 July 2018 and the EU Member States had to 
implement it in their respective national laws by 10 January 
2020.8

The overall aim of the 5th AML Directive is to overcome three 
perceived gaps for the effectiveness of the EU’s efforts in the 
area of AML:9
■	 gaps	 created	 by	 increasing	 advances	 in	 technology	 and	

communications, coupled with the globally interconnected 
financial system;

■	 gaps	in	the	oversight	of	the	manifold	financial	means	that	
can be used for illegitimate activities, while at the same time 
avoiding that new EU legislation would raise unnecessary 
obstacles to the functioning and development of payments 
and financial markets for legitimate activities; and

■	 gaps	in	the	transparency	of	financial	transactions	around	
the world, with offshore jurisdictions being often used as 
locations of intermediary entities that distance the real, 
beneficial owner from the assets owned.

To this effect, the 5th AML Directive brings about a number 
of changes to the 4th AML Directive.  The main changes are the 
following:
■	 Increasing	the	investigatory	powers	of	the	FIUs,10 particu-

larly in terms of access to, and exchange of, information.  
To this effect, the 5th AML Directive provides for the obli-
gation of the EU Member States to set up automated regis-
ters or data retrieval systems allowing for the identification 
of the holders of bank and payment accounts, and to which 
the FIUs or other competent authorities can have access.

■	 Increasing	 the	 transparency	 regimes	 for	 information	 on	
the beneficial owners of legal entities (companies, trusts 
and similar legal arrangements).  To this effect, the national 
UBO registers become publicly accessible11 and are inter-
connected with each other, so that foreign information can 
be accessed as well.12

■	 Enhancing	the	due	diligence	measures	 that	obliged	enti-
ties have to apply with regard to high-risk third countries,13 
through a combination of a prescriptive list of such meas-
ures and an illustrative list of countermeasures that could 
be applied when dealing with high-risk countries that are 
designated by the EU Commission.

Introduction
Since the EU adopted its first legislation in the area of anti-
money laundering (“AML”) in 1991,1 the EU legislator has, over 
the years, become increasingly active.

This activity mainly concerns the expansion of the entities 
and activities covered by AML requirements, the increase of the 
nature and scope of these requirements, and the strengthening 
of the powers of the competent authorities in the area of AML.

The below overview summarises the development of the EU 
legislation in the area of AML since 1991 to date, and sketches 
what may lay further ahead.

From 1991 to 2015: From the 1st to the 4th 
AML Directive
The 1st AML Directive dates from 1991 and remained unchanged 
for a decade.2  It defined “money laundering” in terms of 
drugs-related offences and imposed obligations on the financial 
sector. 

The 2nd AML Directive was adopted in 2001.3  It extended the 
scope of the 1st AML Directive in terms of both the crimes and 
the range of professions and activities covered.  

Four years later, in 2005, the 3rd AML Directive was adopted.4 

This directive reflected the revisions that the Financial Action 
Task Force (“FATF”) had undertaken in June 2003, in the wake 
of the 9/11 terrorist attacks, of its recommendations in order 
to also cover terrorist financing and related offences.  These 
recommendations included more detailed requirements in terms 
of customer identification and verification, situations where a 
higher risk of money laundering or terrorist financing could 
justify enhanced measures and, conversely, situations where a 
reduced risk could justify less rigorous controls.  A number of 
measures implementing the 3rd AML Directive, amongst others 
as regards the definition of politically exposed person and the 
technical criteria for simplified customer due diligence proce-
dures, were laid down in Directive 2006/70.5

The 4th AML Directive was adopted in 2015.6  
This directive introduces a significant range of new rules 

compared to the previous three directives.  Amongst others, it 
lays down the obligation for the EU Member States to create a 
centralised register of so-called “Ultimate Beneficial Owners” 
(“UBOs”), with detailed information on the legal entities regis-
tered in EU Member States.  Another change introduced by the 
4th AML Directive is the risk-based approach.  This requires 
obliged entities to demonstrate improved methods of conducting 
risk assessments to identify and assess their AML-related risks.

The 4th AML Directive replaces the previous three EU direc-
tives.  Hence, since 2015, the main piece of EU legislation in the 
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Other regulatory considerations touch upon consumer protec-
tion, cross-border capital flow management (such as exchange 
controls and sanctions legislation) and taxation.23

2018: The AML-Criminal Directive
Following the adoption of the 5th AML Directive, the EU 
focused its work on two new pieces of EU legislation in the area 
of AML.

The first piece aims to strengthen the EU supervisory frame-
work for the financial sector by giving increased regulatory 
powers to the European Banking Authority in the area of AML.  
It has led to the adoption at the end of 2019 of a new EU direc-
tive (see below).

The second concerns the introduction of EU-wide rules on 
the criminalisation of money laundering conduct through the 
adoption of the AML-Criminal Directive on 23 October 2018.24 
The EU Member States must have transposed this directive into 
their respective national laws by 3 December 2020 at the latest.25

The AML-Criminal Directive establishes common rules 
to criminalise certain types of money laundering conduct 
throughout the EU. 

While a number of requirements for the criminalisation of 
money laundering have already existed in EU legislation since 
2001, this legislation was seen as insufficiently comprehensive 
and coherent, and resulted in enforcement gaps and obstacles 
to cooperation between the competent authorities in the EU 
Member States.26

The EU legislator also saw the need for the adoption of 
common criminal rules in view of the new money-laundering 
risks and challenges presented by new technologies.  The 
AML-Criminal Directive specifically refers in this context to 
the use of virtual currencies.27

The AML-Criminal Directive does not consist of a full harmo-
nisation but only establishes a number of uniform minimum 
rules.  It is nonetheless significant.  For instance, it harmonises 
key criminal law provisions in terms of the substantive rules for 
the predicate offences, the conditions in which both individuals 
and legal entities can be held criminally liable, the criminal sanc-
tions for the offences and some jurisdictional rules for prose-
cuting money-laundering conduct.

To this effect, the AML-Criminal Directive complements and 
reinforces by means of criminal law the 4th AML Directive.28 It is 
not the first time that the EU legislator has strengthened, through 
EU criminal law rules, an existing EU regulatory framework.  
Another notable example is in the area of market abuse where the 
existing EU legislation was complemented in 2014 with the EU 
Directive 2014/57/EU on criminal sanctions for market abuse.29

2019: Regulation 2019/2175
Through various EU legislative instruments and actions, the EU 
has in the past decade not only significantly strengthened the 
AML framework under discussion in this chapter.

It has also fundamentally overhauled and reinforced the EU 
financial supervisory framework, particularly since the financial 
crisis of 2008.  Key therein is the completion of the EU Banking 
Union, which consists of four pillars.  The first two pillars place 
the banking system within the eurozone under the common 
responsibility of the Single Supervisory Mechanism (“SSM”)30 

and the Single Resolution Mechanism (“SRM”),31 effective as of 
4 November 2014 and 1 January 2016, respectively.32  The inter-
action between the EU financial supervisory framework and the 
EU AML framework raises, however, two key concerns. 

First, how can it be ensured that both frameworks func-
tion, from a substantive viewpoint, coherently together, leading 

■	 Enabling	 competent	 authorities	 to	 monitor	 suspicious	
transactions with virtual currencies, while preserving the 
innovative advances offered by such currencies.  

With respect to this last change, under the regime before the 
5th AML Directive, providers of exchange services between 
virtual currencies and fiat currencies as well as custodian wallet 
providers did not qualify as obliged entities for AML purposes.  
Accordingly, they did not have an obligation to identify suspi-
cious activity.

However, as the 5th AML Directive highlights, the anonymity 
of virtual currencies allows their potential misuse for criminal 
purposes.14  Particularly the global reach and complex, cross-
border technology and communications infrastructure of virtual 
currencies is relevant in this respect, as components of a virtual 
currency system may be located in jurisdictions that do not have 
an adequate AML regime.

Addressing these risks is the main stated reason that the 5th 
AML Directive now also designs such exchange services and 
wallet providers as obliged entities.15  Henceforth, they also have 
a registration obligation.16  In addition, the respective compe-
tent authorities in the EU Member States for these entities 
need to ensure that the persons who hold management func-
tions in them, or are their beneficial owners, are fit and proper.17 
In order to give meaning to these obligations, the 5th AML 
Directive contains a number of definitions, including that of 
“virtual currencies”.18

While the 5th AML Directive thus submits virtual currencies 
and their providers to a number of legal and regulatory require-
ments, the applicable AML regime is not as far-reaching as the 
one that traditionally exists. 

For instance, the 5th AML Directive does not introduce an 
obligation for EU Member States to set up and maintain a 
central database registering the identities of the issuers and the 
wallet addresses, and to which the FIUs could have access.  The 
directive only provides that the future report that the European 
Commission will need to draw up and publish by 11 January 
2022 on the implementation of this directive shall be accompa-
nied, “if necessary, by appropriate legislative proposals, including, where 
appropriate” on issues regarding virtual currencies.  These issues 
will, for instance, consider whether or not such central data-
base should be set up, and whether or not the users of virtual 
currencies should have the possibility to self-declare to desig-
nated authorities.19  

The stated rationale behind the reluctance of the EU legis-
lator to submit the use of virtual currencies to requirements that 
are too strict – i.e. the “balanced and proportional approach” in 
the words of the 5th AML Directive20 – is that the legislator does 
not wish to stifle technical advance and innovation, particu-
larly in the technology that underlies virtual currencies, such 
as blockchain and the so-called “distributed ledger technology” 
or “DLT”.21

Besides the AML concerns addressed in the 5th AML 
Directive, the use and further growth of virtual currencies also 
raises a number of other legal and regulatory considerations, 
which often touch upon FinTech generally.

For instance, the newly designated obliged entities will have 
to collect and process personal data (i.e. by performing customer 
due diligence) and will, as a consequence, have to abide by the 
relevant data protection obligations, such as the General Data 
Protection Regulation (“GDPR”) in the EU.

Licensing and related issues might also arise if entities that 
are, directly or indirectly, involved in transactions with virtual 
currencies exercise, through this involvement, regulated activ-
ities.  As an example, if such activities qualify as the provision 
of payment services in the EU, due regard will need to be given 
to the EU’s Second Payment Services Directive (“PSD 2”).22 
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A noteworthy change is that the EU Member States will have 
to ensure that their competent authorities inform the EBA of all 
administrative sanctions and measures imposed on credit institu-
tions and financial institutions for breaches of national provisions 
transposing the 4th AML Directive (as amended), including of any 
appeal in relation thereto and the outcome thereof.  In the same 
context, the EBA will have to maintain a website with links to each 
competent authority’s publication of such administrative sanctions 
and measures, and show the time period for which each Member 
State publishes administrative sanctions and measures.41

2020 and Beyond: A 6th AML Directive in the 
Making?
Even after the already significant legislative activity in 2018 and 
2019, and notwithstanding the fact that a number of EU Member 
States have still not implemented the 5th AML Directive, the EU 
continues its legislative work in relation to AML.

Thus, on 12 February 2020, the EU Commission opened a 
consultation on a roadmap for an Action Plan on AML to be 
published by the end of March 2020.42

The Action Plan will focus on the cross-border aspects of 
AML and on addressing a number of further perceived gaps 
and vulnerabilities in the existing framework and which the 
Commission already highlighted in a report of 24 July 2019.43  

These include: (i) the application of the AML rules by profes-
sionals, particularly above and beyond financial institutions; 
(ii) supervision by national authorities; (iii) the functioning of 
the Financial Intelligence Units;44 and (iv) the importance of 
ensuring that the AML regime is and remains fit for FinTech.

Based on the consultation and the outcome of discussions 
with all stakeholders, it is expected that the Commission will 
come with policy initiatives and legislative proposals in 2021, 
possibly leading to new EU legislation in the area of AML 
(whether or not in the form of a 6th AML Directive).  This legis-
lation could then possibly also include the creation of a specific 
AML supervisor at the EU level.

A second relevant development is the work undertaken by 
the EBA to update its 2017 Risk Factors Guidelines.45  These 
Guidelines deal with customer due diligence (“CDD”) and 
the factors that financial institutions should consider when 
assessing the money-laundering risk associated with individual 
business relationships and occasional transactions.  They also 
set out how firms can adjust the extent of their CDD meas-
ures in a way that is commensurate to the risks they have iden-
tified.  The EBA has recently published draft new guidelines in 
this area and launched a consultation regarding this draft with 
comments to be submitted by 5 May 2020.

The rationale for this new draft is that, since 2017, the EU 
legislative framework in the area of AML has changed and new 
risks have emerged.  The 5th AML Directive (see above) has 
introduced a number of changes that warrant a review of the 
Risk Factor Guidelines to ensure their ongoing accuracy and 
relevance.  This is particularly the case in relation to the provi-
sions on enhanced CDD related to high-risk third countries.  To 
support the AML compliance efforts of financial institutions 
and enhance the ability of the EU’s financial sector to effec-
tively deter and detect money laundering, the new draft guide-
lines update a number of issues, such as: (i) business-wide and 
individual money-laundering risk assessments; (ii) CDD meas-
ures including on the beneficial owner; (iii) terrorist-financing 
risk factors; and (iv) new guidance on emerging risks, such as the 
use of innovative solutions for CDD purposes.  

As was the case previously, the new draft guidelines are 
divided into two parts.  Title I is generic and applies to all firms.  
It is designed to equip firms with the tools they need to make 
informed, risk-based decisions when identifying, assessing and 

to effective and robust AML in the financial sector?  Second, 
what needs to be done institutionally to bolster this coherence 
in view of where the most important supervisory competencies 
and powers are currently located, i.e. largely at the national level 
for AML while largely centralised at the EU level for banking 
supervision (SSM).  Amongst others, recent serious money-laun-
dering cases in the EU revealed, according to the supervisors, 
a number of deficiencies in the current AML framework as 
applied to financial institutions, mainly related to the absence of 
an adequate cooperation between supervisors.

The wish to plug deficiencies that exist at the crossroads of 
the AML and the prudential supervisory frameworks is the 
reason for the adoption on 18 December 2019 of Regulation 
2019/2175.33  This regulation entered into force on 30 December 
2019 and, as a rule, applies as from 1 January 2020.34

Regulation 2019/2175, amongst others, brings about a 
number of changes to the powers, decision-making and govern-
ance processes, supervisory priorities, budgetary and finan-
cial rules, and related institutional setup of the three European 
Supervisory Authorities (“ESAs”) that were created in 2010, 
i.e. the European Banking Authority (“EBA”), the European 
Insurance and Occupational Pensions Authority (“EIOPA”) and 
the European Securities and Markets Authority (“ESMA”).35 

To this effect, Regulation 2019/2175 amends a number of 
provisions in the existing legislation governing the three ESAs.36  
Importantly, these amendments will also change the existing 
ESAs legislation – mainly the EBA Regulation – to ensure that 
the EU’s financial supervisory and AML frameworks effectively 
function together in terms of, on the one hand, the regulators 
that supervise both frameworks, and, on the other hand, the 
institutional level (EU or national) at which this supervision is 
carried out.

In view thereof, Regulation 2019/2175 centralises the tasks, 
expertise and resources related to AML at the EBA.  It also rein-
forces the EBA’s powers for carrying out AML-related tasks and 
strengthens the EBA’s international role in this regard.  

Regulation 2019/2175 further gives the power to the EBA, in 
AML matters and in accordance with the EU’s AML Directives, 
where the EBA has indications of material breaches by a finan-
cial sector operator, to request a competent authority to inves-
tigate possible breaches and to consider imposing sanctions on 
that operator for such breaches.  It grants a number of additional 
powers to the EBA, such as to adopt, under certain conditions, 
binding decisions in the area of AML that are addressed directly 
to financial sector operators.37

2019: Directive 2019/2177
The above-mentioned centralisation at the EBA of a wide range 
of AML-related tasks has also required a limited number of 
changes to the 4th AML Directive.

These changes have been introduced by Directive 2019/2177.38  
While this directive changes the 4th AML Directive, it also deals 
with a range of other issues that are unrelated to AML.  Hence, 
it cannot really be viewed as the 6th EU Directive in the area of 
AML. 

Directive 2019/2177 entered into force on 30 December 
2019.  The AML-related provisions need to be transposed in the 
national laws of the EU Member States by 30 June 2021.39

The changes that Directive 2019/2177 introduce to the 4th 
AML Directive mainly concern the power of the EBA to issue 
guidelines and develop draft regulatory technical standards 
regarding a number of AML matters, and the exchange of infor-
mation between the EBA, the EU Commission, the EU Member 
States, the competent authorities in the area of AML and the 
financial supervisory authorities in the EU Member States.40  
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11. See, amongst others, Article 1(15)(c) and Article 1(16)(d) of 
the 5th AML Directive, which replace, respectively, Article 
30, 5th paragraph and Article 31, 4th paragraph of the 4th AML 
Directive.  The conditions for such access, and the level of 
information obtained through such access, depend, amongst 
others, on whether the request is made by competent author-
ities and FIUs, obliged entities, or members of the general 
public.  There exists, in certain circumstances, the possibility 
for a case-by-case exemption from such access to all or part 
of the information on the beneficial ownership.

12. This interconnection will need to be transposed into 
national law by 10 March 2021 at the latest.

13. Article 9(1) of the 4th AML Directive defines “High-risk 
third countries” as “third-country jurisdictions [i.e. not EU 
Member States] which have strategic deficiencies in their national 
AML/CFT regimes that pose significant threats to the financial 
system of the [European] Union”.

14. See whereas (9) of the 5th AML Directive.
15. See Article 1(1)(c) of the 5th AML Directive, which includes, 

through the new Articles 2(1)(3)(g) and (h) of the 4th AML 
Directive, in the list of obliged entities “the providers engaged in 
exchange services between virtual currencies and fiat currencies” (see 
(g)) and “custodian wallet providers” (see (h)).  As these new 
provisions are part of the list of obliged entities in Article 
2(1)(3) of the 4th AML Directive, the providers concerned 
only qualify as “obliged entities” if they are “natural or legal 
persons acting in the exercise of their professional activities”.

16. See Article 1(29) of the 5th AML Directive, which replaces 
Article 47(1) of the 4th AML Directive.

17. See Article 47(2) of the 4th AML Directive, which refers to 
the entities referred to in Article 47(1) thereof and which, 
by virtue of Article 1(29) of the 5th AML Directive, now 
also includes exchange platforms and custodian wallet 
providers.

18. See Article 1(2)(d) of the 5th AML Directive, which inserts 
this definition in the new Article 3(19) of the 4th AML 
Directive.

19. See Article 1(41) of the 5th AML Directive, which contains 
the new Article 65(1), last paragraph, of the 4th AML 
Directive.  

20. See whereas (8), last sentence, of the 5th AML Directive.
21. The term DLT is used in the financial industry in a variety of 

ways and without a single definition.  It is, generally speaking, 
understood as a technology that combines a number of 
components, such as peer-to-peer networks, distributed data 
storage and cryptography, and that allows for the storage and 
keeping of records and transfer of digital assets (e.g. virtual 
currencies) in an operationally more efficient and cost- 
effective manner (see e.g. D. Mills et al., “Distributed ledger 
technology in payments, clearing, and settlement”, Finance 
and Economics Discussion Series 2016-095, Washington, 
Board of Governors of the Federal Reserve System, 3; A. 
Pina and W. Ruttenberg, “Distributed ledger technolo-
gies in securities post-trading. Revolution or Evolution?”, 
ECB Occasional Paper Series, No. 172, April 2016, 8 and 
following).

22. In full: Directive (EU) 2015/2366 of the European 
Parliament and of the Council of 25 November 2015 
on payment services in the internal market, amending 
Directives 2002/65/EC, 2009/110/EC and 2013/36/
EU and Regulation (EU) No 1093/2010, and repealing 
Directive 2007/64/EC [2015] OJ L 337/35.

23. See e.g. for the EU regulatory framework: European 
Parliament, TAX3 committee, “Cryptocurrencies and block-
chain.  Legal context and implications for financial crime, 
money laundering and tax evasion”, Brussels, July 2018.

managing money-laundering risks associated with individual 
business relationships or occasional transactions.  Title II is 
sector specific and complements the generic guidelines in Title 
I.46.  Together, Title I and Title II promote the development of 
a common understanding, by firms and competent authorities 
across the EU, of what the risk-based approach to AML entails 
and how it should be applied.

Note
This chapter reflects the personal views of the author and not of 
Linklaters.  It does not contain legal advice.

Endnotes
1. In what follows and unless indicated otherwise, references 

to AML include CTF (“countering terrorism financing”).
2. In full: Directive 91/308 on prevention of the use of the 

financial system for the purpose of money laundering 
[1991] OJ L166/77.

3. In full: Directive 2001/97 amending Directive 91/308 
on prevention of the use of the financial system for the 
purpose of money laundering [2001] OJ L344/76.

4. In full: Directive 2005/60 on the prevention of the use of 
the financial system for the purpose of money laundering 
and terrorist financing [2005] OJ L309/15. 

5. In full: Directive 2006/70 laying down implementing 
measures for Directive 2005/60 as regards the definition 
of politically exposed person and the technical criteria 
for simplified customer due diligence procedures and for 
exemption on grounds of a financial activity conducted on 
an occasional or very limited basis [2006] OJ L214/29 (as 
amended by the Directive 2008/20 amending Directive 
2005/60 on the prevention of the use of the financial 
system for the purpose of money laundering and terrorist 
financing, as regards the implementing powers conferred 
on the Commission [2008] OJ L76/46).

6. In full: Directive 2015/849 on the prevention of the use of 
the financial system for the purposes of money laundering 
or terrorist financing, amending Regulation 648/2012, 
and repealing Directive 2005/60 and Directive 2006/70 
[2015] OJ L141/73.

7. In full: Directive (EU) 2018/843 of the European 
Parliament and of the Council of 30 May 2018 amending 
Directive (EU) 2015/849 on the prevention of the use of 
the financial system for the purposes of money laundering 
or terrorist financing and amending Directives 2009/138/
EC and 2013/36/EU [2018] OJ L156/43.  See on the 
5th AML Directive: S. Loosveld, The 5th EU Anti-Money 
Laundering Directive: Virtual Currencies and Other Novelties, 
[2018], J.I.B.L.R. 33, 297–304.

8. See Article 5 of the 5th AML Directive for the date of its 
entry into force and Article 4(1) for the date of its transpo-
sition into national law. 

9. See Explanatory Memorandum COM(2016) 450 final of 5 
July 2016.

10. FIUs are the so-called “EU Financial Intelligence Units”, 
i.e. the operationally independent and autonomous central 
unit that each EU Member State has established in order 
to prevent, detect and effectively combat money laun-
dering and terrorist financing.  An FIU is responsible for 
receiving and analysing suspicious transaction reports and 
other information relevant to money laundering, terrorist 
financing and associated predicate offences, and for 
disseminating the results of its analyses and any additional 
relevant information to the competent authorities where 
there are grounds to suspect such offences.
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is regularly updated and complemented.  Work on estab-
lishing the deposit insurance scheme is still ongoing and 
subject to important policy discussions regarding its key 
features and the budgetary implications of such schemes 
for EU Member States.  

33. In full: Regulation (EU) 2019/2175 of the European 
Parliament and of the Council amending Regulation 
(EU) No 1093/2010 establishing a European Supervisory 
Authority (European Banking Authority); Regulation 
(EU) No 1094/2010 establishing a European Supervisory 
Authority (European Insurance and Occupational 
Pensions Authority); Regulation (EU) No 1095/2010 
establishing a European Supervisory Authority (European 
Securities and Markets Authority); Regulation (EU) No 
600/2014 on markets in financial instruments; Regulation 
(EU) 2016/1011 on indices used as benchmarks in finan-
cial instruments and financial contracts or to measure the 
performance of investment funds; and Regulation (EU) 
2015/847 on information accompanying transfers of funds 
[2019] OJ L334/1.  See for the main features of Regulation 
2019/2175: S. Loosveld, The EU Regulation 2019/2175 and 
the Strengthening of the EU Supervisory Framework in the Area of 
AML [2020], J.I.B.L.R. 35, 115–121.

34. See Article 7 of Regulation 2019/2175.
35. To illustrate a number of the novelties generally brought 

about by Regulation 2019/2175 that go beyond the specific 
AML context – the three ESAs will: need to set up whis-
tle-blowing type reporting channels (see e.g. Article 17(a) 
of the EBA Regulation); have the competence to issue 
opinions on all issues related to their respective area of 
competence (see e.g. Article 16(a) of the EBA Regulation); 
and have a web-based tool for handling Q&As (see e.g. 
Article 16(b) of the EBA Regulation).  Besides the EU 
legislation regarding the ESAs generally, Regulation 
2019/2175 also brings about a number of changes to other 
EU sectoral legislation.  Thus, it significantly increases 
the investigatory and sanctioning powers of ESMA under 
MiFIR (Regulation (EU) No 600/14 on markets in finan-
cial instruments and amending Regulation (EU) No 
648/2012 [2014] OJ L173/84) and under the Benchmarks 
Regulation (Regulation (EU) No 2016/1011 on indices 
used as benchmarks in financial instruments and financial 
contracts or to measure the performance of investments 
funds amending Directives 2008/48/EC and 2014/17/EU 
and Regulation (EU) No 596/2014 [2016] OJ L171/1).

36. I.e. Regulation 1093/2010 as regards the EBA (in 
full: Regulation (EU) No 1093/2010 of the European 
Parliament and of the Council of 24 November 2010 
establishing a European Supervisory Authority (European 
Banking Authority), amending Decision No 716/2009/
EC and repealing Commission Decision 2009/78/EC 
[2010] OJ L331/12), Regulation 1094/2010 as regards 
EIOPA (in full: Regulation (EU) No 1094/2010 of the 
European Parliament and of the Council of 24 November 
2010 establishing a European Supervisory Authority 
(European Insurance and Occupational Pensions 
Authority), amending Decision No 716/2009/EC and 
repealing Commission Decision 2009/79/EC [2010] OJ 
L331/48) and Regulation 1095/2010 as regards ESMA 
(in full: Regulation (EU) No 1095/2010 of the European 
Parliament and of the Council of 24 November 2010 estab-
lishing a European Supervisory Authority (European 
Securities and Markets Authority), amending Decision 
No 716/2009/EC and repealing Commission Decision 
2009/77/EC [2010] OJ L331/84).

24. In full: Directive (EU) 2018/1673 of the European 
Parliament and of the Council of 23 October 2018 on 
combating money laundering by criminal law [2018] OJ L 
284/22.  See for the main features of the AML Criminal 
Directive, S. Loosveld, The New EU Directive on Combating 
Money Laundering by Criminal Law [2019] I.C.C.L.R. 168.

25. See Article 13(1) of the AML-Criminal Directive.  The 
AML-Criminal Directive is not applicable to Denmark, 
Ireland and the UK (see whereas (23) and (24)).

26. See whereas (4) of the AML-Criminal Directive.  The 
existing legislation is Council Framework Decision 
2001/500/JHA of 26 June 2001 on money laundering, the 
identification, tracing, freezing, seizing and confiscation 
of instrumentalities and the proceeds of crime [2001] OJ L 
182/1.

27. See whereas (6) of the AML-Criminal Directive.
28. See whereas (1) of the AML-Criminal Directive.
29. In full: Directive 2014/57/EU of the European Parliament 

and of the Council of 16 April 2014 on criminal sanctions 
for market abuse (market abuse directive) [2014] OJ L 
173/179.

30. The SSM consists of the European Central Bank (“ECB”) 
and the national competent authorities for supervising 
credit institutions and (mixed) financial holding companies 
in the Eurozone.  The ECB is responsible for the effec-
tive and consistent functioning of the SSM.  It is exclu-
sively competent for a wide range of significant prudential 
supervisory tasks, such as authorising and withdrawing the 
authorisation of supervised entities, assessing the acquisi-
tion and disposal of holdings therein, and ensuring compli-
ance with EU and national legislation on prudential require-
ments in key areas, such as own funds, liquidity, leverage, 
large exposures, capital adequacy and robust governance.  
Among the thousands of supervised entities that are estab-
lished in the euro area, the ECB has full and direct super-
visory authority over so-called “significant institutions”.  
The national supervisory authorities are, on the one hand, 
responsible for assisting the ECB in the preparation and 
implementation of the ECB’s exercise of its supervisory 
tasks – including the ongoing day-to-day assessment of 
an institution’s situation – and, on the other hand, remain 
competent in the areas not covered by the SSM.

31. The SRM consists of the Single Resolution Board (“SRB”), 
established in Brussels, and the national resolution author-
ities of the Eurozone Member States.  Institutions whose 
home supervisor is the ECB or the national supervisory 
authority in the Eurozone Member States are, for reso-
lution purposes, subject to the SRB or the national reso-
lution authority in these Member States.  As with the 
SSM, the SRM also contains a division of tasks between 
the SRB and the national resolution authorities that are 
part of the SRM.  The SRB is responsible for the effec-
tive and consistent functioning of the SRM as well as for 
drawing up resolution plans and adopting resolution-re-
lated decisions with regard to the same significant institu-
tions in the Eurozone that the ECB directly supervises in 
the framework of the SSM.  With a number of exceptions 
(notably non-significant cross-border banking groups that 
are established in the Eurozone and for which the SRB is 
also directly responsible), the national resolution authori-
ties are responsible for resolution planning and decisions 
with regard to the other Eurozone institutions.

32. The two other pillars of the banking union are a single 
rulebook for financial services in the EU and a European 
deposit insurance scheme.  The single rulebook already 
consists of an impressive body of EU legislation, which 
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Commission to the European Parliament and the Council 
on the interconnection of national centralised automated 
mechanisms (central registries or central electronic data 
retrieval systems) of the Member States on bank accounts 
(COM(2019) 372 final); and (iii) the Report from the 
Commission to the European Parliament and the Council 
on the assessment of recent alleged money-laundering 
cases involving EU credit institutions (COM(2019) 373 
final).

44. See above, endnote 10, for these FIUs.
45. The 2017 Risk Factors Guidelines have been adopted 

under Articles 17 and 18(4) of the 4th AML Directive of 
2017 and jointly issued by the three ESAs (see https://
esas-joint-committee.europa.eu/Publications/Guidelines/
Guidelines%20on%20Risk%20Factors_EN_04-01-2018.
pdf).  The new draft guidelines have been developed by 
the Joint Committee of the three ESAs.  However, since 
the entry into force of Regulation 2019/2175 on 1 January 
2020, ESMA and EIOPA no longer have direct responsi-
bility for AML (see above). Therefore, only the EBA has 
launched the consultation.

46. Thus, Title 2 sets out risk factors that are of particular 
importance in certain of those sectors and provides guid-
ance on the risk-sensitive application of CDD measures 
by firms in those sectors.  To foster greater convergence 
of supervisory expectations of the measures firms should 
take to tackle emerging risks, additional sectoral guidelines 
have been added to the original Risk Factors Guidelines 
on crowdfunding platforms, providers of currency 
exchange services, corporate finance, and payment initi-
ation services providers (“PISPs”) and account informa-
tion service providers (“AISPs”).  Therefore, Title II now 
contains in total 13 sectoral guidelines about very different 
key financial sectors such as, for instance, correspondents 
banking, retail banking, electronic money, money remit-
tance, life insurance and investments firms.

37. This term refers to an entity that is subject to the 4th 

AML Directive (as amended) and that is either a “finan-
cial institution” for the purposes of the EBA or EIOPA 
Regulations, or a “financial market participant” for 
the purposes of the ESMA Regulation.  This definition 
ensures that institutions that are supervised by each of the 
three ESAs are captured. 

38. In full: Directive (EU) 2019/2177 of the European 
Parliament and of the Council of 18 December 2019 
amending Directive 2009/138/EC on the taking-up and 
pursuit of the business of Insurance and Reinsurance 
(Solvency II), Directive 2014/65/EU on markets in 
financial instruments and Directive (EU) 2015/849 on 
the prevention of the use of the financial system for the 
purposes of money-laundering or terrorist financing 
[2019] OJ L334/155.

39. See Article 5 (entry into force) and Article 4 (transposition) 
of Directive 2019/2177.

40. See Article 3(1) to (9) of Directive 2019/2177, which 
amends or replaces to this effect a number of provisions in 
the 4th AML Directive.

41. See Article 3(10) of Directive 2019/2177, which amends to 
this effect Article 62 of the 4th AML Directive.

42. Whereas, in the past, the Commission’s work on AML 
was led by the Directorate-General (“DG”) Justice, this 
new action will be led by the DG for Financial Stability, 
Financial Services and Capital Markets Union (“Fisma”).

43. See the Report from the Commission to the European 
Parliament and the Council on the assessment of the risk 
of money laundering and terrorist financing affecting 
the internal market and relating to cross-border activities 
(COM(2019) 370 final).  This is one of the four reports 
on AML that the Commission published on 24 July 2019; 
the other three are: (i) the Report from the Commission 
to the European Parliament and the Council assessing the 
framework for cooperation between Financial Intelligence 
Units (COM(2019) 371 final); (ii) the Report from the 
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2. to work cooperatively to understand the risk environment 
for money laundering and terrorist financing and support 
implementation of the FATF standards; and

3. to conduct and respond to the assessment of members’ 
compliance with, and implementation of, the FATF 
standards.1

Between 18–23 August 2019, Australia hosted the 2019 APG 
annual meeting and technical assistance forum, which was held 
in Canberra and led by Deputy Commissioner Close and Mr 
Abu Hena Mohammad Razee Hassan.  This represented the 
22nd consecutive annual meeting of APG members.  The 2020 
meeting will be hosted in Bangladesh.²

On 7 and 8 November 2019, Australia also hosted the 2nd 
annual ‘No Money for Terror’ Ministerial conference, which was 
held in Melbourne and led by the Hon. Peter Dutton, Minister 
for Home Affairs.  Sixty-five delegations attended the event, at 
which focused sessions were held on emerging terrorist threats 
and terrorist-financing methods.  The 2020 meeting will be 
hosted in India.³  

How Does the APG Review APAC Compliance 
With AML Initiatives? A Survey of a Recent 
Mutual Evaluation
The APG mutual evaluations or ‘peers review’ process involves 
site visits conducted by rotating teams consisting of APG legal, 
financial and law enforcement experts.  These teams attend 
upon the jurisdiction of fellow APG members for the purpose 
of testing their levels of technical compliance with AML stand-
ards, as set by the FATF, as well as anti-money laundering and 
counter-terrorism financing effectiveness.4

A recent example of the mutual evaluation process was the 
APG on-site visit conducted between 4–15 November 2019 at 
Hanoi and Ho Chi Minh City, Vietnam.  The APG mutual eval-
uation team on this occasion consisted of:
1. Mr Sok Heng Hak, Legal Assessor, Cambodia.
2. Mr Duarte Chagas, Legal Assessor, Macao, China.
3. Ms Zhang Yi, Financial Assessor, China.
4. Mr Ahmad Farhan, Financial Assessor, Malaysia.
5. Mr Jesse Baker, Financial Assessor, United States.
6. Mr Nesar Ahmad Yosufzai, FIU/Law Enforcement 

Assessor, Afghanistan.
7. Mr Daniel Burnicle, FIU/Law Enforcement Assessor, 

Australia.
This team, made up of experts from APG member and 

observer states, conducted meetings and evaluations of various 
areas including government departments, governmental agen-
cies and private sector reporting entities in the region. 

Introduction 
The Asia-Pacific or APAC region encompasses a wide range 
of varying jurisdictions and states including, amongst others, 
Australia and New Zealand in the Oceania region, Vietnam, 
Thailand, Malaysia, Singapore and Indonesia in South-East Asia, 
India and Pakistan in the subcontinent, China, Hong Kong and 
Japan in Eastern Asia, USA and Canada in the Americas as well as 
numerous Pacific Island nations.  Money laundering, of course, is 
not geographically limited, and illicit funds are laundered between 
multiple APAC jurisdictions as well as across the globe.

This chapter will examine the AML frameworks in the APAC 
region, encompassing both regulatory and law enforcement, 
with a focus on Australia’s role in APAC anti-money laundering 
initiatives.

The Asia/Pacific Group on Money Laundering 
(‘APG’) and its Role in AML 
The Asia/Pacific Group on Money Laundering (‘APG’) is the 
associate Financial Action Task Force (‘FATF’) member for the 
Asia-Pacific region.  The APG operates independently under 
a ‘Co-Chair’ system of governance with both a permanent 
co-chair and a rotating co-chair. 

Australia is a permanent APG co-chair.  The chair position 
is currently held by the Deputy Commissioner for National 
Security, Leanne Close of the Australian Federal Police.  The 
present rotating chair is Bangladesh, whose chair is held by 
Abu Hena Mohammad Razee Hassan, head of the Bangladesh 
Financial Intelligence Unit.  The secretariat offices of the APG 
are located in Sydney, Australia.

The APG consists of 41 member jurisdictions, 11 of which 
are also permanent members of the FATF.  These core members 
are Australia, Canada, China, Hong Kong, India, Japan, the 
Republic of Korea, Malaysia, New Zealand, Singapore and the 
United States of America.  All members of the APG commit to 
implementing the international standards against money laun-
dering set out in the recommendations of the FATF.

The APG monitors the compliance of member countries with 
FATF standards.  The APG also implements intergovernmental 
training programmes between Member States in the Asia-
Pacific region. 

Released on 6 September 2016, the APG Strategic Plan 2016–
2020 provides for APG’s primary ongoing strategic goals, 
namely:
1. to be an effective multilateral organisation supporting 

implementation of the FATF standards and the work of 
the global Anti-Money Laundering and Counter-Terrorism 
Financing network;
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5. Undertake a more comprehensive assessment of the 
money-laundering risks posed by legal persons and trusts.

6. Review and implement appropriate AML/CTF require-
ments for dealers in precious metals and stones.8

In addition to the recent mutual evaluation attendance on 
Vietnam, the APG has commenced evaluations of Japan and 
Korea (jointly with the FATF) as well as Tonga.9

The United Nations Convention Against 
Transnational Organised Crime and the APAC 
Region
In addition to membership to FATF-APG, Australia and many 
other APAC countries are signatories to the United Nations 
Convention against Transnational and Organised Crime.  Signed on 13 
December 2000 and ratified on 27 May 2004,10 the Convention 
includes an agreement that each state party:
1. shall institute a comprehensive domestic regulatory and 

supervisory regime for banks and non-bank financial insti-
tutions and, where appropriate, other bodies particularly 
susceptible to money laundering, within its competence, 
in order to deter and detect all forms of money laundering, 
which regime shall emphasise requirements for customer 
identification, record-keeping and the reporting of suspi-
cious transactions; and

2. shall ensure that administrative, regulatory, law enforce-
ment and other authorities dedicated to combatting money 
laundering (including, where appropriate under domestic 
law, judicial authorities) have the ability to cooperate and 
exchange information at the national and international 
levels within the conditions prescribed by its domestic 
law and, to that end, shall consider the establishment of a 
financial intelligence unit to serve as a national centre for 
the collection, analysis and dissemination of information 
regarding potential money laundering.

In a conference hosted by Vienna between 15–19 October 
2018, the UNTOC adopted the ‘Establishment of the 
Mechanism for the Review of the Implementation of the United 
Nations Convention against Transnational Organized Crime 
and the Protocols thereto’.  The mechanism represents a means 
to gather information and review the performance of signatories 
to the United Nations Convention.

Following a preparatory phase, reviews are scheduled to 
commence in 2020–2021.11

United Nations Office on Drugs and Crime 
(‘UNODC’) in the APAC Region 
The UNODC operates a regional programme in South-East 
Asia which provides strategic oversight for Member States to 
combat transnational organised crime and illicit trafficking in 
the region by way of:
1. giving clear focus to supporting Member States and 

regional partners in achieving priority crime and drug 
outcomes in the region; and 

2. increasing the responsiveness, efficiency and effectiveness 
of UNODC’s support to the region.12 

UNODC supports anti-money laundering capabilities in the 
region by facilitating collaboration with global bodies such as 
FATF and regional bodies including APG. 

Together, the FATF standards and the UN instrument repre-
sent the key measures on which the APG and the Austrian 
government base their legal, regulatory and law enforcement 
strategy to counter money laundering.

Commencing on 20 April 2020 and concluding on 27 April 
2020, Kyoto, Japan will host the 14th United Nations Congress 

The on-site visit was facilitated by the APG secretariat who 
met with H.E. Mr Vuong Dinh Hue, Deputy Prime Minister of 
Vietnam.  The findings of this mutual evaluation process will 
be published in a report and presented at the 23rd APG annual 
meeting, which is to occur in Dhaka, Bangladesh in July 2020.5

Since 2015, APG mutual evaluation reports have been 
published following APG mutual evaluation of the following 
jurisdictions:
1. Australia.
2. Malaysia.
3. Samoa.
4. Sri Lanka.
5. Vanuatu.
6. Canada.
7. Singapore.
8. Bangladesh.
9. Bhutan.
10. United States.
11. Cambodia.
12. Mongolia.
13. Macao, China.
14. Thailand.
15. Palau.
16. Cook Islands.
17. Indonesia.
18. Myanmar.
19. Fiji.
20. Chinese Taipei.
21.  Pakistan.
22.  Solomon Islands.6

Further to intergovernmental collaboration, the APG has also 
expressly provided for an increased strategic focus on informa-
tion sharing and education with private sector agencies under 
the APG’s private sector outreach programme.7

The FATF and the APG also conduct joint mutual evaluations 
to assess the AML/CTF regime of member jurisdictions against 
the international standards set by the FATF.  On 4 September 
2019, the FATF published the Mutual Evaluation Report on 
Hong Kong, following an on-site visit by FATF and APG repre-
sentatives between 31 October 2018 and 15 November 2018.  
The report was adopted by the APG during its annual meeting 
which was held in Canberra, Australia between 18–23 August 
2019.

A key finding of the report was an assessment that Hong 
Kong’s AML/CTF regime is, overall, compliant and effective.  
This makes the jurisdiction of Hong Kong one of the leading 
performers in APAC following the fourth round of FATF and 
APG evaluations.  However, in acknowledging that Hong Kong 
represents a major finance, trade and transport hub within the 
APAC region, susceptibility was identified for the jurisdiction as 
a potential ‘transit point’ for illicit funds generated in external 
jurisdictions.  In this regard, it was highlighted that corruption 
and tax evasion are key AML/CTF threats for APAC as a whole.

To address this risk and increase AML/CTF effectiveness in 
Hong Kong, the report included the following recommended 
actions:
1. Take steps to more closely review money-laundering 

threats arising from corruption and tax evasion.
2. Update understandings of cross-border cash smuggling 

risks.
3. Document and complete an update on the AML/CTF risk 

assessment and the exemptions applied to stored value 
facilities.

4. Review vulnerabilities relating to stand-alone financial 
leasing companies.
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Members include:
■	 Australia	(Australian	Federal	Police).
■	 New	Zealand	(New	Zealand	Police).
■	 Samoa	(Samoa	Police	Service).
■	 Fiji	(Fiji	Police	Force).
■	 Solomon	Islands	(Royal	Solomon	islands	Police	Force).

The express purpose of the PTCN and the PICP is to build 
policing leadership in the Pacific region and collectively navi-
gate regional policing challenges through discovery, knowledge, 
influence and partnerships.17

Australian Transaction Reports and Analysis Centre 
(‘AUSTRAC’) in APAC

AUSTRAC has a dual function as both Australia’s specialist FIU 
and the country’s anti-money laundering and counter-terrorism 
regulator.  Tasked with identifying emerging threats and existing 
contraventions within the financial system, AUSTRAC’s regu-
latory and investigative powers are set out under the Anti-Money 
Laundering Counter-Terrorism Financing Act 2006 (Cth) (‘AML/CTF 
Act’) and the Financial Transactions Reports Act 1988 (Cth).

AUSTRAC’s primary role as a law enforcement agency is 
the receipt and analysis of financial data, which can in turn 
be disseminated as intelligence to revenue, law enforcement, 
national security, human services, regulatory and other partner 
agencies in Australia and overseas.18

The transnational nature of money-laundering practice means 
financial intelligence exchange among domestic agencies and 
international partners is essential in tracking the cross-border 
movements of proceeds of crime.  Information shared includes 
transactional records, intelligence and suspicious matter reports.

Memorandums of understanding (‘MoU’) are presently in 
place between AUSTRAC and 93 other equivalent national 
FIUs.  This includes successful agreements signed with prom-
inent regional partners: China Anti-Money Laundering 
Monitoring and Analysis Centre (‘CAMLMAC’) on 2 November 
2016;19 and the United States counterpart, the Financial Crimes 
Enforcement Network (‘FinCEN’) on 27 September 2018.20

The requirements for dissemination of information to interna-
tional members of such international alliances are set out under 
section 132 of the AML/CTF Act.  The CEO of AUSTRAC 
must be satisfied that:
1. the foreign government requesting the information has 

provided requisite undertakings as to the protection of 
confidential information, controlling the use of the informa-
tion, and assurances have been provided that the use of the 
information is only for the communicated purpose;21 and

2. it is appropriate to release the information in all the 
circumstances.

By way of example, AUSTRAC may be empowered under the 
AML/CTF Act to alert one or multiple international FIUs in the 
event that a suspicious matter report was received relating to a 
foreign resident.  There is no requirement that such individuals be 
subject to investigation by Australian law enforcement agencies.  
Similarly, FIU counterparts in foreign jurisdictions can approach 
AUSTRAC directly and request the release of information held 
by AUSTRAC under existing information exchange programmes.

AUSTRAC provides extensive technical assistance and 
training programmes throughout the Asia-Pacific region to 
strengthen the effectiveness of counterpart FIUs.  Formal 
training programmes focused on capability building have been 
administered in Bangladesh, Cambodia, Indonesia, Nepal, 
Papua New Guinea, the Philippines and Thailand.22

on Crime Prevention and Criminal Justice.  The agenda for this 
conference, which represents a gathering of policy-makers, legal 
practitioners, academics and government agency represent-
atives, includes follow-up to the implementation of the Doha 
Declaration.  The Doha Declaration was adopted at the 13th 
United Nations Congress on Crime Prevention and Criminal 
Justice held in Qatar. 

The declaration represents the foundation agreement for 
a global programme to be implemented by UNODC to assist 
jurisdictions, including APAC jurisdictions, in achieving 
crime prevention, criminal justice, corruption prevention and 
upholding the rule of law.13

A Recent Joint APG and UNODC Initiative on 
Money Laundering from Illegal Wildlife Trade
In the 2017 joint APG and UNODC research report titled 
Enhancing the Detection, Investigation and Disruption of Illicit Financial 
Flows from Wildlife Crime, it was identified that the illegal wild-
life trade is now an entrenched feature of transnational organ-
ised crime, with global proceeds estimated in the region of 7–23 
billion USD annually.14 

Despite the significant cash flows and transnational nature of 
this criminal typology, the outcomes of the research conducted 
highlighted multiple regulatory and law enforcement vulnera-
bilities in the region.  For example, in many Asia-Pacific juris-
dictions, wildlife crime does not constitute a predicate offence 
to money laundering and a majority of Member States do not 
presently include Financial Intelligence Unit (‘FIUs’) in multi-
agency anti-wildlife crime taskforces.15

Such findings reinforce the conclusion that international crim-
inal organisations will continue to adapt and exploit vulnerabili-
ties in domestic legal frameworks and regional law enforcement 
to launder criminal proceeds.  Parallel financial investigations 
must accompany traditional law enforcement methods for crimes 
involving significant cash-flow and transnational elements.

Law Enforcement and Financial Intelligence: 
Key International Agencies Operating in the 
APAC Region
A number of law enforcement agencies operate independently 
and in collaboration adjunct to the regulatory AML framework 
established in accordance with the FATF-APG and UN instru-
ments.  Governmental examples of strategic planning, such 
as the 2017 Foreign Policy White Paper, demonstrate Australia’s 
commitment to creating a regional environment hostile to 
money laundering.

The section below focuses primarily on the role of Australian 
financial intelligence and law enforcement agencies operating 
within the APAC region.  The Australian government antici-
pates continuing its leadership in promoting global standards 
for combatting money laundering and expressly provides for 
increased bilateral cooperation and diplomatic engagement with 
international law enforcement partners.16

Pacific Transnational Crime Network (‘PTCN’) and its 
role in APAC 

The PTCN represents a police services-led criminal intelligence 
and investigation capability which operates under the govern-
ance of the Pacific Islands Chiefs of Police (‘PICP’) network.  
Developed in 2002 to combat transnational crime in the Pacific, 
the PTCN presently consists of 25 Transnational Crime Units 
from 17 Pacific Island countries.
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as Five Eyes Law Enforcement Group, which comprises law 
enforcement and intelligence agencies from Australia, Canada, 
New Zealand, the United Kingdom and the United States.31

While Task Force Vestigo is generalist and not limited to a 
specific body of criminal typology, it builds significantly on the 
success of the preceding Task Force Eligo, also headed by the 
ACIC.  Commencing in December 2012, Task Force Eligo repre-
sented a collaborative special investigation into the use of alter-
native remittance and informal value transfer systems to launder 
proceeds of crime.  Ultimately, by its conclusion the investiga-
tions of this inter-agency task force resulted in the seizure of in 
excess of 580 million AUD of crime proceeds.

The Anti-Money Laundering Ecosystem: 
Current Examples of Multi-Agency 
Collaboration in APAC 
Consistent with investigations such as Task Force Vertigo, 
there is an observable tendency for FIUs, Federal and State 
law enforcement, governmental non-law enforcement agencies 
and private bodies to formalise collaborative engagements in 
response to the shifting criminal environment. 

Contemporary examples of multi-agency responses operating 
in the Asia-Pacific region include:

The Serious Financial Crime Taskforce (‘SFCT’)
An Australian multi-agency taskforce which includes:
■	 AFP.
■	 Australian	Tax	Office	(‘ATO’).	
■	 Australian	Crime	Commission	(‘ACC’).
■	 Attorney-General’s	Department	(‘AGD’).		
■	 AUSTRAC.
■	 Australian	 Securities	 and	 Investments	 Commission	

(‘ASIC’). 
■	 Commonwealth	Director	of	Public	Prosecutions	(‘CDPP’).
■	 Australian	Border	Force	(‘ABF’).

The Egmond Group 
The Egmond Group is a global network of 156 FIUs committed 
to collaboration and information exchange.  Notable Asia-
Pacific members include:
■	 AUSTRAC.
■	 Hong	Kong	SAR,	China	Joint	Financial	Intelligence	Unit	

(‘JFIU’).
■	 Indonesian	 Financial	 Transaction	 Reports	 and	 Analysis	

Centre (‘PPATK’).
■	 Anti-Money	Laundering	Office	Thailand	(‘AMLO’).

The Fintel Alliance
Led by AUSTRAC, Fintel is a public-private partnership aimed 
at combatting money laundering and terrorism financing.  
Members include:
■	 Commonwealth	Bank	of	Australia.
■	 National	Australia	Bank.
■	 Australia	and	New	Zealand	Banking	Group.
■	 Westpac.
■	 Paypal.
■	 Western	Union.
■	 NSW	Police	Force.
■	 ATO.
■	 National	Crime	Agency	(UK).

The Fintel Alliance: Annual Report 2018–2019
Due to the vast spectrum of expertise held by Fintel Alliance 
members, highly specialised taskforces can be formed lever-
aging the skills and experience of the most appropriate members 

The Australian Federal Police (‘AFP’) in the APAC region 

The AFP is Australia’s national law enforcement policing 
body, tasked with enforcing the Commonwealth criminal law, 
including detection of contraventions of Part 10.2 Criminal 
Code money-laundering provisions.  The AFP also target related 
offences such as terrorism financing, offences of foreign bribery, 
cybercrime and tax evasion.

The AFP has demonstrated an increased strategic shift 
from domestic law enforcement measures towards increased 
international engagement.  Published in 2017, the International 
Engagement: 2020 and Beyond Report recognises the need to increase 
collaboration with foreign law enforcement partners to combat 
‘the growth in criminal and terrorism threats from offshore, the 
continued global integration of markets and services, and the 
ongoing disruption of digital technologies’.23

The AFP describes its ‘international engagement pillars’ as 
essential in achieving its operational focus of:
1. increased strategic engagement with international partners;
2. the conducting of transnational operations which deliver 

operational effect offshore;
3. information and criminal intelligence sharing; and
4. mutual capability building.24

The AFP now has in excess of 300 active personnel posted 
in over 52 separate locations internationally, including several 
postings with partners in Asia, South-East Asia and the Pacific 
catchment.25

In order to address offences including money laundering and 
transnational financial crime, the AFP has in recent times estab-
lished memorandums of understanding (‘MoU’) with agencies 
in APG partner jurisdictions, including the Federal Bureau of 
Investigation in 2015,26 the Cambodian National Police in 201627 
and the Chinese National Commission of Supervision in 2018.28 

 
The Australian Criminal Intelligence 
Commission (‘ACIC’) in the APAC Region
The ACIC is Australia’s federal criminal intelligence organisa-
tion and is mandated to combat serious and organised crime.  
Forming part of the Department of Home Affairs governmental 
portfolio, the ACIC’s capabilities include:
1. Collecting criminal intelligence from partner agencies and 

combining it to create a comprehensive national database.
2. Utilising extensive coercive powers under the Australian 

Crime Commission Act 2002 (Cth) to obtain information.
3. Acquiring strategic intelligence products to support in deci-

sion-making, strategic targeting and policy development.
4. Implementing a national target management framework to 

guide law enforcement in establishing and sharing organ-
ised crime priorities and targets.  This is particularly useful 
for dealing with multi-jurisdictional serious and organised 
crime investigations.29

The ACIC participates in a number of national law enforcement 
taskforces in both a formal and informal capacity.  Contributing 
unique investigative capabilities, the ACIC provides an ‘intelli-
gence-led’ response to serious and organised crime.30

On 21 December 2017, the ACIC released the Serious Financial 
Crime in Australia Report 2017.  The report acknowledged 
money-laundering practices as one of nine key ‘financial crime 
enablers’ which effect Australia’s national interests.

Money laundering is similarly identified as one of the serious 
organised criminal activities adversely affecting the National 
interests of Australia and an identified area of operations for 
Task Force Vestigo.  Led by the ACIC, the task force includes 
Australian Commonwealth, state and territory partners as well 
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 The proliferation of Bitcoin and other cryptocurrencies has 
also shown an increase in the illegal use of digital curren-
cies in preference to traditional currencies.  This is due 
to the medium’s perceived anonymity and market vola-
tility.  Digital currencies also represent the most common 
currency utilised on the ‘dark web’, which is again used as a 
means to maintain anonymity and conceal true ownership. 

 Smart Automatic Teller machines have also been used to 
make high volumes of illegal cash deposits to third-party 
accounts while avoiding direct interaction with banking 
staff. 

4. Use of professional services (lawyers, notaries, 
accountants, real estate agents)

 Professionals such as lawyers, financial advisors, real estate 
agents and accountants are commonly referred to as ‘gate-
keepers’, used to facilitate unlawful transactions, exploit 
apparent loopholes in AML regulation and abuse positions 
of trust granted to certain professions.  Vulnerable profes-
sionals experiencing personal pressures such as debt, 
addiction or mental health issues may be targeted by crim-
inal organisations.

 The complexity, global scale, and expertise in the provision 
of services make combatting the activities of professional 
money launderers a challenging task for law enforcement. 

5.  Use of new payment systems or methods
 Emerging means of transferring funds are often targeted 

by criminal organisations due to a lag in oversight and 
regulation.  New systems often feature a greater number 
of money-laundering vulnerabilities when compared to 
established systems, which have been subject to regulation 
and reform over an extended period. 

 A recent example is the exploitation of Intelligent Deposit 
Machines utilised by the Commonwealth Bank of Australia, 
which were used to make in excess of 53,000 suspect trans-
actions which excessed the reporting threshold amount.

6. Corruption-associated money laundering
 The use of bribery of public officials and private sector 

compliance staff to undermine anti-money laundering 
regulation and reporting measures.  This method may 
also involve the use of corrupt ‘gatekeeper’ professionals 
including bankers, lawyers, accountants and brokers who 
succumb to coercion on the part of criminals or alternatively 
actively market specialist methods of laundering money.

7. Structuring
 Also known as ‘smurfing’, this method involves a high 

volume of comparatively small transactions between 
multiple parties and accounts to avoid detection threshold 
reporting obligations.

 Difficulty in detection is increased by virtue of the involve-
ment of persons unaware of their participation in such 
schemes, which involve what would otherwise be a series 
of legitimate financial transactions.

8. Use of portable commodities
 The purchase of high-net-value instruments such as jewel-

lery, diamonds, art works, precious metals, race horses 
and illicit drugs are used to conceal net worth and prop-
erty ownership, as well as a means of transporting assets 
through international points of entry without detection 
or reporting.  There is also a known association between 
human trafficking offences and money laundering.

 Commodity exchange or barter of such items between 
parties also can be used to avoid the use of private 
reporting entities, such as banks.  The transnational trade 
of child pornography, for example, has also been subject to 
prosecution for money-laundering offences in Australia.34

9. Use of wire transfers
 Electronic wire transfers between banks and financial 

to tackle a specific threat.  Fintel Alliance members leverage 
the expertise of government, industry, academia and specialised 
taskforces to disrupt serious crime.

In its 2018–19 Annual Report, AUSTRAC provided some 
insight into the key achievements of the Fintel Alliance, which 
include dismantling significant fraud networks and providing 
vital intelligence, leading to the arrests of nine persons of 
interest under the Australia’s Most Wanted programme.  Fintel 
Alliance members have also closed the accounts of approxi-
mately 90 high-risk bank customers over the period.

Six reported operations have been undertaken throughout the 
period, relating to:
■	 Scam	and	money	mules.
■	 Suspect	charitable	and	non-profit	organisations	(‘NPOs’).
■	 Complex	fraud	and	money	laundering.
■	 Credit	card	fraud	and	identity	theft.

Key collaborations involved the AFP, ACIC, ATO, NSW 
Police, Australian Charities and Not-for-profits Commission 
(‘ACNC’), IDCARE and Australian Financial Crimes Exchange 
(‘AFCX’).

The Annual Report covers Fintel operations including the iden-
tification of over 2,500 stolen credit cards and identities, enhanced 
detection capabilities for scam and money mules, and the identi-
fication of the main criminal, money-laundering and terrorism- 
financing threats currently facing non-profit organisations.32

Money Laundering Typologies: A Diverse 
Range of Criminal Activities
In order to better understand and combat the risk environment 
for money laundering and terrorist financing in the Asia-Pacific, 
the APG engages in and disseminates typologies research.  This 
study of methods, techniques and trends of money laundering 
and terrorism financing offers a valuable toll to understand and 
classify money laundering and areas of associated risk.

What Are Some Recent APAC Money 
Laundering Typologies?
The APG Yearly Typologies Report 2019 identifies the numerous 
typologies used to launder proceeds of crime in the Asia-Pacific 
region.  These typologies have been identified following an eval-
uation of case studies which reflect the present and emerging 
money-laundering landscape in Hong Kong, Indonesia, Japan, 
Malaysia, New Zealand, Pakistan, Thailand, Brunei, China, Fiji, 
Laos, Macao, Singapore and Australia.33

1. Terrorism financing
 An objective of many types of money-laundering typolo-

gies is to ultimately finance acts of terrorism or terrorist 
organisations.  Criminals will seek to obscure money trails 
in an effort to circumvent targeted financial sanctions 
imposed against individuals, businesses or countries. 

2.  Use of offshore banks, international business compa-
nies and offshore trusts

 As well as being a prevalent typology for taxation-related 
offences, the use of offshore companies (including shell 
companies), trusts and financial institutions is a common 
means to conceal and launder illicit funds.

 ‘Underground’ banks or complex corporate structures may 
be used, often in jurisdictions subject to less rigorous regu-
lation of such practices.

3.  Cash conversion and currency exchange
 The use by criminals of travellers’ cheques, stored value 

cards or currency exchange houses to transport money 
between jurisdictions without direct transfer of funds.  
The use of cash smugglers is also common in efforts to 
conceal the movement of currency.
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entrenched features of money laundering in the Asia-Pacific 
region.  Such enablers are the subject of increased anti-money 
laundering attention, investment and collaboration from law 
enforcement agencies and their partners.

Recent Media Publications by Asia-Pacific 
Law Enforcement Relating to Money 
Laundering Activity

Strike Force Mactier

Strike Force Mactier represented targeted, collaborative investi-
gations into international money laundering by officers and staff 
of the NSW Police Force, the NSW Crime Commission, AFP, 
and the ABF.37

A series of arrests were made between 5–16 November 2018 
at the Sydney International Airport, Sydney CBD and Bondi 
Junction.  Five Hong Kong nationals were charged with offences 
including recklessly dealing with the proceeds of a crime, knowl-
edge of direct activities of a criminal group, contributing to 
criminal activity and participating in a criminal group. 

A total of 180,000 AUD currency, SIM cards and mobile 
phones were seized during subsequent search warrants.  

It is alleged that the persons were laundering money within 
Australia before transferring funds offshore into Hong Kong 
and mainland China.

AFP – Chinese Ministry of Public Security (‘CMPS’) 
Joint Operation 

Between 14 and 15 November 2018, AFP officers performed 
search warrants on residential homes located in Sydney, NSW 
Melbourne, VIC and the Gold Coast, QLD in response to a 
request for assistance in 2016 made to the AFP by the CMPS.

During the course of these search warrants, investigators 
seized jewellery, vehicles and other property valued in excess of 
8.5 million AUD.  It is alleged that Chinese nationals had estab-
lished shell companies in Australia to purchase extensive resi-
dential and development property, using funds illegally acquired 
in China through fraudulent investment.38

While no criminal proceedings were instigated against the 
Chinese nationals subjected to the search warrants, an application 
for a restraining order was made under the Proceeds of Crime Act 
2002 (‘POCA’) for the related Commonwealth indictable offence 
of dealing with proceeds of crime contrary to section 400.3 of the 
Criminal Code, as well as fraud and tax evasion offences.

AUSTRAC – Civil action against Westpac for 
non-compliance with the AML/CTF Act

On 20 November 2019, AUSTRAC applied to the Federal 
Court of Australia seeking civil penalty orders against Westpac 
Banking Corporation, more commonly referred to as Westpac 
Bank.

It is alleged by AUSTRAC that Westpac Bank has engaged 
in systematic non-compliance with the AML/CTF Act and has 
contravened the terms of the legislation on over 23 million sepa-
rate occasions.  The contravening conduct is said to include a 
failure to:
1. Appropriately assess and monitor money-laundering and 

terrorism-financing risks associated with transnational 
transfer of funds to and from Australia.

2. Report over 19.5 million International Funds Transfer 
Instructions (‘IFTIs’).

institutions can be used both as a method to avoid detec-
tion, but also as a means to avoid confiscation of proceeds 
of crime by rapid removal of funds from jurisdictions 
seeking to enforce anti-money laundering measures.

10. Underground banks and alternative remittance 
services: Hawala, Hundi, etc.

 Such services are identified as underground or unregu-
lated networks of trust-based, intra-jurisdictional transfers 
used to remit monies.  Such methods are commonly used 
by money launderers parallel to the traditional banking 
sector. 

 Alternative remittance providers increase the difficultly by 
which law enforcement and FIUs can identify individuals or 
parties controlling funds, as well as obscuring the observ-
able transferor-transferee relationship.  Underground 
banking practices also include illegal card-swiping prac-
tices and illegal trading of foreign exchange.

11. Gambling and gaming activities
 Such methods exploit the high-net-value of assets which 

are held and pass between parties in the gambling sector.  
Examples include the use of online gambling or online 
gaming accounts to conceal the overall value of assets 
held, the use of winning tickets to conceal crime proceeds 
and the use of casino chips as currency.

12. Invoice manipulation and trade-based money 
laundering

 Both over- and under-invoicing of goods or services can 
be used in conjunction with import and export activities 
to obscure movement of funds between international juris-
dictions and disguise illegitimate wealth as traditional trade 
activity.  Money laundering that is based on the abuse of trade 
transactions is achieved by fraudulently misrepresenting the 
quantity, price or quantity of an import or export.

 Such a method is often used in tandem with complex 
transnational business structures to conceal the identities 
of individuals involved. 

13. Business investment or ‘mingling’
 As one of the key objectives of money-laundering activity, 

‘mingling’ involves the deliberate combining of proceeds 
of crime with profits from legitimate business enterprises 
to obscure the source of funds and perpetuate the impres-
sion of ‘clean’ money.

 The practice may be combined with false accounting prac-
tices to manipulate the observable proportions of profit 
obtained through legitimate enterprise.

14. Identity fraud and false identification
 Identity fraud can be used both as a method of conceal-

ment to engage in separate money-laundering typolo-
gies or as a means of obtaining further illegitimate funds 
through welfare fraud, superannuation fraud, obtaining 
fraudulent cash loans or lodgement of false tax returns.  
Nominees, trusts, family members or third parties may 
also be used by criminal organisations in an effort to 
obscure true ownership.35

In the ACIC’s Serious Financial Crime in Australia Report 2017, it 
was identified that the methodology used to launder proceeds of 
a crime is also influenced by the area of crime the proceeds origi-
nate from.  The proceeds of a drug crime, for example, commonly 
requires large amounts of illegally obtained cash to be deposited 
into the banking system.  Alternatively, financial or ‘white-collar’ 
crime often involves the manipulation of accounting practices 
for money already contained within legitimate banking systems.36

Irrespective of the original source of the funds, the use of 
global methods and prevalence of transnational transfers to 
launder proceeds of crimes, as well as the increased use of 
technology to enable and conceal financial crime, make up 
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The offence provision has extraterritorial jurisdiction that is not 
restricted to application against Australian nationals or persons 
residing in Australia.  Foreign nationals can be prosecuted if 
proceeds of a crime are dealt with in Australia or the conduct 
which constitutes the relevant indictable predicate offence is an 
Australian Commonwealth, State or Territory offence.

Proceeds of Crime Act 2002 (Cth)

As of 1 January 2003, the AFP and the CDPP have been empow-
ered under POCA to seek restraining, forfeiture or freezing 
orders in relation to property suspected of being connected with 
a criminal offence.

Typically, assets including actual, real and interests in prop-
erty become subject to an order if it is established that the prop-
erty is suspected on reasonable grounds to be the proceeds of an 
indictable offence, a foreign indictable offence or was previously 
used in connection with the commission of an offence.44

A Court must also make an order that property subject to the 
application be forfeited to the Commonwealth if a person has 
been convicted of one or more indictable offences, and the court 
is satisfied that the property is proceeds or an instrument of one 
or more of the offences.45

It is an express object of POCA to give effect to Australia’s 
obligations under the Council of Europe Convention on Laundering, 
Search, Seizure and Confiscation of the Proceeds from Crime, and other 
international agreements relating to proceeds of crime.46

Anti-Money Laundering Counter-Terrorism Financing Act 
2006 (Cth)

The conduct of financial institutions in Australia is regulated 
under the AML/CTF Act.  The AML/CTF Act sets require-
ments for reporting entities including institutions within the 
financial sector, gambling sector and businesses involved in the 
trade of bullion.47

Obligations are imposed on reporting entities, including a 
requirement to:
1. enrol and register businesses conducting relevant 

business;48

2. conduct due diligence on all customers including confir-
mation of identity;49

3. retain transaction records for a period of seven years;50

4. develop and implement programmes for the detection of 
money-laundering activity;51 and

5. report suspicious matters to AUSTRAC.52

AUSTRAC is Australia’s primary financial intelligence unit.  
AUSTRAC also functions as the national regulator under the 
AML/CTF Act.  The roles and responsibilities of AUSTRAC 
are covered in further detail below.

A majority of the penalties imposed for non-compliance 
with the AML/CTF Act are civil and not criminal in nature.  
An established breach of a civil penalty provision under the 
AML/CTF Act can attract a significant monetary penalty, with 
maximum fines of 21 million AUD per offence applying under 
the legislation.

Some contraventions under the AML/CTF Act do attract 
criminal sanctions.  It is a criminal offence to provide a desig-
nated service under a false name53 or conduct transactions with 
the intention of avoiding reporting requirements.54  Further 
‘tipping off’ offence provisions prohibit contact or communica-
tion with persons, other than AUSTRAC personnel, following 
a referral of suspicious activity.  For example, it is a criminal 
offence under such a provision for a reporting entity, such as a 

3. Provide separate financial institutions within transfer 
chains with information relating to the source of funds 
transferred.

4. Keep records in relation to the origin of internationally 
acquired funds.

5. Carry out appropriate customer due diligence, particu-
larly in relation to outgoing transactions to the Philippines 
and South-East Asia with high risk indicators for child 
exploitation typologies. 

The matter has been adjourned for a case management 
hearing, which is scheduled to occur in late-February or early-
March 2020.39  Each alleged contravention can attract a civil 
penalty of between 17 million AUD and 21 million AUD, 
meaning Westpac Bank is currently facing a potential maximum 
penalty of 391 trillion AUD for their alleged conduct. 

Overview of Laws in Australia
In accordance with Australia’s obligations as an APG member 
and signatory to the United Nations Convention against Transnational 
and Organised Crime, money-laundering activities and dealing 
with the proceeds of crime are criminal offences in Australia.

Criminal Code Act 1995 (Cth)

Money laundering is an offence prohibited at a Federal level 
under Part 10.2 of the Criminal Code Act 1995 (Cth) (‘Criminal 
Code’).  The provisions cover a wide variety of offending conduct 
relating to money, or other property, that is used in connection 
with serious crime.  This legislative regime has been described 
judicially as a ‘21st century response to antisocial and criminal 
conduct, commonly with international elements’.40

Sections 400.3–400.9 of the Criminal Code include offence 
provisions which make it an offence to deal with or receive, 
possess, conceal, dispose, import, export or engage in a banking 
transaction relating to money or property which represents 
proceeds or an instrument of crime.41

Property will be classified as proceeds of crime under the Criminal 
Code if it is wholly or partly derived or realised (directly or indi-
rectly) by any person from the commission of an indictable 
offence against a law of the Commonwealth, a State, a Territory 
or a foreign country.42

Property will be classified as an instrument of crime if it is used 
in the commission of, or used to facilitate the commission of, an 
indictable offence against a law of the Commonwealth, a State, a 
Territory or a foreign country.

Commonwealth and State-indictable offences, which may 
constitute a predicate offence for the purpose of money laun-
dering, include tax evasion, fraud, bribery and corruption 
offences as well drug importation, manufacture or supply.

The fault element is established under the offence provisions 
by proving intention, knowledge, recklessness or negligence on 
the part of the accused person to the fact that they were dealing 
with the proceeds of a crime or an instrument of a crime.

The corresponding maximum penalties for offences set out 
under Part 10.2 of the Criminal Code vary based on the value of 
the property dealt with and the fault element demonstrated on 
the part of the accused person.

By way of example, if the prosecution can establish beyond 
reasonable doubt that an accused person deals with money or 
property that the person believes to be proceeds of a crime (or 
intends for the property to become an instrument of crime) and 
the property is valued at 1 million AUD or more, the person is 
liable to a maximum term of imprisonment of 25 years and or a 
fine of up to 315,000 AUD.43
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bank, to notify AUSTRAC of suspicious activity on the part of 
a customer while simultaneously notifying the relevant customer 
that their conduct has been reported to AUSTRAC.

The Anti-Money Laundering and Counter-Terrorism Financing 
Amendment Bill 2017 was passed by both houses of Parliament on 7 
December 2017 and commenced on 3 April 2018.  This amending 
legislation expanded AUSTRAC’s powers under the AML/
CTF Act to monitor digital currency markets.  As with existing 
reporting entities within the finance sector, digital currency 
exchange providers are now required to register under the AML/
CTF Act and comply with the obligations set out under the Act.55

The legislative amendment follows a growing acknowl-
edgment among members of the FATF and APG that digital 
currency providers present elevated risks as facilitators of crim-
inal activity, including money laundering, cybercrime and 
terrorism-financing activities. 

Australia’s legislative amendments follow comparable recent 
regulatory action on the part of the Hong Kong Regulatory 
Authority, Bank of Negara Malaysia and the Monetary Authority 
of Singapore.56  In these jurisdictions, the amendments bring 
cryptocurrencies and providers of digital currency predomi-
nantly in line with traditional financial and property exchange 
markets, for the purpose of anti-money laundering regulation.

Conclusion
To create an environment hostile to money-laundering efforts 
in the APAC region, APG and its partner agencies will continue 
to collaborate and build the capability of regional partners 
to ensure the standards of the FATF are met and effectively 
enforced.  The increase in FATF-compliant Member States in 
the APG region will decrease the number of ‘soft targets’ pres-
ently exploited by criminal syndicates in the region.

It is predicted that FIUs and law enforcement agencies in the 
Asia-Pacific region will continue a deliberate shift away from 
‘as necessary’ international collaborative operations and increas-
ingly operate within proactive inter-agency action groups to 
address serious transnational financial crime and money laun-
dering.  Australia will also continue its efforts in formalising 
mutual assistance agreements with Asia-Pacific partners and 
increase its physical presence throughout the region, in recogni-
tion of the increasingly global nature of financial crime.
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The NCC does not limit the offences that can be included as 
precedent crimes, so it is understood that the goods that proceed 
from the commission of any criminal offence can be consid-
ered the predicate of a money laundering offence, tax evasion 
included. 

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable? 

Argentina’s NCC only applies in Argentina.  However, the NCC 
does specifically establish that money laundering is punishable 
when the predicate illicit activity was committed in a foreign 
jurisdiction. 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences? 

As noted in question 1.1, the Federal Courts and Federal 
Prosecution are the main government authorities responsible for 
investigating and prosecuting money laundering.  With certain 
limitations, UIF and the Central Bank (“BCRA”) are quali-
fied to conduct investigations and to file reports to the Federal 
Courts and Prosecution.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

The NCC establishes corporate criminal liability for money 
laundering offences.  In particular, Section 304 NCC establishes 
that corporations can be held liable if the offence is committed 
in the name, benefit or with the intervention of the corporation.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering? 

The maximum penalty applicable to individuals convicted of 
money laundering crimes is 10 years imprisonment and a fine 
equal to 10 times the amount of the illegal transaction made or 
intended to be made.  If the offender is dedicated to the money 
laundering activity, is a member of a criminal group, a public 
official or a member of a regulated activity, the imprisonment 
penalty limit is raised up to 13 years.

Corporations may also be sanctioned with fines equal to 10 
times the amount of the value of the transaction made or intended 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Argentina is currently undergoing a process to substitute the 
National Criminal Procedural Code (“NCPC”) for the recently 
enacted Federal Criminal Procedural Code (“FCPC”).  While 
according to the NCPC, the legal authority to prosecute money 
laundering at the national level is the Federal Judge – that is also 
entitled to delegate the investigation to the Federal Prosecutor 
– the new FCPC establishes that the Federal Prosecutor must 
carry out all prosecutions.  Currently the FCPC has been imple-
mented in just a few jurisdictions (those being the provinces of 
Salta, Jujuy and Mendoza and the City of Rosario, Santa Fe).  
The rest of the jurisdictions still operate under the rules of the 
NCPC.

There is also a special prosecution unit for economic crimes 
and money laundering that is intended to assist prosecutors 
when dealing with these kinds of cases. 

Finally, Argentina’s criminal system also allows for claimants 
(“querellantes”) to intervene and be part of the accusation.  The 
Financial Information Unit (“UIF”), an agency created to lead 
the Administration’s AML efforts, is entitled to intervene as a 
claimant in money laundering-related cases.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Section 303 of the National Criminal Code (“NCC”) establishes 
penalties imposed on whoever introduces (or tries to introduce) 
in the market goods or funds that are the proceeds of an illicit 
activity, with the possibility that those goods (or other subse-
quent goods) acquire the appearance of being of legal origin.  In 
this scenario, apart from proving the introduction or intent of 
introducing proceeds of criminal activity, the prosecution must 
prove that in fact those goods are related to a criminal offence.  
The NCC does not establish the extent to which the relation-
ship between the goods or funds and the predicate offence has 
to be proven.  Courts, on the other hand, have understood that 
the existence of a predicate offence can be proved by any means 
and with a lower evidence standard than that of the money laun-
dering crime – without having the need to fully identify neither 
the perpetrator nor the entire causal link between that activity 
and the goods or funds objects of the money laundering offence.
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AR$300,000), with a maximum sentence of three years.  In this 
case, the defendant and prosecution can agree on a plea bargain 
that later must be homologated by a Court.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Law nr. 25.246 regulates anti-money laundering (“AML”) in 
Argentina, created UIF and tasked this entity with coordi-
nating the Administration’s AML efforts and policies.  Even 
though UIF is the main administrative authority responsible 
for imposing AML measures, the BCRA and the National 
Securities Commission (“CNV”) also have limited authority to 
impose AML requirements within their scope of competence.

UIF has adopted the Financial Action Task Force (“FATF”) 
2012 Recommendations.  As a consequence, it has been 
enforcing a set of requirements over regulated entities with a 
risk-based approach and aims to prevent money laundering and 
terrorist financing.  These requirements include: AML training 
for personnel; costumer due diligence and record keeping; 
internal controls; reporting of suspicious activity; transparency 
on legal ownership; and the identification of final beneficiaries, 
among others.

In particular, the AML requirements for financial institutions 
are regulated in UIF Resolution nr. 30/2017.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations? 

There are no AML requirements imposed by self-regulatory 
organisations.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti- money laundering 
compliance and enforcement against their members? 

No, organisations and professional associations are not respon-
sible for anti-money laundering compliance and enforcement.

2.4 Are there requirements only at national level? 

There is AML regulation only at national level.  Provinces do 
not have the competence to regulate in this regard.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available? 

UIF is the government competent authority responsible for 
examining compliance and enforcement of AML requirements.  
Other than what is stated in its regulation, the criteria for exam-
ination can be casuistically inferred from the considerations 
made as motivation for each of the sanctions imposed.  These 
sanctions are publicly available on the Agency’s web page.

to be made and total suspensions of their activities for up to 10 
years.  Legal entities created with the sole intention of commit-
ting criminal offences may have their legal existence terminated.  

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for money laundering crimes is 10 
years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement of these crimes was traditionally understood to be 
at national (federal) level.  However, in recent years, different 
jurisdictions have challenged this position and some provincial 
courts have claimed competence over money laundering crimes.  
Most notably, the Supreme Court of the Province of Santa Fe 
held on February 2020 that provincial authorities are competent 
to enforce money laundering offences.  This subject must still 
be decided by the National Supreme Court in order to produce 
a definitive answer. 

There are no parallel provincial offences. 

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture? 

Only the Courts can forfeit/confiscate property.  Section 23 
NCC establishes that the Court in its criminal sentence can 
decide to confiscate any property that was used to commit a 
criminal offence and all goods and funds that proceed from that 
crime.  The rule is that all property can be subject to confiscation. 

“Embargos”, a kind of temporary confiscation, may also be 
used as a precautionary measure in order to protect property 
that may be subject to confiscation in the final sentence.

In cases where there is sound suspicion of terrorist financing 
or terrorist financing-related activity, UIF is entitled to order 
the freezing of the suspected assets for up to six months.  This 
decision can be challenged in Criminal Courts.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering? 

Currently, there has been no conviction of banks or other regu-
lated financial institution for money laundering offences. 

In the hypothetical case in which a financial institution 
is convicted of a money laundering offence, the BCRA may 
consider this sufficient reason to forfeit that bank’s licence. 

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Given the severity of the potential sentences for money laun-
dering crimes, there are no alternatives to judicial processes to 
resolve criminal actions.

The exception would be that of “minor cases” of money laun-
dering (in which the amount of the transaction does not exceed 
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3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Law nr. 25.246 establishes in its Section 20 the following 23 cate-
gories of businesses and professionals that are subject to AML 
requirements and are referred to as “Obliged Subjects”: i) finan-
cial entities; ii) foreign exchange entities; iii) companies/persons 
whose activity is gambling (casinos, lotteries, etc.); iv) stock market 
agents and all persons authorised by CNV to operate in the securi-
ties market and those operating in managing investment funds and 
related activities; v) person authorised by the CNV to operate in 
the futures and equity market; vi) public commercial registries; vii) 
persons and entities that operate in the fine arts, antiques, jewel-
lery and luxury goods markets; viii) insurance companies; ix) credit 
card and travellers’ cheques companies; x) treasury and cash trans-
port companies; xi) postal service companies; xii) public notaries; 
xiii) capitalisation entities; xiv) customs brokers; xv) the BCRA, the 
Federal Agency of Public Revenues (“AFIP”), the Superintendence 
of Insurance, the National Securities Commission (“CNV”), the 
General Inspection of Justice (“IGJ”), the National Institute for 
Associations and Social Economy, and the Antitrust Court; xvi) 
insurance producers, consultants, agents and brokers; xvii) licensed 
professionals whose activities are regulated by professional coun-
cils or associations of economic sciences (certified public account-
ants and auditors); xviii) legal entities that regularly receive dona-
tions; xix) licensed real estate agents or brokers and real estate 
brokerage corporations; xx) mutual and co-operative associations; 
xxi) natural persons or legal entities whose usual activity is the 
sale or purchase of cars, trucks, motorcycles, buses, agricultural 
machinery, road machinery, boats, yachts, and airplanes; xxii) indi-
viduals or legal entities that act as trustees, and individuals or legal 
entities that own or are affiliated with trust accounts, trustors and 
trustees related to trust agreements; and xxiii) legal entities that 
organise and regulate professional sports.

The categories are broad and the final specification of the 
natural and legal entities that fall within the categories of 
Section 20 are defined in UIF’s specific regulation.  Businesses 
engaged in offering new payment technologies or alternative 
currencies may or may not fall within category “i) financial enti-
ties”, depending on the kind of service offered.  According to 
UIF Resolution nr. 30/17, the term financial entity must be 
understood as those under the BCRA’s oversight and regulated 
under laws nr. 21.526 or nr. 18.924.  As an example, a digital 
wallet is not generally considered a financial entity, so it would 
fall outside the AML requirements and not be considered an 
“Obliged Subject”.  On the other hand, a company that takes 
deposits and grants loans will be generally considered a financial 
entity and, thus, is subject to AML requirements.

Within gatekeepers, the regulation focuses only on public 
notaries and certain specific economic sciences professionals, 
those with responsibilities auditing corporate balance sheets or 
with the functions of corporate controller. 

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry? 

In Argentina, cryptocurrency operations are considered to entail 

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Law nr. 25.246 tasks UIF with analysing financial informa-
tion in order to help prevent and detect money laundering and 
terrorist financing-related criminality.  In order to do this, UIF 
receives from all of the “Obliged Subjects” (the persons and 
entities subject to AML regulations) suspicious activity reports 
and periodic relevant transactions reports.  This information 
may lead to the implementation of new preventive measures 
and the reporting of potential criminal activity to the compe-
tent authorities.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions? 

The statute of limitation to bring enforcement actions in the case 
of criminal offences is 10 years.  Administrative enforcement 
from UIF to entities subject to AML requirements is five years.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions? 

The maximum penalty for failure to comply with the require-
ments is a fine of up to 10 times the value of the goods or the 
transaction the failure refers to.  If the value of the goods cannot 
be determined, the fine has a cap of AR$100,000.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

UIF is only entitled to impose fines.  As described in question 
1.6, Courts may impose more serious penalties in the case of 
money laundering crimes.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

All of the penalties are administrative fines.  The regulation 
does not consider any other kind of sanction for entities subject 
to AML requirements or its directors, officers or employees.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings? 

The process for assessment and collection of sanctions is 
conducted by UIF, which is also the authority that imposes 
the sanction.  While the process is confidential, the deci-
sion to sanction is public and is usually uploaded to UIF’s web 
page.  Sanctions imposed by UIF can be challenged in judicial 
proceedings at the Court of Appeals of Federal Administrative 
matters.  Financial institutions sanctioned by UIF have chal-
lenged penalty assessments on several occasions.
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3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances? 

As mentioned in question 3.4, financial entities must report all 
international/cross-border  transactions.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers?

Financial institutions must first identify the customer and 
require certain documents and information as means of proof 
of the identity and other relevant information (PEP, authori-
ties and final beneficiaries’ affidavits are mandatory).  From the 
information provided, the financial institution must classify the 
customer into one of at least three risk categories: Low; Mid; and 
High.  Each risk category corresponds with one type of KYC 
due diligence procedure. 

Low-risk customers are screened through a simplified due dili-
gence procedure where the information provided is contrasted 
against publicly available information and the person/entity is 
checked against UIF’s database on persons and entities linked 
to terrorist organisations.  This category is reserved for people 
who only own a sole bank account, the balance of which is under 
AR$421,875 and with cash transactions under AR$67,500.  
Persons that fall under the PEP category cannot be subject to 
the simplified due diligence procedure.

Medium-risk customers that do not qualify for simplified due 
diligence are required to also provide information referring to 
their economic activity and an affidavit on the licit origin of the 
funds.

High-risk costumers are screened through an enhanced due 
diligence procedure in which they are asked for documentation 
that proves their identity, that of the authorities of the entity, 
documents that prove the licit origin of the funds and any other 
additional information the financial entity may find relevant 
according to the risk profile of the customer. 

3.8 Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition? 

Financial institution accounts for foreign shell banks are prohib-
ited.  BCRA rules (Communication A 6709) expressly prohibit 
opening accounts for “Shell Banks” (“banco pantalla”) and any 
financial entity whose supervision authority in its country 
of origin has not adhered to the Core Principles of Banking 
Supervision of the Basel Committee on Banking Supervision.

3.9 What is the criteria for reporting suspicious 
activity? 

Financial entities must create a transactional profile of each of 
its customers, consisting of the information collected in the 
onboarding process, the due diligence procedure and the log of 
historic transactions.  The regulation states that each financial 
entity must also have procedures to provide alerts when activity 
is “unusual” based on the costumer profile, his determined 
risk category and the potential abnormality of the transaction.  

a high ML risk.  As such, UIF has mandated that all Obliged 
Subjects must report monthly all of the cryptocurrencies trans-
actions in which they take part and apply to them rigorous AML 
measures.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes? 

All of the Obliged Subjects are required to maintain AML 
compliance programmes.  Until 2017, UIF had a formal 
approach to the subject and required Obliged Subjects to 
comply with a series of requisites: 1) having an AML policy; 
2) designating a compliance officer; 3) KYC policy; 4) training 
employees in AML; 5) reporting of suspicious transactions; and 
6) periodic reporting of relevant transactions.  Since 2017, and 
after adopting FATF’s 2012 Recommendations, UIF has issued 
a new regulation that requires a risk-based approach to AML.  
In this sense, now Obliged Subjects are required to conduct an 
AML risk assessment and design their policies and preventive 
measures based on the findings.  Currently, this new approach 
is only mandatory for financial institutions (UIF Resolution nr. 
30/17), stock market agents and all persons authorised by the 
CNV to operate in the securities market (UIF Resolution nr. 
21/18), insurance companies (UIF Resolution nr. 18/19) and 
credit card and travellers’ cheque companies (UIF Resolution 
nr. 76/19), though it should be gradually implemented in the rest 
of the Obliged Subjects.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

All of the Obliged Subjects need to keep records of their 
costumers with a certain grade of detail.  Mainly, they are 
required to be able to identify the costumer and create a transac-
tional report for each costumer.  They are also required to keep 
these records for at least 10 years.

Financial institutions must make three types of reports: i) Cash 
Transactions Report: for every transaction over AR$280,000 (or 
equivalent in foreign currency), that must contain the identity 
of the persons or entities making and receiving the transaction, 
type of transaction, and date, amount and currency of the trans-
action; ii) Cross-Border Transactions Report: for all of the trans-
actions made to an account abroad, that must contain the type 
of transaction, the date, amount and currency of the transaction, 
the country of origin/destiny of the transaction, the identity of 
the financial entity of origin/destiny, the identity of the holder 
of the account involved, information of the people related to 
the account receiving the transaction and those of the account 
sending the transaction; and iii) Annual Systematic Report: 
general information of the financial entity with a detail on the 
number and type of costumers it has. 

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions. 

As explained in questions 3.4 and 3.2, other than large cash 
transactions, all cross-border transactions and all transactions 
involving cryptocurrencies must be also reported. 
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4 General 

4.1 If not outlined above, what additional anti-money 
laundering measures are proposed or under consideration?

Financial institutions should specially consider the BCRA’s regula-
tion concerning AML matters (Communication “A” 6709) and the 
National Securities Commission (“CNV”) regulation, specifically 
Title XI of the “National Securities Commission Regulations”.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance? 

Argentina has been progressing in its compliance with FATF’s 
recommendations but it is still far from total compliance.  Even 
though in the last couple of years there have been important 
improvements in the AML regulation system, there are serious 
deficits in the implementation and enforcement of AML meas-
ures and sanctions.

Currently, Argentina still lacks a proper money laundering 
and terrorist financing risk assessment.  This deficit means that 
it has not been able to properly implement a nationwide risk-
based approach to the matter, and resources are still being allo-
cated without a clear notion of their efficiency. 

UIF’s resources also seem very limited in comparison to the 
task it is responsible for.  At the moment, it has not even been 
able to enact the regulatory transition to a risk-based approach 
to more than a few of the Obliged Subjects. 

Lastly, within the judicial system, enforcement of money 
laundering sanctions has also been very poor.  Procedures for 
this kind of criminality are extremely long and condemnatory 
sentences happen rarely, at a rate of no more than one per year.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Argentina’s last evaluation by an outside organisation was made 
by FATF in 2010.  FATF found that Argentina had failed to 
adopt and implement most of the recommendations of the 
previous evaluation and, as a consequence, the plenary decided 
to put Argentina in the enhanced follow-up procedure.  It was 
not until 2014 that this decision was lifted after the country 
showed significant progress in its AML compliance and efforts 
to comply with a significant portion of the recommendations.

Even though Argentina’s situation has improved since 2014, 
the country is still non-compliant or partially non-compliant 
with a number of FATF’s recommendations.  The next mutual 
evaluation will be carried out in 2021.

The 2010 FATF Mutual Evaluation Report can be found here: 
https://www.fatf-gafi.org/publications/mutualevaluations/
documents/mutualevaluationofargentina.html.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

All of Argentina’s norms can be found in the Ministry of 
Economics’ free access database “Infoleg”: http://www.infoleg.
gov.ar.  UIF’s regulation is also uploaded on the agency’s web 
page: http://www.uif.gov.ar.  All of this information is only 
available in Spanish.

Once an activity is labelled as unusual, the financial entity must 
analyse it in depth and conclude if it can be considered a suspi-
cious activity or not.  In order to do so, it can ask for further 
information and documentation to the customer.  At this stage 
and all through the analysis and potential report, all the elements 
of the investigation must be kept strictly confidential. 

If the entity concludes that the activity is suspicious, it must 
report it within 15 days after the determination and never more 
that 150 days after the activity was conducted or attempted.  
Failing to comply with these terms can result in administrative 
sanctions. 

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries, 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers? 

Government maintains current and adequate information about 
ownership management and ownership, including final bene-
ficiaries.  The public registries of each jurisdiction collect this 
information as part of the mandatory requirements.  Financial 
institutions usually do not deal directly with the registries but 
require customers, in their onboarding procedures, to provide 
certifications that contain beneficial ownership information.  
Depending on the financial institution’s AML programme, this 
information is updated periodically with new requirements. 

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions? 

Payment orders funds transfers must be completed with accu-
rate information about the originators and beneficiaries.  If 
there are other financial institutions involved in the transaction, 
this information should be also available to them in the payment 
instructions.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted? 

No.  Bearer shares are not permitted in Argentina.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?

As stated previously, there are a significant number of non-finan-
cial institution businesses that have specific AML requirements. 

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Within persons engaged in international trade, Argentina’s 
regulation only addresses custom brokers who are “Obliged 
Subjects” under Section 20 Law nr. 25.246, and specific AML 
requirements apply to them all. 
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Under the Criminal Code, a Commonwealth offence may be 
dealt with as an indictable offence if it is punishable by impris-
onment for a period exceeding 12 months.  

For example, the crime of tax evasion is generally prose-
cuted as one or more of the fraud offences under Part 7.3 of 
the Criminal Code, which are punishable by imprisonment 
for five years or more (making it an indictable offence).  There 
are also other offences relating to tax evasion under other 
Commonwealth, State and Territory legislation and a number of 
those offences are punishable by imprisonment for 12 months or 
more.  Accordingly, tax evasion is likely to be a predicate offence 
for money laundering.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes.  The offence of money laundering has extraterritorial appli-
cation under the Criminal Code. 

For Australian citizens, Australian residents or Australian 
bodies corporate, the offence generally applies to all conduct of 
those persons inside or outside Australia.  For all other persons, 
the relevant geographical link will generally only be established 
if:
■	 the	conduct	that	constitutes	the	money	laundering	offence	

(i.e. the “dealing” with money or property) occurs wholly or 
partly in Australia; or 

■	 the	 conduct	 that	 constitutes	 the	 predicate	 offence	 is	 a	
Commonwealth, State or Territory indictable offence (not 
a foreign offence).

For example, a foreign person may commit a money laun-
dering offence under the Criminal Code if the predicate offence 
is a foreign crime but the “dealing” with the proceeds of the 
foreign crime occurs in Australia.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

See the response to question 1.1 above. 
A number of government bodies may investigate and 

refer money laundering offences to the CDPP, including the 
Australian Federal Police (AFP), the Australian Taxation 
Office and Australian Transaction Reports and Analysis Centre 
(AUSTRAC).  State and Territory bodies may also refer matters 
to State and Territory prosecution authorities.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Money laundering is a criminal offence under Part 10.2 of the 
Criminal Code Act 1995 (Criminal Code).  The Commonwealth 
Director of Public Prosecutions (CDPP) is the primary authority 
responsible for prosecuting money laundering offences.  There 
are also money laundering offences at the State and Territory 
level which are prosecuted by authorities in the States and 
Territories.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

A person commits a money laundering offence under the 
Criminal Code if they “deal” with money or property and the 
money or property is (and the person believes that it is) the 
proceeds of crime or the person intends that the money or property 
will become an instrument of crime.  “Dealing” includes receiving, 
possessing, concealing, disposing of, importing or exporting 
the money or property, or engaging in a banking transaction 
relating to the money or property. 

It is also an offence if the person “deals” with money or prop-
erty and:
■	 the	person	 is	reckless	or	negligent	as	 to	the	fact	 that	 the	

money or property is proceeds of crime or there is a risk that it 
will become an instrument of crime; or

■	 it	 is	 reasonable	 to	 suspect	 that	 the	money	or	property	 is	
proceeds of crime.

For a person to be found guilty of committing a money laun-
dering offence under the Criminal Code, the government must 
prove the physical and fault elements of the offence beyond 
reasonable doubt.  The physical element is that the dealing took 
place and the fault element is that the person had the requisite 
intention, knowledge, recklessness or negligence.

For money or property to be the proceeds of crime, it must be 
wholly or partly derived or realised (directly or indirectly) by 
any person from the commission of an indictable offence 
against a law of the Commonwealth, a State, a Territory or a 
foreign country.  For money or property to be an instrument of 
crime, it must be used in the commission of, or used to facilitate 
the commission of, an indictable offence against a law of the 
Commonwealth, a State, a Territory or a foreign country.
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that deal with the offence of money laundering.  The legisla-
tion is broadly consistent across all jurisdictions and addresses 
the offences of dealing with the proceeds and instruments of 
crime.  Penalties vary depending on whether the accused knew, 
reasonably suspected or was reckless as to the fact that they were 
engaged in money laundering.  An exception of note is in the 
Australian Capital Territory where it is a strict liability offence 
under the Crimes Act 1900 (ACT) to deal with property that is 
suspected of being the proceeds of crime.  Enforcement of these 
laws is carried out by the relevant State or Territory police force.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Legislation at the Commonwealth, State and Territory levels in 
Australia enables the restraint and forfeiture of property that is 
an instrument of an offence or the proceeds of an offence. 

Under the Commonwealth Proceeds of Crime Act 2002 (POCA), 
the AFP or CDPP may apply to a court to make a restraining, 
forfeiture or freezing order.  Restraining orders include unex-
plained wealth orders.  The grounds for an order differ depending 
on the order sought.  For example, on the AFP’s or CDPP’s 
application, a court must make an order that property specified 
in the order be forfeited to the Commonwealth if (among other 
grounds) a person has been convicted of one or more indict-
able offences and the court is satisfied that the property is the 
proceeds or an instrument of one or more of the offences (POCA 
section 48).  

However, for some orders, property can be restrained and 
forfeited even if there has been no criminal conviction.  For 
example, where a person is suspected of committing a serious 
offence, a restraining order can restrain all of the person’s prop-
erty (regardless of its connection to the suspected offence, 
POCA section 18).  If such a restraining order is in force for at 
least six months, the AFP can apply for all the property to be 
forfeited to the Commonwealth, even if the suspect has not been 
convicted of a serious offence and the property has no connec-
tion with the offence (POCA section 47).

“Property” includes actual personal and real property, as well 
as interests in that property which are subsequently acquired 
(such as a mortgage).  Property can be proceeds or an instrument 
of an offence even if the property is situated outside of Australia.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

There have been two instances where employees of a bank 
have been convicted of money laundering.  In both instances, 
however, money laundering was a secondary charge.  A NSW 
employee of the Commonwealth Bank was convicted of stealing 
and recklessly dealing with the proceeds of a crime after he 
assumed the identities of bank customers to obtain credit cards 
(Butler v R [2012] NSWCCA 54).  An associate director of the 
National Australia Bank was convicted of insider trading and 
dealing with the proceeds of crime after he used confidential 
Australian Bureau of Statistics information to execute profitable 
derivatives trades (Kamay v the Queen [2015] VSCA 296).

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Corporate criminal liability exists in Australia.  The Criminal 
Code applies to bodies corporate in the same way as it applies to 
individuals.  A body corporate can therefore be convicted of a 
money laundering offence under the Criminal Code.  The prin-
ciples relating to the fault element and physical element of the 
offence that must be proved in respect of bodies corporate are 
set out in Part 2.5 of the Criminal Code.

In a discussion paper on corporate criminal responsi-
bility released in November 2019, the Australian Law Reform 
Commission (ALRC) recommended legislative reform to enable 
senior personnel of a corporation to be held personally liable for 
the conduct of a corporation where they are in a position to influ-
ence the relevant conduct and failed to take reasonable measures 
to prevent the corporation’s conduct. The discussion paper also 
considers a due diligence defence for corporate criminal liability. 
The ALRC intends to publish its final report on 30 April 2020.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalties for money laundering offences vary 
depending on the value of the money or property that has been 
dealt with and the degree of knowledge of the offender.  For 
individuals, the maximum penalty under the Criminal Code is 
25 years of imprisonment and a fine of A$315,000 (i.e. 1,500 
penalty units) for an offence of dealing with the proceeds of 
crime which have a value of A$1,000,000 or more, where the 
person believes the money or property to be the proceeds of 
crime.  For bodies corporate, the maximum penalty for the same 
offence is a fine of A$1,575,000 (see Crimes Act 1914 section 4B).  
The value of a penalty unit under Commonwealth law is due for 
indexation on 1 July 2020.

1.7 What is the statute of limitations for money 
laundering crimes?

There is generally no time limit for prosecutions of money 
laundering offences under the Criminal Code (see Crimes Act 
1914 section 15B).  There is a time limit for the CDPP to bring 
proceedings (one year after the commission of a money laun-
dering offence) where the maximum term of imprisonment for 
an individual is six months or less or the maximum penalty for 
a body corporate is 150 penalty units or less (these are gener-
ally money laundering offences where the value of the money or 
property dealt with is low and the fault element consists of reck-
lessness or negligence).

There are also time limits on prosecutions of money laun-
dering offences at the State level.  For example, in New South 
Wales (NSW) and Victoria there are summary offences of 
dealing with property suspected of being the proceeds of crime 
which require proceedings to be commenced no later than six 
and 12 months, respectively, after the offence was alleged to 
have been committed.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Australia has a federal system of government.  There are 
parallel criminal offences in all Australian States and Territories 
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made under the AML/CTF Act from time to time.  REs are also 
bound by the AML/CTF Programs they adopt, as a breach of the 
AML/CTF Program may also constitute a breach of one or more 
civil penalty provisions under the AML/CTF Act.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

No, such organisations and associations are not responsible for 
compliance and enforcement against their members.

2.4 Are there requirements only at national level? 

Yes, there are requirements only at national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

AUSTRAC is responsible for examining REs for compliance 
and commencing enforcement action against REs for breaches 
of the AML/CTF Act. 

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes.  AUSTRAC functions as both Australia’s FIU and AML/
CTF regulator. 

AUSTRAC has published an information paper on its 
approach to regulation on its website: https://www.austrac.
gov.au/about-us/corporate-information-and-governance/ 
policies-plans-and-commitments/austrac-policies/austracs- 
approach-regulation.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

AUSTRAC must apply to the Federal Court for a civil penalty 
order no later than six years after the contravention is alleged 
to have occurred.  There are no stipulated time limits for other 
enforcement actions.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum penalty for breach of a civil penalty provision 
under the AML/CTF Act is A$21 million per breach for a corpo-
ration or A$4.2 million for an individual.  Most of the key obli-
gations under the AML/CTF Act are civil penalty provisions.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Civil and criminal actions can also be resolved through the impo-
sition of enforceable undertakings and infringement notices.  

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Generally criminal actions are resolved or settled through the 
judicial process, with imprisonment and fines being the two 
main outcomes.  The Commonwealth, State or Territory may 
also apply to have the money or property of the offender seized 
through a forfeiture order under POCA or similar State or 
Territory legislation (see the response to question 1.10 above).

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Anti-money laundering and counter-terrorism financing (AML/
CTF) requirements are imposed on financial institutions and 
other businesses under the Anti-Money Laundering and Counter-
Terrorism Financing Act 2006 (AML/CTF Act).

At a high level, the AML/CTF Act requires reporting enti-
ties (REs) to:
■	 enrol	with	AUSTRAC	as	an	RE	and	(if	the	RE	provides	

remittance services) apply for registration as a remittance 
service provider or (if the RE provides digital currency 
exchange services) apply for registration as a digital 
currency exchange provider;

■	 undertake	 a	 money	 laundering	 and	 terrorism	 financing	
(ML/TF) risk assessment and monitor for ML/TF risk on 
an ongoing basis;

■	 adopt	 and	 maintain	 an	 AML/CTF	 Program	 which	
addresses specific matters;

■	 appoint	an	AML/CTF	Compliance	Officer;
■	 ensure	that	aspects	of	the	AML/CTF	Program	are	subject	

to board and senior management oversight;
■	 conduct	employee	due	diligence;
■	 conduct	due	diligence	(i.e.	Know	Your	Customer,	“KYC”)	

and, where applicable, enhanced due diligence on customers;
■	 identify	 beneficial	 owners	 of	 customers	 and	 identify	 if	

the customer or beneficial owner is a politically exposed 
person (PEP);

■	 undertake	transaction	monitoring;
■	 deliver	AML/CTF	risk	awareness	training;
■	 report	suspicious	matters	to	AUSTRAC;
■	 report	 certain	 cash	 transactions,	 international	 funds	

transfer instructions and cross-border cash movements to 
AUSTRAC;

■	 report	 on	 compliance	 with	 the	 AML/CTF	 Act	 to	
AUSTRAC annually;

■	 ensure	 that	 components	 of	 the	AML/CTF	Program	 are	
subject to regular independent review; and

■	 pay	an	annual	supervisory	levy	to	AUSTRAC.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

No.  REs’ legal requirements are contained in the AML/CTF 
Act, the Anti-Money Laundering and Counter-Terrorism Financing Rules 
Instrument 2007 (No. 1) (AML/CTF Rules) and other regulations 
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2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Most of the penalties under the AML/CTF Act are civil in 
nature.  This means that the sanctions are not imposed through 
the criminal process and accordingly only require the civil 
standard of proof (the balance of probabilities) to attract a 
penalty.  These sanctions include monetary fines, enforceable 
undertakings and infringement notices.  

Some breaches will attract criminal sanctions, including the 
tipping off prohibition (see the response to question 3.9 below).  
It is also a criminal offence to provide, possess or make a false 
document, operate a designated service under a false name, or 
conduct cash transactions with the aim of avoiding reporting 
requirements.  Operating an unregistered remittance business or 
unregistered digital currency exchange business will also attract 
criminal sanctions.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

AUSTRAC has investigative powers to compel entities to produce 
documents.  It will generally use these powers to conduct reviews 
of REs on a regular basis.  The fact that AUSTRAC is conducting 
a review of an entity, or the results of those reviews, are not made 
public unless it proceeds to a formal sanction.

If AUSTRAC wishes to pursue a civil penalty or an injunc-
tion, AUSTRAC’s CEO must apply to the Federal Court for an 
order to that effect.  The application for an order, any defence 
filed and the court’s decision are all publicly available.  

Infringement notices may be given by an authorised officer 
and copies are available on AUSTRAC’s website.  Remedial 
directions and enforceable undertakings may only be issued by 
the AUSTRAC CEO and are available on AUSTRAC’s website.  
Remedial directions and enforced external audits are review-
able outside the court system.  If the decision is made by an 
AUSTRAC delegate, it may be reviewed by the AUSTRAC CEO 
whose decision may in turn be reviewed by the Administrative 
Appeals Tribunal.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The AML/CTF Act applies to designated services provided at 
or through a permanent establishment in Australia or, if the 
provider has a certain Australian connection, provided at or 
through a permanent establishment outside Australia.

There are at least 70 designated services, grouped into financial 
services, bullion dealing and gambling services.  If the person 
provides a designated service with the requisite geographical 
link, the person is an RE and must comply with the AML/CTF 
Act (see the response to question 2.1 above).

Enforceable undertakings are accepted by the AUSTRAC 
CEO as an alternative to civil or criminal action.  An enforce-
able undertaking documents a binding obligation of the RE to 
either take a specified action or refrain from taking an action 
that may contravene the AML/CTF Act.  The undertaking can 
be enforced by the courts if it is not complied with. 

Infringement notices are also available for some contraven-
tions of the AML/CTF Act.  A fine usually accompanies the 
infringement notice.  In 2018 the scope of infringement notices 
was expanded to allow AUSTRAC to issue infringement notices 
for a greater range of contraventions.  An infringement notice 
and a A$12,600 fine for a corporation or a A$2,520 fine for 
an individual may be issued for contraventions against certain 
provisions of the Act including KYC and reporting provisions.

Remedial directions can be given by AUSTRAC to inform an 
entity of a specific action it must take to avoid contravening the 
AML/CTF Act which may include ordering an entity to under-
take a ML/TF risk assessment.  In 2018 the scope of remedial 
directions was expanded to allow AUSTRAC to issue a remedial 
direction to an RE directing it to remedy a breach of a reporting 
provision by submitting reports to AUSTRAC within a speci-
fied timeframe.  A breach of a remedial direction is a breach of 
a civil penalty provision (unless the RE is a remittance service 
provider or digital currency exchange provider, in which case it 
may be a criminal offence).

AUSTRAC also has the power to suspend or cancel a remit-
tance provider’s registration or a digital currency exchange 
provider’s registration if they have contravened the AML/CTF 
Act or present a significant ML/TF risk, people-smuggling risk 
(in respect of remittance) or other serious crime risk.  

There is no specific liability regime under the AML/CTF 
Act applicable to directors, officers and employees.  However, 
such individuals may be liable for an ancillary contravention 
of a civil penalty provision if they aid, abet, counsel, procure, 
induce, are knowingly concerned in or party to, or conspire with 
others to effect a contravention of a civil penalty provision of 
the AML/CTF Act.  Further, directors have obligations under 
the Corporations Act 2001 which may be breached if a company 
does not comply with its obligations under the AML/CTF Act.  

There are no general powers under the AML/CTF Act to 
suspend or bar individuals from employment in certain sectors, 
although the AUSTRAC CEO may cancel a person’s registration 
as a remittance service provider.

The Banking Executive Accountability Regime (BEAR) 
contained within Part IIAA of the Banking Act 1959 came into 
force in July 2018 for Australia’s four major banks and in July 
2019 for all other banks.  The BEAR establishes two sets of 
accountability obligations: firstly, on banks; and secondly, on 
their nominated directors and executives (known as ‘account-
able persons’).  The BEAR allows the Australian Prudential 
Regulation Authority (APRA) to disqualify banking directors 
or executives from being an ‘accountable person’ if they have 
not acted with honesty and integrity, and with due skill, care 
and diligence.  This obligation may be breached if the entity 
does not have in place appropriate processes, procedures and 
controls.  The BEAR also places an obligation on banks to 
adjust an accountable person’s variable remuneration as a result 
of a breach of accountability obligations. 

A breach of the AML/CTF Act may not necessarily involve a 
breach of the BEAR but if the entity failed to have in place appro-
priate processes, procedures and controls in relation to meeting its 
AML/CTF obligations, then this may result in a breach of BEAR.

In January 2020 the Australian government proposed that 
this regime be extended to general insurers and superannuation 
licensees and commissioned a consultation paper to be authored 
by Federal Treasury, with a view to introducing legislation by 
the end of 2020.
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into Australia, to report those IFTIs to AUSTRAC.  There are 
no dollar thresholds applicable to suspicious matter or IFTI 
reporting.  

A person moving physical currency of A$10,000 or more into 
or out of Australia must report the movement to AUSTRAC, a 
customs officer or a police officer.

In February 2020 a Senate committee handed down a report 
recommending that the Senate pass the Currency (Restrictions 
on the Use of Cash) Bill 2019 (the Bill) which, if enacted, will 
ban making or accepting cash payments of A$10,000 or more.  
The Bill was passed by the House of Representatives in October 
2019.  The Bill creates strict liability offences that apply if an 
individual or entity makes or accepts a cash payment (or series of 
payments) and more serious offences that apply where the indi-
vidual or entity intends or is reckless about making or accepting 
such a payment (or series of payments). 

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

See the response to question 3.5 above.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Before providing a designated service to a customer, the RE 
must undertake the applicable customer identification proce-
dure set out in Part B of its AML/CTF Program.  The procedure 
to be undertaken will depend on the type of customer being 
onboarded.  The AML/CTF Rules require Part B to contain 
specific procedures for customers who are individuals, compa-
nies and trustees (among other types of entities).  Generally, the 
process requires collection of prescribed information and verifi-
cation of that information from reliable and independent docu-
ments or electronic data. 

REs are required to conduct enhanced due diligence on the 
customer if (in addition to any other trigger events set out in the 
RE’s AML/CTF Program):
■	 the	 RE	 determines	 under	 its	 risk-based	 systems	 and	

controls that the ML/TF risk is high;
■	 a	designated	service	is	being	provided	to	a	customer	who	is	

or who has a beneficial owner who is a foreign PEP;
■	 a	reportable	suspicion	has	arisen;	or
■	 the	RE	is	entering	into	or	proposing	to	enter	into	a	trans-

action with a party physically present in (or is a corpo-
rate incorporated in) a prescribed foreign country, which 
currently includes the Democratic People’s Republic of 
Korea and Iran.  

REs must also conduct ongoing customer due diligence in 
accordance with the AML/CTF Rules and their AML/CTF 
Program.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes.  A financial institution must not enter into a banking rela-
tionship with a shell bank or a banking institution that has a 

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

On 3 April 2018 the AML/CTF Act was amended to include 
a new designated service which may apply to cryptocurrency 
products.  Persons who exchange digital currency for money 
(whether Australian or not), or exchange money (whether 
Australian or not) for digital currency, where the exchange is 
provided in the course of carrying on a digital currency exchange 
business, are REs and must comply with the AML/CTF Act.  
Providers of this designated service must also register on the 
Digital Currency Exchange Register maintained by AUSTRAC.    

“Digital currency” is defined in the AML/CTF Act as a digital 
representation of value that functions as a medium of exchange, 
store of economic value or unit of account which is not issued by 
or under the authority of a government body.  The representa-
tion of value must be interchangeable with money, may be used 
as consideration for the supply of goods or services and is gener-
ally available to members of the public without any restriction 
on its use as consideration.  A means of exchange or digital 
process or crediting may also be declared to be digital currency 
by the AML/CTF Rules.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes.  The AML/CTF Program generally must be composed of a 
Part A and a Part B and specifically address matters prescribed 
by the AML/CTF Act and AML/CTF Rules.  These matters 
generally align with the obligations under the AML/CTF Act 
outlined in the response to question 2.1 above.  The primary 
purpose of Part A is to identify, mitigate and manage the risk 
the RE may reasonably face that the provision by the RE of 
designated services at or through a permanent establishment of 
the RE in Australia might (whether inadvertently or otherwise) 
involve or facilitate money laundering or terrorism financing.  
The sole or primary purpose of Part B is to set out the appli-
cable customer identification procedures for the purposes of the 
application of the AML/CTF Act to customers of the RE.  

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

If an RE commences to provide, or provides a designated 
service to a customer and the provision of the service involves a 
transaction involving the transfer of A$10,000 or more in phys-
ical currency, the RE must report the transaction to AUSTRAC 
within 10 business days after the day on which the transaction 
took place.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Yes.  REs must report suspicious matters to AUSTRAC (see 
the response to question 3.9 below).  There is also an obliga-
tion on persons who send international funds transfer instruc-
tions (IFTIs) out of Australia, or who receive IFTIs transmitted 
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3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Banks who accept a transfer instruction at or through a perma-
nent establishment of the bank in Australia must obtain certain 
information about the payer and, before passing on the transfer 
instruction to another person in the funds transfer chain, ensure 
that the instruction includes certain information about the payer.  

Interposed institutions in the funds transfer chain must also 
pass on certain information about the payer.

Beneficiary institutions may give ordering institutions a 
written notice requesting that the ordering institution provide 
certain information about the payer.  Ordering institutions must 
comply with such a notice within three business days after the 
day on which the request was given (or within 10 business days 
if the request was given more than six months after the transfer 
instruction was originally accepted by the ordering institution). 

Certain information about the payer and payee must be 
included in reports to AUSTRAC of IFTIs transmitted out of 
Australia.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The Corporations Act 2001 prohibits an Australian-registered 
company from issuing bearer shares.  Bearer shares are still 
permitted if a company has transferred its registration to 
Australia from a jurisdiction where bearer shares are legal.  In 
this instance, a bearer shareholder has the option of surren-
dering the bearer share.  If they do so, the company must cancel 
the bearer share and include the bearer’s name on their register 
of members.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes.  See the response to question 3.1 above.  There is also a 
proposal to extend the AML/CTF Act to other areas including 
lawyers, accountants and real estate agents (although this 
proposal has been on foot since 2006).

Further, the predecessor to the AML/CTF Act, the Financial 
Transaction Reports Act 1988 (FTR Act), is still in force for some 
businesses.  The FTR Act imposes reporting requirements on 
“cash dealers” to report suspicious transactions and verify the 
identity of persons who are account signatories.  Solicitors are 
also required under the FTR Act to report any cash transactions 
over A$10,000 (or the foreign currency equivalent).

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

No.  AML/CTF requirements are generally applicable in respect 
of customers who are receiving designated services from the 
RE. 

Some obligations may only apply where a person has a connec-
tion to a prescribed foreign country, which currently includes 
the Democratic People’s Republic of Korea and Iran.

banking relationship with a shell bank.  If a bank subsequently 
finds out that it is in a shell bank arrangement, it must termi-
nate the relationship within 20 business days.  The definition 
of shell bank in the AML/CTF Act covers financial institutions 
and affiliates which have no physical presence in the country 
they are incorporated in.

3.9 What is the criteria for reporting suspicious 
activity? 

At a high level, an RE has a suspicious matter reporting obli-
gation if: 
■	 the	RE	commences	 to	provide	or	proposes	 to	provide	 a	

designated service to a person, or a person requests the 
RE to provide them with a designated service or inquires 
whether the RE would be willing or prepared to provide 
them with a designated service; and

■	 the	RE	suspects	on	reasonable	grounds	that:
■	 the	person	(or	their	agent)	is	not	who	they	claim	to	be;
■	 the	 provision	 or	 prospective	 provision	 of	 the	 desig-

nated service is preparatory to the commission of a 
money laundering or terrorism financing offence;

■	 the	RE	has	 information	 that	may	 be	 relevant	 to	 the	
investigation of or prosecution of a person for a money 
laundering offence, for a terrorism financing offence, 
for evasion or attempted evasion of a tax law, or for any 
other offence against a law of the Commonwealth or 
of a State or Territory; or

■	 the	RE	has	 information	 that	may	be	of	assistance	 in	
the enforcement of proceeds of crime laws.

If a suspicious matter reporting obligation has arisen, the RE 
must not disclose to someone other than AUSTRAC: 
■	 that	the	RE	has	reported	a	suspicion	to	AUSTRAC;
■	 that	the	RE	has	formed	a	reportable	suspicion;	or
■	 any	 other	 information	 from	 which	 the	 recipient	 of	 the	

information could reasonably be expected to infer that 
the report has been made or that the suspicion has been 
formed.

There are some exceptions to the tipping off prohibition, 
including certain disclosures to law enforcement bodies, legal 
practitioners and other members of a RE’s designated business 
group.

Suspicious matter reporting does not constitute a legal safe 
harbour or defence to prosecution of the RE for a criminal 
offence (including money laundering offences), although if the 
RE gives AUSTRAC information in a suspicious matter report, 
the RE is taken not to have been in possession of that infor-
mation at any time for the purposes of the money laundering 
offences in the Criminal Code.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

The Australian Securities and Investments Commission (ASIC) 
maintains information about each Australian company’s direc-
tors, shareholders and ultimate holding company.  ASIC does 
not maintain information about the natural persons who are 
the entities’ ultimate beneficial owners.  This means that the 
register may not assist in compliance with beneficial ownership 
requirements.
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■	 substantially	improve	the	mechanisms	for	ascertaining	and	
recording beneficial owners in the context of customer due 
diligence, especially in the context of trustee information 
retention; 

■	 take	 a	more	 active	 role	 in	 investigating	 and	 prosecuting	
money laundering offences; and

■	 extend	the	AML/CTF	regime	to	Designated	Non-Financial	
Businesses and Professions, including lawyers, real estate 
agents and accountants.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes.  FATF evaluated Australia’s AML/CTF regime in 2014 to 
2015, releasing its report in April 2015.  The report is available on 
FATF’s website http://www.fatf-gafi.org/documents/documents/
mer-australia-2015.html.  In November 2018, FATF published 
a follow-up report noting a small improvement in Australia’s 
compliance but without any significant improvement in the issues 
listed in question 4.2 above: http://www.fatf-gafi.org/media/fatf/
documents/reports/fur/FUR-Australia-2018.pdf.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The AML/CTF Act and related legislation are published on the 
website https://www.legislation.gov.au/.  AUSTRAC publishes 
guidance on its website http://www.austrac.gov.au/.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

A statutory review of the AML/CTF Act was undertaken by 
the Commonwealth Attorney-General’s Department in 2013 
to 2016 which resulted in 84 recommendations in relation to 
Australia’s AML/CTF regime.  The government is in the 
process of implementing the recommendations in phases.  The 
first phase, which has been implemented, addresses the regula-
tion of digital currency exchange providers, AUSTRAC’s power 
to issue infringement notices and some deregulatory measures.  
As at March 2020, the next phase is before Parliament for debate 
and includes changes to customer identification requirements 
(including expanding the circumstances where REs can rely on 
the KYC carried out on customers by third parties), exemptions 
to the prohibition on tipping off and the use and disclosure of 
financial intelligence (among other changes).

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In 2015, FATF identified deficiencies in Australia’s compliance 
with FATF recommendations.  FATF’s key findings include that 
Australia should:
■	 focus	more	on	identifying	ML/TF	risks,	with	a	particular	

emphasis on the not-for-profit sector; 
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Belgium

referred to in this provision is particularly extensive, so 
much so that it overlaps with most of the acts incriminated 
under the other branches of article 505 BCC.  Mens rea is 
understood as broadly as under article 505, 1st indent, 2°, 
BCC: the agent may be prosecuted only if he/she knew or 
ought to have known that the assets derived from an illicit 
origin.    

 Both the agent that has committed the predicate offence 
and a third party can be prosecuted on the grounds of this 
provision.  However, and as under article 505, 1st indent, 
2°, BCC, the latter may not be prosecuted if the illicit 
assets derive from a “simple” tax fraud. 

Every offence referred to in the Belgian Criminal Code or in 
another law that can generate assets (such as illicit tax evasion) 
can be a predicate offence to money laundering. 

It is not necessary for the prosecution to precisely identify the 
predicate offence as long as it has been demonstrated that the 
assets have an illicit origin (for instance, because the accused 
person gave no plausible explanation of the origin of the funds).

The fact that the predicate offence can no longer be prosecuted 
because the limitation period has expired is not an obstacle for the 
Belgian authorities to prosecute money-laundering behaviours on 
the funds derived from the time-barred offence.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

The predicate offence does not have to fall within the territo-
rial jurisdiction of Belgian courts for money laundering itself 
to be validly prosecuted in Belgium, provided that the predi-
cate offence is incriminated both in Belgium and in the foreign 
country where the predicate offence was carried out.  Money 
laundering itself can be prosecuted in Belgium even if it has 
been partially committed in a foreign country, provided that 
some of the acts have been carried out in Belgium.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

See question 1.1.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Both legal entities and natural persons can be held liable for the 
offence of money laundering.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Money laundering is an offence prosecuted by the office of the 
public prosecutor or by an investigating judge and tried before 
the Belgian criminal courts.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

For the criminal offence of money laundering to be established, 
the prosecution must prove that some specific actions have been 
carried out by the agent (actus reus) with a certain intention (mens 
rea).  More particularly, money laundering refers to three distinct 
criminal behaviours:
■	 Article 505, 1st indent, 2°, of the Belgian Criminal Code 

(hereafter, the “BCC”), incriminates the acts of buying, 
receiving, exchanging, possessing, keeping or managing 
assets derived from a predicate offence, but only if the 
agent knew or ought to have known, at the outset of each 
operation, that the assets derived from an illicit origin.  

 A third party (i.e. a person who is not the owner of the 
illicit assets) can also be prosecuted on the grounds of 
this provision, unless the illicit assets are derived from a 
“simple” tax fraud.  

 Case law outlines that the author of the predicate offence 
may not be prosecuted on the grounds of this provision 
unless the said predicate offence has been carried out 
abroad and may not be prosecuted in Belgium.  

■	 Article 505, 1st indent, 3°, BCC, incriminates the acts of 
converting or transferring assets derived from a predicate 
offence.  Mens rea is in this case more specific than under 
article 505, 1st indent, 2°, BCC: there must be evidence that 
the agent acted with the intent to conceal the illicit origin 
of the funds or to help any person involved in the predicate 
offence to avoid the legal consequences of his/her acts.  

 Both the agent that has committed the predicate offence 
and a third party can be prosecuted on the grounds of this 
provision. 

■	 Article 505, 1st indent, 4°, BCC, incriminates the acts of 
concealing or disguising the nature, the origin, the loca-
tion, the disposition, the movements or the ownership of 
the assets derived from a predicate offence.  The conduct 
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The criminal court can only approve or reject the plea agreement, 
without any possibility to amend the sanctions proposed by the 
public prosecutor.  Grounds for refusing to approve the agree-
ment are essentially threefold: (i) the agreement will be rejected 
if it has been demonstrated that the suspect’s consent to enter the 
agreement was not free and informed; (ii) if the agreement does 
not correspond to the reality of the facts and to their legal charac-
terisation; or (iii) if the sanctions proposed by the prosecution are 
not proportionate to the facts of the case at hand, to the person-
ality of the defendant and to his/her willingness to compensate 
for the damage caused.  These settlements are not public.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

There are various authorities whose competence depends on the 
obliged entity.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

An individual found guilty of money laundering can be 
sentenced to a maximum term of imprisonment of five years 
and/or to pay a fine of maximum €800,000.  Companies can be 
sentenced to pay a maximum fine of €1,600,000.

1.7 What is the statute of limitations for money 
laundering crimes?

The limitation period for money laundering is five years.  
However, the repetition of criminal acts carried out with the same 
intention could delay the starting point of the five-year limitation 
period to the date of the last act that was executed by the agent.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

As from November 2020, enforcement will be carried out at 
national as well as European level, in cases where money laundering 
has been committed on assets originating from the European 
Union, with entry into force of the European Public Prosecutor.  
There are no parallel state or provincial criminal offences.

The Belgian law on the European Investigation Order 
entered into force in 2017.  This measure allows for increased 
cooperation between investigative authorities of Member States 
and authorises them to use in national criminal proceedings 
evidence gathered in other Member States.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Confiscation is mandatory for all the assets on which one of the 
prohibited acts referred to in article 505, 1st indent, 2° to 4°, BCC, 
has been carried out, as well as on the proceeds derived from them, 
even if they do not belong to the convicted person.  The confisca-
tion will be ordered by the judge as a consequence of a conviction 
for money laundering, to the profit of the Belgian State.  There is 
neither non-criminal confiscation nor civil forfeiture.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, this has happened.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions can be settled with the public prosecutor on 
the grounds of article 216bis of the Code of Criminal Procedure, 
provided that the considered offence does not entail a sentence 
of more than two years of imprisonment and does not involve 
serious harm to physical integrity.  

Suspects can also enter into a guilty plea with the prosecution 
on the grounds of article 216 of the Code of Criminal Procedure.  

Competent 
authority

Obliged entity

Minister of Finance National Belgian Bank.
Treasury 
administration

The	Public	Trustee	Office	(Caisse 
des dépôts et consignations/Deposito- en 
Consignatiekas); the limited company 
under public law Bpost.

National Belgian 
Bank (“NBB”)

Credit institutions, insurance compa-
nies, payment institutions, electronic 
money issuers, clearing institutions, 
mutual guarantee societies and stock 
exchange	firms.

Financial Services 
and Markets 
Authority 
(“FSMA”)

Investment	firms	authorised	under	
Belgian law in their capacity of asset 
management and investment advice 
companies; management companies of 
undertakings for collective investment; 
management companies of alternative 
undertakings for collective investment; 
investment	firms	provided	that	and	to	
the	extent	that	these	firms	trade	their	
securities themselves; debt investment 
firms	provided	that	and	to	the	extent	
that	these	firms	trade	their	securi-
ties themselves; alternative funding 
platforms; market operators; persons 
established in Belgium who, by way of 
their business activity, carry out sales 
of foreign currency in the form of cash 
or cheques expressed in foreign curren-
cies, or by using a credit or payment 
card; intermediaries in banking and 
investment services; independent 
financial	planners;	insurance	interme-
diaries that exercise their professional 
activities without any exclusive agency 
contract in one or more of the classes 
of life insurance; and lenders that are 
engaged in consumer credit or mort-
gage credit activities.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



53Linklaters LLP

Anti-Money Laundering 2020

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, see questions 2.1 and 2.2 above.

2.4 Are there requirements only at national level? 

No.  For instance, the local divisions of the Bar, of the Chamber 
of Notaries, of the Chamber of Bailiffs, etc., are responsible for 
enforcement against their members.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

See question 2.1 above for the competent authorities.  The 
examination criteria are set out by the 18 September Act 2017, 
which is publicly available.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, the CTIF (Cellule de traitement des informations financières) is 
responsible for this.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no statute of limitations for administrative sanctions.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

It varies depending on the regulation concerned.  For example, 
if they do not comply with the obligations set out in the 18 
September 2017 Act, legal entities can be fined with a maximum 
penalty of 10% of the net annual turnover of the previous 
financial year and natural persons with a maximum penalty of 
€5,000,000 (article 132).

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

It varies depending on the regulation concerned.  Within the legal 
framework set out by the 18 September 2017 Act, notwithstanding 
the sanctions that can be taken by the competent authorities in 
case the obliged entities do not comply with their injunctions (see 
question 2.1 above), the Act compels the competent authorities to 
publish the name of the obliged entity that has been sanctioned 
and the sanctions that were imposed (article 135). 

The Act also foresees a term of imprisonment of a maximum 
of one year and/or a maximum fine of €2,500,000 for those who 
impede inspections by the authorities in Belgium or abroad, or 
who refuse to provide information that they are required to give 
or if they knowingly give inaccurate or incomplete information 
(article 136).

Notwithstanding the criminal and administrative sanctions 
that can be imposed by the competent authorities (see question 
2.8 below), the latter can compel the obliged entities (i) to respect 
the provisions of the 18 September 2017 Act on the Prevention 
of Money Laundering and Terrorist Financing (hereinafter, “the 
18 September 2017 Act”), (ii) to amend their internal organisa-
tion, and (iii) to replace their compliance officer and the person 
within the Board of Directors that is responsible for the imple-
mentation, in the company, of the obligations set out by the 18 
September 2017 Act.  

In the event the obliged entity does not comply with such 
injunction, the competent authority can: 
■	 make	public	the	offences	committed	by	the	obliged	entity;
■	 impose	a	daily	maximum	penalty	of	€50,000;
■	 compel	the	obliged	entity	to	replace	its	Board	of	Directors;
■	 suspend	or	prohibit	all	or	part	of	the	obliged	entity’s	activ-

ities; and
■	 revoke	its	licence	(article	91	et seq.).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Yes, some self-regulatory organisations such as the Bar, the 
Chamber of Notaries or the Chamber of Bailiffs (see question 
2.1 above) are responsible for anti-money laundering compli-
ance and enforcement against their members.  For example, 
they essentially ensure that their members respect their obliga-
tions of customer due diligence and that they report any suspi-
cious transactions.

Competent 
authority

Obliged entity

Ministry of 
Economy, SMEs, 
Middle Class and 
energy

Companies	engaged	in	lease	financing,	
company service providers, diamond 
traders and real estate agents.

Auditors’ 
Supervisory Board

Corporate auditors.

Institute of 
Accountants and 
Tax Consultants

Accountants and tax consultants.

Professional 
Institute of 
Chartered 
Accountants and 
Tax Consultants

Chartered accountants and tax 
consultants.

National Chamber 
of Notaries

Notaries.

National Chamber 
of Bailiffs

Bailiffs.

The Head of the 
Bar

Lawyers (under the conditions 
mentioned in article 5 § 1 28°).

Ministry of Internal 
Affairs

Private security companies.

Commission 
for Gambling 
Activities

Natural or legal persons active in the 
gambling sector.
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programme also applied at the level of the entity’s subsidiaries 
and branches irrespective of their location.  In other terms, the 
obliged entities’ subsidiaries and branches must apply all the 
obligations set out by the 18 September 2017 Act, even if they 
are located in another EEE Member State or in a third country 
(article 13).

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

The obliged entities must keep a copy of all the documents and 
evidence necessary to identify their clients for a period of 10 
years, which starts from the date of the end of the business rela-
tionship with the said client.  They also have to keep all docu-
ments that are necessary to identify a specific transaction for a 
period of 10 years, which starts from the date on which the said 
operation was executed (article 60 et seq.).

They must report any transaction, regardless of the amount, 
when they know or have reasonable grounds to suspect that it 
is related to money laundering.  Moreover, every atypical trans-
action that was identified in the frame of the risk assessment 
procedures that have to be implemented by the obliged enti-
ties must be thoroughly analysed, notably if the transaction 
involves a significant amount or if the transaction does not have 
an apparent economic or legal purpose.  This analysis must be 
recorded in a written report (article 45).

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

See question 3.4.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

See question 3.4.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

The obliged entities must identify the clients with whom they 
enter into a business relationship or for whom they execute a 
transaction on an occasional basis, for a total amount of €10,000 
or more or in case they execute a transfer of funds in the sense 
of EU Regulation 2015/847 of €1,000 or more. 

To confirm the identity of these clients, the obliged entities 
must gather evidence that supports the information provided 
by the clients. 

Increased vigilance is imposed when dealing with clients orig-
inating from high-risk third countries (countries that have been 
identified as such by the European Commission on the grounds 
of article 9 of EU Directive 2015/849), States with no or low 
taxation or politically exposed persons.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

No, penalties are not only administrative/civil.  Yes, violations 
of anti-money laundering obligations are subject to criminal 
sanctions.  See questions 2.8 and 2.9 above.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

It is the Brussels Court of Appeal that is competent for appeals 
against the sanctions imposed by the NBB and the FSMA. 
a) No, they are not. 
b) Yes, they have.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

All the obliged entities listed in the table under question 2.1 and 
their branches which are established in Belgium (hereinafter, 
the “obliged entities”) are subject to the 18 September 2017 Act.  
This law imposes four main obligations on the obliged entities: 
■	 Development	of	internal	policies,	controls	and	procedures	

(articles 8 to 15).
■	 Risk	assessment	(articles	16	to	18).
■	 Customer	and	operations	due	diligence	(articles	19	to	44).
■	 Analysis	of	atypical	transactions	and	reporting	obligations	

(articles 45 to 65).

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Anti-money laundering requirements do not yet exist in Belgium 
for the cryptocurrency industry.  Belgium was expected to imple-
ment the 5th AML Directive by 10 January 2020, which compels 
Member States to designate virtual currency exchange platforms 
as obliged entities.  A preliminary draft bill was adopted by the 
Belgian Council of Ministers on 7 February 2020 and has been 
transmitted to the European Central Bank, the Belgian Data 
Protection Authority and the Belgian Council of State for their 
opinion.    

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

The obliged entities are compelled to implement a compliance 
programme at the level of the “group”, which is a compliance 
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3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Anti-money laundering requirements are only imposed on 
obliged entities, which were defined in question 2.1.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Increased vigilance is imposed when dealing with clients orig-
inating from high-risk third countries or States with no or low 
taxation.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Directive 2018/1673 on combatting money laundering by crim-
inal law was adopted on 23 October 2018 and entered into force 
on 2 December 2018.  Its objective is to enable more efficient and 
swifter cross-border cooperation between competent authorities 
in the field of criminal law and complements existing criminal 
national legislation relating to money laundering, which is very 
limited in scope.  Member States have until 3 December 2020 to 
implement the Directive into national law.

Directive 2019/1153 laying down rules facilitating the use of 
financial and other information for the prevention, detection, 
investigation or prosecution of certain criminal offences, and 
repealing Council Decision 2000/642/JHA, was adopted on 
20 June 2019 and entered into force on 11 July 2019.  It aims 
at enhancing the use of financial information by giving law 
enforcement authorities direct access to information about the 
identity of bank account holders contained in national central-
ised registries.  It also provides them with the possibility to 
access certain information from FIUs – including data on finan-
cial transactions – and also improves the information exchange 
between FIUs as well as their access to law enforcement infor-
mation necessary for the performance of their tasks.  This 
Directive must be implemented by 1 August 2021.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In 2015, the FATF considered that while Belgium had taken an 
approach based on risks in its AML activities and initiatives for 
many years, its understanding of these risks remained fragmented 
and incomplete.  The activities exposed to a high risk of money 
laundering included the diamond trade, in which Antwerp is a 
world-leading centre, and sectors in which cash circulates, such 
as the trade in used cars and gold, as well as the money transfer 
services.  The FATF also observed that the geographic position 
of Belgium makes it a target for the transit of illegal movements of 
funds.  In terms of terrorist financing, the main risks concerned 
activities relating to ‘jihadists’ travelling to countries in the Near 
and Middle East.  Continuing radicalisation in segments of the 
population create undeniable risk.  The money transfer sector is 
particularly vulnerable to these threats.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Obliged entities may not enter into a relationship with shell 
banks under the 18 September 2017 Act (article 40, § 2).

3.9 What is the criteria for reporting suspicious 
activity? 

Obliged entities must report all the funds, operations or facts 
which they suspect or have reasonable grounds to suspect are 
linked to money laundering.  This obligation to report does not 
entail an obligation for the obliged entities to identify the predi-
cate offence.  They must also report all suspicious funds, opera-
tions or facts in the framework of their activities in another EEE 
Member State, even when they do not own in such state a subsid-
iary, a branch or any other kind of establishment through agents 
or distributors (article 47 et seq.).

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Pursuant to article 514 of the Belgian Company Code, any 
person who acquires or sells securities that confer voting rights 
in a public limited liability company, whose shares are admitted 
in whole or in part to trading on a regulated market, must declare 
such acquisition or disposal. 

The 18 September 2017 Act has empowered the govern-
ment to create a Registry of beneficial owners which is acces-
sible to competent authorities, FIUs and obliged entities within 
the framework of customer due diligence, and any person or 
organisation that can demonstrate a legitimate interest (article 
73 et seq.).  The practical and procedural aspects of the Registry 
of beneficial owners have been laid out in the Royal Decree of 
30 July 2018 relating to the “UBO” Registry.  Obliged enti-
ties should have registered their beneficial owners before 30 
September 2019; any failure to do so could be sanctioned by a 
fine of a maximum of €50,000.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

This is indeed the case.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No, it is not.
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In its follow-up report of September 2018, the FATF noted 
that Belgium had made significant progress, which led the 
FATF to re-rate Belgium positively on 15 recommendations.  
Belgium is, however, still expected to make progress on seven 
FATF recommendations.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Belgium was evaluated by the IMF in 2014 and by the FATF in 
2015.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The 18 September Act 2017 is available in French or Dutch at 
http://www.ejustice.just.fgov.be/cgi_loi/change_lg.pl?language=-
fr&la=F&cn=2017091806&table_name=loi. 

The website of the Belgian FIU (the CTIF) is also available in 
English at http://www.ctif-cfi.be/website/index.php?lang=en.

Directive 2018/1673 is available in English at https://eur-lex.
europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014 
L0041&from=EN.

Directive 2019/1153 is available in English at https://eur-lex.
europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019 
L1153&from=EN.
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Brazil

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Brazilian law establishes criminal liability for natural persons 
only, except in the case of environmental crimes, for which 
corporations can be held liable.  In a criminal proceeding, 
corporations can be subject to measures affecting their assets, 
such as seizure, attachment and judicial lien. 

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Under article 1 of Law 9,613/98, the penalty for money laun-
dering is imprisonment for between three and 10 years and a 
fine.  The penalty can be increased by between one-third and 
two-thirds if the crime is done repeatedly or through a crim-
inal organisation, under article 1(4) of Law 9,613/98.  Legal enti-
ties are subject to administrative punishment, in addition to the 
measures affecting their assets as mentioned in question 1.5.  

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for money laundering crimes is 16 
years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

The judicial branch has the authority to order the confisca-
tion of assets.  There are agencies that assist in asset confisca-
tion by providing information, such as the Financial Activity 
Control Council (Conselho de Controle de Atividades Financeiras – 
COAF), which is the financial intelligence unit that was recently 
attached to the Central Bank (article 2 of Law 13,974/2020) 
and the Brazilian Central Bank.  The COAF provides informa-
tion, has a database and notifies authorities of suspicious finan-
cial transactions.  The Brazilian Central Bank can freeze money 
when ordered by the courts.  Regarding chattel and real prop-
erties subject to confiscation, the Transportation Department 
and real estate registry offices provide the necessary informa-
tion and take other measures to record asset seizures ordered by 
the courts.  Article 4 of Law 9,613/98 establishes the legal proce-
dure to seize assets, rights or money of those under investigation 
for money laundering.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

In Brazil, the Federal Prosecutor’s Office or the State 
Prosecutor’s Office are responsible for prosecuting individuals 
accused of money laundering at the national level.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

One who wilfully hides or disguises the origin, location, dispo-
sition, movement or ownership of goods, rights or money 
coming from a criminal violation has committed the crime of 
money laundering under article 1 of Law 9,613/98, with the new 
wording introduced by Law 12,683/2012.  This new wording 
eliminated the list of predicate offences to the crime of money 
laundering, instead saying that any crime or criminal violation 
can be a predicate offence to money laundering, including tax 
evasion.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

No.  As a rule, Brazilian law applies only to crimes committed 
within Brazil.  Under Brazilian law, a crime is considered to 
have been committed at the location where the act or omission 
occurred, in whole or in part, as well as where it produced or 
should have produced its result.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The Federal Police and the State Police are responsible for inves-
tigating money-laundering crimes in police investigations and 
there are specialised departments for these cases.  Additionally, 
the Federal Prosecutor’s Office and the State Prosecutor’s 
Office are responsible for conducting investigations in the 
Police Inquiries that are within those offices’ purview.
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14(2)), as well as requesting registration and financial informa-
tion on the persons involved in suspicious activities from the 
appropriate administrative agencies (article 14(3)).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

There is no law against private associations establishing corpo-
rate governance rules that require anti-money laundering activ-
ities beyond compliance and good-conduct rules.  In fact, the 
anti-money laundering law gives private agents certain respon-
sibilities, particularly to improve their records, their operations 
and communications.  In this regard, it is important to note 
the National Anti-Corruption and Money Laundering Strategy 
(Estratégia Nacional de Combate à Corrupção e à Lavagem de Dinheiro 
– ENCCLA), which is an implementing network among federal, 
state and municipal governments with participation among the 
branches of government and various trade associations, and is 
responsible for preparing practical activities to fight and prevent 
money laundering.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Given that article 9 of Law 9,613/98 lists all the natural persons 
and legal entities subject to the control mechanisms provided for 
in it, it is also the duty of self-regulatory organisations to create 
mechanisms to monitor and fight suspicious activities that might 
be conducted by their own members, adopting policies, proce-
dures and internal control mechanisms that allow them to meet 
the obligations established in article 10(III) of Law 9,613/98.

2.4 Are there requirements only at national level? 

No.  Brazil is a signatory to various international treaties and 
conventions that establish the parameters regarding this matter, 
in particular: (i) the Vienna Convention of 1988, promulgated 
domestically through Decree 154/1991, specifically to fight 
and prevent money laundering in cases of drug trafficking; (ii) 
the Palermo Convention of 2000, promulgated domestically 
through Decree 5,015/2004, which deals with mechanisms to 
control money laundering as a way of fighting terrorism; and 
(iii) the Merida Convention of 2003, promulgated domesti-
cally through Decree 5,687/2005, which deals with fighting 
corruption and establishes regulations related to institutions 
commonly used for this crime.  Additionally, Brazil observes the 
40 Recommendations of the FATF-GAFI, a group it has been 
part of since 2000, guiding the formation of internal control 
legislation and mechanisms.

At the regional level, Brazil is part of the Financial Action 
Task Force of Latin America, an intergovernmental regional 
organisation for mutual evaluations among the members, as 
well as the development of appropriate mechanisms to improve 
domestic policies to fight money laundering, beyond the GAFI’s 
40 Recommendations. 

Domestically, and in relation to criminal and administrative 
rules, the implementation of these measures is carried out at the 
federal level only, given its legislative authority.  However, as 
mentioned earlier, the establishment of activities and compli-
ance rules at other governmental levels, or even by private enti-
ties, is not prohibited.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

The judicial branch has the authority to order the confiscation 
of assets.  There are agencies that assist in asset confiscation 
by providing information, such as the COAF and the Brazilian 
Central Bank.  The COAF provides information, has a database 
and notifies authorities of suspicious financial transactions.  The 
Brazilian Central Bank can freeze money when ordered by the 
courts.  Regarding chattel and real properties subject to confis-
cation, the Transportation Department and real estate registry 
offices provide the necessary information and take other meas-
ures to record asset seizures ordered by the courts.  Article 
4 of Law 9,613/98 establishes the legal procedure to seize 
assets, rights or money of those under investigation for money 
laundering.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, there are cases of convictions of officers and employees of 
financial institutions accused of money laundering.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

With the recent inclusion of Law 13,964/2019 in the Brazilian 
legal system, there is a possibility for the Public Prosecutor to 
propose a non-prosecution agreement for money-laundering 
crimes (article 28-A of the Criminal Procedure Code).  To have 
the right to such agreement, the defendant must undertake to 
confess, repair the harm, give up the assets and rights arising 
from the crime, perform community service, pay a monetary 
fine and comply with other conditions to be stipulated by the 
Prosecutor’s Office.  In general, these proceedings are under 
judicial secrecy.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The COAF is responsible for disciplining, applying administra-
tive penalties, receiving, examining and identifying occurrences 
where money laundering is suspected, without limiting the 
authority of other bodies and agencies.  As a rule, the guidelines 
for fighting money laundering are established by the COAF, 
which shares monitoring obligations with the agents and regu-
latory agencies with oversight over specific activities, so as to 
define the criteria for each type of operation (articles 9, 10 and 
14(1) of Law 9,613/98).  The COAF must also coordinate the 
mechanisms for interagency operations to facilitate the fight 
against hiding or disguising assets, rights and money (article 

© Published and reproduced with kind permission by Global Legal Group Ltd, London



60 Brazil

Anti-Money Laundering 2020

warning will be applied for non-compliance with the instruc-
tions referred to in article 10(I) and (II), or in other words, 
related to the registration of clients and transactions.  Fines, in 
turn, will be levied whenever economic agents, through negli-
gence or wilfully, fail to correct the non-compliance that was 
the subject of the warning by the deadline given by the authority 
with jurisdiction, as well as when they fail to comply with their 
duty of communication.  A temporary disqualification will be 
imposed when they are found to be in serious violation of the 
fulfilment of obligations established by the COAF, or when 
there is a specific repetition of infractions previously punished 
by a fine.  Finally, cancellation of the authorisation will be 
imposed in cases of specific repetition of infractions previously 
punished by a temporary disqualification.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Both legal entities and individuals, when considered economic 
agents under the definition in article 9 of Law 9,613/1998, can 
be subject to the administrative penalties of suspension, tempo-
rary disqualification or cancellation of the performance of the 
economic activity, as provided for in article 7(II) of Law 9,613/98.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

No.  Individuals are subject to imprisonment for between three and 
10 years and a fine. The penalty can be increased from one-third 
to two-thirds if the crime is committed repeatedly or through a 
criminal organisation.  The penalty can also be decreased if the 
perpetrator voluntarily cooperates with the authorities, providing 
information that leads to the investigation of criminal violations, 
the identification of perpetrators or the location of assets, rights 
or money that are the objects of the crime. 

In addition to imprisonment, a criminal conviction also 
results in: the loss of assets, rights and money directly or indi-
rectly related to the criminal conduct and the suspension; 
temporary disqualification; or cancellation of the performance 
of the economic activity, as mentioned in questions 2.8 and 2.9.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

An administrative decision issued by the COAF in an admin-
istrative proceeding established by the executive committee of 
the Brazilian Central Bank that can be appealed to the chair-
person of the National Financial System Appeals Board (Conselho 
de Recursos do Sistema Financeiro Nacional – CRSFN) which is the 
unit that serves as the final administrative appeals board (article 
6 of Law 13,974/2020). 

An administrative proceeding must respect the principle of 
transparency to which acts performed by the government are 
subject.  One can consult the decisions and administrative 
appeals filed by financial institutions on the COAF website.  
These decisions can also be challenged in court because the 
Brazilian Constitution provides that the law cannot prohibit the 
consideration of a threat to or limitation of a right by the courts 
(article 5(XXXV) of the Brazilian Constitution).

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

In Brazil, compliance policies are established, firstly, in keeping 
with Central Bank Resolution 2,554/98, when banks operating 
within Brazil implemented internal control policies over the 
activities they conduct, their financial information, operating 
and management systems and the fulfilment of the laws and 
regulations governing financial institutions.

Thereafter, the duty of compliance was expressly included in 
the law through article 10 of Law 9,613/98, as amended by Law 
12,683/12, which provides that all the persons mentioned in its 
article 9 must adopt policies, procedures and internal controls 
that allow them to identify clients and communicate their 
transactions and operations, if necessary.  The duty of compli-
ance thereby established covers, at the administrative level, the 
government agencies and authorities with jurisdiction listed in 
article 9 of Law 9,613/98, as well as the individuals connected to 
them, through this law’s broad implementation.

Even before the effective inclusion of criminal compliance in 
Brazil’s legal and administrative system, policies to prevent and 
fight money laundering, together with the effective communi-
cation of suspicious activity to the authorities with jurisdiction, 
had already been included through resolutions (for example, 
COAF Resolution 1 of April 13, 1999) and special laws (for 
example, Law 9,613/1998).  This was later done more specifi-
cally and is always done publicly.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

In Brazil, the COAF, which was established by Law 9,613/98 
and recently attached to the Central Bank (article 2 of Law 
13,974/2020), is the Financial Intelligence Unit (FIU) respon-
sible for receiving, storing and organising information, as well 
as helping fight money laundering through strategic planning.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

The statute of limitations is five years from the date on which 
the fact becomes known to the authority with jurisdiction.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The administrative penalties range from a warning to fines and 
the cancellation or suspension of authorisation to perform certain 
activities.  Article 12 of Law 9,613/98 lists the penalties.  Monetary 
fine amounts are: (i) twice the value of the transaction; (ii) twice 
the actual profit obtained or that presumably would have been 
obtained by performing the transaction; or (iii) BRL 20 million.

On the other hand, a temporary suspension can be imposed, 
for up to 10 years, on the right to hold the position of manager 
of the legal entities referred to in article 9 of the same law, or 
the authorisation to perform the activity, transaction or function 
can be cancelled or suspended.

The requirements for the application of penalties can also 
be seen in the law that governs the COAF.  The penalty of a 
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■	 individuals or legal entities who work in the promotion, 
brokering, sale, representation or negotiation of transfer 
rights of athletes, artists or fairs, expositions or similar 
events;

■	 companies that transport and store valuables; 
■	 individuals or legal entities who sell high-value assets of 

rural or animal origin or broker their sale; and
■	 the foreign dependencies of the mentioned entities, 

through their Brazilian head office, in regard to residents 
in Brazil. 

In turn, articles 10 and 11 of Law 9,613/98 state the obligations 
that must be observed by the institutions subject to oversight: 
■	 to identify clients and ensure their respective records are 

updated; 
■	 to maintain a record of transactions in domestic and foreign 

currency, instruments and securities, credit instruments, 
metals or any asset that can be converted into money, that 
exceed a limit established by the authority with jurisdiction 
and under the terms of the instructions issued by it; 

■	 to adopt policies, procedures and internal controls compat-
ible with their size and volume of transactions that are 
appropriate to meet the legal requirements as regulated by 
the agencies with jurisdiction; 

■	 to register with and keep their registration updated with 
the regulatory agency or, if there is not one, with the 
COAF, in the manner and under the conditions estab-
lished by them; and

■	 to meet the requirements formulated by the COAF with 
the frequency and in the manner and under the conditions 
established by it, with the obligation of maintaining confi-
dentiality regarding the information provided, in accord-
ance with the law. 

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

In Brazil, there are not yet specific laws regarding monitoring 
transactions involving cryptocurrencies to prevent them from 
being used by criminal organisations for money laundering.

The Chamber of Deputies (the lower house of Congress) 
has been debating including a duty to notify COAF in Law 
9,613/1998 (Anti-Money Laundering Act) and the monitoring 
of these transactions by the Central Bank.  This would be done 
through Bill 2,303/2015, which was placed back up for consider-
ation on March 19, 2019, and is currently waiting to go through 
the hearing and voting process.

Normative Instruction 899 was recently issued by Brazilian 
Federal Revenue, which institutes and governs the requirement to 
provide information concerning transactions with crypto assets to 
the Special Secretariat of Brazilian Federal Revenue.  The require-
ment to provide information applies to: natural persons and legal 
entities that conduct any transactions with crypto assets related to 
the purchase and sale, exchange, donation or transfer of a crypto 
asset to an exchange; the withdrawal of a crypto asset from an 
exchange; temporary assignment (rent); payment in kind; issuance; 
and other transactions that result in the transfer of crypto assets. 

In light of the current lack of effective means of analysing and 
fighting money laundering through cryptocurrencies in Brazil, 
the best precautions at the moment are: seeking references in 
foreign laws in force regarding the subject; reinforcing and 
increasing the use of RegTech in processes, which makes avail-
able a broad range of auditing and corporate intelligence tools, 
as well as improving due diligence procedures; and, finally, 
constant compliance training for those working in the area.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Article 9 of Law 9,613/98 establishes the activities subject to 
permanent monitoring by the corresponding legal entity, which 
is required to inform the COAF of all suspicious transactions 
for the purpose of fighting money laundering, with these being 
referred to as persons subject to the control mechanism.

Legal entities that perform activities related to the following 
items in Brazil are subject to these obligations: raising, brokering 
and investing third-party financial resources; and the purchase 
and sale of foreign currency or gold, instruments or securities.  
The following are also bound by these obligations:
■	 stock exchanges, commodities or futures exchanges and 

systems for organised, over-the-counter trading; 
■	 insurers, securities brokers and supplementary pension 

plans or private equity firms; 
■	 credit card acquiring banks or administrators, as well as 

the administrators of consortiums for the acquisition of 
goods or services; 

■	 administrators or companies that use cards or any other 
electronic, magnetic or equivalent means that allow the 
transfer of funds; 

■	 leasing and factoring companies; 
■	 companies that conduct the distribution of cash or any 

securities, real estate, commodities or services, or that 
grant discounts for their acquisition, through a drawing or 
similar method; 

■	 other entities whose operation depends on authorisation 
from the regulatory agency for the financial, foreign- 
exchange, capital and insurance markets; 

■	 individuals or corporate entities, whether domestic or 
foreign, who operate as agents, managers, attorneys-in-
fact or representatives or in any way represent the inter-
ests of a foreign entity that performs any of the activities 
referred to in this chapter; 

■	 the individuals or legal entities that perform activities 
of real estate promotion or the purchase and sale of real 
properties; 

■	 individuals or legal entities who sell jewels, stones and 
precious metals, art objects and antiquities; 

■	 natural persons or legal entities who sell luxury or high-
value items, broker their sale or perform activities that 
involve a large volume of cash funds; 

■	 boards of trade and public registries; 
■	 individuals or legal entities that provide, even on an occa-

sional basis, advising, consulting, accounting, auditing, 
counselling or assistance services of any nature in the 
purchase and sale of real properties, commercial or indus-
trial establishments or equity interests of any nature, of 
the management of funds, securities or other assets, of 
the opening or closing of banking, savings, investment 
or securities accounts, the creation, operation or manage-
ment of companies of any nature, foundations, trust funds 
or analogous structures, financial, corporate or real estate 
companies, and the disposition or acquisition of rights 
over contracts related to professional sporting or artistic 
activities;
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regulations of up to the equivalent of USD 50,000 per trans-
action.  For the transfer of funds from abroad to Brazil, it is 
advisable that, before the money is sent from abroad, the benefi-
ciary contact a foreign-exchange agent, describing the intended 
transaction, to verify that the beneficiary has the documenta-
tion required by the agent, as well as to verify the other condi-
tions for the transaction.  It is important to note that funds in 
foreign currency will not go directly to the account of the bene-
ficiary of the payment order – a foreign-exchange transaction 
between the beneficiary and the authorised agent will be neces-
sary.  The Brazilian Central Bank establishes only that the docu-
mentation must be sufficient to support the intended foreign- 
exchange transaction, with the identification of the clients 
always being mandatory. 

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Article 10 of Law 9,613/98 establishes that a person subject 
to the control mechanisms must identify their clients, keeping 
an updated record, under the terms of the proper normative 
instructions, and also requires: that records be kept of every 
transaction in domestic or foreign currency, instruments or 
securities, credit instruments, metals or any asset that can be 
converted into money that exceeds a limit established by the 
authority with jurisdiction and under the instructions issued 
by it; that the requirements of the COAF be met; that policies, 
procedures and internal controls compatible with the scale and 
volume of transactions be adopted; and that an updated regis-
tration be created and maintained at the regulatory or oversight 
agency or, if there is none, at the COAF, with the requirements 
formulated by the COAF regarding the frequency, manner and 
conditions being observed, and with the confidentiality of the 
information provided being preserved under the terms of the 
law.  Moreover, there are specific requirements for certain types 
of client, such as those who are referred to as politically exposed 
persons, who as a rule hold public positions, and are listed in 
COAF Resolution 29 of December 7, 2017. 

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Shell banks are mentioned in article 52(4) of Decree 5,687 of 
2006, which establishes that Brazil will apply appropriate and 
effective measures, with the assistance of its regulatory and 
supervisory agencies, to impede the establishment and activity 
of banks that do not have an actual presence and that are not 
affiliated with a financial group subject to regulation.  This 
measure seeks to prevent the crime of money laundering.  The 
largest Brazilian financial institutions have a prevention plan 
and prohibit relationships with shell banks.

3.9 What is the criteria for reporting suspicious 
activity? 

Article 11 of Law 9,613/98 establishes that a person subject to the 
control mechanism must report to the COAF, within 24 hours, a 
proposal for or conduct of: any transaction in domestic or foreign 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Banking financial institutions have the duty of maintaining 
internal control systems for the activities they conduct and of 
instituting compliance policies to prevent money laundering.  
Central Bank Resolution 2,554/98 establishes the requirement 
that Brazilian banks have at least one compliance officer, while 
article 10(III) of Law 9,613/98 provides that “the obligated enti-
ties and persons must adopt policies, procedures and internal 
controls compatible with their size and volume of transactions, 
that allow them to comply with the provisions of this article 
and article 11, in the manner regulated by the agencies with 
jurisdiction”.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Article 10(2) of Law 9,613/98 establishes a minimum period of five 
years to retain documents from the closing of the account or the 
conclusion of the transaction, with the guidelines contained in the 
specific rules issued by the regulatory agencies of the respective 
individuals and legal entities subject to that law being observed.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Special attention must be paid to transactions that, under the 
terms of instructions issued by the authorities with jurisdiction, 
could be evidence of the crimes described in Law 9,613/98, or 
be related to them.  These must be reported to the COAF and 
no one can be made aware that the report has been made.  The 
authorities with jurisdiction will prepare a list of transactions 
that, due to their characteristics regarding the parties involved, 
amounts, manner in which they are conducted, instruments used 
or lack of economic or legal basis, could be considered illegal.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

According to guidelines from the Brazilian Central Bank, trans-
actions that involve sending funds abroad have minimum 
requirements to not be considered suspect transactions.  For 
this purpose, the individual or legal entity needs to use an 
agent authorised to operate in the foreign exchange market and 
present the document requested of it to carry out the foreign 
exchange transaction.  The agent of the mentioned institutions 
must inform the interested parties of the necessary procedures, 
as well as the effective total amount, that takes into account 
the exchange rate, the Financial Transactions Tax (Imposto sobre 
Operações Financeiras – IOF), and any fees charged in the trans-
action.  Another option to send and receive funds is the use of 
an international postal money order, from the Postal Service, in 
the situations in which this is allowed under foreign-exchange 
regulations.  In general, the maximum amount that can be trans-
ferred using this method is established by the Postal Service, 
respecting the limit provided for in the foreign-exchange 
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are subject to the control mechanisms for money laundering.  
However, there is no special requirement to fight money laun-
dering that applies to free trade zones.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Bill 72/2019, which was introduced in the Chamber of Deputies, 
is currently being considered.  It seeks to amend Law 9,613/98 
and extend the same obligations that financial institutions are 
subject to in relation to fighting money laundering to Brazilian 
political parties, particularly the identification of donors and the 
duty to report financial transactions.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

To comply with GAFI/FATF recommendations, Brazil has 
promulgated Law 12,683/12, which amended Law 9,613/98 
and did not provide an exhaustive list of predicate offences to 
money laundering.  It has also promulgated new antiterrorism 
legislation (Law 13,170/15 and Law 13,260/16).  Moreover, the 
Ministry of Justice and Public Safety, the Solicitor General, 
the COAF and the Ministry of Foreign Affairs have worked to 
prepare a bill making United Nations Security Council sanc-
tions directly applicable within Brazil, with the administrative 
freezing of assets tied to persons and entities listed by it.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

As a full GAFI/FATF member, Brazil has made a commitment 
to submit to the periodic mutual evaluation process.  The IMF 
also prepares an annual report on the Brazilian economy, which is 
referred to as “article IV”, and this report points out instances of 
Brazil’s progress or failure in relation to fighting money laundering.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Special legislation concerning money laundering can be found 
on the website of the office of the Brazilian president (http://
www.planalto.gov.br), which contains updated official legisla-
tion.  The same website has the Brazilian Penal Code, which 
contains the institutes that apply to money-laundering legis-
lation.  The rules of the COAF are available on its website 
(http://www.coaf.fazenda.gov.br/).  Other government agen-
cies that help fight money laundering can also be accessed on 
the internet: http://idg.receita.fazenda.gov.br/sobre/acoes-e-
programas/combatea-ilicitos/lavagem-de-dinheiro; and http://
www.bcb.gov.br/pt-br/#!/n/LAVAGEMDINHEIRO. 

currency, instruments or securities, credit instruments, metals or 
any asset that can be converted into money, that exceeds the limit 
established by the authority with jurisdiction; and transactions that 
could be serious evidence of the crime of money laundering. 

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes.  Article 10-A of Law 9,613/98, as well as Law 10,701/2003, 
establishes that the Brazilian Central Bank will maintain a central-
ised registry as a general record of account holders and clients 
of financial institutions, as well as their attorneys-in-fact.  The 
data available for consultation are: identification of the client, its 
legal representatives and attorneys-in-fact; financial institutions at 
which the client maintains its assets and/or investments; begin-
ning date; and, if any, ending date of the relationship.  Data from 
this record can be requested by the courts, parliamentary inquiry 
committees, the COAF and other authorities, when duly author-
ised and empowered to request information.  Information about 
companies’ legal representatives and attorneys-in-fact can be 
obtained in public databases, such as those of the boards of trade.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes.  Brazilian Central Bank Circular 3,461 establishes that 
financial institutions must adopt measures allowing them to 
confirm their clients’ registration information and identify the 
final beneficiaries of transactions.  Information about account 
activities and bank transactions cannot be shared between 
financial institutions because it is confidential.  It can be shared 
with the COAF and police and court authorities when they are 
duly authorised and empowered to request information.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Brazilian law does not allow bearer shares for financial institu-
tions or share corporations.  Additionally, financial institutions 
are required to provide all the information about their share-
holders and family members to the Brazilian Central Bank. 

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes, as described in question 3.1, not only financial institutions 
are subject to the control mechanisms for money laundering. 

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

As described in question 3.1, not only financial institutions 
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1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The Public Prosecution Service of Canada initiates and conducts 
federal prosecutions of the money-laundering criminal offence.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Section 462.31 applies to “every one”, which includes an 
organisation.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

If the offence of money laundering proceeds by indictment, the 
maximum penalty is imprisonment for a term not exceeding 10 
years.  If the offence proceeds summarily, the maximum penalty 
is a fine of not more than CAD$5,000 or a term of imprison-
ment not more than two years less a day, or both.  

1.7 What is the statute of limitations for money 
laundering crimes?

If the offence of money laundering proceeds summarily, no 
proceedings can be instituted more than 12 months after the 
time when the subject matter of the proceedings arose, unless 
the prosecutor and the defendant agree otherwise.  If the 
offence proceeds by indictment, there is no statute of limita-
tions for money-laundering crimes.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

The offence of money laundering, as all criminal offences, is 
prosecuted at the federal level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Section 462.37 of the Criminal Code allows a court to order the 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Section 462.31 of the Criminal Code (Canada) creates the crim-
inal offence of money laundering.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

To establish money laundering as a criminal offence, the govern-
ment must prove, beyond a reasonable doubt, that a person:
1.  used, transferred the possession of, sent or delivered to 

any person or place, transported, transmitted, altered, 
disposed of or otherwise dealt with, in any manner and by 
any means, any property or proceeds of any property;

2.  with intent to conceal or convert that property or those 
proceeds; and

3.  knowing or believing that, or being reckless as to whether, 
all or a part of that property or of those proceeds was 
obtained or derived directly or indirectly as a result of:
a.  the commission in Canada of a designated offence; or
b.  an act or omission anywhere that, if it occurred in 

Canada, would have constituted a designated offence.
Subject to certain exceptions, a “designated offence” is any 

indictable offence that may be prosecuted under the Criminal 
Code or any other federal Act, or any conspiracy, attempt to 
commit, being an accessory after the fact in relation to, or any 
counselling in relation to, an indictable offence.  Tax evasion 
is a designated offence, as it may be prosecuted on indictment.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Money laundering of the proceeds of foreign crimes is punish-
able under the Criminal Code where the foreign crime, if it 
had occurred in Canada, would have constituted a designated 
offence.
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MSB Act requires money services businesses to be licensed with 
the Autorité des marchés financiers, the regulatory authority that 
administers the MSB Act.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

The Investment Industry Regulation Organization of Canada 
(IIROC) is the national self-regulatory organisation that over-
sees all investment dealers and trading activity on debt and 
equity marketplaces in Canada.  IIROC imposes client iden-
tification requirements on its members.  Provincial law socie-
ties also impose anti-money laundering requirements on their 
member legal professionals.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Please see our answer to question 2.2 above.

2.4 Are there requirements only at national level? 

Yes, the requirements are at the federal level, except in respect of 
money services businesses, which are also subject to provincial 
regulation in the province of Quebec.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

FINTRAC is responsible for the examination for compliance and 
enforcement of the PCMLTFA at the federal level.  In February 
2019, FINTRAC published an Assessment Manual, which 
outlines FINTRAC’s methods for selecting entities for compli-
ance examinations and the process that FINTRAC will follow 
during examinations.  In August 2019, FINTRAC published 
additional guidance which outlines its interpretation of the harm 
done by a violation of the PCMLTFA.  The harm done by a viola-
tion factors into FINTRAC’s determination of a penalty.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

FINTRAC is responsible for analysing information reported by 
financial institutions and businesses subject to the PCMLTFA.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Administrative enforcement actions may not be commenced 
later than two years after the subject matter of the proceed-
ings became known to FINTRAC.  Criminal offences under 
the PCMLTFA may only be instituted within five years after the 
time when the subject matter of the proceedings arose if such 
offences are prosecuted summarily.

forfeiture of certain property.  This provision applies if an offender 
is convicted of a designated offence, but may also apply if the 
offender is discharged by the court after pleading guilty to or being 
found guilty of a designated offence.  To impose a forfeiture order, 
the court must be satisfied, on a balance of probabilities, that the 
property is the proceeds of crime obtained through commis-
sion of the designated offence.  If the court is not satisfied that 
the property was obtained through commission of the designated 
offence, a forfeiture order may still be made if the court is satisfied, 
beyond a reasonable doubt, that the property is the proceeds of 
crime.  Property may also be forfeited by order of the court upon 
sentencing of an offender convicted of certain offences.

Some Canadian provinces have also enacted legislation 
that enables forfeiture of proceeds of crime through civil 
enforcement.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

To our knowledge, there are no convictions of regulated finan-
cial institutions or their directors or officers for committing the 
offence of money laundering under the Criminal Code.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

The result of negotiations between an accused and the prose-
cution can be public if those negotiations result in an in-court 
disposition that includes a plea of guilty.  If the prosecution 
withdraws the charge or agrees to a much less onerous sentence, 
the result of such negotiations may not be public because they 
are the result of in-chambers discussions and would not form 
part of the public record.

Whether certain information is publicly available is very 
fact-dependent.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Federally, the Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act (PCMLTFA) imposes anti-money laun-
dering requirements on financial institutions and certain other 
businesses.  The PCMLTFA requires such institutions to main-
tain a compliance programme, appoint a compliance officer, 
and conduct an assessment of money-laundering and terrorist- 
financing risks.  Further, the PCMLTFA outlines rules relating 
to recordkeeping, identity verification, ongoing monitoring and 
reporting.  The PCMLTFA also requires money services busi-
nesses to register with FINTRAC, the government entity that 
administers the PCMLTFA.

In Quebec, the Money-Services Businesses Act (MSB Act) 
imposes a parallel regulation of money services businesses.  The 
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3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The PCMLTFA applies to the following types of persons and 
entities:
1. banks and foreign bank branches;
2. credit unions and centrals;
3. life companies;
4. trust and loan companies;
5. securities dealers;
6. domestic money services businesses and, effective as of 

June 1, 2020, foreign money services businesses;
7. intermediaries engaging in certain activities, such as life 

insurance brokers and agents, British Columbia notaries 
public and notary corporations, legal counsel and legal 
firms (subject to limitations), accountants and accounting 
firms, real estate brokers, sales representatives and devel-
opers, and dealers in precious metals and stones; and

8. casinos.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

The federal government has introduced amendments to the 
definition of “money services business” in the PCMLTFA to 
include persons engaged in the business of dealing in virtual 
currencies.  These amendments will come into force on June 1, 
2020.  The federal government has also introduced amendments 
to the PCMLTFA regulations which will impose various identi-
fication, reporting and recordkeeping requirements on persons 
dealing in virtual currencies.  These amendments are scheduled 
to come into force on June 1, 2021.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

All persons and entities that are subject to the PCMLTFA must 
establish and implement a compliance programme.  As part of 
the compliance programme, they must:
1. appoint an anti-money laundering officer;
2. develop and apply written compliance policies and 

procedures;
3. conduct and document risk assessment;
4. develop and maintain a written, ongoing compliance 

training programme for employees and agents; and
5. conduct and document an effectiveness review of the poli-

cies and procedures, the risk assessment and the training 
programme.  This review must be carried out every two 
years by an internal or external auditor.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum administrative penalty for failure to comply with 
a requirement of the PCMLTFA is CAD$100,000, if the viola-
tion is committed by an individual, and CAD$500,000, if the 
violation is committed by an entity.

The administrative penalties vary depending on whether the 
violation is minor, serious, or very serious.  A minor violation 
may result in a penalty of up to CAD$1,000, a serious viola-
tion may result in a penalty of up to CAD$100,000, and a very 
serious violation may result in a penalty of up to CAD$500,000.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

In addition to monetary penalties, FINTRAC may also enter 
into compliance agreements with persons or entities who have 
committed a violation.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Violations of anti-money laundering obligations may be subject 
to criminal sanctions under the PCMLTFA if a person or 
entity knowingly contravenes certain legislative requirements.  
However, criminal sanctions are rarely pursued in practice.  
FINTRAC’s preferred enforcement tool is the administrative 
monetary penalties regime.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

If FINTRAC believes on reasonable grounds that a person or 
entity has committed a violation, FINTRAC may issue a notice 
of violation.  The notice of violation will state the penalty that 
FINTRAC proposes to impose, and may also contain an offer 
to reduce by half the penalty proposed in the notice if the person 
or entity enters into a compliance agreement with FINTRAC.

The person or entity may choose to pay the penalty, in which 
case the person or entity is deemed to have committed the viola-
tion and the proceedings in respect of it are ended.

Alternatively, the person or entity may make representa-
tions to the Director of FINTRAC and the Director will decide 
whether the person or entity committed the violation.  If the 
violation is serious or very serious, a person or entity will have 
the right to appeal the Director’s decision to the Federal Court 
of Canada within 30 days after the notice of decision is served.

FINTRAC is generally required to make public the nature of 
the violation or default, the name of the person or entity and the 
amount of the applicable penalty.

Entities subject to the PCMLTFA have challenged penalty 
assessments issued by FINTRAC in the Federal Court of 
Canada from time to time.
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3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes.  No person or entity may have a correspondent banking rela-
tionship with a shell bank, which is defined as a foreign financial 
institution that does not have a physical presence in any country, 
unless it is controlled by or is under common control with a depos-
itory institution, credit union or foreign financial institution that 
maintains a physical presence in Canada or in a foreign country.

3.9 What is the criteria for reporting suspicious 
activity? 

Regulated persons or entities must report to FINTRAC every 
financial transaction that occurs or that is attempted in the course 
of their activities and in respect of which there are reasonable 
grounds to suspect that the transaction is related to the commis-
sion or the attempted commission of a money-laundering or 
terrorist activity-financing offence.  “Reasonable grounds to 
suspect” is a conclusion that is reached based on an assessment 
of facts, context and money-laundering/terrorist-financing indi-
cators.  “Reasonable grounds to suspect” is a step higher than 
“simple suspicion” (i.e., a “gut feeling” or “hunch”) and a step 
below “reasonable grounds to believe” (i.e., there is a probability, 
supported by verified facts, that a money-laundering or terrorist 
activity-financing offence has occurred), according to FINTRAC.

Persons and entities may not disclose (1) that they have made, 
are making or will make a suspicious transaction report, or (2) 
the contents of a suspicious transaction report, with the intent 
to prejudice a criminal investigation, whether or not a criminal 
investigation has begun.

A person or an entity is not liable to criminal or civil proceed-
ings for making a suspicious transaction report in good faith or 
for providing FINTRAC with information about suspicions of 
money laundering or of the financing of terrorist activities.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

There is no public registry of beneficial ownership information at 
the federal or provincial level.  The Government of Canada intends 
to work with the provinces and territories to create a pan-Cana-
dian beneficial ownership registry for all legal persons and entities, 
including trusts, who have 25% of total share ownership or voting 
rights.  It is not yet clear whether the registry will be publicly avail-
able.  The federal and British Columbia governments have recently 
amended their corporate statutes to require corporations to record 
individuals with significant control in a transparency registry.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Financial entities, money services businesses and casinos must 
include with an electronic funds transfer the name, address and 

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Subject to certain exceptions, persons and entities that are 
subject to the PCMLTFA must report and keep a record of a 
transaction where they receive from a client an amount in cash 
of CAD$10,000 or more in the course of a single transaction, 
unless the amount is received from a financial entity or a public 
body.  A “single transaction” will include two or more cash 
transactions of less than CAD$10,000 each if they are made 
within 24 consecutive hours and total CAD$10,000.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Financial entities, money services businesses and casinos 
must report the sending out of Canada, or the receipt from 
outside Canada, of international electronic funds transfers of 
CAD$10,000 or more in the course of a single transaction.

Electronic funds transfers that are sent to a person or entity 
within Canada do not have to be reported, even if the final 
recipient is outside Canada.  Similarly, electronic funds trans-
fers that are received from a person or entity within Canada 
do not have to be reported, even if the initial sender is outside 
Canada.  For SWIFT messages, only SWIFT MT 103 messages 
are reportable.

Casinos are also required to report large disbursements of 
CAD$10,000 or more.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Please see our answer to question 3.5 above.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Financial institutions are required to conduct customer identifi-
cation when opening an account for a customer and for certain 
threshold transactions.  For individuals, customer identification 
must be conducted using in person or non-face-to-face methods 
prescribed by legislation and discussed in FINTRAC guidance.  
For entities, customer identification is conducted by confirming 
the entity’s legal existence and identifying its authorised signers.  
Financial institutions are also required to determine an enti-
ty’s ultimate beneficial owners.  The customer identification 
requirements for other businesses subject to the PCMLTFA are 
largely similar.

Customers that are assessed to be higher risk must be subject 
to enhanced customer identification and ongoing monitoring 
requirements.  These enhanced measures may differ depending 
on the customer.
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4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In 2016, the FATF released its report discussing its detailed 
assessment of Canada’s anti-money laundering framework.  
The report concluded that Canada has a strong anti-money 
laundering and anti-terrorism regime, but requires improve-
ments to be fully effective.  The report noted that constitu-
tional constraints limit the ability to fully cover all high-risk 
areas, such as legal counsel, law firms and Quebec notaries.  The 
report also noted that further supervisory efforts are necessary 
with respect to the real estate and dealers in precious metals and 
stones sectors.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

As noted above, the FATF released its report discussing its 
detailed assessment of Canada’s anti-money laundering frame-
work in 2016.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The following legislation and administrative guidance is avail-
able online:
1. The Criminal Code.
2. The PCMLTFA (and its associated regulations: Cross-

border Currency and Monetary Instruments Reporting 
Regulations, Proceeds of Crime (Money Laundering) and 
Terrorist Financing Administrative Monetary Penalties 
Regulations, Proceeds of Crime (Money Laundering) and 
Terrorist Financing Registration Regulations, Proceeds 
of Crime (Money Laundering) and Terrorist Financing 
Regulations, and Proceeds of Crime (Money Laundering) 
and Terrorist Financing Suspicious Transaction Reporting 
Regulations).

3.  The Money-Services Businesses Act (Quebec) (and its asso-
ciated regulations: Regulation under the Money-Services 
Businesses Act, and Regulation respecting fees and tariffs 
payable under the Money-Services Businesses Act).

4. FINTRAC Guidance.
5. OSFI Guideline B-8: Deterring and Detecting Money 

Laundering and Terrorist Financing.
6. Autorité des marchés financiers Guidance.

account number or other reference number, if any, of the person 
who requested it.  This requirement applies to electronic funds 
transfers, including transfers within Canada that are SWIFT 
MT 103 messages.  Such entities must also take reasonable meas-
ures to ensure that any transfer that the person or entity receives 
includes that information.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The Canada Business Corporations Act prohibits the issuance, 
in bearer form, of a certificate, warrant or other evidence of 
a conversion privilege, option or right to acquire a share of a 
federal corporation.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

As noted in our answer to question 3.1 above, the PCMLTFA 
applies to certain non-financial institution businesses, such as 
British Columbia notaries, legal counsel and law firms (subject 
to limitations), accountants and accounting firms, real estate 
brokers or sales representatives, dealers in precious metals and 
stones, real estate developers and casinos.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

No, but under Part 1.1 of the PCMLTFA, the Minister of Finance 
can issue Directives to safeguard the integrity of Canada’s finan-
cial system.  On December 9, 2017, the Minister of Finance 
issued a Directive on the Democratic People’s Republic of 
Korea, which requires reporting entities to treat all transactions 
originating from or destined to North Korea as high risk.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

In June 2019, the federal government released substantial 
amendments to the PCMLTFA regulations.  The amendments 
expand the PCMLTFA’s application to virtual currencies, busi-
nesses providing foreign money services and pre-paid products, 
among other measures.  The majority of the amendments will 
come into force on June 1, 2021, with the exception of a small 
number of changes, which will take effect on June 1, 2020.
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■	 making available accounts;
■	 assisting others in converting properties into cash, finan-

cial instruments or negotiable securities;
■	 assisting others in transferring funds through bank 

accounts or other funds settlement channels;
■	 assisting others in transferring funds offshore;
■	 assisting others in transferring/transforming criminal 

proceeds by the way of pawn, rental, sale and purchase, 
investing, fictitious transactions, false debts, forged secu-
rity, misrepresenting income, lottery, gambling, and mixing 
the criminal proceeds with operational revenues of cash- 
intensive businesses such as shopping malls, restaurants or 
entertainment places;

■	 assisting others in transferring criminal proceeds 
offshore/onshore by carrying, transporting or mailing 
such proceeds; or

■	 using other ways to transfer/transform criminal proceeds.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

The Criminal Law gives the PRC authorities extraterritorial juris-
diction over the crime of money laundering:
■	 committed by the PRC citizens outside of the territory of 

the PRC;
■	 committed by foreigners against the PRC or PRC citizens 

outside of the territory of the PRC; and
■	 in accordance with international treaties/conventions.

Money laundering of the proceeds of foreign crimes is punish-
able under the Criminal Law following the above principles. 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The public security authorities are responsible for investi-
gating money laundering criminal offences and the People’s 
Procuratorate is responsible for prosecuting these criminal 
offences.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Both institutions (i.e. corporate) and individuals (i.e. natural 
persons) could be subject to criminal liability of the crime of 
money laundering.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The People’s Procuratorate is the legal authority to prosecute 
money laundering at all levels.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Money laundering is a criminal offence under Article 191 of the 
PRC Criminal Law (“Criminal Law”).  To establish a crime 
of money laundering against an offender, the prosecutor shall 
prove with irrefutable evidence that: (i) there are proceeds 
generated from predicate offences; and (ii) there are intentions 
and acts of the offender to dissimulate or conceal the source/
nature of such proceeds.

Predicate offences
Money laundering predicate offences refer to criminal activities 
in relation to: (i) drugs; (ii) organised crime; (iii) terrorism; (iv) 
smuggling; (v) corruption & bribery; (vi) disruption of the finan-
cial regulatory order; and (vii) financial fraud.

Tax evasion is not a predicate offence of the crime of money 
laundering.  Nevertheless, dissimulating or concealing proceeds 
generated by the crime of tax evasion will be charged under a 
separate crime (i.e. the crime of dissimulating or concealing 
criminal proceeds).

Knowingly
When determining whether an offender “knowingly” engages 
in the crime of money laundering, a PRC court will consider 
both objective and subjective factors, such as:
■	 the cognitive capacity of the offender;
■	 how the offender becomes aware of others’ criminal activ-

ities and/or criminal proceeds;
■	 the type and amount of the criminal proceeds;
■	 how the criminal proceeds are transferred or transformed; 

and
■	 the offender’s statement.

Acts
To be convicted of a crime of money laundering, the offender 
must have been involved with at least one of the following acts:
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2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The PRC Anti-Money Laundering Law and the PRC Counter-
Terrorism Law systematically set out anti-money laundering 
(“AML”) requirements for all financial institutions established 
within the PRC and certain non-financial institutions that have 
AML obligations (together, “AML Reporting Entities”).

Besides, the People’s Bank of China (“PBOC”), as the primary 
regulatory authority of AML issues, has promulgated various 
regulations and rules that stipulate specific AML requirements 
of AML Reporting Entities in conducting their business (e.g. the 
Measures on the Administration of the Customer Identity Verification and the 
Identification and Transaction Documents Keeping by Financial Institutions).

The China Banking & Insurance Regulatory Commission 
(“CBIRC”), and the China Securities Regulatory Commission 
(“CSRC”), as the regulators of banking, insurance, and secu-
rities sectors, respectively, have also published various rules 
that impose special AML requirements on financial institutions 
regulated by these commissions (e.g. the Implementation Measures 
of the Anti-Money Laundering Work in Securities and Futures Sectors).

As a high-level summary, you may find PRC AML require-
ments as follows (note: this is not a complete list):
i. Customer identity verification obligation – all AML 

Reporting Entities shall:
a) require their customers to provide valid identity 

certificates;
b) regularly review and continuously monitor their 

customers’ identities; and
c) re-identify their customers upon the occurrence of 

certain changes. 
ii. Customer identity and transaction records-keeping obliga-

tion – all AML Reporting Entities shall:
a) retain copies of their customers’ identity certificates;
b) keep records of their customers’ identity information; 

and
c) maintain records of their customers’ transactions.

iii. Reporting obligations – all AML Reporting Entities shall 
timely report to the local PBOC office and the AML Data 
Center (as defined below) if:
a) their customers refuse to provide valid identity 

certificates;
b) their customers act suspiciously or any transaction is 

suspicious; and
c) the amount of any transaction exceeds the thresholds 

set out by the authority.
iv. Other obligations – all AML Reporting Entities shall:

a) have a special department to be in charge of all AML 
issues;

b) establish a complete AML internal control system; and
c) organise AML training, etc. 

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

There are AML requirements imposed by self-regulatory 
organisations.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalty applicable to an individual convicted of 
money laundering is a 10-year fixed-term imprisonment with a 
criminal find of 20% of the amount of laundered money.  For 
an institution, the maximum penalty is a criminal fine of 20% 
of the amount of laundered money with its directly responsible 
personnel subject to imprisonment for a fixed term of 10 years.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for money laundering crimes is 15 
years starting from the conclusion of criminal activities.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

The Criminal Law is the only criminal code in the PRC and shall 
be applicable and enforceable across the whole country.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

If a confiscation decision is made by a court, such court is 
the confiscation authority, and, when necessary, such court 
may require assistance from the public security authorities in 
enforcing the confiscation decision.  If a confiscation decision is 
made by an administrative authority, the authority making such 
decision is the confiscation authority.

For a crime of money laundering, all criminal proceeds and gains 
obtained in relevant criminal activities are subject to confiscation.

If a People’s Procuratorate decides not to prosecute a crime of 
money laundering but deems the relevant funds shall be subject 
to non-criminal confiscation, such People’s Procuratorate shall 
form an opinion and hand over the case to another relevant 
administrative authority (e.g. the PBOC (as defined below)) for 
further handling.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

We found, in most instances, employees of banks or other regu-
lated financial institutions that have been involved in money 
laundering activities would be convicted under separate crimes 
(e.g. the crime of corruption, which has a higher maximum 
sentence).  Please note that decisions of PRC courts are not all 
publicly available and we cannot be sure whether or not there are 
other cases where banks/other regulated financial institutions 
or their employees are convicted of money laundering.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

The crime of money laundering cannot be resolved or settled 
outside the judicial process.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



73King & Wood Mallesons 

Anti-Money Laundering 2020

■	 engaging in business with unidentified customers;
■	 setting up anonymous or fictitious accounts for customers;
■	 disclosure of information in violation of the duty of 

confidentiality;
■	 refusal to cooperate with or obstruct an AML investiga-

tion; or
■	 refusal to provide AML investigation materials or 

providing false materials on purpose. 

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Besides monetary fines and penalties as outlined in question 2.8, 
the order for correcting all violations within a time limit can be 
imposed on AML Reporting Entities and disciplinary sanctions 
(e.g. a warning) can be imposed on individuals.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

The penalties as outlined in questions 2.8 and 2.9 are only 
administrative penalties.  Violations of AML requirements that 
trigger the crime of money laundering are subject to criminal 
sanctions as explained in section 1 above.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

Generally, there are three steps for the PBOC to make an AML 
sanction decision – discovery, investigation and disposal.  If the 
PBOC discovers/notices any AML violation, it has the authority 
to investigate relevant AML Reporting Entities or their 
employees using methods such as questioning relevant persons, 
compelling entities to provide relevant materials, etc.  After the 
investigation, the PBOC may choose whether or not to impose 
sanctions and, if so, which sanctions to impose on the relevant 
entities and/or persons.  For violations that trigger the crime of 
money laundering, the PBOC will hand over the investigation to 
the public security authority for further handling.

Most resolutions of penalty actions, but not all, by compe-
tent authorities are publicly available on the respective compe-
tent authorities’ websites.

An AML Reporting Entity or an individual may appeal an 
administrative decision made by a financial regulatory authority 
to the upper level authority for reviewing the decision or file 
an administrative action against such authority in a PRC court.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Financial institutions that are subject to AML requirements 
include:

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Within their authorities, self-regulatory organisations are respon-
sible for AML compliance and enforcement against their members.

2.4 Are there requirements only at national level? 

All requirements mentioned here shall be applicable at all levels.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

The PBOC is the regulatory authority responsible for the 
compliance and enforcement of AML requirements.  Besides, 
the CBIRC and the CSRC are responsible for ensuring relevant 
financial institutions have established complete AML internal 
control systems and assisting the PBOC in enforcing certain 
administrative sanctions.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The China Anti-Money Laundering Monitoring & Analysis Center 
(“AML Data Center”), run by the PBOC, is the FIU responsible 
for analysing information reported by all AML Reporting Entities.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

The applicable statute of limitations for competent authorities 
to bring administrative enforcement actions against AML viola-
tors is two years starting from the conclusion of the violations.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum administrative fine on an AML Reporting Entity 
for failure to comply with AML requirements is RMB 5 million 
and/or such entity could be subject to the revocation of its finan-
cial permit.  The maximum administrative fine on a directly 
responsible director, senior manager or employee of an AML 
Reporting Entity for failure to comply with AML requirements 
is RMB 500,000 and/or such person could be subject to the revo-
cation of his/her qualification to participate in financial activities 
and/or be banned from any financial related occupations.

Violations that may trigger the above penalties include but are 
not limited to:
■	 failure to establish a complete AML internal control 

system;
■	 failure to have a department in charge of AML issues;
■	 failure to arrange AML training for employees;
■	 failure to verify customers’ identities;
■	 failure to retain customers’ identity information and trans-

action records;
■	 failure to report large-value or suspicious transactions;
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In respect of large cash transactions reporting, an AML 
Reporting Entity shall report if the value of a single transaction or 
the accumulated value of all transactions within a day exceeds RMB 
50,000 (included), or USD 10,000 (included) or the equivalent.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

In respect of other large-value transactions, AML Reporting 
Entities shall also report:
■	 for fund transfers of institutional customers, if the value of 

a single transaction or the accumulated value of all trans-
actions within a day exceeds RMB 2 million (included), or 
USD 200,000 (included) or the equivalent;

■	 for onshore funds transfers of individual customers, if the 
value of a single transaction or the accumulated value of all 
transactions within a day exceeds RMB 500,000 (included), 
or USD 100,000 (included) or the equivalent; and

■	 for cross-border fund transfers of individual customers, if 
the value of a single transaction or the accumulated value 
of various transactions within a day exceeds RMB 200,000 
(included), or USD 10,000 (included) or the equivalent.

AML Reporting Entities shall also report suspicious transac-
tions (please refer to question 3.9).

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Criteria for reporting cross-border large-value transactions are 
outlined in questions 3.4 and 3.5.  Criteria for reporting cross-
border suspicious transactions are outlined in question 3.9.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

General customer identification and due diligence requirements 
for AML Reporting Entities include but are not limited to:
■	 for institutional customers, verifying the name, address, 

scope of activities, valid licences proving the lawful estab-
lishment of the institution, shareholding structure, consti-
tutional documents (including registration certificate, 
partnership agreement, articles of association, etc.), infor-
mation of institutional shareholder or directors, and name, 
valid ID of the controlling shareholder/person, benefi-
ciary owner, legal representative, responsible manager and 
authorised agent; and

■	 for individual customers, verifying the name, gender, nation-
ality, occupation, residence/place of working, contact and 
valid ID.

Enhanced customer identification and due diligence require-
ments for AML Reporting Entities include but are not limited to:
■	 for institutional customers whose shareholder is another 

institution, tracking down the individual who is the 
controlling person or beneficiary owner of such institu-
tional customers, and verifying and registering informa-
tion of each beneficiary owner;

■	 all banks and credit cooperatives;
■	 securities companies, futures companies and fund manage-

ment companies;
■	 insurance companies and insurance asset management 

companies;
■	 trust & investment companies, asset management compa-

nies, finance companies, financial leasing companies, auto 
finance companies and money brokerage companies; and

■	 other financial institutions as identified by the PBOC.
Other designated non-financial institutions that are 

subject to AML requirements include:
■	 institutions conducting money remittance, exchange, 

settlement and/or clearing business;
■	 funds distribution institutions;
■	 internet financial institutions;
■	 real estate development companies, real estate selling 

agencies, other agencies that provide services in relation to 
real estate transactions;

■	 precious metal exchanges that conduct spot trading or 
provide services for spot trading and traders;

■	 accounting firms, law firms and notary agencies that 
handle the following business on behalf of their clients 
– buying and selling real estate, escrowing funds, securi-
ties or other assets, escrowing bank accounts and securi-
ties accounts, raising funds for establishment and opera-
tion of enterprises and buying and selling business entities;

■	 service providers that provide professional services for the 
establishment, operation and management of companies, 
act or arrange others to act as directors or partners, hold 
companies’ shares, and provide registered addresses, office 
addresses or mailing addresses to companies; and

■	 other non-financial institutions as identified by the PBOC.
The PRC AML regime focuses more on what kind of institu-

tions (instead of what kind of activities) shall be subject to AML 
requirements.  There is no consolidated list of activities that are 
subject to AML requirements.  Nevertheless, the authorities, 
from time to time, issue rules to emphasise AML requirements 
of certain activities (e.g. establishing cross-border cooperation 
with a foreign financial institution).

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

At the time of writing, issuing and trading cryptocurrency in the 
PRC is illegal and forbidden. 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

AML Reporting Entities are required to have complete AML 
internal control systems which shall cover all AML require-
ments as outlined in question 2.1.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

In respect of recordkeeping, an AML Reporting Entity is 
required to keep records of all transactions for at least five years, 
regardless of the value of the transaction.
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be included in payment orders for all fund transfers.  Such infor-
mation shall also be included in payment instructions to other 
financial institutions.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The PRC Company Law permits joint-stock companies to issue 
bearer shares.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

There are specific AML requirements applied to non-financial 
institution businesses.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

More attention is required to be paid to high-risk business 
sectors (e.g. international trade).

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

In the upcoming years, PRC AML will focus on resolving key 
problems and filling gaps. 

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In the FATF’s Mutual Evaluations Report of China (2019), the 
FATF concluded that the PRC is able to take sufficient actions 
to meet most of the FATF’s recommendations with few defi-
ciencies and non-compliant points.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The FATF finished its scheduled onsite visit to the PRC in 
2018/2019 and a new mutual evaluation report was issued in 2019.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Most AML rules are available at http://www.pbc.gov.cn/fanxi-
qianju/135153/135173/index.html.  Websites of other authorities 
(e.g. the State Council, CBIRC, CSRC, etc.) will also publish rele-
vant AML laws, regulations and rules issued by the corresponding 
authority.  These materials are not published in English, but 
English versions of some materials can be found on the FATF’s 
website with other resources.

■	 for institutional customers with high risk, verifying the 
beneficiary owner of such customers with even more strin-
gent standards; and

■	 for individual customers who have special standings (e.g. 
senior managers of international organisation and officers of 
foreign countries), verifying the special standings of these 
customers, obtaining senior managers’ approval before 
taking in such individuals as customers, understanding assets 
of such customers and sources of such assets, and enhancing 
the frequency and intensity of transaction monitoring.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

All financial institutions are strictly prohibited from opening 
any account for or developing any cooperation with foreign 
banks which have no actual business activities in the countries 
where they are licensed and are under no effective supervision.

3.9 What is the criteria for reporting suspicious 
activity? 

All AML Reporting Entities shall report suspicious transac-
tions.  Suspicious transactions refer to all transactions, regard-
less of the value involved, that an AML Reporting Entity has 
reasonable cause to believe that such transactions or any person 
engaged in such transactions are related to criminal activities.  
AML Reporting Entities shall formulate their internal transac-
tions monitoring standards in accordance with the requirements 
of the law, use such standards to identify every suspicious trans-
action and report every identified suspicious transaction to the 
local PBOC office and the AML Data Center.

Specifically, all AML Reporting Entities must report a trans-
action if the transaction:
■	 is related to money laundering, terrorism financing or 

other criminal activities;
■	 will jeopardise national security or social stability;
■	 is linked to other serious situations or emergencies; or
■	 is related to anyone on the list of terrorism organisa-

tions and terrorists as published by the PBOC, the United 
Nations Security Council, or other organisations that the 
PBOC requires all entities to pay attention to.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

The State Administration for Market Regulation maintains 
current and adequate institutional information of all corpo-
rates established within the PRC.  Other authorities also publish 
information of special licences approved by such authorities.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Accurate information about originators and beneficiaries must 
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owner of such property or income.  The defendant must provide 
evidence that funds or property were lawfully obtained.

With the exception of petty offences, any offence may consti-
tute a predicate to money laundering, such as tax evasion.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

French courts have jurisdiction over all offences committed 
in France.  French courts also have jurisdiction over offences 
committed by a French national abroad, with a condition that the 
conduct must be punishable under the legislation of the country 
in which it was committed.  Finally, French courts have jurisdic-
tion over offences committed abroad against a French national.

Therefore, French courts have extraterritorial jurisdiction 
over the crime of money laundering.

French courts have held that it is not necessary for the pred-
icate offence to be committed in France for French courts to 
have jurisdiction over the act of money laundering, as long as at 
least one of the constituent elements of money laundering was 
committed in France.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Investigations are led by the police or the gendarmerie, usually 
through a special division tasked with combatting fraud, money 
laundering and other financial crimes, either under the supervi-
sion of the local public prosecutor or the PNF.

An investigative judge may also conduct investigations on 
money-laundering charges where the case is especially complex, 
or if the prosecutor has refused to investigate or has not initiated 
criminal proceedings three months after the official complaint 
of the victim, and after the victim has confirmed their will to 
proceed.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Both legal persons and natural persons can be prosecuted and 
convicted for money laundering. 

The liability of legal persons can only be retained based on 
acts committed by their officers, directors or representatives on 
their behalf.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The public prosecutor with each tribunal oversees the prosecu-
tion of money-laundering offences within its territorial jurisdic-
tion.  A special Prosecutor for Financial Crimes (the “PNF”) 
has jurisdiction over money-laundering offences nationwide in 
cases where the laundering relates to sums obtained through the 
commission of certain offences such as corruption, tax fraud 
and misappropriation of public funds. 

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

The general offence of money laundering is provided for by 
article 324-1 of the Criminal Code.  Special money-laundering 
offences also exist under the Criminal Code, the Customs Code 
and the Monetary and Financial Code (the “MFC”).

Under article 324-1 of the Criminal Code, the government 
must first establish that the accused has: (1) facilitated, by any 
means, the fraudulent justification of the origin of the property 
or income of the perpetrator of a crime or an offence, which 
generated a direct or indirect profit; or (2) that the defendant 
assisted in the placement, concealment or conversion of the 
direct or indirect proceeds of an offence.

For both prongs of the offence, the government must estab-
lish that the accused knew of the illegal origin of the property.  
It is not necessary to establish that the accused had knowledge 
of the specific predicate crime or offence of which the profits 
were laundered.

Further, it must be proven that a predicate offence has been 
committed.  However, the predicate offence need not have been 
prosecuted and it does not matter that prosecuting the predicate 
offence before French courts is impossible; for example, if the 
statute of limitation has run.

The burden of proof on the prosecution is lowered by article 
324-1-1 of the Criminal Code.  Indeed, under this provision, prop-
erty or income is presumed to be the direct or indirect proceeds 
of an offence where the material, legal or financial conditions of 
the investment, concealment or conversion transaction can have 
no justification other than to conceal the origin or the beneficial 
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In the event of a criminal conviction for money laundering, the 
court may impose a penalty of confiscation on the offender, 
whether a natural person or a legal entity.  All assets can be 
subject to forfeiture, whether they are movable assets or real 
estate, including jointly owned property.

The Agency for the Management and Recovery of Seized and 
Confiscated Assets (“AGRASC”) is a state public institution 
of an administrative nature under the joint supervision of the 
Minister of Justice and the Minister in charge of the Budget. 

The agency is responsible for ensuring, on the basis of a 
court order, the management of all property, whatever its 
nature – seized, confiscated or subject to a protective measure 
in the course of criminal proceedings – which is entrusted to 
it and which requires administrative acts for its conservation 
or enhancement.  The AGRASC also handles the centralised 
management of all sums seized during criminal proceedings.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Bank and financial institution directors, officers and employees 
are those most susceptible to criminal prosecution and conviction 
for money laundering.  Examples include a recent case from the 
Paris criminal court: in February 2019, the Swiss bank UBS AG 
was found guilty of aggravated money laundering by the criminal 
court of Paris, and convicted to a fine of €3.7 billion, in addition 
to €800,000,000 in damages to the French State.  UBS France was 
also found guilty of aiding and abetting money laundering and was 
given a €15,000,000 fine.  UBS has lodged an appeal against this 
verdict and the appeal trial is scheduled to take place in June 2020.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal proceedings for money laundering can be resolved 
outside of courts through settlements with the relevant authori-
ties, if certain conditions are met.

The prosecution may offer a guilty plea (comparution préal-
able sur reconnaissance de culpabilité ) where the defendant, either a 
natural or legal person, is charged with money laundering.  The 
defendant must plead guilty in exchange for a reduced sentence.  
Terms of imprisonment cannot in any case exceed three years, 
nor can the amount of the fine exceed the maximum amount 
incurred.  In January 2016, the Swiss bank REYL, charged in 
France with money laundering of tax fraud proceeds, agreed to 
plead guilty and was sentenced to a fine of €2,800,000.

It is also possible for the prosecutor to offer another type of 
guilty plea (composition pénale) to natural persons, only in cases 
where charges are brought for offences punishable by five years’ 
imprisonment or less, as is the case with money laundering.  
Sentences available to the prosecution do not include prison 
terms.  Therefore, charges of money laundering could be settled 
through a composition pénale, although it is unlikely considering 
the complexity of the facts in money-laundering cases.

Both plea-bargaining procedures must be approved by a judge 
in open court.

Act n°2016-1691 of December 9, 2016 introduced into French 
law the Convention Judiciaire d’Intérêt Public (the “CJIP”), a new 
kind of settlement resembling the existing U.S. deferred pros-
ecution agreement, for legal entities charged with money laun-
dering of tax evasion proceeds, corruption, influence peddling, 
and other specific offences.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalties applicable to natural persons convicted 
of money laundering are five years’ imprisonment and a fine of 
€375,000. 

Money laundering is aggravated under certain circumstances.  
Penalties for natural persons convicted of aggravated money 
laundering are increased to 10 years’ imprisonment and a fine 
of €750,000.

In any case, the amount of the fine may be raised up to half 
the value of the assets or funds involved in the laundering 
operations.

In cases where the predicate offence carries a term of impris-
onment exceeding the term of imprisonment for money laun-
dering, and where the defendant had knowledge of the predicate 
offence, the applicable penalty to the money-laundering charges 
is the penalty attached to the predicate offence.  This applies to 
the aggravating circumstances of the predicate offence as well.  
In some of those cases, therefore, the maximum penalty for 
money laundering is life imprisonment.

For legal persons convicted of money laundering, the maximum 
applicable penalty is a fine of €1,875,000.  The maximum penalty 
for legal persons convicted of aggravated money laundering is a 
€3,750,000 fine.  Penalties for legal entities may also include: disso-
lution or prohibition on exercising one or more social or profes-
sional activities, either permanently or for a maximum period of 
five years; exclusion from public procurement contracts in France 
on a permanent basis or for a period of up to five years; and prohi-
bition, on a permanent basis or for a maximum period of five 
years, on making a public offering of financial securities or having 
its financial securities admitted to trading on a regulated market.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for prosecuting money laundering is six 
years from the day on which the offence was committed.  Where 
the existence of an offence is concealed, the statute of limita-
tions of six years runs from the day on which the offence became 
apparent and could be established under conditions allowing for 
prosecution.  In this case, no prosecution is possible after 12 years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement is not centralised at the national level but handled 
by eight specialised inter-regional jurisdictions based in Paris, 
Lyon, Marseille, Lille, Rennes, Bordeaux, Nancy and Fort de 
France (the “JIRS”).  The JIRS bring together prosecutors and 
investigating judges with experience in the fight against organ-
ised and financial crime in complex cases.  The JIRS are relieved 
of the simpler cases that are handled by local courts.

The most complex prosecutions are led by the PNF.
France is not a federal state; therefore, the issue of parallel 

state or provincial criminal offences does not arise.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?
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2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

No; although self-regulatory organisations or professional asso-
ciations may control the compliance of their members to AML 
requirements and sanction them in case of failure, they may not 
impose additional requirements.  However, it should be noted 
that self-regulatory organisations and professional associations 
have often published guidelines on AML compliance for their 
members.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, article L. 561-36 of the MFC lists self-regulatory organisa-
tions and professional associations responsible for AML compli-
ance against their members.  Among others, local Bar Councils, 
Notary Chambers, Department Chambers of Judicial Officers, 
and the National Association of Chartered Accountants are 
mentioned.

2.4 Are there requirements only at national level? 

Yes, AML requirements are only laid down at national level 
following the MFC’s provisions.  In this sense, there are no addi-
tional requirements imposed at a smaller local level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

The authorities responsible for controlling compliance and 
enforcement of AML requirements are as follows: 
■	 The ACPR is responsible for the supervision of banking 

and insurance institutions and their intermediaries, 
including credit institutions, payment institutions and elec-
tronic money institutions.  The ACPR may carry out docu-
ment and on-the-spot checks.  The ACPR has the power to 
issue administrative sanctions, including non-pecuniary and 
pecuniary penalties.  The criteria for examination as well as 
the ACPR’s decisions and guidelines are publicly available 
on its web page (at: https://acpr.banque-france.fr/). 

■	 The AMF is responsible for the supervision of the finan-
cial industry’s players, such as asset management compa-
nies, financial investment advisors and crowdfunding 
intermediaries.  The AMF may also conduct document 
and on-the-spot checks and adopt administrative meas-
ures, including non-pecuniary and pecuniary penalties.  
The AMF makes public its regulation as well as decisions 
and guidelines (at: https://www.amf-france.org/), and 
thus the criteria for examination are publicly available. 

■	 Specific supervisory authorities of self-regula-
tory organisations and professional associations are 
responsible for the supervision of their members (such 
as the local Bar Councils for lawyers).  Such supervisory 
authorities may impose non-pecuniary and pecuniary 
penalties.  In addition, most of them publish guidelines or 
establish training. 

■	 The National Sanctions Commission (the “CNS” – 
French acronym for Commission nationale des sanctions) is 

This deal is offered by the prosecution or in cases of indict-
ment and under certain circumstances, by an investigative judge, 
and may also be suggested by the company’s lawyer.

No admission of guilt is required.
The legal person can undertake one or more of the following 

obligations:
■	 payment	of	a	fine	to	the	Treasury.		The	amount	of	that	fine	

shall be set in proportion to the benefits derived from the 
breach of law, up to a limit of 30% of the average annual 
turnover calculated on the basis of the last three annual 
turnovers.  The amount of the fine is set after a phase 
of negotiation between the prosecutor and the company, 
considering in particular the level of cooperation of the 
company during the investigation; 

■	 setting	 up	 a	 compliance	 programme	 under	 the	 supervi-
sion of the French anti-corruption agency, for a maximum 
period of three years; and

■	 compensation	for	identified	victims.
The deal must be approved in an open court, and records of 

the fact and terms of the CJIP are public and available online 
(at: https://www.agence-francaise-anticorruption.gouv.fr/fr/con 
vention-judiciaire-dinteret-public).

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

In France, the MFC establishes, under Title VI of Book V, anti-
money laundering (“AML”) obligations for financial institu-
tions and other businesses.  These provisions are supplemented 
by other regulatory texts adopted by the Prudential Supervision 
and Resolution Authority (the “ACPR” – French acronym for 
Autorité de contrôle prudential et de résolution) and the Financial 
Markets Authority (the “AMF” – French acronym for Autorité 
des marchés financiers). 

In addition, France, as an EU Member State, is under the obli-
gation to implement the EU AML Directives in its national law.  
In this sense, the MFC’s provisions are often revised.  Since 
January 2020, the objectives of the 5th EU AML Directive have 
been incorporated into the MFC. 

Concerning AML requirements, the MFC imposes the 
following main obligations on financial institutions and other 
designated businesses:  
■	 Customer due diligence obligation: this obligation 

includes: i) identification/verification of the custom-
er’s identity; ii) identification/verification of the benefi-
cial owner’s identity; iii) obtention of information on the 
nature and purpose of the business relationship in order to 
establish a risk profile of the customer; and iv) establish-
ment of ongoing monitoring to report risky transactions 
and to maintain and update customer information.  The 
level of due diligence required depends on the level of risk 
of AML to which the financial institution is exposed. 

■	 Obligation to maintain documents and information 
for five years from the account closure date or from the 
termination date of the business relationship.

■	 Obligation to report suspicious transactions, where 
applicable. 

■	 Obligation to implement AML procedures and poli-
cies, as well as internal controls.
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2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Certain breaches of AML requirements imposed by the MFC 
can cause additional criminal sanctions.  For instance, breaching 
the prohibition on disclosure to the public of information 
contained in the declaration of suspicious transactions would 
constitute a criminal offence.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

a) The ACPR, AMF and CNS’s decisions are publicly avail-
able (see question 2.5). 

b) ACPR sanctions’ decisions may be appealed in adminis-
trative proceedings before the Council of State (French 
Supreme Administrative Court, in French Conseil d’Etat).  
CNS’s decisions may also be appealed in administra-
tive proceedings before the Parisian administrative court 
(tribunal administratif de Paris).  Concerning AMF sanctions’ 
decisions, the Council of State (administrative proceed-
ings) is the competent authority to hear appeals against deci-
sions taken under article L. 621-9 II of the MFC (e.g., invest-
ment service providers); for all other appeals, the competent 
authority is the Paris Court of Appeal (judicial proceedings). 

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The financial institutions and other designated businesses 
subject to AML requirements are listed under article L. 561-2 
of the MFC. 

Financial institutions refer to entities operating in the banking 
sector such as credit and payment institutions, electronic money 
institutions, insurance companies, banking operations interme-
diaries, the Banque de France, investment firms, and money 
changers.

responsible for the supervision of certain professionals 
who do not belong to the financial sector nor a profes-
sional order/disciplinary body, including real estate agents 
and betting operators.  The CNS may adopt administra-
tive measures, including non-pecuniary and pecuniary 
penalties.  The criteria for examination, as well as CNS’s 
decisions and guidelines, are publicly available (at: https://
www.economie.gouv.fr/commission-nationale-sanctions).

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, TRACFIN (French acronym for “Treatment of Information 
and Action against Illicit Financial Circuits”) is the French 
designated FIU.  TRACFIN – which was created in 1990 and 
since 2019 has been under the authority of the Ministry of 
Public Action and Accounts – is the national reporting authority 
responsible for collecting, analysing and enriching information 
given by, inter alia, financial institutions and businesses subject 
to AML requirements under the MFC.  TRACFIN is regulated 
under Book V, Title VI, Chapter I, Section 5 of the MFC.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is a six-year statute of limitations for the AMF to bring 
enforcement actions.  The starting point of this limitation period is 
set at the day on which the breach was committed or, if the breach 
is concealed or hidden, the day on which the breach appeared and 
was established in conditions allowing the AMF to carry out its 
investigation or control mission.  In the latter case, the limitation 
period may not exceed 12 completed years.  However, there is no 
limitation period before the ACPR or the CNS.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Non-compliance with AML requirements can lead to the 
following maximum administrative fines: 
■	 up	to	€5,000,000	before	the	CNS;
■	 up	to	€5,000,000	for	natural	persons	and	€100,000,000	or	

10% of the net annual turnover, whichever is highest, for 
legal entities, before the ACPR; and 

■	 up	to	€15,000,000	or	10	times	the	amount	of	profits	made	
for natural persons and €100,000,000 or 10 times the 
amount of profits made for legal entities, before the AMF.

A failure to comply with AML requirements set out in the 
MFC can lead to a sanction.  For instance, the following acts 
could constitute a breach of AML obligations: failure to carry 
out risk assessments; or failure to report suspicious transactions, 
when required.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Both the ACPR and the AMF can adopt remedial measures.  In 
addition, the following measures can be imposed on individuals 
and legal entities besides pecuniary penalties: 

ACPR Warning, reprimand, temporary prohibition of 
professional activity for a period of no more 
than	five	years,	and	withdrawal	of	professional	
licence.

AMF Warning, reprimand, prohibition of executing 
certain operations for a period of no more than 
10 years, temporary suspension of directors for 
a period of no more than 10 years, removal of 
directors, and partial or total withdrawal of the 
licence.

CNS Warning, reprimand, partial or total prohibition 
of executing certain operations, and partial or 
total withdrawal of the licence.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



81Delecroix-Gublin

Anti-Money Laundering 2020

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Under article D561-31-1 of the MFC which entered into force 
on October 1, 2013, payment, credit and cryptocurrency institu-
tions must report to TRACFIN, within 30 days after the trans-
action, any transaction in cash or electronic currency reaching 
certain thresholds.  These thresholds are set out as follows: 
■	 €1,000	per	client	over	one	calendar	month	for	transactions	

in cash; and
■	 €2,000	per	client	over	one	calendar	month	for	transactions	

in electronic currencies.
In addition, the MFC provides that payment, credit and cryp-

tocurrency institutions must report to TRACFIN cash deposits 
or withdrawals of an amount exceeding €10,000 per client for 
one calendar month.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

All financial institutions and other designated businesses listed 
under article L. 561-2 of the MFC (see question 3.1) must report 
to TRACFIN any transaction presenting a high risk of money 
laundering or terrorism financing with regard to: 
■	 the	 country	 or	 territory	 of	 origin	 or	 destination	 of	 the	

funds; and
■	 the	nature	of	the	operation	in	question	or	the	nature	of	the	

legal structures involved in these operations.
The MFC also requires such entities to report any suspicious 

activity (see question 3.9).

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

There is no transaction reporting requirement specifically appli-
cable to cross-border transactions.  However, the previously 
detailed report requirements are applicable to these cross-border 
transactions.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

The customer identification and due diligence requirements 
for financial institutions and other businesses subject to AML 
requirements may vary depending on the level of risk of money 
laundering of the activity.

First, they must define and implement identification and eval-
uation processes for money-laundering risks, including, among 
other indicators, the specific characteristics of each client.  This 
must lead to a suitable AML policy.

Then, the MFC compels financial institutions and other busi-
nesses, before entering into and during a business relationship, 
to identify their customer and if necessary, the beneficial owner, 
as well as to gather all information regarding the nature and 
object of the business relationship. 

In addition, other professional activities are subject to AML 
requirements such as gambling and betting operators, art and 
antiques dealers, accountants, lawyers, notaries, auction sellers 
and sport agents.

These financial institutions are subject to specific require-
ments such as: 
■	 a	duty	of	care	regarding	their	clients;
■	 the	obligation	 to	 report	 to	TRACFIN	any	 sums	entered	

in their books or transactions involving sums that they 
know, suspect or have good reason to suspect derive from 
an offence punishable by a prison sentence of more than 
one year; and

■	 the	 implementation	 of	 internal	 controls	 and	 processes	
aiming at preventing money laundering and terrorism 
financing.

Apart from these specific requirements, the MFC requires all 
companies registered in France, all foreign companies having 
a branch in France, or any legal entity registered in France, to 
obtain and keep accurate and up-to-date information on their 
beneficial owners.  These companies must communicate to 
the Trade and Companies Registry a document stating various 
pieces of information in relation to their beneficial owners.

These general requirements are not applicable to companies 
whose securities are admitted to trading on a regulated market 
in France, in the EU or in a country with similar legislation.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

The EU Directive 2018/843 of May 30, 2018 which entered into 
force in France on January 20, 2020 extended some of the AML 
requirements to the cryptocurrency industry. 

From now on, cryptocurrency exchange platforms and custo-
dian wallet providers must, like banks, apply customer due dili-
gence controls, including customer verification requirements.  
In practice, they have a duty of care regarding the identity of 
their clients and the origin of their clients’ money.

In addition, these platforms and providers will also have to 
be registered, as will currency exchanges and cheque-cashing 
offices, and trust or company services providers.

They will also be required to maintain comprehensive records 
and report suspicious transactions.

To enforce these requirements, in June 2018 TRACFIN 
created a dedicated investigation unit which focuses on finan-
cial cyber-criminality.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

All the financial institutions and other designated businesses 
listed under article L. 561-2 of the MFC (see question 3.1) are 
required to maintain compliance programmes. 

The MFC compels such institutions to: 
■	 assess	 money-laundering	 and	 terrorism-financing	 risks	

with regard to the entity’s activities;
■	 put	in	place	internal	controls	and	processes	to	prevent	the	

risks of money laundering and terrorism financing;
■	 appoint	a	Compliance	Officer	with	 sufficient	knowledge	

of the risks to which the entity is exposed in terms of 
money laundering and terrorism financing; and

■	 take	into	account	the	risks	in	terms	of	money	laundering	
and terrorism financing in their recruitment policy.
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3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

As mentioned in question 3.1, the MFC requires all companies 
registered in France or all foreign companies having a branch, 
or any legal entity registered in France, to obtain and keep accu-
rate and up-to-date information on their beneficial owners.  
This information must be communicated to the Trade and 
Companies Registry.

Eventually, the information collected is gathered in a Registry 
of Beneficial Owners (created by decree n°2017-1094).  Only 
French authorities such as TRACFIN and persons subject to AML 
requirements listed under article 561-2 of the MFC (financial insti-
tutions, insurance companies, etc.) can have access to this Registry.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

EU Regulation 2015/847, applicable in France since May 20, 
2015, imposes an obligation on payment service providers to 
ensure that transfers of funds are accompanied by information 
on the payer, such as name, account number, address or official 
identity document number, but also on the payee.  In the event 
of difficult identification due to missing information, guid-
ance to assist payment service providers will be issued by the 
European supervisory authorities.

However, the verification of the accuracy of the information 
collected by payment service providers should be carried out 
only for transfers of funds between individuals for any amount 
above €1,000.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Given the anonymity it guarantees, the ownership of legal enti-
ties in the form of bearer shares, strictly speaking, is prohib-
ited in France.  The only form of ownership similar to bearer 
shares is called “identifiable bearer securities” and requires the 
communication of the identity of the owner of the shares, which 
will be recorded in a register.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

As stated in question 3.1, apart from financial institutions, some 
professional occupations are subject to AML requirements, such 
as gambling and betting operators, art and antiques dealers, 
accountants, lawyers, notaries, auction sellers and sport agents.

These professionals have: 
■	 a	duty	of	care	regarding	their	clients;
■	 the	obligation	 to	 report	 to	TRACFIN	any	 sums	entered	

in their books or transactions involving sums that they 
know, suspect or have good reason to suspect derive from 
an offence punishable by a custodial sentence of more than 
one year; and

■	 to	 implement	 internal	 controls	 and	 processes	 aimed	 at	
preventing money laundering and terrorism financing.

Nevertheless, there are simplified due diligence requirements 
when the money-laundering risk is low, or if the customer is 
listed as a low money-laundering risk operator, where there is no 
suspicion of money laundering.

On the contrary, the MFC provides additional due diligence 
requirements when: 
■	 a	 customer,	 or	 when	 it	 applies	 to	 a	 beneficial	 owner,	 is	

specifically exposed to specific risks considering his past 
or present political, judicial or administrative functions or 
if he has a family member or a person affiliated to him who 
has such function;

■	 a	transaction,	of	its	own	nature,	may	represent	a	particular	
money-laundering risk – for example, when anonymity is 
preserved; and 

■	 a	transaction	is,	for	a	personal	account	or	for	the	account	
of a third party, established in a country listed by the 
Financial Action Task Force (“FATF”) or by the European 
Commission as a country obstructing the fight against 
money laundering.

Finally, when a transaction is complex, is for an unusually 
high amount, does not have an economic justification or seems 
to be part of an illegal activity, financial institutions and others 
businesses must apply a stronger due diligence on such transac-
tion, particularly to know the origin of the funds and their final 
destination. 

Specific dispositions apply for occasional customers and 
beneficiaries of life insurance transactions.

These aforementioned due diligence requirements are manda-
tory in order to pursue a business relationship with a customer.  
If the entity cannot comply with the aforementioned obliga-
tions, it must interrupt the business relationship and must not 
proceed with the transaction.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Financial institution accounts for foreign shell banks are prohib-
ited.  The prohibition only applies to financial institutions listed 
in paragraph 1° to 1° quarter and 5° to 6° bis of article L. 561-2 
of the MFC.

3.9 What is the criteria for reporting suspicious 
activity? 

Financial institutions must report any transaction or activity 
registered in their books which they know, suspect or have good 
reason to suspect are the result of an offence punishable by a jail 
sentence of more than a year.  They must also report any trans-
action or activity registered in their books which they know, 
suspect or have good reason to suspect are the result of tax fraud 
and when at least one criterion listed in article D. 561-32-1 is 
met.

The Courts have defined what a suspicious activity is.  Sums of 
money resulting from criminal activities are suspect.  Likewise, 
any transaction associated with unusual and complex circum-
stances or deprived of economic justification must be consid-
ered as suspect.  If, after attempting to determine the source 
or destination of the funds, the financial institution still has 
doubts, the activity should be considered suspicious.  Financial 
institutions must always check the consistency of the contro-
versial amount with the customer’s professional activity and his 
personal assets.
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■	 The	clarification	of	22	predicate	offences	for	money	laun-
dering, including cybercrime and environmental crime.

■	 The	qualification	of	the	offences	of	“aiding	and	abetting	
money laundering” and “self-money laundering” as crim-
inal offences.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In its last evaluation by the FATF (February 2011), France’s AML 
framework was found generally satisfactory although some defi-
ciencies were identified, mainly regarding its confiscation and 
preventive measures for politically exposed persons and sanc-
tions regime for designated non-financial businesses and profes-
sionals (such as real estate agents and lawyers).  Since the evalua-
tion, France has revised its AML regulations and transposed the 
4th and 5th EU AML Directives.  The next round of evaluation 
by the FATF is scheduled for 2020–2021.  

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

France was last evaluated by the FATF during 2010–2011.  The 
Report was published in February 2011 and is available at: 
http://www.fatf-gafi.org/media/fatf/documents/reports/mer/
MER%20France%20ful.pdf (in French).  

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

All laws and regulation can be found in French on the website 
https://www.legifrance.gouv.fr/.  The following codes are trans-
lated in English: the Criminal Code; Criminal Procedure Code; 
and MFC. 

The AMF and the ACPR also provide guidelines in English 
on their respective websites.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Financial institutions listed under article 561-2 of the MFC are 
under specific anti-laundering requirements when they deal with 
certain persons or when they operate within certain jurisdic-
tions.  They must apply reinforced AML measures when:
■	 the	client	 (or	his	beneficial	owner),	or	 the	beneficiary	of	

a life insurance or capitalisation contract (or his bene-
ficial owner), is a person who is exposed to particular 
risks by reason of the political, jurisdictional or adminis-
trative functions which he exercises or has exercised, or 
those which are exercised or have been exercised by direct 
members of his family or persons known to be closely 
associated with him or have become closely associated 
with him over the course of a business relationship;

■	 the	 proceeds	 or	 the	 operation	 presents	 a	 particular	 risk	
of money laundering, in particular when they favour 
anonymity; and

■	 the	operation	is	an	operation	for	a	personal	account	or	for	
the account of a third party carried out with a natural or 
legal person, domiciled, registered or established in a state 
or territory appearing on the lists published by the FATF 
among those whose legislation or practices hinder the fight 
against money laundering and terrorist financing, or by the 
European Commission pursuant to article 9 of Directive 
(EU) 2015/849 of May 20, 2015 on the prevention of the 
use of the financial system for the purpose of money laun-
dering or terrorist financing.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

The EU published the 6th AML Directive on November 12, 
2018.  The Directive must be transposed into the national law 
of EU Member States by December 3, 2020 and implemented 
by banks and financial institutions by June 3, 2021.  The main 
measures introduced by the Directive include:
■	 A	harmonised	definition	of	money-laundering	offences	in	

the national legislation of EU Member States.
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Germany

Herbert Smith Freehills LLP Enno Appel

Dr. Dirk Seiler
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embezzlement; forgery of documents and related offences, 
unauthorised organisation of gaming; unauthorised 
dealing with toxic waste, or radioactive or other hazardous 
substances; commercial active and passive bribery; illegal 
smuggling of foreigners; inciting improper applications for 
asylum; insider trading; and offences related to intellectual 
property, e.g. copyright infringement.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

In general, German criminal law is applicable if the crime was 
committed in Germany (Sections 3, 9 StGB) or on an aircraft/
ship operating under the German flag (Sections 4, 9 StGB).  
This includes every place where the offender acted or in which 
the result – if it is an element of the offence – occurs.

Crimes committed abroad are only applicable if: (1) the victim 
is a German citizen (Section 7 (1) StGB) and the offence is also 
punishable in the foreign country or if the crime is committed 
outside any jurisdiction (e.g. at sea); (2) the offender is a German 
citizen (Section 7 (2) No 1 StGB); (3) the offender is captured in 
Germany and cannot be extradited (Section 7 (2) No 2 StGB); 
or (4) the crime concerns internationally protected interests as 
enumerated in Section 6 StGB, such as drug trading.

Money laundering of the proceeds of foreign crimes is punish-
able in Germany if the predicate offence is also punishable in the 
foreign country (Section 261 (8) No 8 StGB).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Regional state prosecutors are responsible for investigating and 
prosecuting money laundering criminal offences.  (See question 
1.1 above.)

1.5 Is there corporate criminal liability or only liability 
for natural persons?

German criminal law only applies to natural persons.  However, 
there are provisions in the Administrative Offences Act (OWiG) 
imposing fines upon companies if criminal offences have been 
committed by executive employees, and/or if the executive 
employees have failed to adhere to their supervisory obligations 
relating to the prevention of criminal offences (Sections 30, 130 
OWiG).

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

In Germany, money laundering is prosecuted at a regional level 
by the respective state prosecutors’ offices.  Investigations 
are conducted by the State Office of Criminal Investigations 
(Landeskriminalamt) and local police.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Criminal money laundering pursuant to Section 261 of the 
German Criminal Code (StGB) entails the following elements: 
(1) money or other assets are the proceeds of a predicate offence; 
(2) the proceeds were intentionally concealed, disguised, procured 
(for himself or a third party), used (for himself or a third party) 
by the offender or their origin, or tracing or confiscation was 
thwarted or endangered by the offender; and (3) the offender is 
aware that the assets are the proceeds of a predicate offence and 
acts with intent in this respect.  It is also a criminal offence if an 
offender acts merely grossly negligent by not recognising the crim-
inal origin.  In the latter case, the maximum sentence is reduced. 

Predicate offences are (attempts to commit the offence 
suffice): 
■	 severe	 crimes	 with	 a	 minimum	 sentence	 of	 at	 least	 one	

years’ imprisonment (e.g. robbery);
■	 active	and	passive	bribery	of	public	officials;	drug-related	

offences; commercial, forceful or organised evasion of 
customs and violation of customs provisions and smug-
gling/procuring such goods; and

■	 subversive	 acts	 of	 violence	 capable	 of	 threatening	 the	
existence or the security of the state/international insti-
tution; formation of criminal/terrorist associations as 
well as committing of criminal offences as a member of 
a criminal/terrorist association, if not already a predicate 
offence.

The following offences qualify as predicate offences only if 
committed in a continued manner as part of commercial activity 
or within an organised association:
■	 tax	 evasion;	 forgery	 of	 credit	 cards	 and	 cheque	 cards;	

pimping; human trafficking; exploitation of another person 
through labour (e.g. slavery); theft, concealment, extor-
tion; receiving stolen goods; fraud and specific types of it; 
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Assets of a company can be confiscated if the crimes were 
committed by its representative bodies or legal representatives 
(Section 74e StGB).

In general, confiscation can only be ordered on the basis of a 
conviction.  There are, however, exceptions to this rule:
■	 Proceeds,	instrumentalities	and	objects	can	be	confiscated	

if no one can be convicted and prosecuted for the crime 
(Section 76a StGB).

■	 There	are	provisional	measures	in	German	civil	law	which	
allow for the provisional seizure of assets, but only for the 
purpose of ensuring that they are not divested of until the 
underlying dispute has been resolved and to secure a later 
enforcement (Sections 916 et seq.).

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

In the past years, directors, officers and employees of financial 
institutions have been sentenced in Germany.  However, most 
of these criminal proceedings are resolved without public pros-
ecution and public hearings.  Therefore, only limited informa-
tion is publicly available. 

In 2019, prosecutors initiated investigations against employees 
of a Bank concerning alleged aiding and abetting of money laun-
dering in connection with the Danske Bank scandal. 

Other investigations against employees of a German Bank 
concerning alleged aiding and abetting of money laundering 
which were initiated by Frankfurt prosecutors in 2018 were 
dropped for lack of probable cause in 2019.  However, the bank 
paid EUR 15 million to the state prosecutor’s office. 

In 2015, Frankfurt prosecutors investigated five employees 
of a German Bank in connection with the carbon trading 
scandal.  The individuals were accused of conspiring to evade 
tax of approx. EUR 220 million in the trading of carbon emis-
sion certificates.  Some of the involved employees were AML 
officers.  The bank was not convicted as no corporate criminal 
liability exists in Germany.  However, the bank was fined for the 
lack of adequate procedures to prevent money laundering in the 
amount of EUR 40 million.

In 2011, charges were pressed against four employees of a 
German Bank for money laundering in a continued manner as 
part of commercial activity and within an organised association.  
The employees allegedly helped to channel approx. USD 113 
million from Russia through Europe and Bermuda.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Section 153 German Code of Criminal Procedure (StPO) stipu-
lates that prosecution may be ceased if the crime is minor and if 
the public does not have any interest in prosecution.  The cease 
decision may be combined with an order to pay a fine.  The cease 
decision is not public.

There is the possibility to enter into a deal during court 
proceedings if all participants agree and only with respect to the 
extent of the sentence (Section 257c StPO).  The details of the 
deal are not public.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Money laundering is punishable by imprisonment of between 
three months to five years.  The penalty increases to six months 
to 10 years if the crime was committed on a commercial or 
organised basis in a continued manner.  A reduction applies if 
committed with gross negligence.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations is five years and begins after the 
offence has ended.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

The federal law is enforced by regional state prosecutors.  There 
are no parallel state/provincial offences in Germany.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Sections 73 et seq. StGB apply to all criminal offences including 
money laundering/predicate offences.  It is the court in the rele-
vant district which issues the confiscation order.

Subject to confiscation are assets which have been obtained by 
or used for the criminal offence, i.e. proceeds of crime (Section 
73 StGB), instrumentalities of the crime and objects which are 
part of the crime (Sections 74/74b, 261 (7) StGB):
■	 “Proceeds”	encompasses	any	measurable	economic	advan-

tage obtained because of the offence such as: movable items; 
real estate and legal rights; claims; and saved expenses.  
Foreign assets can also be subject to confiscation. 

■	 “Indirect	Proceeds”,	 i.e.	benefits	derived	 from	proceeds,	
e.g. objects received in exchange for the proceeds including 
income and profits, can be confiscated.

■	 “Instrumentalities”	 are	 assets,	 products	 of	 the	 crime	 or	
assets intended for its commission.  They must be owned 
by the offender at the time of the court order or be 
dangerous. 

■	 “Objects	 of	 the	 crime”	 are	 assets	 which	 are	 part	 of	 the	
crime and necessary to commit it.  They must be owned by 
the offender at the time of the court order.

Confiscation may also be ordered if the origin of the assets 
cannot be traced back to a specific, convicted crime but which 
are certainly the proceeds of crime (Section 73a StGB). 

Third parties may be subject to confiscation if they obtained 
the incriminated asset for free, if they should have known that 
the assets are proceeds of a crime or if the offender acted for 
them (Section 73b/74a StGB).

The court may also order that the value of the obtained assets 
will be confiscated if confiscation of the actual asset is not 
possible (Section 73c StGB).
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The FIU (Zentralstelle für Finanztransaktionsuntersuchungen) has 
been established at the General Directorate of Customs 
(Generalzolldirektion).  The FIU’s core responsibility is to analyse 
and assess filed suspicious activity reports.  In this regard, it also 
has unlimited access to data of prosecution offices, public finan-
cial agencies and public administrative agencies.  Furthermore, 
it has the power to halt suspicious transactions for up to one 
month.  The FIU will decide whether the case needs to be 
forwarded to the prosecution offices.  The FIU also coordinates 
international collaboration with foreign authorities.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

The limitation period for prosecuting money laundering-related 
administrative offences is three years (Section 31 OWiG).

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Section 56 (2), (3) GWG set out that for particularly grave 
and systematic offences and for specific obliged entities the 
maximum fine is between EUR 1 to 5 million or 10 per cent of 
the gross income of the entity in the preceding year, depending 
on which figure is higher.  In all other cases, a fine of up to EUR 
100,000 may be imposed.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Depending on the gravity of the offence, it is possible that the 
responsible authority revokes required licences on account of 
permanent violations of anti-money laundering provisions (e.g. 
Section 35 (2) No 6 KWG and Section 51 (5) GWG). 

Furthermore, for financial institutions BaFin may demand the 
dismissal of the managers responsible and may also prohibit these 
managers from carrying out their activities at institutions organ-
ised in the form of a legal person (Section 36 (1) and (2) KWG).

The competent authority has the power to order specific 
remedial measures (Section 51 (2) GWG). 

Financial penalties can also be imposed on financial institu-
tion directors, officers and employees in addition to the finan-
cial institution.

The competent authority may also initiate audits at the respec-
tive institution and may – if the specific legal requirements are 
met – impose certain measures to remedy shortcomings and 
mitigate risks (e.g. Sections 44 et seq. KWG).

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

In principle, the penalties described above (see question 2.8 
above) are administrative in nature.  In addition to the crim-
inal offences (see question 1.2 above) and fines for the failure 
to adhere to supervisory obligations (see question 1.5 above), 
the KWG contains criminal sanctions for CEOs of financial 
institutions for specific violations of their organisational duties, 
inter alia, the duty to implement risk management processes and 
procedures (Section 54a KWG).

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The supervising and monitoring authorities are for:
■	 banks	 and	 other	 financial	 institutions:	 Federal	 Financial	

Supervisory Authority (BaFin);
■	 lawyers	 and	 legal	 advisors:	 local	 bar/professional	

associations;
■	 notaries:	 president	 of	 the	 regional	 court	 in	 the	 relevant	

district;
■	 auditors,	 registered	 accountants	 and	 tax	 advisors/agents:	

chamber of the profession, for example, the Chamber of 
Tax Advisors; and

■	 casinos,	 gaming	 companies	 and	 commercial	 traders	 of	
goods (Güterhändler): the respective supervisory authority 
of the federal states.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Lawyers, legal advisors, notaries, auditors, registered account-
ants and tax advisors/agents are regulated by local self-regula-
tory bodies.  These impose binding money laundering require-
ments on a secondary level.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, for lawyers, notaries, auditors, registered accountants, tax 
advisers and agents the respective local self-regulated bodies are 
responsible for compliance and enforcement.

2.4 Are there requirements only at national level? 

The money laundering requirements are entirely codified in the 
federal Anti-Money Laundering Act (GWG) and partially in the 
Banking Act (KWG).

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

The German regulator BaFin has published interpretative and 
application notes (Auslegungs- und Anwendungshinweise) for the 
implementation of the due diligence and internal safeguard 
measures to prevent money laundering.  See also question 2.1 
above.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 
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All obliged entities are required to implement procedures 
comprising, inter alia, an efficient risk management system which 
sufficiently ensures that the due diligence, reporting and record-
keeping obligations are met and regularly monitored and that 
necessary suspicious activity reports are filed.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

General due diligence obligations are triggered by the establish-
ment of a business relationship or by transactions outside of an 
existing business relationship if they are cash transactions and 
exceed EUR 1,000, or for all other transactions if they exceed 
EUR 15,000. 

For specific obliged entities, the thresholds deviate from the 
above.  For example, for gambling companies the threshold is 
EUR 2,000, for companies commercially trading goods if they 
accept cash of EUR 10,000 and above, and for insurance agents 
if they receive more than EUR 15,000 in cash within a year.

Meeting these thresholds does, however, not necessarily mean 
that the reporting obligation in Section 43 GWG is triggered.  
The reporting obligation does not specify the value of a trans-
action as a triggering factor.  The provision vaguely refers to 
circumstances which appear suspicious. 

Financial institutions have the specific obligation to retain 
records regarding large and complex transactions which is part 
of their customer due diligence obligation, and which they must 
do regardless of the client’s risk qualification.  The records must 
sufficiently demonstrate that the obligation was complied with 
(Section 25 h (3) KWG).

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No, there are no such requirements other than in cross-border 
transactions (see question 3.6).

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

For cross-border transactions, the Foreign Trade and Payments 
Act (AWG) in conjunction with the Foreign and Trade and 
Payments Regulation (AWV) applies, which entails reporting 
obligations which have to be filed electronically to the Federal 
Bank of Germany (Bundesbank) subject to certain deadlines.  The 
Federal Bank may issue exemptions to these obligations on a 
case-by-case basis.

Payments exceeding EUR 12,500 must be reported (Section 
67 AWV): all residents in Germany including companies will 
have to report to the Federal Bank if they receive or make 
payments exceeding EUR 12,500 (or the equivalent in foreign 
currency) from a non-German resident or from a German resi-
dent, but for the account of a non-German resident (incoming 
and outgoing payments).  The obligation does not apply to cash 
physically carried abroad.  The Federal Bank provides the rele-
vant forms for the reporting.  The term ‘resident’ does not refer 
to nationality but rather the place of habitual residence, which 
means that if a German citizen has been living abroad for more 
than one year he will be considered a non-resident.  There 

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

In general, administrative offences in the sense of OWiG follow 
the below process: 

Prosecution is initiated by the responsible public authority, 
possibly together with the criminal prosecutor or the criminal 
court; it is required that the offender is given the opportunity to 
respond to the allegations.  In order to challenge the measures 
taken by the public authority, the addressee of these may request 
a court decision (Section 62 OWiG). 

If the offence is minor, the public authority can impose a warning 
fine of up to EUR 50.  If the offence also qualifies as a criminal 
offence, the prosecution office will initiate criminal proceedings.

In all other cases the responsible authority will issue a notice 
specifying the sanction (Bußgeldbescheid ).  This notice can be 
challenged within two weeks, and if this challenge is admissible 
court proceedings are commenced.  The court will decide on the 
lawfulness of the notice and the court decision can be appealed. 

The public authority may also order confiscation.  After the 
notice has become legally valid it may be enforced subject to the 
provisions of the Law on Administrative Enforcement.

In the past not all actions were publicly available.  Since 
June 2017, legally valid measures and monetary sanctions are 
made public on the website of the responsible public authority 
(Section 57 GWG).

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The obliged entities are enumerated in Section 2 GWG and 
include: credit institutions; comparable financial services enti-
ties; institutions which offer payment services and electronic 
money; agencies which offer similar services or independent 
entities which offer the services as agent insurance compa-
nies, insurance agents, capital management companies, lawyers, 
patent lawyers, notaries, legal advisors, auditors’ entities which 
provide trust services, and brokers; gambling companies; and 
companies which commercially trade goods.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

As of 1 January 2020, crypto custody business has been incorpo-
rated into the KWG as a new financial service and is thus explic-
itly regulated by law.  Anti-money laundering requirements apply 
to all financial services entities offering crypto custody businesses. 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?
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Annex 1 contains specific low-risk indications in a non-exhaus-
tive list (Section 14 GWG).

Parent companies which have subsidiaries abroad are required 
to ensure that such processes and safeguards exist throughout 
their group (Section 9 GWG).

For financial institutions, the described obligations apply and 
are supplemented by the KWG which contains more specific 
requirements with respect to, e.g. required internal safeguards 
(Sections 25 et seq. KWG).

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

For credit institutions, business relationships with shell banks 
are prohibited pursuant to Section 25m KWG.

3.9 What is the criteria for reporting suspicious 
activity? 

Pursuant to Section 43 GWG, a report has to be filed without 
undue delay if the facts indicate that the assets which are 
connected to the business relationship, a specific transaction, 
or a brokerage relates to a crime which is a predicate offence to 
money laundering, to terrorist financing, or if there are indica-
tions that the client failed to disclose beneficial ownership.

Lawyers, notaries, patent lawyers, auditors, tax advisors and 
similar professions might be exempted from suspicious activity 
reporting if the respective circumstances are covered by their 
professional privilege.

According to Section 261 (9) StGB, an offender is exempt 
from any penalty if he or she either reports the crime voluntarily 
to the responsible authority or ensures seizure of the respec-
tive assets.  The suspicious activity report may qualify as such a 
voluntary report and may, thus, exclude a criminal penalty.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

In 2017, Germany established a “Transparency Registry” and 
legal entities, shareholders and trustees are required to disclose 
information on their beneficial ownership to the responsible 
authority.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Payment orders are required to include sufficient information 
about the originator (name or customer ID) and an account 
number to which the transfer is made.  However, the bank is 
not required to check whether the name on the payment order 
matches the account number.

are exemptions to this, inter alia, payments received/made for 
exported/imported goods, payments and repayments of loans 
and deposits with an original maturity of up to 12 months, and 
payments made by financial institutions within long-term credit 
transactions with non-residents. 

Resident banks and similar financial service entities have an 
additional obligation with respect to payments exceeding EUR 
12,500 if those relate to the sale of stocks, derivatives to/from 
foreigners or encashing of such, payment of interest and divi-
dends on resident stocks to/from foreigners, or payments related 
to interests (Section 70 AWV).

Other reporting obligations relate to assets exceeding a certain 
value if held by a resident abroad and such assets held by a non-res-
ident in Germany (Section 65 AWV), claims and debts relating to 
funds of resident financial institutions exceeding EUR 5 million, 
investment stock companies and capital management compa-
nies (Section 66 AWV) and claims and debts exceeding EUR 500 
million resulting from financial relationships with foreigners of 
the same entities (Section 66 AWV).  A violation of these provi-
sions may result in an administrative fine (Section 81 AWV).

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

General due diligence obligations have to be performed regard-
less of the risk classification and are triggered when a busi-
ness relationship is established and for one-off transactions 
exceeding the thresholds (EUR 1,000 in very specific cases and 
usually EUR 15,000) and if there are suspicious indications. 

The obligations are: (1) identification of the client by 
obtaining the information specified in Section 11 GWG and 
verification of this information through, inter alia, documents 
specified in Section 12 GWG; (2) identification and verification 
of the person acting on behalf of the client; (3) clarification of 
whether the client acts for a beneficial owner and if so, identifi-
cation of the beneficial owner and verification of the obtained 
information; and (4) obligations to conduct a risk analysis and 
implement a risk management system including business and 
customer related internal safeguards such as, e.g. internal poli-
cies, the appointment of an anti-money laundering officer, etc. 

When assessing the customer-related risk, the entities must 
at least consider the purpose of the business relationship, the 
amount of the assets and the regularity and duration of the busi-
ness relationship.

Relationships with high-risk clients additionally trigger 
enhanced due diligence obligations, inter alia, obtaining infor-
mation on the source of wealth, enhanced monitoring and 
obtaining management approval.  A high risk exists if one of 
the following applies: the client or beneficial owner is a politi-
cally exposed person, a family member or closely related person; 
or a transaction is unusual with respect to complexity, size or is 
conducted for no economic or rightful purpose (Section 15 (3)).  
Annex 2 of the GWG contains additional high-risk indicators.

Correspondent relationships between financial institutions 
and comparable financial entities located in a third-party state 
are considered and will trigger obligations specific to corre-
spondent relationships (Section 15 (6) GWG). 

If the client is categorised low risk, the entity is, inter alia, 
allowed to reduce the intensity of the measures.  They may, in 
particular, deviate from the specific verification requirements.  

© Published and reproduced with kind permission by Global Legal Group Ltd, London



90 Germany

Anti-Money Laundering 2020

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

It has been pointed out in the 3rd Follow-up Report of the FATF 
in 2014 that Germany lacks criminal liability for self-laundering.  
Recommendations that had been made in the previous report, 
such as an incomplete list of predicate offences, were addressed 
by the German legislator, according to the FATF.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes, see question 4.2.  The report is titled “Mutual Evaluation of 
Germany: 3rd Follow-up Report” and can be accessed through 
the following link: http://www.fatf-gafi.org/media/fatf/docu-
ments/rep orts/mer/FUR-Germany-2014.pdf. 

The next evaluation is scheduled for 2020.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The most relevant texts are available on the website of BaFin.  
For example, you can find an English translation of the 
GWG here: https://www.bafin.de/EN/RechtRegelungen/
Rechtsgrundlagen/Gesetze/gesetze_artikel_en.html?nn=8356 
586.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Yes, it is permitted; however, it will be deemed a risk-enhancing 
factor.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

The GWG provisions apply to a variety of non-financial 
institutions.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

The GWG also applies to persons commercially trading with 
goods (see question 3.1 above), but there are no specific anti-
money laundering requirements for free trade zones.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

There are ongoing discussions in Germany as to whether there 
is a need for corporate criminal liability.  The first draft of the 
new law was published in April 2020.  
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■	 forming	 a	 group	 or	 organisation	 for	 the	 purposes	 of	
committing one or more of the above-mentioned actions; 
and

■	 participation	 in,	 association	 to	 commit,	 attempts	 to	
commit and aiding, abetting, facilitating and counselling 
the commission of any of the actions referred to in the 
above points.

Furthermore, it is required that the natural person acts in 
the knowledge (dolus directus) of the source of the assets and for 
the purposes of concealing or covering up their true origin.  
Therefore, there is no room for negligently committing an act 
of money laundering. 

Article 4 of Law 4557/2018 contains a list of predicate offences 
of money laundering.  The list contains all forms of classic 
corruption and property-related offences, namely, bribing of 
domestic public officials, bribing of foreign officials or EU offi-
cials, fraud, tax evasion and tax fraud, capital market offences, 
including offences related to insider trading, antiquities traf-
ficking, environmental offences, drug trafficking, people traf-
ficking, organised crime and terrorism financing.  Tax evasion 
is listed as a predicate offence as well. 

Moreover, the list contains a general provision according to 
which any offence that results in asset or property profits and 
is punishable by law with a minimum of six months’ imprison-
ment may be considered a predicate offence.  In other words, 
all criminal activities that can produce money or asset gains or 
profits may be considered as predicate offences.  This provi-
sion makes the list of predicate offences non-exhaustive, since 
it leaves room for any type of criminal behaviour that results in 
profit, even if it is of lesser to medium importance (as it includes 
misdemeanours punishable by imprisonment of a few months).

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

In principle, AML legislation and regulations apply to individ-
uals and institutions based in Greece or that are active within 
the Greek territory.  Greek money-laundering laws are appli-
cable to Greek citizens and non-citizens even if the predicate 
offence has been committed abroad, as long as it constitutes an 
offence in accordance with the laws of the foreign country and 
provided that the laundering act was committed within Greek 
territory.  Moreover, Greek citizens may be prosecuted for laun-
dering acts committed in a foreign country, provided that the 
dual criminality requirement is fulfilled.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Criminal law enforcement lies with the Prosecutor’s Office.  
All enforcement agencies (the Hellenic FIU, the Financial and 
Economic Crime Unit, the Capital Market Commission, etc.) 
forward their reports with findings and gathered information 
of suspicious activities to the Prosecutor’s Office.  As a general 
rule, enforcement agencies have the power to collect informa-
tion, report their findings and proceed with necessary investiga-
tive acts.  However, everything is coordinated by the prosecutor.  
The prosecutor evaluates the material in hand and initiates what-
ever proceedings are necessary. 

In cases of emergency, certain powers are given to the Hellenic 
FIU for securing traced assets (proceeds of crime or related to 
money-laundering activities) whereby the head of the Hellenic 
FIU issues a freezing order in order to prevent loss or further 
concealment of property.  These orders are also reviewed by the 
prosecutor and, if necessary, following a request by the inter-
ested party, by a judicial council.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Law 4557/2018 is the main law against money laundering.  
According to article 2, the act of money laundering is described 
as follows:
■	 knowingly	 converting	 and	 transferring	 property	 assets	

that are the proceeds of a crime, or participation in such 
an act for the purposes of concealing the illegal sources of 
the assets, or aiding anyone involved in said acts in order 
to assist in avoiding legal sanctions;

■	 concealing	 and	 covering	 up	 the	 truth,	 by	 any	means,	 in	
relation to the source, movement, disposal, place of 
acquiring assets or asset-related rights, knowledge that a 
property is associated with the proceeds of criminal acts 
or participation in criminal activities;

■	 acquiring,	possessing,	managing	or	using	any	asset	with	the	
knowledge that at the time of possession, management, etc., 
such property asset was the proceeds of a criminal activity;

■	 using	 the	 financial	 sector	 by	 depositing	 or	 transferring	
proceeds of criminal activities for the purposes of making 
it appear as though they have legitimate sources; 
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used for committing these offences, shall be seized.  According 
to the provisions found in the new GCCP (e.g. articles 304, 311 
par. 3 3 and 373 par. 3), frozen assets shall be used to satisfy the 
pecuniary damage, which the victim of the crime suffered. 

Confiscation shall be imposed even if the assets or means 
belong to a third person, provided that such person was aware 
of the predicate offence or the offences referred to in article 2 
of Law 4557/2018 at the time of their acquisition.  Where the 
assets or proceeds above no longer exist or have not been found 
or cannot be seized, assets of a value equal to those assets or 
proceeds as at the time of the court’s judgment shall be seized 
and confiscated.  Their value shall be determined by the court.  
The court may also impose a pecuniary penalty up to the value 
of those assets or proceeds if it rules that there are no additional 
assets to be confiscated or the existing assets fall short of the 
value of those assets or proceeds. 

Furthermore, according to the recently amended article 76 of 
the Greek Criminal Code, in case of a guilty verdict, all assets 
derived from the commission of a felony or from a serious 
misdemeanour, as well as all assets acquired (directly or indi-
rectly) from the proceeds of such offences, are subject to confis-
cation.  In case these assets have been ‘mixed’ with lawfully 
obtained assets, confiscation shall apply to assets up to the value 
of the assets that derived from the offence.  Confiscation of 
assets is not enforced when it is deemed disproportionate (i.e., it 
is highly likely that it will cause serious and irreparable damage 
to the defendant’s livelihood or to his family).

Moreover, proceeds of crime may be subject to confiscation 
even when criminal proceedings have not been initiated or have 
been terminated because of the death, unavailability, etc., of the 
offender, or if the prosecution was terminated or declared inad-
missible on other grounds.  In these cases, confiscation shall be 
ordered by the judicial council or by the court (article 40(3) of 
Law No. 4557/2018).  These decisions are subject to appeal on 
the merits and on points of law according to articles 495 and 
504(3) of the GCCP.  Owing to the punitive nature of forfei-
ture in criminal proceedings, non-conviction-based forfeiture 
has been said to be in breach of articles 2(1), 7(1) and 96(1) of the 
Greek Constitution, which establish the principles of nulla poena 
sine processu and nullum crimen, nulla poena sine culpa.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Financial institutions have been subject to administrative sanc-
tions; appeals against such sanctions are pending before the 
administrative courts. 

Charges against individuals are currently pending before 
criminal courts.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

The Greek Criminal Procedure Code does not provide for 
extra-judicial settlement of criminal actions.  Full compensation 
of the victim for financial losses, etc., may be the basis for leni-
ency or (at an early stage of the proceedings) for the termination 
of criminal proceedings.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Please see the answer to question 1.1.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Criminal liability lies with a natural person, and consequently 
there is no criminal liability in its traditional sense regarding a 
business or entity.  For the purposes of applying legal provisions 
related to corporate practices and activities, there are provisions 
for liability in the form of administrative penalties and fines, 
depending on the seriousness of the act, size of the business, etc.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalties are as follows:
Individuals: Incarceration of up to 15 years and a monetary 

sentence of up to €2 million.
Legal entities: An administrative fine ranging from €50,000 

up to €10 million, which is always applicable, and:
i)  suspension of activities temporarily or permanently;
ii)  prohibition of certain activities to be performed by the 

company, or establishment of branches; and
iii)  a ban from public tenders, subsidies, etc.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations is 15 years from the time the offence 
was committed.  This period is suspended for five years when 
the case file is forwarded to a trial hearing.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

No, there are no parallel state or provincial criminal offences. 

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Agencies such as the SDOE and the FIU, along with the judicial 
authorities (the investigating judge and the prosecutor during 
the main investigation, or the judicial council during the prelim-
inary inquiry), are responsible for tracing and freezing assets 
that are allegedly the proceeds of crime.  Confiscation of such 
assets can solely be ordered by the court that tries the case if the 
defendant is found guilty of committing such crimes.

Assets derived from a predicate offence or from money laun-
dering or acquired directly or indirectly from the proceeds of 
such offences, or the means that were used or were going to be 
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source; make use of information communicated by foreign 
authorities; release guidelines to natural persons or businesses 
covered by Law 4557/2018 on applying the law; and cooperate 
and exchange information with international organisations with 
similar powers.  The Hellenic FIU is a member of the FIU-Net 
and the Egmont Group and files its annual report with the 
Commission on Transparency of the Hellenic Parliament, the 
Ministry of Finance, the Ministry of Justice and the Ministry of 
Citizen Protection.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Limitation periods vary depending on the classification of the 
act as a misdemeanour or felony.  For misdemeanours (impris-
onment for up to five years), the limitation period is five years 
between the act and indictment.  After indictment, the limi-
tation period is suspended for three more years.  For felonies 
(imprisonment for between five and 15 years), the limitation 
period is 15 years between the act and indictment.  After indict-
ment the limitation is suspended for an additional five years.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

All covered institutions and their employees have three basic 
obligations (articles 22 and 27 of Law 4557/2018): to report 
immediately to the FIU on suspecting that an act of money 
laundering has been committed or is about to be committed; to 
offer immediately all information requested by the FIU or other 
supervising authorities; and not to inform the client or any third 
party either that they have filed a report of suspicious transac-
tions or that they have received a request to give information to 
any authority.  Breach of the latter prohibition is punishable by 
imprisonment for three months (minimum) to five years and a 
fine.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

As per the provisions of article 46 of Law 4557/2018, failure to 
comply with anti-money laundering regulations may also lead to:
■	 removal	of	the	directors,	the	managing	director,	manage-

ment officers of the legal entity or other employees for a 
specific time period and prohibition of assuming other 
important duties;

■	 prohibition	 from	 carrying	 out	 certain	 activities,	 estab-
lishing new branches in Greece or abroad or increasing its 
share capital; and

■	 in	 case	 of	 serious	 and/or	 repeated	 violations,	 final	 or	
provisional withdrawal or suspension of authorisation of 
the corporation for a specific time period or prohibition to 
carry out its business.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Penalties for breaching anti-money laundering obligations are 
mainly administrative (please see the answer to question 2.9).  

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Enforcement and supervision of covered institutions and 
persons is done through government entities and quasi-govern-
mental entities which are competent in their respective field.  
Banking, financial and insurance institutions are supervised by 
the Bank of Greece.  Corporations listed in the stock market are 
regulated by the Hellenic Capital Market Commission.  Other 
businesses are regulated by the competent department of the 
relevant ministry (e.g. Ministry of Commerce), lawyers and 
notaries by the Ministry of Justice, etc. (a comprehensive list is 
provided for in article 6 of Law 4557/2018).  All regulatory agen-
cies and institutions liaise with the central regulating authority, 
which is the Ministry of Finance.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

For each category of covered institution, anti-money laundering 
regulations and guidelines are issued by the supervising admin-
istrative authorities (e.g. decisions issued by the Bank of Greece).

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, they have powers to impose sanctions of an administra-
tive nature.

2.4 Are there requirements only at national level? 

Greece is a member of the Financial Action Task Force (FATF), 
the FIU-Net and the Egmont Group through the Hellenic FIU.  
It is also a member of the EU and the Council of Europe and 
cooperates with all major international bodies and organisa-
tions related to combatting money laundering.  In this context, 
international money-laundering standards and requirements are 
implemented at a national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Please see the answers to questions 2.1 and 2.2.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The Hellenic FIU is the competent authority to: collect informa-
tion from reports filed on suspicious transactions or any other 
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■		 acting	as	or	arranging	for	another	person	to	act	as	a	trustee	
of an express trust or a similar legal arrangement; or 

■		 acting	 as	 or	 arranging	 for	 another	 person	 to	 act	 as	 a	
nominee shareholder for another person other than a 
company listed on a regulated market.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

As per article 3 of Law 4557/2018, electronic and digital assets 
are considered “property” for the purposes of the said law.  
Therefore, anti-money laundering legislation is applicable for all 
transactions involving cryptocurrency.   

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

All covered institutions and persons need to implement AML 
compliance programmes, usually following guidelines and regu-
lations of the competent supervising authorities.  Naturally, 
covered institutions, which are more vulnerable to money-laun-
dering activities (e.g., banks, financial institutions, insurance 
institutions), have more comprehensive and detailed AML 
compliance programmes, especially because these institutions 
are under strict supervision and regulation.  The minimum 
elements of an AML compliance programme (minimum may 
vary depending on the nature of the covered institution or 
person) are related to validating the transaction as much as 
possible and identifying transacting parties in order to elimi-
nate suspicions of questionable conduct or unknown, untrace-
able origins of assets.

However, even natural persons (e.g., lawyers and notaries) 
have to meet the standards set by the competent supervising 
authority (Ministry of Justice, bar associations and notary asso-
ciations) in relation to the management of trusts or transactions 
on behalf of the client. 

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Suspicious activity is that which indicates that a money-laun-
dering offence has been committed or attempted, or where there 
is sufficient indication that the transacting party is involved in 
other criminal activity (predicate offences).  This assessment is 
made in view of the characteristics of the transaction, the back-
ground of the client (financial, professional, etc.) and a history 
of the client’s transactions.  Diligence rules apply to transactions 
over €15,000.  Suspicious transactions must be reported imme-
diately to the Hellenic FIU along with all relevant information 
to be requested by the FIU. 

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

The Ministry of Finance has issued a series of circulars in 
respect of the application of anti-money laundering laws and 
regulations and bookkeeping obligations, whereby auditors and 

Breach of confidentiality with regard to the reporting of suspi-
cious transactions is punishable by imprisonment for three months 
(minimum) to five years and a fine (article 27 of Law 4557/2018).

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

In most cases, the supervising authorities are notified by the 
prosecutorial and police authorities.  However, no sanction shall 
be imposed without prior summons of the legal representatives 
of the legal entity to provide their views.  The summons shall be 
served 10 working days before the day of the hearing at the latest.  
The administrative decisions imposing penalties on legal entities 
may be challenged before the competent administrative courts.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

As per article 5 of Law 4557/2018, the following legal/natural 
persons are subject to anti-money laundering requirements: a) 
credit institutions; b) financial institutions; c) venture capital 
companies; d) companies providing business capital; e) char-
tered accountants, audit firms, independent accountants and 
private auditors; f ) tax consultants and tax consulting firms; g) 
real estate agents and related firms; h) casino enterprises and 
casinos operating on ships flying the Greek flag, as well as public 
or private sector enterprises, organisations and other bodies that 
organise and/or conduct gambling and related agencies and 
agents; i) auction houses; j) dealers in high-value goods, only 
to the extent that payments are made in cash in an amount of 
€10,000 or more, whether the transaction is executed in a single 
operation or in several operations which appear to be linked; k) 
auctioneers; l) pawnbrokers; m) notaries and lawyers, when they 
participate, whether by acting on behalf of and for their clients 
in any financial or real estate transaction, or by assisting in the 
planning and execution of transactions for the client concerning 
the i) buying and selling of real property or business entities, ii) 
managing of client money, securities or other assets, iii) opening 
or management of bank, savings or securities accounts, iv) 
organisation of contributions necessary for the creation, oper-
ation or management of companies, or v) creation, operation 
or management of trusts, companies or similar structures; and 
n) natural or legal persons providing services to companies and 
trusts (trust and company service providers) which by way of 
business provide any of the following services to third parties:
■	 forming	companies	or	other	legal	persons;
■		 acting	 as	 or	 arranging	 for	 another	 person	 to	 act	 as	 a	

director or secretary of a company, a partner of a partner-
ship, or a similar position in relation to other legal persons 
or arrangements;

■		 providing	 a	 registered	 office,	 business	 address,	 corre-
spondence or administrative address and any other related 
services for a company, a partnership or any other legal 
person or arrangement;
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3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes.  Article 17 of Law 4557/2018 stipulates that credit institu-
tions are prohibited from entering into or continuing a corre-
spondent banking relationship with a shell bank and shall not 
engage in or continue correspondent banking relationships with 
a bank that is known to permit its accounts to be used by a shell 
bank.

3.9 What is the criteria for reporting suspicious 
activity? 

Please see the answers to questions 3.4 and 3.5.  It should be 
noted that confirmation and verification of the identity of the 
customer and the beneficial owner shall take place prior to the 
conclusion of the business relationship or the execution of the 
transaction.  Such verification of the identity may be completed 
during the establishment of a business relationship, if necessary, 
so as not to interrupt the normal conduct of business and where 
there is little risk of money laundering or terrorist financing.  In 
such cases, said verification procedures are completed as soon 
as possible after the initial contact.  Moreover, the opening of 
an account with a credit institution or financial institution shall 
be allowed even before full compliance with customer due dili-
gence requirements is ensured, provided that there are adequate 
safeguards in place to ensure that transactions are not carried out 
by the customer or on its behalf.  In the case of life insurance, 
verification of the identity of the policy beneficiaries identified 
or designated shall be made at the time of payout.  Casinos oper-
ating on ships in Greece or flying the Greek flag are required to 
verify the identity of their customers upon their entry into the 
gambling venue.  If they keep records of earnings payments and 
nominal redemption of chips, those shall be kept for at least five 
years and shall be available to audits.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes, through the General Electronic Commercial Registry 
(GEMI) which keeps information on all legal forms of busi-
nesses in Greece.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes, it is. 

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Ownership of legal entities in the form of bearer shares is 
permitted.  However, for certain types of legal entities (such as 

accountants are given specific guidelines to report any trans-
action that causes any suspicion of being related to a criminal 
act (even if it is a simple or general suspicion without need for 
proof ) to the Hellenic FIU.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Cross-border transactions which take place within covered insti-
tutions (e.g. money remittances to or from bank institutions in 
Greece) are subject to the same anti-money laundering require-
ments as local transactions.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Law 4557/2018 outlines a complex set of diligence rules for the 
covered persons to follow, applicable to new clients, existing 
clients, high-risk individuals, politically exposed persons, 
transactions on new financial products, transactions executed 
without the client’s physical presence, etc. 

Rules of diligence apply when the covered institutions enter a 
business agreement with the client, when they process occasional 
transactions of more than €15,000, when there is suspicion that 
an offence has been committed or is about to be committed and 
when there is doubt about the accuracy of information obtained 
for the purposes of confirming and verifying the identity of the 
client or another person acting on behalf of the client. 

According to the rules of ordinary diligence, covered insti-
tutions must take the necessary action to verify the identity of 
the client and the identity of the beneficial owner in relation 
to the executed transaction, and to gather information on the 
economic background of the client in order to check whether a 
transaction is in accordance with this background, etc. 

The means that a financial institution uses to make the neces-
sary cross-references must be appropriate (according to the 
Law’s description) in order to identify the individuals, the trans-
action and the beneficiary owner.

As regards the beneficiary ownership, there is a description 
given by the Law (article 4, paragraph 16) and is generally the 
person in favour of whom the transaction is executed or the 
person in control of an entity or a group of entities (directly 
or indirectly) in favour of which the transaction is executed.  
The main purpose is to find who benefits eventually from the 
transaction.

Covered institutions must conduct risk-based analysis where 
a transaction is related to politically exposed persons (e.g., 
members of the government, members of parliament, heads 
of state, directors of central banks, ambassadors, high-ranking 
members of the judiciary).  Stricter rules of diligence also apply 
to transactions without the presence of the client, cross-border 
transactions, and transactions related to new financial prod-
ucts or with the use of new technology.  Covered institutions 
are obliged to take additional measures to avoid the execution 
of a suspicious transaction and if they cannot verify the basic 
elements of the transaction, they must abstain from executing it, 
especially where there is suspicion of a connection to organised 
crime and terrorism activities.
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The FATF performed an on-site visit to Greece between 30 
October to 16 November 2018.  Its report was published on 
3 September 2019 and analysed the level of compliance with 
the FATF 40 Recommendations and the level of effectiveness 
of Greece’s AML/CFT system.  As regards the overall level 
of compliance and effectiveness, FATF noted that Greece has 
implemented an AML/CFT system that is effective in several 
areas.  A substantial level of effectiveness has been achieved in 
the areas of understanding the ML/TF risks and the national 
co-ordination, collection and use of financial intelligence, inves-
tigation and prosecution of terrorist financing and the imple-
mentation of targeted financial sanctions related to prolifera-
tion.  In terms of technical compliance, the legal framework is 
particularly strong, with only some areas in need of significant 
improvement: measures related to preventing misuse of legal 
structures and the non-profit sector, correspondent banking 
and cash couriers.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Anti-money laundering legislation can be found at the Hellenic 
FIU’s website at: http://www.hellenic-fiu.gr/.

banking institutions, telecommunications companies, etc.), the 
law provides that ownership is permitted solely in the form of 
registered shares.  

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Such requirements are established in decisions issued by the 
competent Ministries.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Yes; for instance, Law 4557/2018 has specific provisions regu-
lating the operations of casinos. 

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Please refer to sections 2 and 3 above.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

Following Law 4557/2018, which transposed Directive 2015/849 
on the prevention of the use of the financial system for the 
purposes of money laundering or terrorist financing, Greece’s 
anti-money laundering efforts and tactics are in line with most 
European and international standards.
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■	 narcotics;
■	 worker	or	immigrant	smuggling;
■	 crimes	related	to	banking;
■	 crimes	related	to	the	capital	market;
■	 crimes	related	to	insurance;
■	 human	trafficking;
■	 illegal	firearms	trade;
■	 terrorism;
■	 burglary;
■	 embezzlement;
■	 fraud;
■	 money	counterfeiting;
■	 gambling;
■	 crimes	related	to	taxation;	and
■	 other	crimes	which	result	in	imprisonment	of	four	years	or	

longer.
As set forth above, tax evasion is recognised as a predicate 

offence for money laundering.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes, Law 8/2010 acknowledges extraterritorial jurisdiction 
if such foreign crime falls under one of the crimes set out in 
Article 2(1) (see question 1.2).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The Indonesian National Police and the AG have the authority 
to investigate money-laundering criminal offences (Article 2 of 
Law 8/2010).  The KPK, the National Anti-Narcotics Board, the 
Directorate General of Taxation and the Directorate General 
of Customs and Excise may also have the authority (under the 
respective laws) to be involved in the investigation process, 
depending on the type of criminal offence.  

Please see our response to question 1.1 for the authority to 
prosecute money-laundering offences at the national level.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Yes, Law 8/2010 provides that criminal liability for money laun-
dering applies to both corporate and natural persons.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

There are two government bodies that are authorised to pros-
ecute money laundering and predicate offences in Indonesia, 
namely the Attorney General of the Republic of Indonesia 
(“AG”), which prosecutes money laundering and predicate 
offence case files assigned by an investigator, and the Corruption 
Eradication Commission (“KPK”), which prosecutes money 
offences and predicate offence case files assigned by a KPK 
investigator.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

To establish money laundering as a criminal offence, prosecu-
tors and investigators must be able to prove the elements of 
offences set out under Articles 3, 4, or 5 of Law No.8 of 2010 
(“Law 8/2010”), namely: 
■	 any	 person	 who	 places,	 transfers,	 assigns,	 spends,	 pays,	

grants, deposits, takes overseas, changes the form of, 
exchanges with the currency or securities or other deeds 
over Assets which are recognised or which are reasonably 
suspected as being the result of a crime, as set forth in 
Article 2(1) in order to hide or to disguise the origin of the 
Assets (Article 3);

■	 any	person	who	hides	or	disguises	the	origin,	source,	loca-
tion, purpose, transfer of right or the true ownership of 
Assets that are known by him or of which are reasonably 
suspected as being the result of a crime, as set forth in 
Article 2(1) (Article 4); or

■	 any	person	who	accepts	or	who	takes	control	of	the	place-
ment, transfer, payment, grant, deposit, exchange of, 
or utilises Assets which are known by him or which are 
reasonably alleged as being the result of a crime, as set 
forth in Article 2(1) (Article 5(1)).

Article 2(1) of Law 8/2010 states that the proceeds of 
money-laundering offences shall be any assets obtained from 
predicate offences, including:
■	 corruption;
■	 bribery;
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■	 goods	which	have	been	 seized	due	 to	 civil	 suit	or	bank-
ruptcy, which may also be seized for a criminal case 
(Article 39 of the Criminal Procedural Code).

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, there have been cases where banks or their directors, 
officers or employees have been convicted of money-laundering 
offences. 

An example is the case of a Senior Relationship Manager of 
a prominent bank in Indonesia, who was convicted of laun-
dering approximately Rp17 billion and sentenced to eight years 
of imprisonment.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal offences may be settled between a victim and a 
suspected offender outside the judicial process, depending on 
the nature of the offence.  

In addition, if a case of an offence meets certain requirements 
under Head of Police Regulation No.6 of 2019 (e.g. the case is 
not causing public unrest or public rejection and there has been 
a statement from all parties involved to not object, and waive the 
right to sue before the law), it can be settled through the restora-
tive justice process instead of the judicial process. 

Please note that a money-laundering offence will be 
processed even without any report/complaint from the victim.  
Accordingly, these crimes can only be resolved through the judi-
cial process.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The Financial Services Authority (“OJK”), Indonesia’s Central 
Bank (“BI”) and the Indonesian Financial Transaction Reports 
and Analysis Centre (“PPATK”) are the main government 
authorities responsible for issuing and imposing anti-money 
laundering (“AML”) requirements to financial institutions or 
Financial Service Providers (“FSP”) and other businesses.

Financial institutions or FSP are required to have policies and 
procedures for the implementation of the AML and Prevention 
of Terrorism Financing programmes, which at least encompass:
■	 identification	and	verification	of	the	customer;	
■	 identification	and	verification	of	a	beneficial	owner;	
■	 termination	 of	 business	 relationship	 or	 rejection	 of	 a	

transaction; 
■	 sustainable	 management	 of	 money-laundering	 and/or	

terrorism-financing risks in relation to the customer, 
country, product and service, as well as delivery channels; 

■	 maintenance	of	accurate	data	in	relation	to	the	transaction,	
administration of the Customer Due Diligence (“CDD”) 
process, and administration of policies and procedures; 

■	 updating	and	monitoring;	

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Individuals (Article 3 of Law 8/2010)
An individual would be subject to a maximum penalty of 20 
years of imprisonment and a Rp10 billion fine.

Legal entities (Article 7 of Law 8/2010)
A legal entity would be subject to a maximum fine of Rp100 
billion and additional penalties, which may include:
■	 suspension	of	part	or	all	of	its	business	activities;
■	 revocation	of	its	business	licence;
■	 dissolution	and/or	banning;
■	 forfeiture	of	its	assets	to	the	state;	and/or
■	 take-over	by	the	state.

1.7 What is the statute of limitations for money 
laundering crimes?

Law 8/2020 is silent on the statute of limitations for money-laun-
dering crimes.  However, Article 78(1) of the Criminal Code 
provides a general statute of limitations, as follows:
■	 one	year,	for	all	misdemeanours	and	for	crimes	committed	

by means of the press;
■	 six	years,	for	the	crimes	that	are	punished	by	way	of	fines,	

custody or imprisonment of a maximum of three years;
■	 12	years,	for	all	crimes	that	are	punished	by	way	of	tempo-

rary imprisonment for more than three years; and
■	 18	years,	for	all	crimes	that	are	punished	by	way	of	capital	

punishment or life imprisonment.
Accordingly, as money-laundering crimes have a maximum 

penalty of 20 years of imprisonment, a 12-year statute of limita-
tion would apply.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

The enforcement of money-laundering offences can be 
conducted at the national and regional (i.e. provincial) levels.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

The courts are the only confiscation authorities in Indonesia.  
If a criminal conviction has not been rendered, the confisca-
tion of assets may only be carried out by the courts (either civil 
or criminal).

In general, property that is subject to confiscation consists of:
■	 goods	 or	 claims	 of	 the	 suspect	 or	 the	 accused	 of	which	

all or part are presumed to have been obtained from an 
offence or as the result of an offence;

■	 goods	that	have	been	directly	used	to	commit	an	offence	
or in preparation thereof;

■	 goods	used	to	obstruct	the	investigation	of	an	offence;
■	 goods	specially	made	and	intended	for	the	commission	of	

an offence;
■	 other	goods	which	have	a	direct	connection	to	the	offence	

committed; and
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■	 supervise	the	compliance	of	reporting	parties	(e.g.	finan-
cial institutions, banks, etc.); and

■	 analyse	or	examine	the	reports	and	information	on	finan-
cial transactions that indicate money-laundering crimes 
and/or their predicate crimes.

(See Article 40 of Law 8/2010.)

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no statute of limitations for enforcement actions.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Under Article 65 of OJK Reg 12/2017, failure to comply with the 
regulatory/administrative requirements of submitting a report 
to OJK and PPATK shall result in the imposition of administra-
tive sanctions consisting of fines in the amount of:
■	 Rp100,000	 per	 day	 of	 delay	 per	 report	 and	 a	maximum	

of Rp10,000,000 for FSP such as commercial banks, 
sharia commercial banks, securities companies, insurance 
companies, sharia insurance companies, pension funds 
that are managed by financial institutions, infrastruc-
ture financing companies, Indonesian export financing 
companies, and investment managers; or 

■	 Rp50,000	 per	 day	 of	 delay	 per	 report	 and	 a	 maximum	
of Rp5,000,000 for FSP such as rural credit banks, rural 
sharia-financing banks, financing companies, insurance 
brokerage companies, pawnshop companies, and venture 
capital companies.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Article 66 of OJK Reg 12/2017 provides administrative penal-
ties, such as:
■	 reprimands	or	written	warnings;	
■	 fines,	such	as	the	obligation	to	pay	a	sum	of	money;	
■	 demotion	of	soundness	assessment	level;	
■	 limitation	of	certain	business	activities;	
■	 suspension	of	certain	business	activities;	
■	 for	 banks,	 termination	 of	 the	 management	 and	 further	

designating and appointing a temporary substitute until 
a general meeting of shareholders or a meeting of the 
members of the cooperative appoints a permanent substi-
tute approved by the OJK; and/or 

■	 inclusion	of	 the	members	of	 the	Board	of	Directors	and	
members of the Board of Commissioners, employees of 
PJK, and shareholders into the financial services sector 
blacklist.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Penalties for violations of anti-money laundering obligations 
include both administrative sanctions (under OJK Reg 12/2017) 
and criminal penalties (under Law 8/2010).

Please see our responses to questions 1.6, 2.8 and 2.9.

■	 reporting	 to	 the	 senior	 officer,	 Board	 of	 Directors	 and	
Board of Commissioners relating to the application of 
policies and procedures for the implementation of AML 
and Prevention of Terrorism Financing programmes; and 

■	 reporting	to	PPATK.
(Article 13 of OJK Regulation No.12/POJK.01/2017 as 

amended by OJK Regulation No.23/POJK.01/2019 (“OJK Reg 
12/2017”)).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

There are no specific AML requirements imposed by self-regu-
latory organisations or professional associations.  However, we 
note that certain organisations require their members to comply 
with prevailing laws and regulations in Indonesia, which include 
the AML provisions .

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Self-regulatory organisations or professional associations must 
ensure that their members follow or implement AML require-
ments issued by the relevant authority (e.g. PPATK).  For 
example, PPATK has issued PPATK Regulation No.10 of 2017 
on the Implementation of Know-Your-Client Principle for 
Advocates, which provides compliance and enforcement regu-
lations for advocates.

Failure to comply with AML compliance and enforcement 
may be deemed a violation of the ethical code of the relevant 
profession.

2.4 Are there requirements only at national level? 

All requirements apply at both national and regional levels.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

OJK, Bank Indonesia (“BI”) and PPATK are the government 
institutions responsible for examining the compliance and 
enforcement of AML requirements.  

Other government agencies may also issue AML provisions 
for specific sectors, including:
■	 the	Ministry	of	Finance;
■	 the	Directorate	General	of	Domestic	Trade;	and
■	 the	 Commodity	 Futures	 Trading	 Regulatory	 Agency	

(“BAPPEBTI”) of the Ministry of Trade.
Generally, the criteria for examination are provided in the 

laws and regulations and are publicly available.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

PPATK is Indonesia’s FIU.  PPATK is an independent institu-
tion that was established to prevent and eradicate the practice of 
money laundering.  It establishes its own internal policies and 
has the function, among others, to:
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Under such regulation, a futures broker is obliged to implement 
AML measures, prevent terrorism-financing programmes and 
comply with reporting obligations to PPATK.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes, FSP must maintain and conduct anti-money laundering and 
terrorism financing eradication programmes.  Please see our 
response to question 2.1.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Under OJK Reg 12/2017, an FSP must submit reports on suspi-
cious financial transactions, reports on financial transactions in 
cash and other reports to PPATK as set out under Law 8/2010.

One of the criteria for a transaction that must be reported to 
PPATK is if there is a transaction in cash in the amount of at 
least Rp500,000,000 or its equivalent in another currency which 
is made in a single transaction or multiple transactions on busi-
ness days (Article 23(1) of Law 8/2010), except for: 
(a) any transaction made between the FSP and the govern-

ment and/or the central bank;
(b) transactions for payment of salaries and pensions; and
(c) other transactions stipulated by the Chairman of PPATK 

or upon the request of the FSP that has been agreed by the 
Chairman of PPATK.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

In addition to the requirements set out in our response to ques-
tion 3.4, an FSP must also submit a report to PPATK if there is a:
(a) suspicious financial transaction (please refer to our 

response to question 3.9); and/or
(b) cross-border transfer of funds (both from and to foreign 

countries).

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Yes, please see our response to question 3.5.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

An FSP must implement a CDD procedure when:
■	 engaging	 in	 a	 business	 relationship	 with	 a	 prospective	

customer;
■	 there	is	a	financial	transaction	using	IDR	currency	and/or	

foreign currencies with a minimum or equivalent value of 
Rp100 million;

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The process for the assessment and imposition of administrative 
sanctions for any violation of OJK Reg 12/2017 will be carried 
out by OJK.  

For administrative sanctions such as fines, the FSP is required 
to pay such fine to OJK’s bank account or by other payment 
method required by OJK no later than 30 days after OJK issues 
a Sanction Letter Administrative Fine (OJK Regulation No.4/
POJK.04/2014 as lastly amended by OJK Regulation No.26/
POJK.02/2018).  

Generally, upon the imposition of such administrative sanc-
tion, the relevant FSP would usually meet with OJK or PPATK 
officials to discuss any disagreements or objections to such 
imposition.  However, in practice it is unlikely that an entity will 
challenge a penalty/sanction assessment.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Government Regulation No.43 of 2015 and OJK Reg 12/2017 
specifically provide that the term “FSP” (or “financial institu-
tions”) covers: 
■	 FSP	 within	 the	 banking	 sector:	 commercial	 banks,	

including sharia commercial banks, rural credit banks, and 
rural sharia-financing banks as addressed under the laws 
and regulations on the banking sector;

■	 FSP	 within	 the	 capital	 market	 sector:	 securities	 compa-
nies, including underwriters, brokers, and/or investment 
managers, as well as commercial banks that operate custo-
dian functions; and

■	 FSP	within	the	non-bank	financial	industry	sector:	insur-
ance companies; sharia insurance companies; insurance 
brokerage companies; pension funds; financing compa-
nies; venture capital companies; infrastructure-financing 
companies; Indonesian export financing companies; 
pawnshops; micro financial companies; and the organ-
isers of money-lending services on the basis of informa-
tion technology as referred to under the laws and regula-
tions within the non-bank financial industry.

In addition, Government Regulation No.43 of 2015 also states 
that professionals, such as lawyers, notaries, land deed officials 
and accountants are subject to AML requirements.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

The cryptocurrency industry is under the supervision of 
BAPPEBTI.  

BAPPEBTI issued BAPPEBTI Regulation No.9 of 2017 in 
relation to AML compliance for futures brokers (pialang berjangka).  
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(c) a successful or a failed transaction using assets that are 
suspected of having originated from a criminal action; or

(d) a transaction that is specifically requested by PPATK to be 
reported by the reporting party because the transaction is 
believed to involve assets originating from a criminal action.

The submission of the report of suspicious financial transac-
tions above shall be performed as soon as possible, no later than 
3 days after the FSP knows the presence of elements of suspi-
cious financial transaction.  Law 8/2010 is silent on the excep-
tion for this reporting obligation. 

Any violation to this reporting obligation will be subject 
to administrative sanctions in the form of a: (i) warning; (ii) 
written warning; (iii) announcement to the public regarding the 
action and/or penalty; and/or (iv) fine.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

In general, the Ministry of Law and Human Rights (“MoLHR”) 
maintains general information or profile of a legal entity, namely 
its capital structure, shareholders and organs (“Company 
Profile”).  Such Company Profile, however, does not contain 
any information about beneficial ownership of such legal entity. 

To obtain this Company Profile, one can access the MoLHR 
website (http://ahu.go.id) and pay a fee (which constitutes 
non-tax state revenue) in the amount of: (i) Rp500,000 for a 
complete Company Profile; or (ii) Rp50,000 for the most recent 
Company Profile.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Article 8 of Law No.3 of 2011 provides that funds transfer orders 
(including to other financial institutions) should at least contain:
(a) the identity of the originator;
(b) the identity of the beneficiary;
(c) the amount and type of currency;
(d) the date of the funds transfer order; and 
(e) other required information set out under the laws and regu-

lations related to funds transfers (i.e. OJK Reg 12/2017). 
Under OJK Reg 12/2017, the above requirement does not 

apply to: (i) funds transfers using debit cards, ATM cards or 
credit cards; or (ii) funds transfers between FSPs and for the 
interest of such FSP.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Article 48 of Law No.40 of 2007 provides that a company’s shares 
must be issued under the names of the owners of such shares.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Legal entities in Indonesia are now required to declare the 
identity of beneficial owners and provide information on their 

■	 there	 is	a	Fund	Transfer	transaction	as	referred	to	under	
OJK Reg 12/2017;

■	 there	is	an	indication	of	suspicious	financial	transactions	
relating to money laundering and/or the financing of 
terrorism; or

■	 FSP	doubts	the	validity	of	information	that	is	provided	by	
a prospective customer, customer, proxy, and/or beneficial 
owner.

(Article 15 of OJK Reg 12/2017.)
In addition to the above, FSP must perform CDD on bene-

ficiaries of life insurance and other investment products related 
to insurance policies, soon after the beneficiary is identified or 
established (Article 37(1)).

An FSP must categorise prospective customers and customers 
based on their risk levels on the occurrence of money laundering 
and/or terrorism financing.  The classification of risk levels 
shall be performed based on an analysis which at least encom-
passes: (i) the identity of the customer; (ii) the business domicile, 
for corporate customers; (iii) the profile of the customer; (iv) 
the frequency of transactions; (v) the business activities of the 
customer; (vi) the ownership structure, for corporate customers; 
(vii) the product, service, and delivery channels that are used by 
the customer; and (viii) other information which may be used to 
measure the risk levels of the customer.

Simple CDD
FSP may implement simple CDD procedures on a prospec-
tive customer or transaction that has a low level of risk in rela-
tion to the occurrence of money laundering and/or financing of 
terrorism and satisfies certain criteria under Article 40.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes, an FSP is prohibited from carrying out business with a 
prospective customer and/or carrying out transactions with 
a walk-in customer if such prospective customer or walk-in 
customer is a shell bank or commercial or sharia commercial 
bank that allows its accounts to be used by a shell bank (see 
Article 42 of OJK Reg 12/2017).

In addition, a delivering bank that provides cross-border 
correspondent banking services must also refuse to engage 
and/or forward the cross-border correspondent banking rela-
tionship with a shell bank.  Further, such delivering bank must 
also ensure that the receiving bank and/or the intermediary 
bank does not allow its account to be used by a shell bank when 
conducting a business relationship in relation to cross-border 
correspondent banking.

3.9 What is the criteria for reporting suspicious 
activity? 

OJK Reg 12/2017 provides the criteria for reporting suspicious 
financial transactions as defined under Law 8/2010, as follows:
(a) transactions that deviate from the profile, characteristics 

or habit of the usual transaction pattern of the relevant 
customer (or service user);

(b) transactions that are reasonably suspected of being carried 
out for the purpose of avoiding the reporting requirement 
for the relevant transaction (which the reporting party is 
obligated to do in accordance with the provision under 
OJK Reg 12/2017);
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Indonesia, as a member of the Asia Pacific Group on Money 
Laundering (“APG”) and an observer country to the FATF, is 
under evaluation by the FATF.  

The last Mutual Evaluation follow-up Report in relation to 
the implementation of anti-money laundering and counter-ter-
rorist financing standards in Indonesia was undertaken in 2018 
(https://www.fatf-gafi.org/media/fatf/documents/reports/
mer-fsrb/APG-Mutual-Evaluation-Report-Indonesia.pdf).

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

At this stage, Indonesia does not have any integrated system on 
AML laws and regulations.  In order to locate such laws and 
regulations, one can access the relevant government institu-
tion’s website, such as the Secretariat of Cabinet of the Republic 
of Indonesia’s website (https://jdih.setkab.go.id/), the OJK 
website (https://ojk.go.id/id/Regulasi/Default.aspx), BI’s website 
(https://www.bi.go.id/id/peraturan/pencarian-peraturan/
Default.aspx) and PPATK’s website (http://jdih.ppatk.go.id/).

Please note that AML laws and regulations are generally not 
available in the English language.

beneficial ownership to prevent and eradicate money-laundering 
offences and criminal acts of terrorism financing as required 
under Presidential Regulation No.13 of 2018.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Please see our response to question 2.1. 
In addition, please note that any person carrying cash (both 

in Rupiah and/or foreign currencies) and/or other payment 
instruments (e.g. checks, travel checks, promissory notes) in the 
amount of at least Rp100,000,000 or its equivalent in another 
currency into or outside the Indonesian customs area must 
declare such cash and/or other payment instruments or notify 
the Directorate General of Customs and Excise of the same 
(Article 34 of Law 8/2010).

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

In 2019, the government of Indonesia, through cooperation at 
the regional level with the Financial Intelligence Units of all 
ASEAN countries, Australia and New Zealand, commenced 
assessment of the threat of transnational money laundering of 
funds sourced from criminal acts of corruption.  The mapping 
of threats to be identified consists of profiles, industry groups, 
economic sectors, types of corruption and country interactions.  
This threat level assessment is still ongoing.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

According to the FATF Mutual Evaluation in 2018, Indonesia 
was deemed Compliant for six and Largely Compliant for 29 
of the FATF 40 Recommendations.  It was deemed Highly 
Effective for zero and Substantially Effective for five of the 
Effectiveness & Technical Compliance ratings.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



105

Anti-Money Laundering 2020

Soemadipradja & Taher

Ardian Deny Sidharta (Deny) is a partner of S&T whose main areas of practice include energy, resources and infrastructure, environment and 
forestry, public-private partnerships (“PPPs”), general corporate and investment, and anti-corruption. 

Soemadipradja & Taher
Wisma GKBI, Level 9
Jl. Jend. Sudirman No.28
Jakarta, 10210
Indonesia

Tel: +62 21 574 0088
Email: deny_sidharta@soemath.com
URL: www.soemath.com

Erie H. Tobing (Erie) is a partner at S&T whose main areas of practice include bankruptcy and suspension of payment, maritime, banking & 
finance, construction, commercial transactions, general litigation, and alternative dispute resolution.

Soemadipradja & Taher
Wisma GKBI, Level 9
Jl. Jend. Sudirman No.28
Jakarta, 10210
Indonesia

Tel: +62 21 574 0088
Email: erie_tobing@soemath.com
URL: www.soemath.com

Established in 1991, Soemadipradja & Taher (“S&T”) is consistently ranked 
top tier among Indonesian law firms.  Our firm consists of 11 partners, 
three foreign counsels, one special counsel and 35 associates.
Through the collective expertise of our partners, counsels and lawyers, a 
wealth of experience representing corporate clients, and an ability to look 
beyond traditional approaches and think creatively, we assist national, 
foreign and multinational clients to achieve their business objectives in 
Indonesia.
As specialists in providing corporate legal services, we understand our 
clients’ businesses, industries and corporate goals, ensuring that we 
provide the most appropriate legal solutions adjusted to our clients’ needs, 
while applying the highest ethical and professional standards.

S&T has formed a strategic alliance with Allen & Gledhill of Singapore, 
and maintains relationships with a number of leading regional and inter-
national law firms, including Corrs Chambers Westgarth and Nagashima 
Ohno Tsunematsu.

www.soemath.com

Oene J. Marseille is a partner of the leading Singaporean law firm Allen & Gledhill (“A&G”) and is currently assigned to S&T as part of the 
strategic alliance between S&T and A&G.  His main practice areas are M&A and corporate and commercial transactions.

Soemadipradja & Taher
Wisma GKBI, Level 9
Jl. Jend. Sudirman No.28
Jakarta, 10210
Indonesia

Tel: +62 21 574 0088
Email: oene_marseille@soemath.com
URL: www.soemath.com

Aris Budi Prasetiyo is an international counsel at A&G who is currently assigned to S&T as part of the strategic alliance between S&T and 
A&G.  His areas of practice include M&A, general corporate and banking.

Soemadipradja & Taher
Wisma GKBI, Level 9
Jl. Jend. Sudirman No.28
Jakarta, 10210
Indonesia

Tel: +62 21 574 0088
Email: aris_prasetiyo@soemath.com
URL: www.soemath.com

© Published and reproduced with kind permission by Global Legal Group Ltd, London



Anti-Money Laundering 2020

Chapter 15106

Isle of M
an

Isle of Man

DQ Advocates Limited

Kathryn Sharman

Michael Nudd

Sinead O’Connor

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

There are provisions within POCA for enforcement of a confis-
cation order where the property in question is outside of the 
Island or there may be evidence of criminal conduct outside the 
Island.  There are also provisions for co-operation with external 
authorities who make requests for assistance.  As set out in ques-
tion 1.2, if the criminal conduct occurred outside of the Island, 
it is punishable if the criminal conduct would constitute an 
offence in the Island if it occurred there.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

It is the responsibility of the Economic Crime Unit to investi-
gate money laundering offences, which then in turn passes the 
information to the Attorney Generals Chambers for prosecu-
tion (as applicable).

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Section 221 of POCA states that where an offence under the 
Act is committed by a body corporate and it is proved that the 
offence: (a) was committed with the consent and connivance of 
an officer of the body; or (b) was attributable to neglect on the 
part of an officer of the body, the officer, as well as the body, 
shall be guilty of the offence.  

There is also corporate criminal liability under the Anti-
Money Laundering and Countering the Financing of Terrorism 
Code 2015 (as amended 2019) (the “Code”).  The Code is 
secondary legislation made under POCA which requires rele-
vant businesses to have anti-money laundering and countering 
the financing of terrorism procedures and controls in place.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The legal authority to prosecute money laundering at national 
level is the Proceeds of Crime Act 2008 (“POCA”).  It is very 
similar in content to the UK Proceeds of Crime Act and received 
Royal Assent on 21 October 2008.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

POCA states that money laundering is an act which: (a) consti-
tutes an offence under section 139, 140 or 141; (b) constitutes an 
attempt, conspiracy or incitement to commit an offence speci-
fied in paragraph (c); (c) constitutes aiding, abetting, counselling 
or procuring the commission of an offence specified in para-
graph (a); or (d) would constitute an offence under paragraphs 
(a), (b) or (c) if committed on the Island.  A section 139 offence 
is the offence of concealing, disguising, converting, transferring 
or removing criminal property from the Island.  A section 140 
offence is the offence of becoming concerned in an arrange-
ment which the person knows or suspects facilitates (by what-
ever means) the acquisition, retention, use or control of crim-
inal property by or on behalf of another person.  A section 141 
offence is the offence of acquiring, using or having possession 
of criminal property.  Property is criminal property if: (i) it 
constitutes a person’s benefit from criminal conduct or it repre-
sents such a benefit (in whole or in part and whether directly or 
indirectly); and (ii) the alleged offender knows or suspects that 
it constitutes or represents such a benefit.  Criminal conduct is 
conduct which: (a) constitutes an offence in the Island; or (b) 
would constitute an offence in the Island if it occurred there.

POCA does not specify which predicate offences are included 
but as the predecessor legislation extended to all crimes, POCA 
would apply to any crime which generated money to be laun-
dered.  This is inclusive of tax evasion.
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1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

The most recent significant conviction of money laundering in 
this context was in 2009, when directors of a trust and corpo-
rate service provider were convicted of money laundering and 
false accounting.  The Council of Europe body MONEYVAL, 
of which the Isle of Man is a member, said in its 2017 report that 
the Island had a modest rate of convictions and this was identi-
fied as a weakness in the Island’s AML/CFT regime.  It is antici-
pated, therefore, that authorities will seek opportunities to bring 
prosecutions where possible.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

In some circumstances, criminal actions can be resolved outside 
of the judicial process by way of settlement agreements; similar 
to the Deferred Prosecution Agreements introduced in the UK.  
Whilst the agreements are typically private agreements, any 
hearing of the Court to sanction/approve the agreement may be 
open to the public.

In addition to the criminal offence of Money Laundering, 
the Anti-Money Laundering and Countering the Financing of 
Terrorism (Civil Penalties) Regulations 2019 allow for the impo-
sition of a fine for money laundering or terrorist financing- 
related failings.  To date, an insurance company and a corporate 
service provider have been issued civil fines under the scheme.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Aside from the primary legislation (POCA, the Anti-Terrorism 
and Crime Act 2003 and the Terrorism and Other Crime 
(Financial Restrictions) Act 2014), the Code, as referred to in 
question 1.5, also imposes AML requirements on financial 
institutions and other businesses.  In addition, the Isle of Man 
Financial Services Authority (the “FSA”), which is the principal 
supervisor of financial institutions and designated non-financial 
businesses and professions (“DNFBPs”), has issued a compre-
hensive AML/CFT Handbook (the “Handbook”) which sets 
out how the provisions of the Code should be met. 

The Gambling Supervision Commission (the “GSC”) is the 
principal supervisor of the e-gaming and terrestrial gaming 
sector.  Whilst the primary legislation applies equally to the 
gambling sector, there is a gaming-specific version of the Code 
and also a separate AML/CFT Handbook issued by the GSC.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

It is likely that the professional associations in the account-
ancy sector have anti-money laundering requirements which are 

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

A person guilty of an offence as set out in question 1.2 above 
is liable on summary conviction to custody for a term not 
exceeding 12 months, or to a fine not exceeding £5,000, or 
both; or on conviction on information, to custody for a term not 
exceeding 14 years, or to a fine or both.

1.7 What is the statute of limitations for money 
laundering crimes?

There is no prescribed statute of limitations in respect of crim-
inal conduct which can give rise to criminal property.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement is only at national level.  There are no states or 
provinces in the Isle of Man.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

POCA provides for recovery orders, property freezing orders, 
interim receiving orders, recovery of cash, confiscation orders 
and restraint orders.

Proceedings for a recovery order may be taken by the Attorney 
General in the High Court against any person who the Attorney 
General thinks holds recoverable property.  There are extensive 
provisions in POCA as to what is and is not recoverable property 
but it is, in essence, property obtained through unlawful conduct.  

Where the Attorney General may take proceedings for a 
recovery order in the High Court, the Attorney General may 
apply to the court for a property freezing order.  He may also 
apply for an interim receiving order.  

There are provisions for the seizure and detention of cash 
if a customs officer or police constable suspects that the cash 
is recoverable property or is intended for use by any person in 
unlawful conduct.  

The Court of General Gaol Delivery can make a confiscation 
order if it (a) decides that the defendant has a criminal lifestyle 
and has benefitted from his or her general criminal conduct, or 
(b) it decides that the defendant does not have a criminal lifestyle 
and has benefitted from his or her particular criminal conduct.  
POCA does contain provisions as to what constitutes a criminal 
lifestyle and what constitutes conduct and benefit.

The Court of General Gaol Delivery can make a restraint order, 
subject to a condition for such an order being in place, prohibiting 
any specified person from dealing with any realisable property held 
by that person.  Realisable property is itself defined in POCA.  

Conduct occurring in the Island is unlawful conduct if it is 
unlawful under the criminal law.  Conduct which occurs outside 
the Island and which would be unlawful under the criminal law 
of the particular country and unlawful under the criminal law of 
the Island is also unlawful conduct.  The court must decide on a 
balance of probabilities whether it is proved (a) that any matters 
alleged to constitute unlawful conduct have occurred, or (b) that 
any person intended to use any cash in unlawful conduct.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



108 Isle of Man

Anti-Money Laundering 2020

or to a fine or both.  The FSA has powers under the Financial 
Services (Civil Penalties) Regulations 2015 and the Anti-Money 
Laundering and Countering the Financing of Terrorism (Civil 
Penalties) Regulations 2019 to levy a civil penalty.  Where there 
is a Level One issue (risk of loss), the FSA can fine the licence 
holder up to 5% of relevant income.  Where there is a Level Two 
issue (actual loss), the FSA can fine the licence holder up to 8% 
of relevant income.  The FSA has used its new civil powers in 
respect of two licence holders who were convicted of a breach of 
the Code.  The penalties levied by the courts for breach of the 
Code were in the region of £51,000 and £57,000.  The Financial 
Services Act 2008 gives the FSA a range of additional powers 
which could be used in the event of AML/CFT compliance fail-
ures, including not fit and proper directions, prohibitions and 
ultimately the revocation of a licence.  

The Gambling (Anti-Money Laundering and Countering the 
Financing of Terrorism) Act 2019 provides the GSC with similar 
powers to the FSA, including the ability to levy civil penalties.  
The 2019 Civil Regulations do not extend to the GSC.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The FSA and the GSC have a range of sanctions available to them 
including restriction of activities, licence conditions, directions, 
public statements, injunctions, warning notices, appointment of 
skilled persons, prohibitions and revocation of the licence.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

A breach of the Code would be criminal, as would any offence 
under the primary legislation.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

There is an appeal process set out in the Financial Services Act 
2008 in relation to decisions made by the FSA.  There is a Financial 
Services Tribunal which would hear any appeal.  Some measures 
taken by the FSA, for example, a warning notice, might not be 
made public but an appeal to the Tribunal would usually be in the 
public domain.  Similarly, there is a Gambling Appeals Tribunal 
which would hear any appeal under the Gambling (Anti-Money 
Laundering and Countering the Financing of Terrorism) Act 2019.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Schedule Four to POCA sets out which types of business qualify 
as a ‘business in the regulated sector’ for the purposes of POCA 

imposed on member firms in the Isle of Man.  As these require-
ments are UK-based and do not take account of Isle of Man 
AML/CFT legislation and regulation, compliance with the Isle 
of Man standards will normally ensure compliance with any 
UK-based standards.  Island members of such professional asso-
ciations would normally look to the FSA’s Handbook for the 
standards of conduct expected.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The FSA is the principal supervisor of all financial institutions 
and DNFBPs.  Although supervision through on-site visits of 
some of the DNFBPs has been delegated to the self-regulatory 
organisations or professional associations with which the FSA 
has a Memorandum of Understanding, the FSA remains respon-
sible for enforcement.

2.4 Are there requirements only at national level? 

Due to the size of the Isle of Man, there are only requirements 
at national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

The FSA is responsible for examination of compliance and 
enforcement of anti-money laundering requirements for finan-
cial institutions and DNFBPs.  The GSC is responsible for 
examination of compliance and enforcement of anti-money 
laundering requirements for gaming operators.  The FSA’s 
supervisory approach is normally publicly available.  That of the 
GSC does not appear to be publicly available.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

There is a Financial Intelligence Unit (the “FIU”) which is under 
the direction of a Board comprised of the Attorney General, 
the Chief Constable and the Collector of Customs & Excise.  
Financial institutions, DNFBPs and gaming operators are all 
required to report to the FIU via the online portal THEMIS.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no prescribed limitation upon which a competent 
authority must bring enforcement actions under legislation.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

A breach of the Code and its gaming equivalent carries a penalty 
of: (a) on summary conviction to custody for a term not exceeding 
12 months or to a fine not exceeding £5,000 or both; or (b) on 
conviction on information, to custody not exceeding two years 
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any business relationship which includes appropriate scrutiny 
of transactions, paying particular attention to suspicious and 
unusual activity.  Unusual activity is defined in the Code to 
include large transactions.  There is no definition or threshold 
for ‘large’, so each business would have to consider that in the 
context of their customer relationship.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

There is a requirement to report any suspicious transaction to 
the FIU.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Aside from the requirements of Notice 9011 set out in question 
3.4, Isle of Man financial institutions also have to comply with 
the US Foreign Account Tax Compliance Act and the Common 
Reporting Standard.  These require automatic exchange of infor-
mation on accounts and balances held by residents of various other 
jurisdictions.  Reporting by Isle of Man financial institutions is to 
the Isle of Man Income Tax Division which then exchanges the 
information with other tax authorities around the world.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

The customer due diligence requirements are set out in the Code.  
These broadly require: (a) the identification of the customer; (b) 
the verification of the identity of the customer using reliable, 
independent source documents; (c) the verification of the legal 
status of the customer using relevant information obtained from 
a reliable independent source; (d) the obtaining of information 
on the nature and intended purposes of the business relation-
ship; and (e) the taking of reasonable measures to establish the 
source of funds.  The FSA’s Handbook provides further guid-
ance on each of these areas.

Enhanced customer due diligence (“EDD”) must be obtained 
(a) where a customer poses a higher risk of ML/TF as assessed by 
the customer risk assessment, or (b) in the event of any unusual 
activity.  EDD is only required for a politically exposed person 
if there is a higher risk of ML/TF.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Paragraph 38 of the Code states that a business subject to the 
Code must not enter into or continue a business relationship 
or occasional transaction with a shell bank.  Such a business 
must also take adequate measures to ensure that it does not enter 
into or continue a business relationship or occasional transac-
tion with a respondent institution that permits its accounts to be 
used by a shell bank.

and the Code.  There is a wide range of businesses captured 
which includes the traditional financial services sector (banking, 
insurance, funds), as well as the gaming sector (online and 
terrestrial), estate agents, lawyers (when they undertake certain 
types of activities), accountants, corporate and trust service 
providers, pension providers, money transmission agents, tax 
advisers, charities, payroll agents and those businesses involved 
with virtual currency.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

As per the answer to question 3.1, businesses involved with 
virtual currency are deemed to be a business in the regu-
lated sector and have to comply with the Code.  The wording 
of Section Four of POCA is widely drawn and encompasses 
the business of issuing, transmitting, transferring, providing 
safe custody or storage of, administering, managing, lending, 
buying, selling, exchanging or otherwise trading or intermedi-
ating convertible virtual currencies including crypto currencies 
or similar concepts where the concept is accepted by persons as 
a means of payment for goods or services, a unit of account, a 
store of value or a commodity.  Any business which falls into 
this definition must register with the FSA as a DNFBP and is 
subject to the FSA’s supervision for compliance with the Code 
and the FSA’s AML/CFT Handbook.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Any business which qualifies as a ‘business in the regulated 
sector’ (see question 3.1 above) is required to comply with the 
Code.  Paragraph 30 of the Code requires such a business to 
maintain appropriate procedures for monitoring and testing 
compliance with the AML/CFT requirements, having regard 
to ensuring that: (a) the business has robust and documented 
arrangements for managing the risks identified by the busi-
ness risk assessment; (b) the operational performance of those 
arrangements is suitably monitored; and (c) prompt action is 
taken to remedy any deficiencies in arrangements.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

In accordance with the Customs & Excise Management Act 
1986, Customs & Excise issued Notice 9011 (the “Notice”) in 
November 2008.  The Notice states that if cash in excess of 
€10,000 is sent to or taken from, or is brought into or received in 
the Island, then the person carrying, sending or receiving it must 
make a declaration to Customs & Excise.  This applies to cash 
going to or coming from anywhere outside the Island and regard-
less of whether the cash is being carried by someone or is sent in 
the mail, by courier service or is contained in freight, a vehicle or 
a vessel.  Cash includes any banknotes or coins in any currency 
(including counterfeit), postal orders and cheques of any kind 
(including travellers’ cheques) but excluding cheques drawn on 
a British or Irish bank.  It also includes stored value cards, and 
other documents, devices, coins or tokens with a monetary value.   

Paragraph 13 of the Code requires a business in the regu-
lated sector to perform ongoing and effective monitoring of 
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3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

There is nothing additional for what is required under the 
primary legislation, the Code and associated guidance.  It 
is important, however, to note that the Island has a range of 
Sanctions Notices in place in accordance with United Nations 
measures and the EU financial and economic sanctions.  Isle 
of Man businesses are prohibited from doing business with any 
entity or individual named on a Sanctions Notice and must also 
be familiar with the conditions of doing business with sanc-
tioned countries.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

There are a number of other proposed changes including the 
proposed Regulations referred to in question 2.8, changes 
to certain parts of the primary legislation and changes to the 
Designated Businesses (Registration and Oversight) Act 2015.  
There is also a separate Code being consulted on for not-for-
profit organisations.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

MONEYVAL published a 2nd Enhanced Follow up report on 
the Isle of Man in July 2019.  It detailed that there has been 
progress made in addressing the technical compliance defi-
ciencies identified in the 5th Mutual Evaluation Report.  Some 
Recommendations ratings have been regraded to a high standard 
of compliance, which is incredibly positive and shows that the 
Isle of Man is becoming more compliant.  However, not all defi-
ciencies have been addressed and the Isle of Man is encouraged 
to continue its efforts to address such deficiencies.  Currently, 
the Isle of Man remains in the enhanced follow-up process and 
is due to report back to MONEYVAL in 2020. 

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Please see question 4.2.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

A good summary is set out in Part 7 of the FSA’s Handbook.  
This is available on the FSA’s website and is in English.  The 
Handbook contains a copy of the Code.  Primary legislation is 
available from the Attorney General’s Chambers website and it 
is also in English.

3.9 What is the criteria for reporting suspicious 
activity? 

Section 142 of POCA creates the failure to disclose an offence 
on the basis of four conditions being present.  These are, in 
summary: (1) there is knowledge or suspicion or reasonable 
grounds for knowing or suspecting that another is engaged in 
money laundering; (2) that knowledge or suspicion or reason-
able grounds came from business in the regulated sector; (3) the 
identity of the person mentioned in (1) or the whereabouts of the 
laundered property is known or there is information that may 
assist in that regard; and (4) a disclosure is not made to the FIU.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Under the Beneficial Ownership Act 2017, there is a central 
register of beneficial owners of Isle of Man companies.  This 
is, however, a private register and is only available to certain 
authorities via formal requests.  It is not accessible by Isle of Man 
financial institutions other than to enter their own information.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

The Island has implemented the EU Directive in relation to 
wire transfers through an Order and Regulations.  In accord-
ance with the Directive, the ordering financial institution has to 
ensure that all wire transfers carry specified information about 
the originator (Payer), who gives the instruction for the payment 
to be made, and the Payee, who receives the payment.  The core 
requirement is that the Payer information consists of name, 
address, account number, official personal document number, 
customer identification number or date and place of birth, 
and that the Payee information consists of name and account 
number.  There are also requirements imposed on any interme-
diary payment service providers.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The Companies (Prohibition of Bearer Shares) Act 2011 provides 
that bearer shares are not permitted as a form of ownership of 
legal entities and under the AML/CFT requirements, the exist-
ence of bearer shares in a non-Isle of Man incorporated entity 
should be considered as a risk factor.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

As per question 3.1, there is a wide range of businesses which 
have to comply with the Code.  These include DNFBPs and so 
there are no other categories of business which have additional 
AML requirements.
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agency supervising the applicable industry area (e.g. Financial 
Services Agency for the bank industry) are both responsible for 
making investigations and for imposing administrative penal-
ties.  Furthermore, if the NPA judges that a criminal sanction 
is appropriate, it will ask the prosecutors to prosecute the case.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

There is corporate criminal liability.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Five years’ imprisonment and a 10 million yen fine.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations is five years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Yes, enforcement is only at national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Yes.  The court administers forfeiture procedures.
All property that falls under any of the following (“Criminal 

Proceeds, Etc.”) may be confiscated:
(i) instrumentalities of predicate offence or money laundering 

or proceeds of crime, including remuneration for crime 
(“Criminal Proceeds”);

(ii) property that is acquired in exchange for Criminal 
Proceeds; or

(iii) property of corresponding value of Criminal Proceeds in 
cases where the Criminal Proceeds are commingled with 
other property.

There is neither “non-criminal confiscation” nor “civil 
forfeiture”.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Money laundering is criminalised by Article 10 of the Act on 
Punishment of Organized Crimes and by other related acts.  
The authority to prosecute money laundering belongs to the 
prosecutors.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

The elements for the offence of money laundering are:
(1) disguising facts pertaining to the sources, acquisition, or 

disposition of “Criminal Proceeds, Etc.” (see question 1.9);
(2) hiding of Criminal Proceeds, Etc.; or
(3) (i) acquiring shares or ownership of an entity to control 

such entity using Criminal Proceeds, Etc., and (ii) 
executing such shares or ownership to appoint or remove 
any director or other management member, or to change 
representative director or similar officer.

Accomplices and accessories to such crimes are also 
punishable.

The predicate offences of criminal proceeds include a variety 
of crimes, including but not limited to all crimes which may 
result in four years’ (or more) imprisonment.

Yes, tax evasion crimes are predicate offences.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes, there is a provision of extraterritorial jurisdiction for 
the crime of money laundering (e.g. Article 12 of the Act on 
Punishment of Organized Crimes and Control of Crime 
Proceeds).  Yes, money laundering of the proceeds of foreign 
crime is subject to punishment in Japan.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

(i) The National Police Agency (“NPA”), and (ii) the government 
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2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Please see question 1.4 regarding the government agencies that 
are responsible for the examination for compliance and enforce-
ment of AML requirements.  There are some publicly avail-
able examination criteria.  For example, the Financial Services 
Agency has issued a guideline pertaining to AML/CTF meas-
ures to be taken by financial institutions.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, the Financial Intelligence Centre of the NPA (“FIC”) is the 
FIU in Japan.  The FIC publishes an annual report of the result 
of its analysis of money-laundering activities in Japan.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no statute of limitation for administrative enforcement 
actions.  For criminal actions, the statute of limitations is three 
years.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum penalty under the AML Act for individuals is 
imprisonment up to two years and a fine of up to three million 
yen.  The maximum penalty for a legal entity is a fine of up to 
300 million yen.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

It depends on the law regulating the business.  For example, 
banks could be sanctioned under the Banking Act for violation 
of applicable laws including the AML Act.  Possible sanctions 
include (i) cancellation of a licence, (ii) order for suspension of 
business, and (iii) order for rectification.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Penalties for violations can be both administrative/civil as well 
as subject to criminal sanctions.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

Process for assessment: administrative sanctions are imposed by 

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, but such cases are rare.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions regarding money laundering are resolved 
through judicial processes.

A reform of the Code of Criminal Procedure in 2018 has 
enabled a plea-bargain.  Records of judgment can be viewed at 
the court.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The “Act on Prevention of Transfer of Criminal Proceeds” 
(“AML Act”) is the basic law that provides for AML. 

Financial institutions and designated non-financial busi-
ness and professions (“DNFBPs”) are required to (i) conduct 
Customer Due Diligence (“CDD”) measures, (ii) maintain 
records of CDD information and of transactions with customers, 
(iii) file Suspicious Transaction Reports (“SAR”) where appli-
cable, and (iv) make sufficient efforts to implement internal 
control to combat money laundering; provided, however, that 
lawyers do not need to submit SARs.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Yes.  Self-regulatory organisations including those of financial 
institutions and DNFBPs generally set forth additional require-
ments.  For example, the Japan Federation of Bar Associations 
implements a rule on AML measures to be taken by lawyers.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, they are.

2.4 Are there requirements only at national level? 

Yes.  There are no AML requirements imposed at the local 
government level.  Please note, however, that some local govern-
ments, including prefectures, demand business entities not to 
transact with criminal organisations and the like (or in other 
words, “antisocial forces”).
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(6) monitoring of CDD records and transaction information 
to detect suspicious activities;

(7) taking measures to ensure that competent and appropriate 
staff members are hired or allocated;

(8) conducting audits;
(9) implementing measures to keep the records of customers 

up to date; and
(10) implementing AML measures equivalent to those required 

under Japanese law at its overseas subsidiaries and 
branches.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

There is a seven-year record-keeping requirement for “customer 
verification records” and for “transaction records”.  There are 
some exemptions to this requirement for transaction records, 
including an exemption for transactions pertaining to the 
transfer of property with a value equal to or less than 10,000 yen.

For reporting of large currency transactions, casinos will be 
subject to a large currency report, but other businesses are basi-
cally not subject to such report.  

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

For reporting of cross-border payment transactions, please see 
question 3.6.  

In addition to such reporting, financial institutions need to 
submit various reports pursuant to the Foreign Exchange and 
Foreign Trade Act.  For example:
■	 Article	55-3	and	55-4	provide	for	reports	for	capital	trans-

actions and the like; and
■	 Article	 55-7	 provides	 for	 reports	 on	 foreign	 exchange	

operations.
However, most of these reports may be submitted by a finan-

cial institution, in aggregate form, on a monthly, quarterly or 
annual basis depending on the type of report.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

For cross-border funds transfer in the amount exceeding 1 
million yen (or equivalent in other currencies), the relevant 
financial institution must submit a “Statement of Overseas Wire 
Transfer” (Article 4 of the Act on Submission of Statement 
of Overseas Wire Transfers for Purpose of Securing Proper 
Domestic Taxation).

For cross-border payments or set-offs in the amount exceeding 
30 million yen, the resident in Japan, that is, either the payor or 
the payee, needs to submit a payment report to the government 
(Article 55 of the Foreign Exchange and Foreign Trade Act).  
Please note that if the payment is made through an office or 
branch in Japan of a bank or fund transfer business, such report 
will be submitted through such financial institution.

supervising authorities with prior notice and hearing, but fines 
cannot be imposed.

Process of collection of sanctions: no fine as an administra-
tive sanction.

Process of appeal of administrative decisions: one may file a 
request to review the administrative decision to the supervising 
authority itself under Article 6 of the Administrative Complaint 
Review Act.  If the supervising authority does not change the 
decision, a lawsuit may then be filed to cancel such administra-
tive decision under Article 8 of the same act.
a) Not all administrative decisions are made public.
b) This is very rare but has happened.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Financial institutions including banks, securities companies, 
insurance companies, lending businesses, fund transfer busi-
nesses, credit card issuing companies, and finance lease compa-
nies, among others, are subject to AML regulations, as well as 
DNFBPs including lawyers, accountants, real estate brokers, 
jewellery dealers, company service providers and such.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Cryptocurrency exchanges are subject to AML requirements 
as “crypto asset exchanges”.  Transactions as “crypto asset 
exchanges” are subject to AML requirements, just as are other 
obliged entities.  Please note that cryptocurrency exchanges 
registered in Japan basically do not interpret themselves as money 
transmitters in relation to Japanese law, and therefore they basi-
cally judge that Japanese AML regulations on wire transfer and 
money transmitters are not applicable to themselves.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes, compliance programmes are required (e.g. Article 11 of the 
AML Act, Article 348(3)(iv), etc. of the Companies Act, Article 
12-2 of the Banking Act).

The compliance programme is expected to include the 
following items, among others:
(1) training of its officers and employees;
(2) establishment of internal rules to ensure compliance with 

applicable laws and regulations;
(3) appointment of an officer who will be responsible for 

ensuring compliance with AML regulations (of Japan);
(4) requiring consent of the officer referred to in (3) for high-

risk transactions;
(5) analysing money-laundering risks and making reports on 

such analysis, and updating such reports;
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3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Establishment of a shell bank is not permitted in Japan.  Also, 
banks and fund transfer businesses licensed or registered in 
Japan are required to make investigations as to whether the 
financial institution that it will enter into a correspondent agree-
ment with is a shell bank or not (Article 9 of the AML Act).

3.9 What is the criteria for reporting suspicious activity? 

There are basically two types of transactions that are subject 
to the submission of SARs.  The first is transactions where 
the funds that the relevant financial institution or the DNFBP 
receives from the customer is suspected to be Criminal Proceeds, 
Etc.  The other is transactions where the customer is suspected 
to be engaging in money laundering.  Also, government agencies 
supervising each type of Obliged Entity usually issue examples 
of transactions that would require the filing of SARs.

Lawyers, accountants and similar professions are exempted 
from submitting SARs.  They may submit SARs when they deem 
it necessary, but they are not obliged to do so under Japanese law.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Japanese legal entities are registered in the commercial registry 
administered by the government.  However, the names of share-
holders and the beneficial owner are not to be registered in the 
commercial registry.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes, for both questions (Article 10 of the AML Act).  Please 

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

1. Normal CDD
In conducting transactions designated by the AML Act as 
subject to customer verification (or “Designated Transactions”), 
obliged entities need to verify the following matters in the 
following methods.

Matters to be Verified Verification Method
Identification	of	Customers	
(*)

Need	to	be	verified	using	ID	
documents.  
The	verification	methods	
include, among others: (1) 
having the customer present 
photo-ID documentation;
(2) having the customer send 
two kinds of ID documen-
tation and send untransfer-
able registered mail to the 
address of the customer on 
the	ID	document	verified;	
and (3) eKYC, which was 
made available after the 2018 
amendment of the AML Act 
Cabinet Ordinance.
The	rules	for	the	verification	
methods are very complex.

Authority as Agent Verification	using	records	
of commercial registry and 
such.

Purpose of the Transaction Having the customer declare.
Occupation (for Individual)/
Business (for Legal Entity)

Having the customer declare.

Identification	of	its	
Representative, etc. (for 
Legal Entity and such)

Need	to	be	verified	using	ID	
documentation.

Identification	of	Beneficial	
Owner (for Legal Entity)

Having the customer declare.

* “Identification of Customers” means the name, address, and 
birth date for individual customers, and means the name and 
address of its main office for legal entity customers.

2. Enhanced CDD
In conducting transactions that fall under any of the following 
transactions, Enhanced CDD is required: 
(1) transactions where ID fraud is suspected, which has arisen 

from a Designated Transaction;
(2) transactions where ID theft is suspected, which has arisen 

from a Designated Transaction;
(3) Designated Transaction with Foreign PEPs, Etc.; or 
(4) Designated Transaction with a resident in a high-risk 

country (e.g. Iran or North Korea) or a Designated 
Transaction where funds are transferred to a high-risk 
country.

Matters to be Verified Verification Method
Identification	of	Customers Same as normal CDD.
Authority as Agent Same as normal CDD.
Purpose of the Transaction Same as normal CDD.
Occupation (for Individual)/
Business (for Legal Entity)

Same as normal CDD.

Identification	of	its	
Representative, etc. (for 
Legal Entity)

Same as normal CDD.

Identification	of	Beneficial	
Owner (for Legal Entity)

Verification	using	annual	
securities report, top 10 
shareholders’ list, etc.

Asset and Income (in 
Transferring Assets that 
Exceed 2 Million Yen)

Verification	by	financial	
statements, etc.
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4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

No proposal is being publicised at present.  However, after the 
FATF mutual evaluation report on Japan is publicised (see ques-
tion 4.3), we expect that some amendment to the AML Act will 
be enacted to implement changes recommended by FATF in 
such report.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

Yes, there are.
(1) Ongoing CDD measures are not required under the AML 

Act.  For financial institutions, there is a provision in the 
AML guideline demanding such measures, but there is no 
such guideline for most non-financial institutions.

(2) Transactions with “Domestic” Politically Exposed 
Persons are not high-risk transactions.  For other matters, 
please see here: https://nakasaki-law.com/wp-content/ 
uploads/2020/03/Japan-AML-CFT-and-FATF-
recommendations.pdf.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes.  The report for the 2008 review can be found at http://
www.fatf-gafi.org/documents/documents/mutualevaluation-
ofjapan.html.  The report for the mutual evaluation conducted 
in 2019 is expected to be publicised after the discussion at the 
FATF plenary, which is expected to be held in June 2020.  This 
may be prolonged due to the coronavirus pandemic.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Laws, regulations and guidance can be found on the government 
website of Japan: https://elaws.e-gov.go.jp/search/elawsSearch/
elaws_search/lsg0100/.

The English translation of Japanese laws in general can be 
found on the below website of the government.  However, some 
laws or their most current versions are not yet translated – see: 
http://www.japaneselawtranslation.go.jp/?re=02. 

The AML Act was on the above website, but has since been 
amended and is no longer available.

Translations of the AML Act and Enforcement Ordinance 
of the AML Act pre-amendment can be found at the below 
websites of the NPA: 
■	 https://www.npa.go.jp/laws/shokanhourei/hansyuu.pdf.
■	 https://www.npa.go.jp/sosikihanzai/jafic/en/hourei_e/

data/sekoukisoku2504.pdf.

note that this article will apply to bank wire transfers but will 
not likely apply to card transactions (e.g. through Visa and 
MasterCard), as described in the Interpretive Notes to FATF 
Recommendation 16.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Yes.  The provision in the Companies Act referring to bearer 
shares has been abolished, although stating the name of the 
holder on a share certificate is not obligatory (Article 216 of 
the Companies Act), thus bearer shares do exist and are not 
prohibited.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Basically, no.  However, there are some differences, for example 
in relation to casinos and the like.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

(1) In relation to the AML Act, the general rules for AML 
basically do not apply to lawyers; the rules of the Japan 
Federation of Bar Associations are applied instead.  This 
creates some difference, but it is not that significant. 

(2) In relation to the Foreign Exchange and Foreign Trade 
Act, banks and funds transfer businesses are required to 
conduct CDDs when providing cross-border wire transfer 
or other funds transfer services to its customers.

 Also, banks, securities companies, currency exchange 
businesses, and certain other types of financial insti-
tutions are obliged to conduct CDDs when providing 
services regarding certain cross-border capital transac-
tions, including but not limited to loans, acceptance of 
deposits, and currency exchange.  The CDD measures 
required under the Foreign Exchange and Foreign Trade 
Act are basically equivalent to the CDD measures required 
under the AML Act.

(3) Under tax-related laws, banks and securities companies 
are basically required to ask the ‘My Number’ (which is 
a social security and tax number given to each individual 
resident by the Japanese government) when opening an 
account.  Financial institutions will verify the My Number 
using the My Number Card held by such customer or by a 
copy thereof.  Please note that the My Numbers need to be 
held in strict confidentiality.
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the Foreigners Act); production or use of false identity papers or 
illegal use or transfer of authentic identity papers (Art. 85 of the 
Foreigners Act); all misdemeanours according to the Narcotics 
Act; tax fraud (Art. 140 of the Tax Act); and tax fraud and quali-
fied tax evasion with respect to value-added tax (Art. 88 f of the 
Value Added Tax Act).  Finally, an infraction pursuant to Art. 24 
of the Market Abuse Act (market manipulation) can be a pred-
icate offence.  Ordinary tax evasion is not a predicate offence. 

For a conviction pursuant to § 165 (3) StGB, the public pros-
ecutor’s office must prove that the perpetrator appropriated 
or took into safekeeping assets of a criminal organisation or 
a terrorist group on behalf of or in the interest of a criminal 
organisation or terrorist group.  Furthermore, it must prove that 
the perpetrator acted with intent (“dolus eventualis”).

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

The Liechtenstein Criminal Code is applicable and Liechtenstein 
law enforcement authorities are competent if either the predi-
cate offence (cf. § 64 (1) (9) StGB) or the punishable act consti-
tuting money laundering (i.e. the concealing, the management 
… cf. § 62 StGB) was committed in Liechtenstein.  In the latter 
case, it is irrelevant where the predicate offence was committed.  
Furthermore, it is noticeable that proceeds of foreign crimes 
which are not subject to the jurisdiction of Liechtenstein 
can be forfeited and confiscated if only the crime is punish-
able according to the law of the state in which the crime was 
committed (cf. § 65a StGB).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

In principle, the public prosecutor’s office is responsible for 
investigating and prosecuting money-laundering criminal 
offences.  The public prosecutor’s office may, however, instruct 
the police or the investigating judge to conduct measures of 
investigation (e.g. interrogations, assets transfer analysis, etc.).  
The police are also entitled to conduct measures by their own 
if they become aware of a suspicion that a criminal offence 
was committed.  If, however, the suspicion concerns a serious 
offence or an offence which raises particular public interest, the 
public prosecutor’s office has to be informed immediately.  In 
any event, the police must inform the public prosecutor’s office 
at the latest three months after the first investigation measure 
against a specific person was taken.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The crime of money laundering, like almost all other criminal 
offences (except some minor misdemeanours which are only 
prosecuted upon request by the injured private party), is prose-
cuted by the Liechtenstein public prosecutor’s office.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

The Liechtenstein Criminal Code (hereinafter: StGB) distin-
guishes between money laundering with respect to assets orig-
inating from a criminal offence (§ 165 (1) and (2) StGB) and 
money laundering with respect to assets belonging to a criminal 
organisation or a terrorist group (§ 165 (3) StGB).

For a conviction pursuant to § 165 (1) or (2) StGB, the public 
prosecutor’s office must prove that the perpetrator committed one 
of the punishable acts listed in § 165 (1) StGB (hiding, concealing 
the origin, providing false information in legal transactions with 
regard to the origin/true nature/ownership/location) or § 165 (2) 
StGB (appropriating, taking into safekeeping, investing, managing, 
converting, realising, transferring to a third party) with respect to 
assets originating from one of the predicate offences exhaustively 
enumerated in the law.  In this regard, the law explicitly provides 
that it is also possible to commit the crime of money laundering 
with respect to expenses saved by a tax offence.  Furthermore, the 
public prosecutor’s office must prove that the perpetrator acted 
with intent (“dolus eventualis”), meaning that the perpetrator at least 
seriously considered the assets to be possibly originating from a 
crime and accepted this fact.  If the predicate offence in question 
is tax fraud (Art. 140 of the Tax Act), “dolus eventualis” is not suffi-
cient within the scope of § 165 (2) StGB.  Instead, the public prose-
cutor’s office has to prove that the perpetrator knew that the assets 
concerned originate from tax fraud. 

According to Liechtenstein law, predicate offences are all 
offences with a minimum penalty of one year of imprisonment 
and the following misdemeanours: forgery of documents (§§ 
223 StGB); suppression of documents (§ 229 StGB); false testi-
mony before an administrative authority (§ 289 StGB); falsi-
fication of a piece of evidence (§ 293 StGB); suppression of a 
piece of evidence (§ 295 StGB); illegal residence (Art. 83 of the 
Foreigners Act); furtherance of illegal residence/entry (Art. 84 of 
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1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Liechtenstein has only two electoral districts, but no provinces.  
Therefore, there is only enforcement at national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

In Liechtenstein, there are no special forfeiture or confiscation 
authorities.  It is up to the Liechtenstein prosecutor’s office to 
ask the criminal court for a forfeiture or confiscation.

Any property used or intended to be used to commit an inten-
tional criminal offence, as well as all goods originating from 
committing an intentional criminal offence, can be confiscated 
if, at the time of the decision of the criminal court (first instance), 
the perpetrator is the sole owner (cf. § 19a StGB).  Furthermore, 
substitute values of such goods which are in the sole ownership 
of the perpetrator at the time of the decision of the criminal 
court (first instance) can be confiscated.

Furthermore, pursuant to § 20 (1) and (2) StGB, all assets 
received for committing a punishable act as well as all assets 
obtained through a punishable act, including their profits and 
substitute values, can be forfeited.  If the assets subject to forfei-
ture according to § 20 (1) and (2) StGB are no longer present or 
a forfeiture is impossible for other grounds, the criminal court 
may forfeit an amount of money equivalent to these assets (cf. § 
20 (3) StGB).  In addition, the criminal court may also forfeit 
the amount of money the perpetrator has saved in expenses by 
committing the punishable act. 

§ 20a StGB provides for certain exceptions in which a forfei-
ture is excluded despite the fact that the conditions according to 
§ 20 StGB are met.  In particular, forfeiture is excluded when a 
third party who has acquired the concerned assets in return for 
payment without knowing about the punishable act is involved. 

Pursuant to § 20b StGB, it is also possible to forfeit assets 
which are under the control of a criminal organisation or a 
terrorist group or which have been provided or collected for 
the financing of terrorism (so-called “extended forfeiture”).  If 
a crime (any criminal offence with a maximum penalty of more 
than three years of imprisonment) has been committed, for 
which or by which assets have been obtained, any other assets 
obtained in a temporal connection with the crime committed are 
subject to forfeiture if there is reason to believe that they were 
derived from an unlawful act and if their lawful origin cannot be 
credibly shown.  If one of the following misdemeanours (money 
laundering, criminal association, terrorist offence or active/
passive bribery) has been committed in a continuous or repeated 
manner for which or by which assets have been obtained, any 
other assets obtained in a temporal connection with these acts 
shall also be subject to forfeiture if there is reason to believe that 
they were derived from further misdemeanours of this kind and 
if their lawful origin cannot be credibly shown. 

Finally, pursuant to § 26 StGB, all objects used by the perpe-
trator or intended by the perpetrator to be used to commit the 
punishable act and all objects obtained from the punishable act 
are subject to a deprivation order if these objects endanger the 
safety of persons, morality or the public order. 

A forfeiture (§ 20 StGB), an extended forfeiture (§ 20b StGB) 
or a deprivation (§ 26 StGB) is also possible if there has been 
no criminal conviction.  If the public prosecutor believes that 

1.5 Is there corporate criminal liability or only liability 
for natural persons?

The Liechtenstein Criminal Code provides in general for corpo-
rate criminal liability and not only with respect to specific crim-
inal offences.  The law distinguishes between underlying acts 
committed by managers and underlying acts committed by “ordi-
nary” employees.  According to § 74a (1) StGB, legal entities are 
liable for any misdemeanours and crimes committed unlawfully 
and culpably by managers in the performance of business activ-
ities and within the framework of the purpose of the legal entity 
(except if the managers are acting in enforcement of the laws).  
In contrast, according to § 74a (3) StGB, legal entities are only 
liable for misdemeanours and crimes committed unlawfully (but 
not necessarily culpably) by “ordinary” employees if the act was 
made possible or was significantly facilitated by the failure of the 
managing staff to take the necessary and responsible measures 
to prevent such misdemeanours or crimes.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The Liechtenstein Criminal Code provides for different penalties 
depending on the specific act of money laundering committed 
(active concealing of the proceeds of crimes according to § 165 
(1) StGB vs. commonplace activities such as a simple storage 
of the proceeds of crimes according to § 165 (2) StGB) and 
depending on the amount of assets laundered. 

If the crime of money laundering is committed with respect to 
an amount exceeding CHF 75,000, the penalty provided for by 
law for an individual is between one and 10 years of imprison-
ment irrespective of the specific act committed.  For legal enti-
ties, the maximum penalty in these circumstances is a mone-
tary penalty of CHF 1,950,000 (up to 130 daily penalty units of a 
maximum of CHF 15,000).  The same maximum penalties apply 
if the crime of money laundering was committed by a member 
of a criminal group that has been formed for the purpose of 
continued money laundering. 

If the amount of assets concerned by the crime of money 
laundering does not exceed the threshold of CHF 75,000 and 
the crime of money laundering was not committed by a member 
of a criminal group, the penalty is up to three years of imprison-
ment (active concealing of the proceeds of crimes), and respec-
tively, up to two years of imprisonment (commonplace activ-
ities such as a simple storage of the proceeds of the crimes) 
for individuals.  For legal entities, the maximum penalty is, in 
these circumstances, a monetary penalty of CHF 1,275,000 (up 
to 85 daily penalty units of a maximum of CHF 15,000), and 
respectively, CHF 1,050,000 (up to 70 daily penalty units of a 
maximum of CHF 15,000). 

1.7 What is the statute of limitations for money 
laundering crimes?

According to § 57 (3) StGB, the statute of limitations for money 
laundering crimes is in general five years.  In cases in which the 
threshold of CHF 75,000 is exceeded or the crime of money 
laundering was committed by a member of a criminal group, 
the statute of limitations is 10 years.  However, if, during the 
limitation period, the perpetrator commits another offence that 
arises from the same harmful inclination, the limitation period 
is prolonged until the limitation period has also expired for the 
second offence.
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provided for by the SPG in the Due Diligence Ordinance (here-
inafter: SPV).  Finally, the Liechtenstein Financial Market 
Authority and the Liechtenstein FIU have issued guidelines, 
communications and instructions with respect to anti-money 
laundering requirements.

For the details of these anti-money laundering requirements, 
please see the responses to section 3 (in particular question 3.1).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

The Liechtenstein Bankers Association has issued guidelines 
on due diligence obligations of banks in dealing with foreign 
correspondent banks and with regard to their customers’ tax 
compliance.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The Liechtenstein Chamber of Lawyers is the only professional 
association which is responsible for anti-money laundering 
compliance and enforcement against their members.  With 
respect to all other financial institutions and businesses subject 
to due diligence requirements, the Liechtenstein Financial 
Market Authority (hereinafter: FMA) is responsible for anti-
money laundering compliance and enforcement.

2.4 Are there requirements only at national level? 

As Liechtenstein is a small state, there are only requirements at 
national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

The FMA is responsible for compliance with and enforcement 
of anti-money laundering requirements (with the exception of 
lawyers, for which the Liechtenstein Chamber of Lawyers is 
solely competent).  The FMA, as well as the FIU (with respect 
to suspicious transaction reports), have issued guidelines which 
show how they construe the provisions of the SPG and the SPV 
in practice.  Furthermore, the FMA publishes an annual report 
about its activity, as well as a brochure called “FMA-Praxis” 
once a year, in which it informs about its own relevant decisions, 
relevant decisions of the FMA Complaints Commission, rele-
vant decisions of the administrative court and relevant decisions 
of the constitutional court in anonymised form.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, there is.  The Liechtenstein FIU is competent for analysing 
any suspicious transaction report received by a financial institu-
tion or other business subject to due diligence requirements.  In 
the event of a reasonable suspicion of money laundering, predi-
cate offences to money laundering, organised crime or terrorist 
financing, it has to file a report with the Liechtenstein public 

there are sufficient reasons to assume that the preconditions for 
forfeiture, extended forfeiture or deprivation are met and it is 
not possible to decide on this in criminal proceedings, the pros-
ecutor can submit a separate application for the issuing of such 
pecuniary order.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Based on the publicly available information, no convictions of 
banks or other regulated financial institutions have occurred.  
However, it is publicly known that a (former) vice director of 
a bank and other employees of banks, respectively, regulated 
financial institutions who have been convicted of other crimes 
such as fraud or embezzlement have also been convicted of laun-
dering the proceeds of their own crimes.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

The Liechtenstein Criminal Procedure Code (hereinafter: 
StPO) does not provide for the opportunity to conclude settle-
ments between the public prosecutor’s office and a perpetrator.  
Thus, in general, criminal actions are only resolved through 
the judicial process.  However, the public prosecutor’s office 
can, under certain circumstances, refrain from filing charges 
against a perpetrator even though it realises sufficient grounds 
of suspicion. 

According to §§ 22a ff StPO, the public prosecutor shall with-
draw from the prosecution of a punishable act if, in view of the 
payment of an amount of money, the performance of community 
service, the setting of a probation period or a victim-offender 
mediation, punishment does not seem advisable as a means to 
prevent the suspect from committing punishable acts or for 
counteracting the commission of punishable acts by others.  In 
addition, the withdrawal from prosecution requires that (i) the 
punishable act constitutes an offence explicitly listed in § 22a (2) 
StPO, (ii) the suspect’s level of culpability would not have to be 
considered grave, and (iii) the offence has not caused the death of 
a human being.  With respect to money laundering, a withdrawal 
from the prosecution according to §§ 22a ff StPO is only possible 
if the threshold of CHF 75,000 is not exceeded and the crime was 
not committed by a member of a criminal group.

Such withdrawals from the prosecution are not public.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

It is the Liechtenstein legislative authority (i.e. the Liechtenstein 
parliament called “Landtag” and the prince who must approve 
every law passed by parliament) who imposes anti-money laun-
dering requirements on financial institutions and other busi-
nesses.  It has done so by enacting the Due Diligence Act 
(hereinafter: SPG).  The Liechtenstein Government has spec-
ified some of the anti-money laundering requirements already 
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2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

The penalties are not only administrative.  All violations of 
requirements with respect to suspicious transaction reports 
constitute criminal misdemeanours or criminal infractions 
which fall in the competence of the criminal court.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

When imposing the penalties, the criminal court, respectively, 
the supervisory authorities, must take into account the principle 
of proportionality and the principle of efficiency.  Decisions of 
the criminal court can be appealed within 14 days to the court 
of appeal (the StPO applies).  Decisions of the FMA can be 
appealed within 14 days to the FMA Complaints Commission 
and afterwards to the administrative court.  Decisions of the 
Liechtenstein Chamber of Lawyers can only be appealed to 
the administrative court.  Final decisions by the FMA or the 
Liechtenstein Chamber of Lawyers, as well as final decisions 
by the criminal court, constitute executory titles which can be 
enforced. 

Pursuant to Liechtenstein law, not all decisions taken by 
the FMA (or the criminal court) are public.  The decisions of 
the FMA are only published in case of serious, systematic or 
repeated violations.  But even in this case, the FMA may refrain 
from publication or only publish the decisions in anonymised 
form, e.g., for reasons of proportionality.  Having said that, 
the FMA informs about its activities and decisions in annual 
reports and in brochures (“FMA-Praxis”) in anonymised form.  
Decisions of the criminal court are only made public if consid-
ered relevant by the courts.

Yes, it is publicly known that penalty decisions (at least of 
criminal courts) have been appealed by financial institutions.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The following persons are subject to due diligence (e.g. anti-
money laundering requirements):
■	 banks	and	investment	firms;
■	 e-money	businesses;
■	 undertakings	 for	 collective	 investment	 that	market	 their	

unit certificates or units;
■	 insurance	undertakings;
■	 the	 Liechtensteinische Post Aktiengesellschaft, insofar as it 

pursues activities beyond its postal service that must be 
reported to the FMA;

■	 exchange	offices	(including	Trustworthy	Technology	(TT)	
exchange service providers);

prosecutor’s office containing the analysis and any other addi-
tional relevant information.  The report to the Liechtenstein 
public prosecutor’s office may not contain any details about the 
source of the information or disclosure.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

With respect to penalties, the limitation period is three years.  
For all other supervisory measures, the law does not provide for 
an explicit limitation period.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum penalties for failure to comply with anti-money 
laundering requirements are six months of imprisonment or a 
monetary penalty of up to CHF 360,000 (up to 360 daily penalty 
units of a maximum of CHF 1,000), or a fine of up to CHF 
200,000 for administrative infractions which are prosecuted and 
judged by the FMA and not by the public prosecutor’s office and 
the criminal court.  In case of serious, repeated or systematic 
violations, the fine for administrative infractions can be raised 
up to CHF 5,000,000, or up to 10% of the annual total turn-
over (whichever amount is higher).  For some of the businesses 
subject to due diligence obligations, the maximum fine is CHF 
1,000,000, or double the amount gained through the administra-
tive infraction (whichever amount is higher). 

Subject to penalty are any failures with respect to suspicious 
transaction reports (i.e. violating the reporting requirement, 
carrying out suspicious transactions before filing the report or 
carrying out suspicious transactions without ensuring the paper 
trail, informing third parties about the suspicious transactions 
reports and not freezing assets in case of a suspicion of terrorist 
financing).  Furthermore, it constitutes a criminal infringe-
ment to either not provide the FIU with information requested 
according to the law, or to provide them with false information. 

Almost every intentional failure of anti-money laundering 
obligations provided for by the SPG constitutes an administra-
tive infraction (the list in the SPG is more than two pages long).

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The supervisory authorities may prohibit the commencement of 
new business relationships for a limited period of time and they 
may request the competent authority to undertake appropriate 
disciplinary measures.  Furthermore, in the event of repeated, 
systematic or serious violations, the supervising authorities 
may: (i) publicly disclose decisions against a financial institu-
tion or business subject to due diligence requirements (including 
the name of the infringer); (ii) temporarily prohibit the perfor-
mance of the activity it has authorised under special legislation; 
(iii) withdraw the licence it has granted under special legisla-
tion; or (iv) temporarily prohibit members of the executive body 
and other natural persons from performing the executive func-
tions it has authorised or taking up such functions yet to be 
authorised.
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The IT-based system used shall be suitable and in accordance 
with the technical possibilities.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

The persons subject to due diligence shall keep a record of 
compliance with the duties of due diligence and the reporting 
requirements as provided in the SPG. 

Such persons shall establish and maintain due diligence files.  
In these files, client-related documents, business correspond-
ence and vouchers are to be retained for 10 years from the end 
of the business relationship and/or from the execution of an 
occasional transaction, whereas transaction-related documents, 
business correspondence and vouchers shall be retained for 10 
years from conclusion of the transaction and/or from their issue.

There is no reporting requirement in relation to a threshold.  
However, any suspicion in relation to money laundering has to 
be reported immediately (see also the answer to question 3.9).

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No, see above the answer to question 3.4.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Yes, the cross-border transactions reporting requirements apply 
to all financial intermediaries operating across borders. 

Reporting has to be done in connection with legal and repu-
tational risks arising from cross-border business activities.  The 
FMA has to be informed in cases of substantial significance.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

When embarking upon a business relationship or concluding an 
occasional transaction, the person subject to due diligence shall 
establish the identity of the contracting party and verify that 
identity by consulting a supporting document (original or certi-
fied copy) relating to the contracting party and obtaining and 
recording the following details:
a)  for natural persons: last name; first name; date of birth; 

residential address; state of residence and nationality; and
b)  for legal entities: name or company type; legal form; 

address of registered office; state of domicile; date estab-
lished; place and date of entry in the Commercial Register, 
where applicable; and the names of the bodies or trustees 
acting formally on behalf of the legal entity in the relation-
ship with the person subject to due diligence.

With regard to business relationships and transactions with 
politically exposed persons, enhanced due diligence require-
ments have to be applied.

■	 insurance	brokers;
■	 payment	service	providers;
■	 asset	management	companies;
■	 service	profilers	for	legal	entities;
■	 casinos	and	providers	of	online	gaming;
■	 lawyers	and	law	firms	(insofar	as	they	provide	tax	advice	

or assist in the planning and execution of financial or real 
estate transactions);

■	 members	 of	 tax	 consultancy	 professions	 and	 external	
bookkeepers; 

■	 real	estate	agents;
■	 persons	 trading	 in	goods,	 insofar	 as	payment	 is	made	 in	

cash and the amount involved is CHF 10,000 or more, irre-
spective of whether the transaction is executed in a single 
operation or in several operations which appear connected;

■	 TT	 services	 providers	 who	 are	 subject	 to	 registration	
according to the Token and TT Service Provider Act;

■	 token	issuers	with	domicile	 in	Liechtenstein	who	are	not	
subject to registration according to the Token and TT 
Service Provider Act and who issue tokens in their own 
name or non-professionally in the name of their principal, 
insofar as they handle transactions above the amount of 
CHF 1,000; and

■	 operators	of	trading	platforms	for	virtual	currencies.
Such persons shall perform the following duties taking a risk-

based approach:
■	 identification	 and	 verification	 of	 the	 identity	 of	 the	

contracting party;
■	 identification	and	verification	of	the	identity	of	the	benefi-

cial owner;
■	 identification	and	verification	of	the	identity	of	the	recipient	

of distributions from legal entities established on a discre-
tionary basis and the beneficiary of life assurance policies 
and other insurances with investment-related objectives;

■	 establishment	of	a	business	profile;	and
■	 supervision	 of	 business	 relationships	 at	 a	 level	 that	 is	

commensurate with the risk.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

As stated above, TT services providers subject to registration 
according to the Token and TT Service Provider Act, token 
issuers with domicile in Liechtenstein who issue tokens in their 
own name or non-professionally in the name of their prin-
cipal, operators of trading platforms for virtual currencies and 
TT exchange service providers are, in principal, subject to due 
diligence.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

TT services providers who are subject to registration according 
to the Token and TT Service Provider Act are obliged to use 
IT-based systems to control the history of the virtual curren-
cies respective of the tokens in the TT-system with a risk-based 
approach.  All other financial institutions and designated busi-
nesses should use IT-based systems to supervise business rela-
tionships with a risk-based approach, if this is possible, and if 
the costs are in an adequate relation to the intended objectives.  
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3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

No – the financial institutions and other businesses that are 
subject to anti-money laundering requirements are mentioned 
under question 3.1.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

The SPG applies to various business sectors and, in particular, 
also applies to persons trading in goods (see question 3.1 above).  
However, there are no requirements in relation to free trade 
zones, because in Liechtenstein there are no free trade zones or 
other special geographic areas.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Different legislative changes to implement Directive (EU) 
2018/843 of the European Parliament and of the Council of 30 
May 2018 amending Directive (EU) 2015/849 on the preven-
tion of the use of the financial system for the purposes of money 
laundering or terrorist financing, and amending Directives 
2009/138/EC and 2013/36/EU, have been proposed by the 
Liechtenstein Government.  It is unclear when the Liechtenstein 
Parliament will discuss these proposals.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

According to the last evaluation report by Moneyval (dated 2 
April 2014), the legal framework as such is closely in line with 
the FATF recommendations.  However, the effective implemen-
tation was criticised.  In particular, the fact that there was only 
one conviction of money laundering in the period between 2007 
and 2014 was criticised. 

Following the release of this evaluation report, Liechtenstein 
has undertaken several changes in legislation to facilitate 
enforcement of the anti-money laundering regime.  In the 
period from 2014 to 2018, there have been 27 final convic-
tions of money laundering.  As the next evaluation by Moneyval 
will not take place before 2021, it is not clear how the different 
changes in legislation are assessed by independent organisations.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes, the last on-site visit by Moneyval was in June 2013.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Correspondent bank relationships with shell banks are prohib-
ited according to the SPG.

3.9 What is the criteria for reporting suspicious 
activity? 

Where suspicion of money laundering, a predicate offence to 
money laundering, organised crime, or terrorist financing exists, 
the persons subject to due diligence must immediately report to 
the FIU in writing.

The person subject to due diligence shall verify the plausi-
bility of each customer statement to the best of its ability.  If 
investigations reveal that the transactions or circumstances are 
implausible, this will trigger the reporting requirement.

The indicators of money laundering, organised crime and 
financing of terrorism are listed in Annex 3 of the SPV.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes, in Liechtenstein a commercial register exists, which is open 
to the public and constitutes conclusive evidence.  Moreover, on 1 
August 2019, a new law which provides for a register of the bene-
ficial owners of domestic legal entities entered into force.  The 
Office of Justice may provide information contained in the latter 
register to persons subject to due diligence upon their request.  
Other third parties have to show a legitimate interest in the field 
of combatting money laundering, predicated offences of money 
laundering and terrorist financing.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

The payment order contains the name, account number and 
address of the payer as well as the name and account number of 
the beneficiary.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

It is only permitted if a custodian has been appointed and the 
issued bearer shares are deposited with the custodian.  The 
custodian must be entered in the commercial register stating his 
function.  The custodian has to keep a register in which each 
bearer, who has to be identified by the custodian in accordance 
with the law (Art. 326c PGR), is entered.  The person entered 
into the register is considered as shareholder.  The result of the 
legal provisions is that the bearer is identified and documented 
in accordance with the rules of the due diligence legislation 
(SPG).
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4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The relevant anti-money launderings laws are publicly avail-
able on http://www.gesetze.li (only in German) or – alterna-
tively – on http://www.fma-li.li.  The FMA provides English 
translations of the most relevant laws.  They are, unfortunately, 
not always up to date.  The FMA also publishes its guidelines, 
instructions and communications on its website (a few of them 
in English). 

Criminal court decisions are available on http://www.gericht-
sentscheidungen.li (in German only).  The FMA publicly informs 
about its activity and its decisions in annual reports (available in 
English and in German) and “FMA-Praxis” brochures (available 
only in German).
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(a) any of the offences specified in the Second Schedule of the 
AMLATFA; 

(b) an attempt to commit any of those offences; or
(c) the abetment of any of those offences. 

In addition, the AMLATFA defines “foreign serious offence” 
as an offence:
(a) against the law of a foreign State stated in a certificate 

purporting to be issued by or on behalf of the government 
of that foreign State; and 

(b) that consists of or includes an act or activity which, if it 
had occurred in Malaysia, would have constituted a serious 
offence.  

Tax evasion
Tax evasion constitutes one of the offences under the Second 
Schedule of the AMLAFTA and is accordingly one of the pred-
icate offences for money laundering.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes.  Under the AMLATFA, any offence under the AMLATFA 
by, inter alia:
(a) any citizen or permanent resident in any place outside and 

beyond the limits of Malaysia; 
(b) any person against a citizen of Malaysia; or
(c) any person who after the commission of the offence is 

present in Malaysia, 
may be dealt with as if it had been committed at any place within 
Malaysia.

Money laundering of the proceeds of foreign crimes is punish-
able.  Please refer to the definition of foreign serious offences in 
question 1.2 above.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Depending on the nature of the crime, the investigation of offences 
under the AMLATFA may be conducted by various enforcement 
agencies including the Royal Malaysia Police or the competent 
authority appointed pursuant to the AMLATFA to implement the 
provisions of the AMLATFA, the Central Bank of Malaysia, Bank 
Negara Malaysia (“BNM”).  As the financial services regulator, 
BNM is empowered to investigate money laundering cases relating 
to the laws administered by BNM such as the Financial Services 
Act 2013 and the Islamic Financial Services Act 2013.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The Anti-Money Laundering, Anti-Terrorism Financing and 
Proceeds of Unlawful Activities Act 2001 (the “AMLATFA”) 
is the primary Malaysian statute dealing with anti-money laun-
dering and anti-terrorism financing.  The AMLATFA is federal 
legislation that has application throughout all the States and 
federal territories of Malaysia.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Offence of money laundering
Section 4 of the AMLATFA stipulates that any person who:
(a) engages, directly or indirectly, in a transaction that involves 

proceeds of an unlawful activity or instrumentalities of an 
offence;

(b) acquires, receives, possesses, disguises, transfers, converts, 
exchanges, carries, disposes of or uses proceeds of an 
unlawful activity or instrumentalities of an offence;

(c) removes from or brings into Malaysia proceeds of an 
unlawful activity or instrumentalities of an offence; or 

(d) conceals, disguises or impedes the establishment of the 
true nature, origin, location, movement, disposition, title 
of, rights with respect to, or ownership of, proceeds of an 
unlawful activity or instrumentalities of an offence,

commits a money laundering offence. 

Predicate offences
Generally, the terms “proceeds of an unlawful activity” and 
“instrumentalities of an offence” refer to proceeds or dealings 
derived or connected with “unlawful activity”. 

The term “unlawful activity” means:
(a) any activity which constitutes any serious offence or any 

foreign serious offence; or
(b) an activity which is of such nature, or occurs in such 

circumstances, that it results in or leads to the commission 
of any serious offence or any foreign serious offence,

regardless of whether such activity, wholly or partly, takes place 
within or outside Malaysia.

“Serious offences” mean:
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Where in respect of any property seized under the 
AMLATFA, there is no prosecution or conviction under section 
4 or a terrorism financing offence, the Public Prosecutor may, 
before the expiration of 12 months from the date of the seizure, 
or where there is a freezing order, 12 months from the date of 
the freezing, apply to a judge of the High Court for an order of 
forfeiture of that property if he is satisfied that such property is:
■	 the subject matter or evidence relating to the commission 

of such offence;
■	 terrorist property;
■	 the proceeds of an unlawful activity; or
■	 the instrumentalities of an offence.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

We have not identified any cases in which financial institutions 
or their directors, officers or employees have been convicted of 
money laundering under the AMLATFA, although we are aware 
that charges have been brought against former bank employees 
for money laundering. 

In 2015, BNM imposed an administrative fine of RM53.7 
million on AMMB Holdings Bhd (Ambank Group).  Whilst 
the exact reasons for the fine have not been disclosed, it was 
announced that the fine had been imposed as a result of 
non-compliance with anti-money laundering and counter-ter-
rorism financing obligations under the Financial Services Act 
2013 and the Islamic Financial Services Act 2013.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions are resolved through the judicial process.  
Malaysian judgments are publicly available online.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The principal anti-money laundering requirements are contained 
in the AMLATFA.  The AMLATFA makes it an offence for 
any person to engage in or abet the commission of money laun-
dering and terrorist financing, and seeks among other things, 
to implement measures for the prevention of money laundering 
and terrorism financing offences.  These measures include the 
imposition of obligations on reporting institutions (as described 
in the First Schedule of the AMLATFA) for reporting of trans-
actions exceeding a specified threshold, and suspicious transac-
tions, as well as customer due diligence.

The reporting institutions under the AMLATFA include, inter 
alia, banks and insurers as well as professionals such as advo-
cates and solicitors.

BNM as the competent authority appointed under the 
AMLATFA is empowered to issue to reporting institutions 
guidelines, circulars or notices to give full effect to or for 
carrying out the provisions of the AMLATFA.  In this regard, 

No prosecution for an offence under the AMLATFA may 
be instituted except with the written consent of the Attorney 
General of Malaysia in his capacity as Public Prosecutor.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Criminal liability in respect of offences under the AMLATFA 
extends to both corporates and natural persons.  By virtue of 
sections 2 and 3 of the Interpretation Acts 1948 and 1967, the 
term “person” under the AMLATFA includes a body of persons, 
corporate or unincorporated.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Different offences under the AMLATFA have different 
maximum penalties.  The maximum penalty for a money laun-
dering offence under section 4 of the AMLATFA is imprison-
ment for 15 years and a fine of not less than five times the sum 
or value of the proceeds of the unlawful activity or instrumen-
talities of the offence at the time the offence was committed or 
RM5 million, whichever is higher.

1.7 What is the statute of limitations for money 
laundering crimes?

There is no statutory time limit for prosecution of money laun-
dering offences under the AMLATFA.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

There are no parallel state or provincial criminal offences for 
money laundering.  Enforcement is only at national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

There is no separate forfeiture or confiscation regime apart from 
that set out under the AMLATFA in relation to money laun-
dering offences.

In any prosecution for a money laundering offence under 
section 4 of the AMLATFA or a terrorism financing offence, 
the court will make an order for the forfeiture of any property 
which is proved to be:
■	 the subject matter or evidence relating to the commission 

of such offence;
■	 terrorist property;
■	 the proceeds of an unlawful activity; or
■	 the instrumentalities of an offence,
where:
(i) the offence is proved against the accused; or 
(ii) the offence is not proved against the accused but the court 

is satisfied that:
(ia) the accused is not the true and lawful owner of such 

property; and
(ib) no other person is entitled to the property as a 

purchaser in good faith for valuable consideration.
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institution adopts and implements compliance programmes to 
guard against and detect any offence under the AMLAFTA.  
The policy documents and guidelines issued by BNM and 
supervisory authorities such as the Labuan Financial Services 
Authority and the Securities Commission are publicly available 
on their websites.  Please refer to question 2.1 above.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, the Financial Intelligence Unit (“FIU”), established within 
the Financial Intelligence and Enforcement Department in 
BNM, manages and provides comprehensive analysis of the 
financial intelligence received relating to money laundering and 
terrorism financing.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no statutory time limit for competent authorities to 
bring enforcement actions.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Under section 22 of the AMLATFA, the maximum penalty for 
failure by a reporting institution to ensure the reporting institu-
tion’s compliance with its obligations under Part IV (Reporting 
Obligations) of the AMLATFA is a fine not exceeding RM1 
million or imprisonment for a term not exceeding three years or 
both.  In the case of a continuing offence, there will be an addi-
tional fine not exceeding RM3,000 for each day or part thereof 
during which the offence continues to be committed.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

In minor cases of non-compliance, BNM or the relevant super-
visory authority may issue a warning letter to the relevant 
reporting institution.

Under the AMLATFA, BNM may, upon application to the 
court and satisfying the court that a reporting institution has 
failed without reasonable excuse to comply with any obligations 
under the AMLATFA, obtain an order against the officers or 
employees of that reporting institution on such terms as the 
court deems necessary to enforce compliance with such obliga-
tions.  Notwithstanding this, BNM may also direct or enter into 
an agreement with any reporting institution to implement any 
action plan to ensure compliance with its obligations under Part 
IV (Reporting Obligations) of the AMLATFA.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Yes, violations of anti-money laundering obligations are also 
subject to criminal sanctions including imprisonment and fines.

BNM has issued various guidelines to reporting institutions 
based on the industry sector including, inter alia:
(i) Anti-Money Laundering, Countering Financing of 

Terrorism and Targeted Financial Sanctions for Financial 
Institutions (AML/CFT and TFS for FIs) (“Policy 
Document for Financial Institutions”) applicable to 
financial institutions such as banks, insurers, money 
services businesses and issuers of designated payment 
instruments;

(ii) Anti-Money Laundering, Countering Financing of 
Terrorism and Targeted Financial Sanctions for Designated 
Non-Financial Businesses and Professions & Non-Bank 
Financial Institutions (AML/CFT and TFS for DNFBPs 
and NBFIs) (“Policy Document for Non-Financial 
Businesses, Institutions and Professions”) applicable 
to businesses and professions such as advocates and solici-
tors, casinos, accountants and company secretaries; and

(iii) The Anti-Money Laundering and Counter Financing of 
Terrorism (AML/CFT) – Digital Currencies (Sector 6) 
(“Policy Document for Digital Currencies”). 

Additionally, the Labuan Financial Services Authority has 
sectoral guidelines applicable to Labuan entities relating to 
sectors such as banking, insurance and takaful, trust company 
and capital market and other business sectors.  The Securities 
Commission has issued guidelines on prevention of money laun-
dering and terrorism financing for capital market intermediaries 
under its purview.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Yes, there are anti-money laundering requirements imposed 
by self-regulatory organisations and professional associations, 
including the Bar Council of Malaysia (advocates and solici-
tors practising in West Malaysia) and the Malaysia Institute of 
Accountants (professional accountants).

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Failure to comply with the circulars or guidelines issued by the 
relevant self-regulatory organisations or professional associa-
tions may result in disciplinary actions against the members.

2.4 Are there requirements only at national level? 

These requirements are only applicable at the national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

BNM, as the competent authority, as well as the relevant super-
visory authority of a reporting institution, is responsible for 
examination for compliance and enforcement of anti-money 
laundering requirements.  Under section 21 of the AMLATFA, 
the relevant supervisory authority of a reporting institution may, 
inter alia, examine and supervise reporting institutions, and regu-
late and verify, through regular examinations, that a reporting 
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record keeping, reporting institutions must declare their details 
to BNM in the form specified under the Policy Document for 
Digital Currencies.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes, under section 19 of the AMLATFA, a reporting insti-
tution is required to adopt, develop and implement internal 
programmes, policies, procedures and controls to guard 
against and detect any offence under the AMLAFTA.  The 
programmes must include the establishment of procedures to 
ensure high standards of integrity of its employees and a system 
to evaluate the personal, employment and financial history of 
employees, ongoing employee training programmes to instruct 
employees with regard to their responsibilities specified under 
the AMLATFA, the appointment of compliance officers, and an 
independent audit function to check for compliance with such 
programmes.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

A reporting institution must maintain any account, record, busi-
ness correspondence and document relating to an account, busi-
ness relationship, transaction or activity with a customer or any 
person as well as the results of any analysis undertaken, as the 
case may be, for a period of at least six years from the date the 
account is closed or the business relationship, transaction or 
activity is completed or terminated. 

A reporting institution must keep a record of any transaction 
involving the domestic currency or any foreign currency exceeding 
such amount as BNM may specify, and must report to BNM any 
transaction exceeding such amount as BNM may specify. 

Under a circular issued by BNM on 28 December 2018, the 
relevant threshold for making a cash threshold report (“CTR”) is 
RM25,000 and above in a day.  CTR obligations are imposed on 
banking institutions and licensed casinos.  Such reporting insti-
tutions are required to submit a CTR to BNM in respect of any 
cash transaction exceeding RM25,000 and above in a day.  This 
includes cash transactions involving physical currencies (domestic 
or foreign currency) and bearer negotiable instruments such as 
travellers’ cheques but bank drafts, cheques, electronic transfers 
or fixed deposit rollovers or renewals are excluded.  The require-
ments for making a CTR are applicable to single or multiple cash 
transactions within the relevant amount specified in a day, and 
where there are deposit and withdrawal transactions, the amounts 
must be aggregated and not offset against each other.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Apart from large cash transactions, reporting institutions must 
also file a Suspicious Transaction Report with the Financial 
Intelligence and Enforcement Department of BNM in respect 
of any transaction (attempted or proposed), regardless of the 
amount, where such transaction meets the criteria specified in 
question 3.9 below.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The process for assessment and collection of sanctions is 
dependent on the relevant competent authority or enforce-
ment agency.  Details of sanctions imposed are not always made 
publicly available – these could include, for example, supervi-
sory letters, reprimand/warning and administrative fines or 
penalties.  Generally, administrative decisions or sanctions 
may be challenged by way of judicial review of the High Court.  
However, this option is rarely pursued in practice.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Reporting institutions under the AMLATFA are subject to 
anti-money laundering requirements including record-keeping, 
customer due diligence and reporting of suspicious transactions.  
The full list of reporting institutions can be found in the First 
Schedule of the AMLATFA. 

These include, inter alia:
■	 activities carried out by a licensed bank, licensed invest-

ment bank, licensed insurer, approved financial adviser, 
approved insurance broker, approved issuer of designated 
payment instrument and approved money broker under 
the Financial Services Act 2013;

■	 activities carried out by a holder of a licence under the 
Capital Markets and Services Act 2007;

■	 activities carried out by an advocate and solicitor as defined 
in the Legal Profession Act 1967; and

■	 activities carried out by a member as defined in the 
Accountants Act 1967.

Please refer to question 2.1 above for a brief description of the 
obligations imposed on reporting institutions.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Under the First Schedule to the AMLATFA, a reporting institu-
tion includes any person who provides any or any combination 
of the following services:
■	 exchanging digital currency for money;
■	 exchanging money for digital currency; and/or
■	 exchanging one digital currency for another digital 

currency,
whether in the course of carrying on a digital currency exchange 
business or otherwise.

BNM has issued the Policy Document for Digital Currencies, 
which is applicable to such reporting institutions.  Apart from 
the usual reporting obligations applicable to all reporting insti-
tutions relating to, for example, customer due diligence and 
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■	 any transaction or property where any officer or employee 
of the reporting institution has reason to suspect that the 
transaction or property involved is related or linked to, is 
used or is intended to be used for or by, any terrorist act, 
terrorist, terrorist group, terrorist entity or person who 
finances terrorism.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes.  The Companies Commission of Malaysia (“CCM”) main-
tains a public registry of companies, businesses and Limited 
Liability Partnerships (“LLP”).  Reports containing infor-
mation such as a company’s profile, particulars of directors/
officers, particulars of share capital, particulars of shareholder 
and company charges are publicly available online for purchase. 

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes, under the Policy Document for Financial Institutions issued 
by BNM applicable to licensed banks, accurate originator infor-
mation pertaining to name, account number (or unique refer-
ence number if there is no account number) which permits trace-
ability of the transaction, and address (or in lieu of address, date 
and place of birth) and beneficiary information pertaining to 
name and account number (or unique reference number if there 
is no account number) which permits traceability of the transac-
tion, are required.  This applies to reporting institutions which 
are ordering institutions for message or payment instructions 
for all cross-border wire transfers involving an amount equiva-
lent to RM3,000 and above.  Insofar as domestic wire transfers 
are concerned, the information accompanying the wire transfer 
should include the originator information as indicated for cross-
border wire transfers (unless the information can be made avail-
able to the beneficiary institution and relevant authorities by 
other means). 

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No.  Under the Companies Act 2016, a company is prohibited 
from issuing bearer shares.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes.  BNM has issued the Policy Document for Non-Financial 
Businesses, Institutions and Professions to address the require-
ments for non-financial institution businesses.  There are specific 
CDD requirements to be complied with by the following non- 
financial institution businesses:
■	 licensed casinos;
■	 licensed gaming outlets;
■	 lawyers, accountants and company secretaries;

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Travellers entering or leaving Malaysia with cash and/or nego-
tiable bearer instruments (e.g. traveller’s cheques, bearer 
cheques) exceeding an amount equivalent to US$10,000 must 
make a declaration.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Under the Policy Document for Financial Institutions issued by 
BNM applicable to financial institutions (e.g. licensed banks), 
the customer due diligence (“CDD”) requirements to be under-
taken by reporting institutions include: 
■	 identifying the customer and verifying that customer’s 

identity using reliable, independent source documents, 
data or information;

■	 verifying that any person acting on behalf of the customer 
is so authorised, and identifying and verifying the identity 
of that person;

■	 identifying the beneficial owner and taking reasonable 
measures to verify the identity of the beneficial owner, 
using the relevant information or data obtained from a 
reliable source, such that the reporting institution is satis-
fied that it knows who the beneficial owner is; and

■	 understanding, and, where relevant, obtaining informa-
tion on, the purpose and intended nature of the business 
relationship.

Specific CDD measures are set out in the Policy Document 
for Financial Institutions in relation to documents and infor-
mation to be obtained in relation to, for example, an individual 
customer and beneficial owner, legal persons, legal arrange-
ments, and clubs, societies and charities.

Enhanced CDD is required to be performed where the money 
laundering/terrorism financing risk is assessed as higher risk; 
for example, upon determination that a customer or a beneficial 
owner is a foreign politically exposed person.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes, under the Policy Document for Financial Institutions 
issued by BNM applicable to licensed banks, reporting institu-
tions must not establish or have any business relationship with 
shell banks.

3.9 What is the criteria for reporting suspicious 
activity? 

A reporting institution must promptly report to BNM:
■	 any transaction where the identity of the person involved, 

the transaction itself or any other circumstances concerning 
that transaction gives any officer or employee of the 
reporting institution reasons to suspect that the transaction 
involves proceeds of an unlawful activity or instrumentali-
ties of an offence; or
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Under the 2018 Report and in light of Malaysia’s progress 
since the Mutual Evaluation Report was adopted, Malaysia’s 
technical compliance with the FATF Recommendations has 
been re-rated and Malaysia is generally rated as “partially 
compliant”, “compliant” and “largely compliant” in respect of 
the 40 FATF Recommendations.  The FATF has continued to 
place Malaysia in “enhanced follow-up” on the basis that it had 
a moderate level of effectiveness for 7 of the 11 effectiveness 
outcomes (FATF Procedures, para. 79(a)(iii)).  According to the 
enhanced follow-up process, Malaysia will continue to report 
back to the FATF on progress to strengthen its implementation 
of AML/CFT measures.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes, please see the response to question 4.2 above.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Yes, the materials are available in English.
The AMLATFA, sectoral policy documents issued by BNM 

and other circulars, guidance and technical notes can be 
accessed at BNM’s AML/CFT website: http://amlcft.bnm.gov.
my/AMLCFT07.html. 

■	 trust companies;
■	 dealers in precious metals or precious stones;
■	 registered estate agents; 
■	 moneylenders; and
■	 pawnbrokers,
as set out under paragraph 14A to 14H of the Policy Document 
for Non-Financial Businesses, Institutions and Professions.  

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

BNM has issued policy documents pertaining to various busi-
ness sectors.  Please see the response to question 2.1 above for 
the full list of the policy documents. 

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

We are not aware of any material reforms being proposed at this 
stage.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

A Mutual Evaluation Report dated September 2015 by the 
FATF is accessible here: http://www.fatf-gafi.org/media/
fatf/documents/reports/mer4/Mutual-Evaluation-Report-
Malaysia-2015.pdf, and the 3rd Enhanced Follow-up Report & 
Technical Compliance Re-Rating by the FATF dated October 
2018 is accessible here: http://www.fatf-gafi.org/media/fatf/
documents/reports/fur/FUR-Malaysia-2018.pdf. 
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Whereas the underlying criminal activity (predicate offence) 
from which funds originate is an essential element for prosecu-
tion, Article 2(2) PMLA specifically states that a person may still 
be convicted of ML in the absence of a judicial finding of guilt 
in respect of the underlying criminal activity.  Its existence may 
be established through circumstantial or other evidence without 
it being necessary for the prosecution to prove or specifically 
pinpoint the criminal activity.  A person can be accused of ML 
even though the predicate offence has not been established, as 
long as it can be proved beyond reasonable doubt that the source 
of such money or property was derived from criminal activity.  
The offender may be charged separately for the predicate offence.

As of 31 May 2005, and via Legal Notice 176 of 2005, Malta 
no longer has a restricted list of predicate offences.  All criminal 
offences are predicate offences.  Tipping off is also an offence.  
As a defence, the accused must prove that he did not know or 
did not suspect that the disclosure was likely to prejudice the 
investigation.  Tax evasion and all related tax crimes are also 
deemed to be predicate offences. 

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Article 9 PMLA refers to situations which involve proceeds 
found outside of Malta, and the powers of investigation by 
Maltese authorities in connection with offences cognisable by 
courts outside of Malta.  Article 10 PMLA deals with an extra-
territorial request to the AG for the temporary seizure of all 
or any of the moneys or property, movable or immovable, or a 
person charged or accused in proceedings before extraterritorial 
courts.  Conflicts arise in scenarios where the predicate offence 
is or is not a crime in that relative jurisdiction.

The FIAU also features in the context of cross-border 
cases.  It cooperates with similar foreign, national and suprana-
tional bodies, authorities and/or agencies in coordinating and 
exchanging information and in imposing administrative penal-
ties and/or implementing other measures.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The FIAU is the government agency established under the PMLA 
responsible for collecting, processing, analysing and disseminating 
information with the scope of preventing ML/FT and ensuring 
compliance with the relevant laws and regulations.  Upon receiving 
a report or tracking irregular activity, it must forward said report to 
the Commissioner of Police. 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Anti-money laundering and the combatting of financial 
terrorism (‘AML/CFT’) are principally regulated by the 
Prevention of Money Laundering Act (Chapter 373 of the 
Laws of Malta) (‘PMLA’) and its subsidiary legislation, the 
Prevention of Money Laundering and Funding of Terrorism 
Regulations (Subsidiary Legislation 373.01 of the Laws of 
Malta) (‘PMLFTR’), which have effectively transposed the 
Fourth AML Directive (Directive (EU) 2015/849 (‘4AMLD’) 
and, through recent amendments, the Fifth AML Directive 
(Directive (EU) 2018/843) (‘5AMLD’), into Maltese law.

The investigation and prosecution of money laundering and 
the funding of terrorism (‘ML/FT’) are regulated by Article 3 
PMLA, whereby every person charged with an offence shall be 
tried in the Criminal Court or before the Court of Magistrates as 
a court of criminal judicature in Malta or Gozo and as directed 
by the Attorney General (‘AG’).  As elaborated upon in question 
1.4 hereunder, the Financial Intelligence Analysis Unit (‘FIAU’) 
does not prosecute ML/FT, but aids in the process of prosecu-
tion as a result of its supervisory nature. 

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

For prosecution to succeed, there must be the conversion or 
transfer of property with the knowledge or suspicion that such 
property is derived, whether directly or indirectly, from crim-
inal activity, and this for the purpose of concealing or disguising 
the origin of the property or assisting those involved in crim-
inal activity.  The same applies to the proceeds of said property.  
The concealment or disguise of the true nature, source, loca-
tion, disposition, movement, rights with respect of, in or over, 
or ownership of property with the knowledge or suspicion that 
such property is derived, directly or indirectly, from criminal 
activity or from an act of participation in criminal activity also 
constitute ML.  Further to this, the acquisition, possession and 
use of said property and the retention of said property without a 
reasonable excuse is likewise an offence.  Any attempts at these 
actions as per Article 41 of the Criminal Code (Chapter 9 of the 
Laws of Malta) (‘CC’), or complicity in terms of Article 42 CC, 
are also defined as ML. 
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to Article 23 CC, i.e. the forfeiture of the corpus delicti (evidence of 
the crime), the court shall order the forfeiture of the proceeds in 
favour of the Government or of such property the value of which 
corresponds to the value of such proceeds (any economic advan-
tage), and any property in the possession or under the control 
of any person found guilty and deemed to be derived from the 
offence of ML.  The definition of ‘property’ includes movables or 
immovables, in or outside of Malta. 

Article 4 of the Confiscation Orders (Execution in the 
European Union) Regulations (Subsidiary Legislation 9.15 of 
the Laws of Malta) states that the AG is competent to receive 
confiscation orders issued in the issuing State and to transmit 
to the executing State his own confiscation orders as issued in 
Malta by a court of criminal jurisdiction.  When the AG receives 
a request by a judicial authority to be enforced in Malta made 
by a foreign court, an action is brought.  Following legal proce-
dures and a hearing, if enforcement of the order is obtained, 
then the property is confiscated by the Government.  The AG 
may issue the precautionary acts needed.  Confiscation can be 
an additional punishment to a fine and/or imprisonment, or it 
can occur via an order made by Malta or to Malta and subse-
quently enforced through a judgment given by the civil courts.  
The latter can occur without a criminal conviction and has more 
of a precautionary nature.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

No convictions against said institutions and individuals exist.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions are resolved through the courts.  There are 
instances where a lesser sentence of imprisonment is given in 
return for a larger fine.  In addition, the FIAU imposes admin-
istrative sanctions which are public.  In November 2019 a local 
bank appealed the administrative penalties it was given in May 
2018 by the FIAU via the Court of Appeal, only to have said 
penalties confirmed in the amount of €57,500.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The FIAU is responsible for imposing AML/CFT requirements 
on all ‘subject persons’ and is regulated under Part II PMLA.  
It has recently also become responsible for the Central Bank 
Account Registry, a centralised automated mechanism for Malta 
(which shall be regulated by the relative subsidiary legislation), 
and is now enabled to supervise the implementation and enforce-
ment of any future legislative provision on cash restrictions.  It 
has published the sector-specific Implementing Procedures 
Part I and Part II (‘IPI/IPII’) which must be adhered to by 
subject persons.  The IPI/IPII comprise an interpretive tool 
for the PMLA/PMLFTR while simultaneously assisting subject 

The investigative process is led by the Economic Crimes Unit 
within the Malta Police Force, more specifically the Money 
Laundering Unit.  It secures evidence and witnesses both inter-
nationally and nationally.  It is the police who proceed to pros-
ecute in court in conjunction with the AG’s office.  The AG 
directs how a person is to be charged with the relative offence 
after taking into consideration various factors, including the 
person’s age and the value of the property allegedly laundered.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Yes, corporate liability is included.  Article 3(2) PMLA states 
that when an offence is committed by a body or persons, whether 
corporate or unincorporate, every person who at the time of 
the commission of the offence had an executive or administra-
tive role shall be guilty of an offence unless he proves that the 
offence was committed without that person’s knowledge and 
that he exercised all due diligence to prevent the commission of 
the crime.  Article 3(4) PMLA specifically vests legal representa-
tion in the alleged offender, and where said legal representa-
tion no longer vests in that person, it shall lie with the replacing 
persons in his/her stead or other referred persons. 

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Article 3(1) PMLA establishes that the maximum punishment is 
a fine not exceeding €2,500,000 or imprisonment for a period 
not exceeding 18 years or both.  As for legal entities, there are 
three punishments: that given to the actual individual within the 
corporate body; the penalty given to the corporate body; and the 
subsequent forfeiture of proceeds of the corporate body by the 
Government.

Furthermore, non-compliance with the ML/FT procedures 
under the PMLFTR is punishable with administrative sanc-
tions reaching a maximum of a €50,000 fine and/or two years’ 
imprisonment.

1.7 What is the statute of limitations for money 
laundering crimes?

As the PMLA establishes a maximum penalty of 18 years’ impris-
onment for ML offences, the CC states that crimes liable to impris-
onment for a term of not less than 20 years are barred by the lapse 
of 15 years; whereas the PMLFTR awards two years’ imprison-
ment, and then these crimes are barred by the lapse of five years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement is at a national level as Malta is an island and has 
no provinces/states.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

The PMLA provides for the confiscation of property.  In addition 
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2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The FIAU can in these cases act without the need for a court 
hearing and judgment.  Under the PMLFTR, administrative 
failures are:
■	 non-compliance	with	procedures	to	prevent	ML/FT,	such	

as:
■	 failing	to	maintain/apply	procedures	for	CDD,	record-

keeping and reporting; and
■	 failing	 to	 establish	 internal	 control,	 risk	 assessment,	

risk management, compliance management and 
communications; 

■	 commission	of	an	offence	under	the	PMLFTR	by	corpo-
rate/unincorporated bodies and other associations of 
persons;

■	 false	 declaration/false	 representation	 by	 an	 applicant	 for	
business;

■	 failure	 to	 carry	 out	CDD	 (certain	 exemptions	 are	 appli-
cable to electronic money businesses);

■	 failure	to	carry	out	reporting	procedures	and	obligations;
■	 tipping	off;	and
■	 non-compliance	 with	 the	 IP,	 guidance	 and	 directives	

issued by the FIAU in terms of the PMLA and PMLFTR. 
Administrative penalties may not exceed €50,000.  There are a 

number of fines awarded in addition to imprisonment under the 
PMLA and these do not exceed €11,646.87.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The PMLFTR provides for reprimands in writing.  It can also 
give one-time fixed penalties and/or penalties on a daily cumu-
lative basis.  The minimum daily penalty levied is of €250.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Apart from the PMLA, the PMLFTR provide for criminal sanc-
tions, such as:
■	 non-compliance	with	procedures	(Regulation	4(5));
■	 a	false	declaration/false	representation	by	an	applicant	for	

business (Regulation 7(10)); and
■	 tipping	off	(Regulation	16(1)).

The first two categories above are subject to a fine not 
exceeding €50,000, whereas the third category is subject to a 
fine not exceeding €115,000, with each category being alter-
natively subject to imprisonment for a term not exceeding two 
years, or to both the relevant fine and imprisonment.  A disqual-
ification order can also be imposed on company officials for a 
specified period set by the courts, which may be a minimum of 
one year and a maximum of 15 years.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

When a sanction is imposed by the FIAU under the PMLFTR, the 

persons in designing systems for the prevention and detection of 
ML/FT.  Measures to be taken include customer due diligence 
(‘CDD’), mandatory risk procedures and the use of a risk-based 
approach, diligent recordkeeping and reporting procedures, and 
the provision of training to employees.  For further information, 
refer to question 3.1.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Reference is made to supervisory authorities which are deemed 
to be agents of the FIAU.  The FIAU on request or upon its own 
motion shall cooperate and exchange information with a super-
visory authority when this would assist in AML and CFT.  The 
Malta Financial Services Authority (‘MFSA’) conducts supervi-
sion amongst financial services licence holders and the Malta 
Gaming Authority does the same amongst licensed gaming 
operators.  The subject person is nonetheless always responsible 
for providing the information requested.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Supervisory bodies are limitedly responsible for compliance and 
enforcement as they monitor their members passing on informa-
tion to the FIAU, which then takes enforcement action.

2.4 Are there requirements only at national level? 

Currently, the requirements are only at a national level, as Malta is 
an island and has no states/provinces.  These comprise, predom-
inantly, the PMLA, the PMLFTR, the National Coordinating 
Committee on Combating ML/FT Regulations (Subsidiary 
Legislation 373.02 of the Laws of Malta) as well as the IPI/IPII.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Supervisory bodies aid the FIAU with compliance and moni-
toring in specific areas and professions.  The FIAU then 
enforces, whilst overall retaining its compliance and monitoring 
obligations.  All of the criteria that would lead to investigations 
are available on the FIAU website (http://www.fiumalta.org/).

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The FIAU is Malta’s designated government FIU agency.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Refer to question 1.7 for the applicable statute of limitations.
For details regarding the FIAU, refer to the information 

contained in the above questions.
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under the Investment Services Act (Chapter 370 of the Laws 
of Malta); service providers licensed under the Retirement 
Pensions Act (Chapter 514 of the Laws of Malta); safe custody 
service providers; regulated markets and the Central Securities 
Depository; virtual financial assets (‘VFA’) agents and licence 
holders within the meaning of the Virtual Financial Assets Act 
(Chapter 590 of the Laws of Malta) (‘VFAA’) and issuers of 
virtual financial assets; and any other associated activity.  Any 
of the above relevant financial business activities carried out by 
branches established in Malta will also be subject to AML/CFT 
requirements.

The requirements, as principally deriving from the PMLA/
PMLFTR, IPI/IPII, render it incumbent upon subject persons 
– including financial institutions – to implement robust AML/
CFT systems and policies and procedures, including record-
keeping, reporting processes and internal controls.  Subject 
persons are compelled to provide information to the rele-
vant authorities on request.  In addition, subject persons are 
required to submit a sector-specific annual Risk Evaluation 
Questionnaire to the FIAU regarding their set-up, risk assess-
ment, and preventative measures.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

AML/CFT requirements are to be likewise applied to VFA 
agents, licence holders under the VFAA and issuers of VFA.  
Earlier this year, the FIAU published sector-specific IPII 
applicable to the VFA industry.  The said IPII’s applicability, 
however, also extends to persons who may not be licensed as 
VFA service providers in terms of the VFAA, but who may be 
handling VFAs in the course of carrying out relevant financial 
business or activity, such as, for instance, a custodian or a collec-
tive investment scheme.  The VFA IPII also contains an annex 
which indicatively outlines various VFA sector ‘red flags’ and 
case studies which are intended to assist the relevant subject 
persons in further understanding what they are required to look 
out for when formulating their internal AML/CFT policies and 
procedures.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes.  Regulation 5(5) PMLFTR imposes the requirement on 
subject persons – including financial institutions – to, in a 
manner that is appropriate to the size and nature of the busi-
ness, have effective AML/CFT systems and policies and proce-
dures, as well as internal controls, in place.  Subject persons 
are required to implement compliance management processes, 
employee screening policies and training programmes, as well as 
adopt sufficient reporting mechanisms.  Where proportionate, 
an independent audit function should be set up to test these 
internal controls. 

In addition, subject persons must appoint a Money Laundering 
Reporting Officer (‘MLRO’) who will assist in the coordination 
of its AML/CFT framework.  The MLRO will be responsible 
for the oversight of the subject person’s AML/CFT compliance. 

Businesses are required to detail their compliance programmes 
in an internal AML/CFT procedures manual.

subject person is informed of the potential breach detected and 
the possibility of an administrative sanction.  Representations 
by the person are requested, following which an internal evalua-
tion is made by the Compliance Monitoring Committee.  Should 
fault be found, reasons shall be given.  Said sanction must be 
paid within 14 days.  Instead of sanctions, warnings in writing 
may also be issued as well as in the course of its compliance/
monitoring function.  If a person feels aggrieved and the sanc-
tion exceeds €5,000, an appeal may be lodged both on points 
of fact and law.  The appeal shall lie to the Court of Appeal 
(Inferior Jurisdiction) and, following recent amendments on the 
basis of MONEYVAL’s recommendations, the appeal shall be 
held within three months from the date of filing and a final judg-
ment must be given by the Court within six months of the date 
of the hearing – and such in default of any agreement by both 
parties that permits further delay, or exceptional circumstances.  

In terms of the revised Article 13C, amending the PMLA via 
Act 1 of 2020, the FIAU is to publish all administrative penal-
ties and other measures it imposes in terms of the PMLFTR as 
provided for in the said provision and in accordance with poli-
cies and procedures established by the Board of Governors of 
the FIAU.  Both administrative penalties as well as administra-
tive measures are subject to publication.  However, the quantum 
of the administrative penalty as well as the circumstances in 
which other administrative measures are imposed will deter-
mine the information to be published.  The threshold of publi-
cation has increased from that of €10,000 to €50,000.  Further 
policies and procedures regarding publications have also been 
promulgated.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

As mentioned further above, AML/CFT requirements are 
applicable to ‘subject persons’, which are defined in Regulation 
2 PMLFTR as ‘any legal or natural person carrying out either 
relevant financial business or relevant activity’.

‘Relevant activity’ includes, when acting in the exercise of 
their professional activities: auditors; external accountants; tax 
advisors; real estate agents; in the context of particular trans-
actions, such as when they assist clients with the opening of 
bank accounts or the creation of companies, independent legal 
professionals, including lawyers; fiduciary and company service 
providers; licensed gaming operators; and, where the transac-
tion in question involves payment in cash of €10,000 or more, 
persons engaged in the trading of goods.  Notably, Legal Notice 
26 of 2020 has recently amended Regulation 2 PMLFTR to 
include, within the relevant activity category, the provision of 
intermediation services in relation to property letting by real 
estate agents where the monthly rent amounts to €10,000 or 
more.

In turn, ‘relevant financial business’ covers: activities carried 
out by the credit institutions; payment institutions and elec-
tronic money institutions; insurance undertakings and interme-
diaries; recognised, licensed or notified collective investment 
schemes and fund administrators; service providers licensed 
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3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Subject persons – including financial institutions – are to estab-
lish due diligence procedures for identifying and verifying the 
identity of a prospective customer.  A customer may be a legal 
or natural person who: (i) seeks to form, or has formed, a busi-
ness relationship with a subject person; or (ii) seeks to carry out 
an occasional transaction with a subject person. 

CDD measures shall, however, only be applied in the context 
of occasional transactions when these involve: (i) a transaction 
of €15,000 or more; (ii) a money transfer or remittance within 
the meaning of the EU Funds Transfer Regulation (Regulation 
(EU) 2015/847) (the ‘Funds Transfer Regulation’) amounting 
to €1,000 or more; and (iii) a transaction of €2,000 or more in 
the context of licensed gaming operators.  The incorporation of 
companies and/or the provision of tax advice by subject persons 
shall also be considered to constitute ‘occasional transactions’, 
thereby necessitating CDD. 

In the context of business relationships, and following the 
verification of a prospective customer’s details, which verifica-
tion is carried out by the subject person by – as the case may be – 
viewing official documentation issued by independent sources, 
such as a government authority, the subject person will need to 
obtain details on the purpose and intended nature of said rela-
tionship.  The information the subject person may need to collect 
in these circumstances includes: data of the customer’s business 
or employment; the source and origin of funds the customer will 
be using in the business relationship; and the expected level and 
nature of the activity to be undertaken through the relationship.  
This information must be kept up to date, thereby enabling a 
business to amend its customer risk assessment if circumstances 
change, and, if necessary, carry out further CDD. 

In higher-risk situations, subject persons must apply enhanced 
due diligence, namely: (i) where the customer has not been phys-
ically present for identification purposes; (ii) when transacting 
with politically exposed persons, or ‘PEPs’, such as Heads of State 
and Members of Parliament; (iii) in a cross-border correspondent 
banking relationship scenario; (iv) where the business relationship 
or a transaction is connected to be a ‘high-risk’ jurisdiction (as 
acknowledged by the EU); and, generally (v) any situation where 
there may be a greater risk of ML/FT.  Enhanced due diligence 
may necessitate: (i) obtaining additional information to establish 
the customer’s identity; (ii) applying supplementary measures to 
check the documentation supplied; and (iii) taking adequate steps 
to establish the source of wealth and funds involved.

Chapters 3 and 4 IPI provide further in-depth guidelines 
mirroring the above customer due diligence and ongoing moni-
toring obligations incumbent upon subject persons.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

In terms of Regulation 11(4) PMLFTR, subject persons carrying 
out relevant financial business are prohibited from entering or 
continuing correspondent relationships with shell institutions.  
Moreover, they are required to take appropriate measures to 
ensure that they do not enter into or continue correspondent 
relationships with respondent institutions which are known to 
permit their accounts to be used by shell institutions.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

There are no fixed ‘thresholds’ vis-à-vis large transactions.  Subject 
persons faced with sizable transactions are bound to comply with 
general AML/CFT recordkeeping and reporting requirements 
as set out, predominantly, in Regulations 13 and 15 PMLFTR.  
That said, however, Regulation 11(9), as further supplemented 
by the IPI, particularly Chapter 3 [The Risk-Based Approach] 
and 4 [Customer Due Diligence] thereof, stipulates that subject 
persons are to pay special attention to ‘complex’ and ‘unusually 
large’ transactions which ‘are conducted in an unusual pattern’ 
and ‘have no apparent economic or lawful purpose’.  The find-
ings, which should be recorded by the subject person, should not 
automatically be reported to the FIAU or the relevant supervi-
sory authority, but instead made available on request.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No, there are currently no routine-based reporting requirements.
The obligation to report arises in the context of suspicious 

activity.  Such reporting is to be carried out with due regard 
to the requirement in Regulation 15(3) PMLFTR.  This states 
that, where a subject person knows, suspects or has reason-
able grounds to suspect that funds are the proceeds of crime 
or are related to FT, or that a person may have been, is, or may 
be connected with ML/FT, that subject person is to report the 
same to the FIAU via a Suspicious Transaction Report (‘STR’).  
An STR is to be made as soon as is reasonably practicable, but 
no later than five working days from when the knowledge or 
suspicion first arose.  STRs should be submitted to the FIAU 
in accordance with the guidance provided on the FIAU website.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

There are no specific reporting requirements regarding cross-
border transactions.  Subject persons are, however, required to 
inform the FIAU of any business relationships or transactions 
with persons from ‘non-reputable jurisdictions’ – as defined 
in Regulation 2 PMLFTR – if there is an international call for 
countermeasures (i.e. FATF Category 1/Commission Delegated 
Regulation identifying high-risk third countries with strategic 
deficiencies Category III).  In this scenario, and following the 
new Regulation 11(11) PMLFTR as introduced by Legal Notice 
26 of 2020, the FIAU or the relevant supervisory authority must 
adopt any one or more of the listed measures which include, inter 
alia, the prohibition of pursuing the relevant activity or relevant 
financial activity in Malta or the non-reputable jurisdiction in 
question.  

In the absence of an international call for countermeasures, 
and when dealing with non-reputable jurisdictions, subject 
persons shall adopt stricter due diligence measures as outlined 
in Regulation 11(10) PMLFTR.

In addition, reference must be made to the obligation to 
submit STRs as outlined in question 3.5 above.
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comply with the IPII for the Remote Gaming Sector (which are 
currently being revised, but which remain applicable until the 
date of their revision) and/or Land-Based Casinos, as may be 
the case, while the sector-specific IPII applicable to the VFA 
industry regulate the various stakeholders participating, in some 
manner, in services governed by the VFAA (refer to question 
3.2 above).  It is also noteworthy that the IPII for the Banking 
Sector have recently been repealed, and are expected to be 
replaced with a new set of banking-specific IPII which will find 
their applicability to credit institutions.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Aside from the business activities listed in question 3.1 above, 
there are no AML requirements applicable to other specific 
business sectors. 

In terms of the IPI, customer risk and geographical risk are 
two of the factors that must be considered as part of a subject 
person’s ML/FT risk assessment.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

On 17 July 2019, the FIAU published a revised version of the IPI 
reflecting the legislative amendments which took place between 
December 2017 and January 2018 to the PMLA/PMLFTR 
following the transposition of 4AMLD.

As stated in question 3.2, the VFA IPII were issued earlier this 
year.  The issuance of public consultations regarding sector-spe-
cific IPII for corporate service providers, the Banking Sector, 
the Insurance Sector, trustees and fiduciaries, as well as the 
revised Remote Gaming Sector IPII, is expected in due course.

On 14 October 2019, the FIAU published a consultation docu-
ment laying down the proposed amendments to the PMLFTR 
with the aim of transposing the 5AMLD.  The amendments 
were adopted in February 2020 with slight variations from the 
consultation document.  With these latest amendments, the 
5AMLD has been definitively transposed into local legislation. 

In addition, the MFSA launched its Vision 2021 in January 
2019, which comprises a comprehensive strategy designed to 
clamp down on ML/FT in the financial services sector.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

Following MONEYVAL’s Fifth Round of Evaluation on-site 
visit in November 2018, the Mutual Evaluation Report adopted 
during MONEYVAL’s 58th Plenary Meeting in July 2019 
observed that since its last review, Malta has indeed taken 
steps to improve its AML/CFT framework, but that the juris-
diction should strengthen its efforts to engage in more effec-
tive implementation – and enforcement – of the applicable 
rules.  The Report found Malta to be ‘Compliant’ with 10 FATF 
Recommendations, ‘Largely Compliant’ with 21, and ‘Partially 
Compliant’ with nine.  MONEYVAL has invited Malta to 
report back in December 2021.

Regulation 2 PMLFTR defines a ‘shell institution’ as an insti-
tution carrying out activities equivalent to relevant financial 
business, incorporated in a jurisdiction in which it has no phys-
ical presence, involving meaningful mind and management, and 
which is not affiliated with a regulated financial group.

3.9 What is the criteria for reporting suspicious 
activity? 

Refer to question 3.5.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Maltese companies, partnerships, foundations, trusts and asso-
ciations must identify and maintain a register of their ultimate 
beneficial owner(s) (‘UBO/s’) as well as provide this informa-
tion to, respectively: (i) the Registrar of Companies, in the case 
of companies and partnerships; (ii) the MFSA, in the case of 
trusts; and (iii) the Registrar for Legal Persons in the case of 
associations and foundations, that each maintain UBO registers.  
This information will be made available to the FIAU.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Payment service providers (‘PSPs’) are subject to the PMLFTR, 
which, in turn, mandate that any such entities adhere with the 
provisions of the Funds Transfer Regulation.  Full information 
of the payer and payee – namely name, address and payment 
account number – must accompany all wire transfers, barring 
some exceptions.  For example, if the PSPs of the originator and 
the beneficiary are both EU-based, the transfer need only be 
accompanied by the account number.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No.  Ownership of shares is evidenced by their entry into a 
company’s share register and by the issue of share certificates.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Generally, the PMLA/PMLFTR apply in a like manner to all 
the persons listed in question 3.1, which include certain non- 
financial institution businesses. 

There are some exceptions, such as the privilege applicable 
to various professionals, including lawyers, which in turn are 
exempt from the duty to report suspicious transactions to the 
FIAU in accordance with Regulation 15(9) PMLFTR in certain 
instances.  Some additional requirements are imposed on PSPs, 
which must comply with the Funds Transfer Regulation (refer 
to question 3.11 above).  In addition, gaming operators must 
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4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Yes, all sources are available in English. 
Reference is made to the website of the Ministry for Justice, 

Culture and Local Government (https://legislation.mt/), where 
local legislation and regulations, including AML/CFT rules and 
regulations, may be accessed.  In addition, the FIAU website 
enlists further information such as the IPI/IPII, additional 
guidance, FATF statements and MONEYVAL evaluations.  The 
MFSA website (https://www.mfsa.com.mt/) also comprises 
substantial information on AML/CFT, including circulars and 
public consultations affecting the financial sector.

Pursuant to MONEYVAL’s Report, the Venice Commission’s 
December 2018 opinion on Malta’s constitutional arrangements, 
separation of powers and the independence of the judiciary and 
law enforcement, as well as the transposition of the 5AMLD, 
the PMLA and the PMLFTR were amended earlier this year to 
enhance the FIAU’s functions and powers.  With the objective 
of strengthening the FIAU’s independence and effectiveness, its 
Director shall now be appointed after a public call for applica-
tions, whereas the Attorney General has been removed from the 
its Board of Governors.  Enhanced measures have also been 
introduced addressing business relationships and transactions 
involving non-reputable jurisdictions.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The latest evaluation was carried out by MONEYVAL following 
the Fifth Round of Evaluation on-site visit to Malta in November 
2018.  For further information regarding the recommendations 
published in MONEYVAL’s Evaluation Report, please access 
the Council of Europe website (https://www.coe.int/en/web/
moneyval/jurisdictions/malta).
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(iv) money laundering (or any other crime) is considered a 
crime in the country in which it was carried out; and

(v) the accused person has not been extradited.
Money laundering of the proceeds of foreign crimes may be 

punishable insofar the requirements set forth in questions 1.2 
and 1.3 are met.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The government authority responsible for investigating money 
laundering crimes is the FIU, and the authority responsible for 
prosecuting such crime is the Attorney General Office.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Under the National Code for Criminal Procedures (Código 
Nacional de Procedimientos Penales), legal entities are liable for crim-
inal offences: (i) if such crime is carried out on its behalf, by its 
instructions, in its benefit or through means provided by the 
company; and (ii) if the company does not comply with due 
control mechanisms.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalties applicable to money-laundering crim-
inal offences are normally 15 years; however, such amount may 
be increased for a total of 30 years of prison in certain cases.  
The maximum penalty amount is approximately US$46,459.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for money-laundering crimes shall be 
the arithmetic average of the established penalties.  Therefore, 
the ordinary statute of limitations is nine years; however, such 
statutes of limitations may be increased to 20 years for particu-
larly serious scenarios.  Furthermore, please note that statutes of 
limitations may be doubled in case the accused person is located 
in another foreign country and such person has not been prose-
cuted for such reason.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The Attorney General Office (Fiscalía General de la República) 
is in charge of prosecuting money-laundering activities at the 
national level, with the support of the Ministry of Finance and 
Public Credit through the Financial Intelligence Unit (“FIU”).

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Article 400 Bis of the Mexican Federal Criminal Code describes 
the following crimes related to money laundering:
■	 Acquiring, selling, safeguarding, possessing, transforming, 

depositing, investing, withdrawing, transferring and trans-
porting resources, assets or rights of any kind within 
Mexico or from Mexico to other countries and vice versa, 
with prior knowledge that such resources, rights or assets 
are related to illegal activities.

■	 Concealing or covering up (or attempting to cover up) 
the nature, source, location, destination or ownership of 
resources, rights and assets with prior knowledge that such 
resources, rights or assets are related to illegal activities.

Tax evasion is not necessarily a predicate offence for money 
laundering; however, in case it is framed as one of the activi-
ties mentioned above, it may be considered as a money-laun-
dering activity.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

There is extraterritorial jurisdiction for money-laundering 
crimes when such crimes are initiated or executed in foreign 
territory and have effects in Mexico.

There is also extraterritorial jurisdiction when all of the 
following conditions are met:
(i) based on an international treaty, Mexico may extradite or 

judge such criminal offence;
(ii) the accused person is located in Mexico; 
(iii) no final ruling has been issued in the country in which the 

crime was committed;
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2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Under Mexican law, AML regulation may be broadly divided 
in two: (i) financial institutions; and (ii) non-financial institu-
tion businesses that carry out relevant activities.  AML money 
requirements applicable to financial institutions are more 
burdensome than those applicable to other type of businesses.  

The authorities responsible for imposing AML requirements 
on financial entities will vary depending on the nature of the 
financial activity and are the following:
(i) Ministry of Finance and Public Credit (Secretaría de Hacienda 

y Crédito Público or “SHCP”);
(ii) National Securities and Banking Commission (Comisión 

Nacional Bancaria y de Valores or “CNBV”);
(iii) National Insurance and Bond Commission (Comisión 

Nacional de Seguros y Fianzas or “CNSF”);
(iv) National Retirement and Savings System Commission 

(Comisión Nacional de Sistema de Ahorro para el Retiro or 
“CONSAR”);

(v) FIU (Unidad de Inteligencia Financiera); and
(vi) Tax Administration Service (Servicio de Administración 

Tributaria or “SAT”), for non-financial businesses.
As mentioned above, AML requirements and the corre-

sponding degree of compliance may differ depending on the 
type of entity or business; however, generally speaking the 
following requirements are always applicable:
(i) For non-financial institution businesses, the Federal AML 

Act (Ley Federal para la Prevención e Identificación de Operaciones 
con Recursos de Procedencia Ilícita) sets forth the following 
obligations:
■	 know-your-customer (“KYC”) obligations;
■	 client risk assessments;
■	 general AML reports;
■	 AML policies; and
■	 information storage.

(ii) For financial institutions, each of their corresponding 
applicable regulations set forth the following obligations:
■	 KYC obligations;
■	 client risk assessments;
■	 several types of suspicious activity reports;
■	 AML policies;
■	 appointment of a Compliance Officer;
■	 appointment of an AML Committee;
■	 automated systems; and
■	 information storage.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

No, there are no such requirements.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement of money-laundering crimes may occur at national 
or local levels.  Most local (state level) regulation regarding 
money-laundering crimes is substantially similar to the regula-
tion applicable at national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Under the National Law for Extinction of Ownership, the Fiscal 
Office (Ministerio Público), the Attorney General Office and the 
Institute for the Administration of Goods and Assets (Instituto 
para la Administración de Bienes y Activos) are the authorities related 
to confiscations.  Funds or property may be confiscated when 
they are used by, are related to, or are the result of certain illegal 
activities, including money laundering.  Please note that, under 
certain cases, the funds and property subject to a confiscation 
procedure may be sold or disposed of by the government prior 
to the issuance of a final ruling by the authority.

Furthermore, there can be confiscation of funds and prop-
erty even if there has been no criminal conviction, as long as 
there is enough evidence to suggest that those funds and prop-
erty have been used by, are related to, or are the result of certain 
illegal activities. 

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

There have been no money-laundering convictions of banks, 
financial institutions or their corresponding directors and 
employees.  However, HSBC Mexico was convicted for money- 
laundering offences in 2012, and received a severe monetary fine 
from the National Banking and Securities Commission.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

As a general rule, criminal actions are always resolved through 
a judicial process.  However, certain criminal actions, including 
those related to financial crimes committed without violence, 
may be resolved through negotiations between the defendant 
and the plaintiff.  Such negotiations must comply with certain 
formalities and eventually must be approved by the Fiscal Office 
or the corresponding judge.

On November 2019, the Mexican Congress approved 
an amendment to the Transparency Act (Ley General para la 
Transparencia y Acceso a la Información Pública) in order to make all 
criminal rulings public.  However, criminal actions resolved or 
settled through alternative mechanisms (i.e. other than judi-
cial process) do not appear to be contemplated as part of such 
amendment.
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10% of the monetary value of the operation, whichever 
is greater.  Furthermore, the following actions are subject 
to penalty provisions: (i) failure to comply with require-
ments requested by the regulator; (ii) failure to comply 
with obligations related to KYC and information storage; 
(iii) not issuing AML reports on time; (iv) issuing incom-
plete AML reports; (v) not issuing AML reports; and (vi) 
accepting cash as consideration for certain transactions 
(e.g. real state acquisition) or accepting cash in excess of 
the limits set forth by the Federal AML Act.

(ii) Regarding financial institutions, penalties will depend on 
the type of financial institution; however, the maximum 
penalties are approximately US$627,754 for each operation 
or 100% of the amount corresponding to the operations 
that were not duly reported.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

In addition to monetary penalties, non-financial institution 
businesses that carry out the following activities may have their 
licences revoked in case of repeated breach of AML obliga-
tions: (i) gambling and lottery activities; (ii) international trade 
customs activities; and (iii) notary publics.  Furthermore, under 
certain scenarios, failure to comply with AML regulation may 
also result in criminal sanctions.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Criminal sanctions related to AML obligations are only appli-
cable when: (i) an individual intentionally modifies or alters 
any information or documentation related to AML reports; and 
(ii) when an individual discloses information related to AML 
reports without prior authorisation by the regulator.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The assessment of sanctions must result from a previous adminis-
trative proceeding whereby the competent authority provides the 
alleged offender with 15 business days to file legal arguments and 
evidence to prove that no infringement to the law has taken place.  
Sanction proceedings may (or may not) derive from previous veri-
fication proceedings carried out on the company’s premises. 

In case a monetary sanction is imposed, a request for collec-
tion is sent to and carried out by the Tax Administration Service 
(“SAT”).  Absent a judicial injunction preventing the collection 
of the sanction, the SAT formally notifies the debtor requesting 
immediate payment.  If no payment is made at the time of the 
visit, the SAT may seize assets based on the amounts due.

Decisions imposing sanctions may be appealed either by an 
administrative appeal before the Ministry of Finance and Public 
Credit or by an annulment claim before the Federal Tribunal 
on Administrative Matters, which may also issue an injunction 
preventing collection measures.

Resolutions of penalty actions by competent authorities 
shall only be public in case a specific law provides that some 

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

No, they are not responsible.

2.4 Are there requirements only at national level? 

Yes.  All AML requirements are applicable at a national level.  
AML local regulation is not applicable to financial entities.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Regarding financial institutions, the competent authorities for 
examination for compliance and enforcement of AML require-
ments are: (i) the FIU; (ii) the Ministry of Finance and Public 
Credit; and (iii) depending on the type of financial entity – 
(a) the National Banking and Securities Commission, (b) the 
National Insurance and Bond Commission, or (c) the National 
Retirement and Savings System Commission.

Regarding non-financial businesses, the FIU, the Ministry of 
Finance and Public Credit and the Tax Administration Service 
are the competent supervising authorities.

Although no specific criteria for examination are publicly avail-
able, generally speaking, all examinations will be carried out 
based on obligations set forth in the applicable AML regulation.  
Furthermore, all entities and individuals subject to AML obli-
gations may request the authority to issue an opinion regarding 
specific criteria for examination.  Financial entities should request 
such criteria from their corresponding regulator, while non-finan-
cial businesses should request an opinion from the SAT. 

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, Mexico has a FIU which is part of the Ministry of Finance 
and is, among other things, responsible for analysing the infor-
mation reported by financial institutions and other non-finan-
cial business, as well as participating in the drafting of applicable 
AML regulation.  The FATF has classified the Mexican FIU as 
mostly compliant.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

The statute of limitations to bring enforcement actions regarding 
AML matters is five years.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Maximum penalties for failure to comply with AML require-
ments will depend on the type of corporation that fails to 
comply with such obligations:
(i) Regarding non-financial institution businesses, the 

maximum penalties are approximately US$428,304 or 
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3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

In Mexico, there are two separate regulatory frameworks under 
which AML requirements are applied to the cryptocurrency 
industry.

On one hand, the Federal AML Act sets forth that the 
following activities carried out by non-financial businesses are 
subject to the general AML compliance obligations:
(i) cryptocurrency exchange services through digital 

interfaces;
(ii) cryptocurrency management and/or operation services;
(iii) services that facilitate the purchase and/or sale of 

cryptocurrencies;
(iv) cryptocurrency custody and storage services; and
(v) cryptocurrency transmission services.

On the other hand, the Mexican Fintech Act (Ley para Regular 
las Instituciones de Tecnología Financiera) allows electronic money 
institutions, crowdfunding institutions and banks to offer 
certain cryptocurrency-related services to the public, insofar as 
they obtain a specific authorisation from the Mexican Central 
Bank, which shall be granted on a case-by-case basis and is 
subject to certain non-minor restrictions (i.e. only internal or 
closed loop transactions are permissible).

Such financial institutions are subject to their own exhaus-
tive anti-money laundering frameworks, as described in ques-
tion 2.1 above.

It is important to note that, as a FATF signatory, Mexico is 
working towards implementing legal mechanisms to enforce 
Recommendation 16 within the jurisdiction, thus obliging the 
abovementioned entities (i.e. virtual asset service providers) to 
comply with the so-called “travel rule” in cases where customer 
transactions exceed provided thresholds.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

All persons subject to AML obligations must develop and imple-
ment compliance programmes: (i) regarding non-regulated busi-
nesses, such programmes must include KYC policies and infor-
mation-sharing policies; and (ii) regarding financial institutions, 
such programmes must include KYC policies, a risk assess-
ment methodology, and mechanisms to be employed in order to 
comply with the obligations set forth in question 2.1. 

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

All AML-related information must be kept for a term of at least 
10 years.  Regarding large currency transactions, all transactions 
that exceed US$7,500 must be reported during the first 10 business 
days of January, April, July and October through electronic means.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

■	 Unusual Activity Report: (i) Any client activity which does 
not match the client’s background and regular behaviour 

general information is made available to the public.  Examples 
of public penalties include those issued by the CNBV (e.g. banks, 
brokerage houses) and the CNSF (e.g. insurance companies, 
bond companies).

Financial institutions usually challenge penalty assessments in 
judicial or administrative proceedings.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The following financial institutions are subject to AML 
requirements:
■	 banks;
■	 multi-purpose financial institutions (“SOFOMs”);
■	 securities brokers;
■	 general bonded warehouses;
■	 money exchange centres;
■	 money exchange brokers;
■	 money transmitters;
■	 investment funds;
■	 investment advisors;
■	 savings and retirement managers and funds;
■	 credit unions;
■	 popular financial entities (sociedad financiera popular);
■	 saving and credit cooperative companies (sociedad coopera-

tiva de ahorro y préstamo);
■	 bonding companies;
■	 insurance companies;
■	 crowdfunding institutions;
■	 electronic money institutions; and
■	 regulatory sandbox players.

The following professional activities carried out by non-finan-
cial businesses are subject to AML requirements.  Please note 
that certain activities are only regulated once a certain threshold 
has been exceeded:
■	 gambling and lottery activities;
■	 issuance, marketing and sale of credit cards, debit cards, 

prepaid cards, and any other type of money storage mech-
anisms not issued or sold by financial institutions;

■	 issuance and sale of traveller cheques not issued by finan-
cial institutions;

■	 loan activities;
■	 real estate and construction activities;
■	 sale of precious metals, jewellery and watches;
■	 auction or sale of art;
■	 sale of vehicles, either used or new;
■	 vehicle armour plating services;
■	 money transport services;
■	 resource management services and rendering professional 

services on behalf and in the name of clients;
■	 services rendered by attesting officials;
■	 donations by authorised donors;
■	 international trade activities;
■	 real estate leasing activities; and
■	 cryptocurrency activities.

For information regarding the general obligations applicable 
to individuals and entities subject to AML regulation, please 
refer to question 2.1 above.
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3.9 What is the criteria for reporting suspicious 
activity? 

Please refer to questions 3.4, 3.5 and 3.6.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

No.  The Mexican government does not assist financial institu-
tions with any type of AML information.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes.  Financial entities must include information about the orig-
inators and beneficiaries for a funds transfer, including name, 
address and account number.  Such information must also be 
included in payment instructions to other financial institutions.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No.  Bearer shares are not permitted under Mexican law.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

AML requirements are applicable to non-financial institution 
businesses who carry out certain relevant activities.  However, 
AML requirements applicable to such businesses are substan-
tially less burdensome than those applicable to financial insti-
tutions.  Please refer to question 3.1 for more information 
regarding the types of relevant activities.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Rendering international trade services as a customs agent of the 
following merchandise is considered a relevant activity under 
the Mexican AML regulation:
■	 vehicles;
■	 betting and lottery machines;
■	 equipment and materials used for payment cards;
■	 jewellery, precious metals and watches with a value that 

exceeds the threshold set forth by the AML regulation;
■	 artwork, with a value that exceeds the threshold set forth 

by the AML regulation; and
■	 materials related to armour-plating services.

Please note that the Mexican government issues blacklists 
based on those provided by certain international organisations.  
Therefore, additional AML requirements may be applicable 
regarding operations carried out with individuals or companies 
from certain foreign jurisdictions.

regarding the destination or origin of the resources, or the 
amounts, frequency or nature of the corresponding oper-
ation whenever no reasonable justification is apparent; or 
(ii) any operation which the financial entity has reason 
to believe is intended for money laundering or terrorist 
activities.

■	 Suspicious Internal Activity Report: (i) The conduct, 
activity or behaviour of any of the partners, directors, 
officers, legal representatives or employees, as well as those 
who exercise control over the financial entity, whenever 
such actions may breach regulatory obligations under the 
AML Regulation; or (ii) any operation which the financial 
entity has reason to believe is intended for money laun-
dering or terrorist activities.

■	 24-Hour Report: Financial entities shall issue a report 
within 24 hours under the following scenarios: (i) when 
the financial entity believes that the client or operation may 
be related to money laundering or terrorist activities; (ii) if 
continuing the KYC process may warn the client that the 
financial entity believes that such client is related to money 
laundering or terrorist activities; and (iii) when the finan-
cial entity identifies risks as set forth in its AML policy.

All the reports mentioned above must be filed through the 
regulator’s AML electronic platform.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Certain financial institutions shall file a report in connection 
with each international transfer of funds that, individually, 
clients have received or sent during said month, for an amount 
equal to or greater than US$1,000 or the equivalent in the foreign 
currency used.  The financial institutions that are subject to 
this requirement are: (i) banks; (ii) exchange houses; (iii) saving 
and credit cooperative companies; (iv) money transmitters; (v) 
brokerage houses; (vi) popular financial entities; (vii) crowd-
funding institutions; and (viii) electronic money institutions.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Financial institutions are required to identify all costumers, either 
through face-to-face mechanisms or through digital means.  For 
individuals, basic identification information is required, while for 
legal entities, information regarding such entities’ legal existence 
and authorised signatories is required.  In all cases, information 
regarding the ultimate beneficial owner, if any, is required.

Furthermore, customers that are classified as high-risk and 
politically exposed persons require enhanced due diligence 
requirements.  Applicable law does not include guidelines in 
connection with such enhanced due diligence requirements.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

No, as long as such foreign shell banks and/or the countries 
in which they are licensed are not part of a blocked person list.
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4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

All relevant AML laws, regulations and administrative decrees 
are publicly available on the internet.  However, such documents 
are not publicly available in English:

AML general regulation applicable to financial entities may be 
found at: https://www.gob.mx/shcp/documentos/uif-marco- 
juridico-disposiciones-de-caracter-general.

AML regulation applicable to non-financial institution busi-
nesses may be found at: https://sppld.sat.gob.mx/pld/interi-
ores/marco.html.

The Mexican Criminal Federal Code may be found at: http://
www.diputados.gob.mx/LeyesBiblio/pdf/9_240120.pdf.
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4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

There are no additional AML measures proposed so far.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

According to the FATF’s 2018 evaluation, money-laundering 
services are not being actively investigated and prosecuted by 
the Attorney General Office; rather, such investigations have 
been made in a reactive manner.  Among the main impediments 
for complying is the level of corruption present in all levels of 
the government as well as a lack of equipment and preparation 
of the authorities in order to efficiently apply AML mechanisms.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Mexico has been subject to evaluations carried out by the FATF.  
According to the FATF’s 2018 review, Mexico has a mature 
AML/CFT regulatory regime and has reported significant 
progress since the previous evaluation (2008).  Notwithstanding 
the above, such evaluation determined that Mexico required 
further actions in order to be fully effective.  In particular, 
non-financial institution businesses have not grasped the risks 
associated with money laundering.
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Section 5 of the AMLL defines the money-laundering predi-
cate offences as being the following:
a) offences committed by organised crimes;
b) offences relating to sexual exploitation including sexual 

exploitation of children;
c) offences relating to infringement of intellectual property 

rights;
d) offences relating to environmental crime;
e) offences relating to the evasion of tax and other tax crimes;
f ) offences relating to piracy;
g) offences relating to terrorism;
h) offences relating to insider trading wherein the person 

who is the first to know the information seeks to obtain 
illicit profits by using the said information himself, or 
through providing it to another person, or through market 
manipulation;

i) committing of any offence punishment with imprison-
ment for a term of a minimum of one year and above under 
any existing law of Myanmar;

j) offences prescribed by the Union Government that are 
applied to the AMLL by notification from time to time; 
and

k) offences relating to cooperation, abetting, supporting, 
providing, managing, advising and part of a group commit-
ting or attempting to commit or conspiring to commit by 
action or omission of any offence contained in sub-sec-
tions (a) to (j) and by any other means.

Yes, tax evasion is a predicate offence for money laundering.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Section 2 of the AMLL provides that the AMLL only applies 
to offences committed within the territories of the Union of 
Myanmar, or on board a vessel, an aircraft or any motor vehicle 
registered under an existing law of Myanmar, or a Myanmar 
citizen or any person residing permanently in the Union of 
Myanmar who commits the said offence beyond the limits of 
the country.

There is extraterritorial jurisdiction only for Myanmar citizens 
or any person residing permanently in the Union of Myanmar or 
for an act committed on board a vessel, an aircraft or any motor 
vehicle registered under an existing law of Myanmar.

Money laundering of the proceeds of foreign crimes is punish-
able only if it falls within the limits of Section 2 of the AMLL.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The legal authority to prosecute money laundering offences 
under the Anti Money Laundering Law 2014 (“AMLL”) rests 
with the Financial Intelligence Unit (“FIU”), a unit formed 
by the Central Board of Anti Money Laundering (“Central 
Board”) pursuant to the AMLL to investigate and prosecute 
offences under the AMLL. 

Section 68 of the AMLL prescribes that the prior sanction 
of the Central Board or organisation authorised by the Central 
Board shall be obtained to prosecute any offences under the 
AMLL.

As a matter of practice, the police will also need to be involved 
in any investigation under the AMLL. 

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

The government must prove that the act committed falls within 
the meaning of “Money Laundering” and “Money Laundering” 
under Section 3(n) of the AMLL, which is defined as the 
commission of any of the following:
a) converting or transferring money or property, knowing 

or having reason to know that the money and property 
are obtained by illegal means, for the purpose of changing 
or concealing the origin, or whether before or after the 
commission thereof, for the purpose of assisting a person 
involved in the commission of an offence to evade the 
legal action under the AMLL;

b) changing the original nature, source, location and char-
acteristics, or concealing or disguising the ownership or 
rights of money or property, knowing or having reason to 
know that the money and property are obtained by illegal 
means;

c) acquiring, possessing or using money or property, knowing 
or having reason to know at the time of receipt that money 
and property are obtained by illegal means; or

d) committing, attempting to commit, or conspiring with 
intention to commit, or by commission or omission, 
assisting, supporting, providing, managing, advising, being 
any member, and by any other means involving any offence 
mentioned in clause (a) to clause (c).
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property is required for an offence under the AMLL.  Under the 
AMLL, property subject to confiscation would include criminal 
proceeds and instruments of crime.

If there is no criminal conviction, confiscation is only possible 
on an administrative basis by: (i) the Customs Department, for 
money, bearer negotiable instruments, or precious stones or 
metals, the value of which equals or exceeds an amount deter-
mined by the Central Board, in a person’s possession or baggage; 
or arranges for the transportation of such goods via mail or 
any type of vehicles into or out of Myanmar, which were not 
declared officially to the Customers Department by the person 
entering or leaving the territory of Myanmar; and (ii) the Internal 
Revenue Department for property of corresponding value in the 
form of a pecuniary penalty order in tax evasion cases.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

No, we are not currently aware of any banks or other regulated 
financial institutions or other directors, officers or employees 
being convicted of money laundering.

1.11  How are criminal actions resolved or settled if 
not through the judicial process?  Are records of the fact 
and terms of such settlements public?

Criminal actions under the AMLL are resolved through the 
judicial process.  Records of the fact of the judgments rendered 
by the court are public documents which can be procured from 
the courts.  However, the terms of any settlements made are not 
publicly available.

2 Anti-Money Laundering Regulatory/ 
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The legal or administrative authorities are the Central Board and 
the Central Bank of Myanmar. 

(i) Central Board
Pursuant to Section 7 of the AMLL, the Central Board is the 
authority in charge of laying down policies of anti-money laundering 
and terrorism financing in Myanmar.  In this regard, the Central 
Board shall form the FIU, which is the government authority 
responsible for investigating and prosecuting money-laundering 
criminal offences.  The FIU shall, after receiving and scrutinising 
the reports and information it receives under the AMLL, form 
and assign the Scrutiny Body, the function of which is to scruti-
nise money laundering, financing of terrorism, money and prop-
erties obtained by illegal means and the possessions of terrorists 
pursuant to Section 14 of the AMLL.  Further, an Investigation 
Body may also be formed by the Central Board to investigate the 
findings made in the report issued by the Scrutiny Body.

Chapter VIII of the AMLL sets out the anti-money laundering 
requirements on Reporting Organisations (as defined under the 
AMLL).  Such requirements include the requirement to: 
a) carry out risk assessments of money laundering and 

terrorism financing; 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The relevant government authorities are the FIU, Scrutiny 
Body, Investigation Body and various law enforcement agencies 
in Myanmar (as set out below).

Chapter V of the AMLL provides that the FIU is the govern-
ment authority responsible for investigating and prosecuting 
money-laundering criminal offences.

The FIU shall, after receiving and scrutinising the reports 
and information under the AMLL, form and assign the Scrutiny 
Body, the function of which is to scrutinise money laundering, 
financing of terrorism, money and properties obtained by illegal 
means and the possessions of terrorists pursuant to Section 14 of 
the AMLL.  Further, an Investigation Body may also be formed 
by the Central Board to investigate the findings made in the 
report issued by the Scrutiny Body.

Further, law enforcement agencies in Myanmar which are 
responsible for detecting, investigating and scrutinising offences in 
Myanmar will also be responsible for the examination of compli-
ance with and enforcement of anti-money laundering require-
ments.  Such law enforcement agencies include the Myanmar Police 
force, the Bureau of Special Investigation, Department of Customs 
and the Department of Immigration and National Registration.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Chapter XI of the AMLL on “Offences and Penalties” provides that 
there is both corporate criminal liability and liability for natural 
persons.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalty is imprisonment for a term which may 
extend to 10 years or in the case of a legal entity, a fine of K500 
million. 

1.7 What is the statute of limitations for money 
laundering crimes?

There is no period of limitation for criminal offences in 
Myanmar.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Enforcement is only at national level and there are no parallel 
state or provincial criminal offences for money laundering.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

No, there is no specific confiscation authority in Myanmar for 
an offence under the AMLL.  A court order for confiscation of 
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Please see the responses to questions 1.4 and 2.1 above. 
No, the criteria for examination are not publicly available.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, the FIU is formed pursuant to the AMLL to investigate and 
prosecute offences under the AMLL.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no period of limitation for criminal offences in 
Myanmar.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Pursuant to Section 44 of the AMLL, failure to comply with 
the regulatory/administrative anti-money laundering require-
ments as listed in the response to question 2.1 above may attract 
a maximum penalty of imprisonment for a term which may 
extend to three years and may also be liable to a fine.  If the 
offender is a company or organisation, K100 million shall be 
imposed on such company or organisation.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Please see the response to question 2.8 above which includes 
the maximum penalties of either imprisonment or fines under 
Chapter XI of the AMLL. 

The other types of sanction are the confiscation orders or 
administrative orders that the Court is empowered to issue on 
properties and money relating to money laundering. 

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

No, the penalties are not only administrative/civil.
The violation of anti-money laundering obligations is 

also subject to criminal sanctions under Chapter XI of the 
AMLL.  Please see the response to question 2.8 above for more 
information. 

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

There are no administrative decisions under the AMLL.  In 
general under Myanmar law, administrative decisions are subject 
to appeal under the specific rules of that administrative body.

b) carry out intermediary measures on accounts, customers 
and business relationships; 

c) monitor complex or unusually large transactions or transac-
tions with a person from a country which does not follow 
measures to prevent money laundering and terrorism 
financing; 

d) maintain records; and 
e) implement internal programmes, policies, procedures 

and controls to combat money laundering and terrorism 
financing.

“Reporting Organisations” is defined under the AMLL to 
mean “banks and financial institutions, non financial enterprises and 
professions stipulated by this Law to report.  In this expression, it also 
includes organisations which is assigned to report, by notification from time 
to time by the Central Control Board ”.

(ii) Central Bank of Myanmar
Specifically, for banks and financial institutions, Directive No. 
(21/2015) on CDD Measures dated 2 October 2015 (“Directive”) 
issued by the Central Bank of Myanmar also applies.

The Directive sets out additional obligations on banks and 
financial institutions (which supplement the requirements as set 
out in Chapter VIII of the AMLL), and such anti-money laun-
dering requirements include the requirement to: 
a) implement internal programmes, policies, procedures 

and controls to combat money laundering and terrorism 
financing; 

b) carry out risk assessment of money laundering and 
terrorism financing; 

c) customer due diligence; 
d) ongoing monitoring of customer transactions; 
e) suspicious transaction reporting; and 
f ) recordkeeping.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

We are not currently aware of any anti-money laundering require-
ments imposed by self-regulatory organisations or professional 
associations, to the extent they are publicly available. 

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The provisions of the AMLL are silent in this regard on the 
responsibility of the self-regulatory organisations or profes-
sional associations vis-à-vis their members.  However, in general 
these self-regulatory organisations or professional associations 
do require that their members comply with all Myanmar laws 
(including the requirements and obligations under the AMLL) 
and may impose sanctions for failure to do so.

2.4 Are there requirements only at national level? 

Yes, the requirements are only at national level and there are no 
specific state or regional level requirements.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements?  If 
so, are the criteria for examination publicly available?
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3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes, Reporting Organisations are required to implement internal 
programmes, policies, procedures and controls to combat 
money laundering and terrorism financing pursuant to Section 
28 of the AMLL.

The required elements of such internal programmes, policies, 
procedures and controls are as follows:
“a) intermediary measures, continuous focus investigation, monitoring the 

transactions, the obligations to report and to maintain the record;
b) supervising the procedures to ensure high standard of integrity of its 

service and a system to evaluate the personal, servicing and historical 
background of financial of these services;

c) continuous training programmes to assist by specific in respect of 
knowing their intermediary, recognising the specific responsibilities 
related to the anti money laundering and counter financial terrorism 
and transferring which are required to report contained in chapter 8;

d) an independent audit function to examine compliance with and effec-
tiveness of the measures of taken action in implementing this Law.”

Further, for banks and financial institutions, Clause 4 of the 
Directive is applicable and such internal programmes, poli-
cies, procedures and controls should address the following 
requirements:
“a) Risk assessment of the customer as well as transactions;
b) Identification and verification of the customer, including walk-in/

occasional customers, beneficial owners;
c) Application of customer due diligence measures to customers;
d) Exercising ongoing customer due diligence measures in relation to 

business relations and transactions;
e) Application of enhanced customer due diligence measures to high risk 

customers, including politically exposed persons;
f) Maintaining records and information of customers and transactions;
g) Monitoring transactions set out in section 21 of the AMLL;
h) Reporting to the Financial Intelligence Unit of transactions as set out 

in section 32 and 34 of the AMLL;
i) Ensuring that internal policies, procedures, systems and controls are 

subject to independent audit function and review;
j) The appointment of a compliance officer at senior management level 

to ensure compliance with the provisions of the AMLL, Rules issued 
the AMLL and the Directive;

k) Ensuring high standards of integrity while recruiting employees;
l) Providing an on-going training program to all new and existing 

employees, directors, board members and executive or management 
staff; 

m) Other arrangements as prescribed by the CBM and competent regula-
tory authorities.”

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Recordkeeping
The requirements for such recordkeeping are as set out in Section 
23 of the AMLL and Reporting Organisations are required to 
maintain records of the following:
“a) evidence documents, records obtained from intermediary measure and 

finding documents including accounts and business correspondence of 
intermediary or beneficial owners for at least five years after the busi-
ness relationship has been ceased or the occasional transaction has 
been carried out;

b) records on attemption of transaction in both domestic and foreign or 
records on transaction for the following five years after the transaction 
has been carried out;

Under the AMLL, only the court is able to impose penalties/
sanctions and such judgments by the courts are publicly available.

Yes, financial institutions are able to appeal against any 
penalty assessment rendered in judicial proceedings.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Reporting Organisations (as defined under the AMLL) are the 
entities subject to anti-money laundering requirements.

“Reporting Organisations” are defined under the AMLL to 
mean “banks and financial institutions, non financial enterprises and 
professions stipulated by this Law to report.  In this expression, it also 
includes organisations which is assigned to report, by notification from time 
to time by the Central Control Board ”.

The non-financial enterprises and professions stipulated 
under the AMLL to be Reporting Organisations are as follows:
“a) Casinos;
b) Real estate agents;
c) Dealers in precious metals and precious stones;
d) Lawyers, notaries, accountants or other independent legal profes-

sionals in respect of carrying out transactions acceptance and entrust 
of money and property of a client performing any of the following 
activities:
a. buying and selling immovable property
b. managing of client money, securities or other assets
c. management of bank, savings or securities accounts
d. organisation of contributions for the establishment, operation or 

management of companies
e. establishment of legal societies or arrangements, operation or 

management of companies
e) Company, control body and company service providers which as a 

business provide any of the following services to third parties:
a. acting as formation agent of legal persons
b. acting as a director or secretary of a company, a partner of a part-

nership, or a similar position in relation to other legal society or 
arrangement persons

c. taking responsibility of a registration office, or business address, 
or correspondence or administrative address for a company, a 
partnership or any legal society arrangement

d. acting as a trustee in a trusteeship company or performing the 
equivalent function in any legal society arrangement

e. acting as a nominal shareholder or arranging a person to act as 
a nominal shareholder for another person.”

Please see the answer to question 2.1 above for the obligations 
that Reporting Organisations are subject to.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

We are not currently aware of any rules or regulations under 
Myanmar law which apply the anti-money laundering require-
ments to the cryptocurrency industry.
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3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Pursuant to Section 19(d) of the AMLL, Reporting Organisations 
are to undertake the following customer due diligence measures:
“a) identifying the intermediary by means of free and reliable sources, 

documents, data or information and verifying the intermediary’s 
registration;

b) Collecting and understanding the purpose of business relationship and 
the nature of information;

c) Identifying the main beneficiary to be verified that the reporting 
organizations may know who is the main beneficiary and understand 
possession and control of company or legal arrangement and taking the 
suitable measures in order to verify the evidence of the said beneficiary;

d) Verifying whether the person on behalf of intermediary is authorised 
person or not for person, company. organisation or legal arrangements 
and verifying the registration of that person is correct; verifying the 
legal status of person, company, organisation or legal arrangement; 
receiving information of intermediary’s name, legal formation, address 
and directors and regulating the power to be bound to company or legal 
arrangements;

e) Enhancing customer due diligence measures contained in clauses (a) 
to (d) if it has reasonable grounds to believe that the customer is a 
domestic and foreign politically exposed person or international polit-
ically exposed person.”

For banks and financial institutions, Clause 11 of the Directive 
is applicable and additional customer due diligence as follows 
would be required:
a) regarding natural persons, the Reporting Organisation 

must verify the identity of their customers using reliable, 
independent source documents, data, or information as 
outlined in Schedule 1 of the Directive; and

b) regarding legal persons or legal arrangements, the Reporting 
Organisation must obtain and verify the information required 
using reliable, independently sourced documents, data, or 
information as outlined in Schedule 1 of the Directive.

In brief, Schedule 1 of the Directive sets out certain speci-
fied information that banks and financial institutions would be 
required to collect from their customers.

Further, enhanced customer due diligence is required for 
higher risk customers as set out in Clause 17 of the Directive.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Clause 35 of the Directive provides that banks and financial 
institutions shall not enter into or continue a correspondent or 
business relationship with a shell bank or a correspondent finan-
cial institution in a foreign country that allows its accounts to be 
used by a shell bank.

3.9 What is the criteria for reporting suspicious 
activity? 

There are no specified criteria but a suspicious transaction 
report is to be made if there are reasonable grounds to believe 
that a transaction or attempted transaction is money or property 
obtained by illegal means, or is related to money laundering or 
terrorism financing.

c) copies of transaction reports under Chapter 8 of this law and other 
related documents for at least five years from the date of the report was 
submitted to the Financial Intelligence Unit; and

d) risk assessment and other underlying information for a period of five 
years from the date of its completion or update.”

Further, for banks and financial institutions, Clause 58 of the 
Directive is applicable and copies of all records obtained through 
the customer due diligence process will need to be maintained.

Reporting
Section 32 of the AMLL provides that Reporting Organisations 
shall promptly report to the FIU if the amount of transaction is 
equal to or exceeds the designated threshold of US$10,000 or 
it has reasonable grounds to believe that any money or prop-
erty is obtained by illegal means or is related to money laun-
dering or terrorism financing or an attempt to do so.  Please 
also note that Reporting Organisations are required to submit 
a suspicious transaction report to the FIU for suspicious trans-
actions that may be an offence relating to money laundering 
or financing of terrorism.  In addition, the FIU collects a wide 
range of transaction data (in addition to the aforementioned 
suspicious transactions report) including immovable property 
transactions, cash transactions and gems purchasing data from a 
wide range of Reporting Organisations.  Despite the obligation 
to file these reports, only banks have filed suspicious transac-
tions reports thus far, and threshold reports are rarely reported 
by other sectors.

Further for banks and financial institutions, Clause 47 of 
the Directive is applicable and a cross-border wire transfer in 
excess of US$10,000 or a domestic wire transfer in excess of 
K100 million will need to be reported to the FIU by either the 
ordering bank or beneficiary bank.  Clause 49 of the Directive 
prescribes that banks or financial institutions should report to 
the FIU within 24 hours if they are situated in an urban area or 
within three days if they are situated in a remote area.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Reporting Organisations are required to submit a suspicious 
transaction report to the FIU for suspicious transactions that 
may be an offence relating to money laundering or financing 
of terrorism.  Such suspicious transaction reports should be 
submitted to the FIU within 24 hours if the Organisation is situ-
ated in an urban area or within three days if it is situated in a 
remote area.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

For banks and financial institutions, Clause 47 of the Directive 
is applicable and a cross-border wire transfer in excess of 
US$10,000 will need to be reported to the FIU by either the 
ordering bank or beneficiary bank.  Clause 49 of the Directive 
prescribes that banks or financial institutions should report to 
the FIU within 24 hours if they are situated in an urban area or 
within three days if they are situated in a remote area.

This report should be in the form as prescribed under the 
AMLL as set out at Form 7 of the Anti Money Laundering Rules 
2015.
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4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

We are not currently aware of any additional anti-money  
laundering measures being contemplated or which are under 
consideration.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

The last review conducted by the Asia/Pacific Group on Money 
Laundering from 20 November to 1 December 2017 stated that 
Myanmar is non-compliant with certain recommendations of 
the FATF, in particular on the following:
a) Recommendation 7 – Targeted Financial sanctions related 

to proliferation.
b) Recommendation 14 – Money or value transfer services.
c) Recommendation 19 – High-risk countries.
d) Recommendation 24 – Transparency and beneficial 

ownership of legal persons.
e) Recommendation 25 – Transparency and beneficial 

ownership of legal arrangements.
f ) Recommendation 28 – Regulation and supervision of 

DNFBPs.
The above recommendations of the FATF do not currently 

form part of the AMLL and in order to comply with these 
recommendations, the main impediment would be having the 
legislative support to pass such legal reform.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The last review was conducted by the Asia/Pacific Group on 
Money Laundering from 20 November to 1 December 2017.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

This can be obtained from the FIU website at https://mfiu. gov.
mm/en.

English translations are available.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

The Directorate of Investment and Company Administration, 
the registrar of companies in Myanmar, has set up an online 
registry, MyCo, which functions as a public registry of all 
companies and entities registered in Myanmar under the 
Myanmar Companies Law 2017.  Information on shareholding 
and director appointment can be accessed on MyCo.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes, Clause 38 of the Directive prescribes that accurate origi-
nator and recipient information be included on the wire transfer.

Yes, such information should remain with the wire transfer 
and related messages throughout the payment chain.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Share certificates are prima facie evidence of the title of shares 
and the Myanmar Companies Law 2017 requires that a share 
certificate be issued to shareholders within 28 days of the allot-
ment of shares.

A shareholder is recognised to be a shareholder of a company 
when such shareholder’s name is indicated in the company’s 
register of members.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Please see the answer to question 2.1 above.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

No, as disclosed above, we are not currently aware of any anti-
money laundering requirements applicable to certain business 
sectors, such as persons engaged in international trade or persons 
in certain geographic areas such as free trade zones.
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(“mixture”).  Objects obtained through violations (overtredingen) 
fall outside the scope of money laundering under Dutch law. 

Predicate offences can be all crimes whereby an object has 
been acquired, including tax evasion.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

In general, the DPC provides jurisdiction for the DPPS to 
prosecute suspects for criminal offences if the case has a link 
with the Netherlands; for instance, if a Dutch person commits 
a crime abroad (as long as the act is punishable in the foreign 
country as well) or if the crime has been committed partially on 
Dutch territory. 

In terms of jurisdiction, the DPC does not provide for a limita-
tion in predicate offences.  Therefore, the DPPS has jurisdiction 
to prosecute suspects for money laundering in the Netherlands 
of objects that originate from crimes committed and which are 
punishable abroad. 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The DPPS, assisted by the Dutch police and Fiscal Intelligence 
and Investigation Service (FIOD).

1.5 Is there corporate criminal liability or only liability 
for natural persons?

According to Article 51 of the DPC, both individuals and 
legal entities are capable of committing criminal offences.  It 
follows from Dutch case law that a legal entity can be held crim-
inally liable for criminal offences of individuals (for instance, 
employees) if these offences can be ‘reasonably attributed’ to the 
legal entity, which depends on the specific facts and circum-
stances of the case.  According to the Dutch Supreme Court, 
an important point of reference in this context is whether the 
offence (of the individual) took place within the ‘sphere’ of the 
legal entity. 

Furthermore, according to Article 51 of the DPC, if crim-
inal liability of the legal entity has been established, individuals 
that ordered the commission of the criminal offence (opdracht-
gever) or actually directed the unlawful behaviour ( feitelijk leid-
inggever) may also be prosecuted and convicted for such crim-
inal offences.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The Dutch Public Prosecution Service (DPPS, Openbaar 
Ministerie).

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Under Dutch criminal law, the substantive standard can be 
generally described as the prohibition of conducting acts with 
regard to objects that – directly or indirectly – originate from 
a crime.  According to Title XXXA of the Dutch Penal Code 
(DPC, Wetboek van Strafrecht), the prohibited acts are, amongst 
other things:
■	 Hiding	or	concealing:

■	 the	actual	origin,	finding	place,	disposal	or	transfer	of	
the object; and

■	 who	 the	 entitled	 person	 to	 an	 object	 is	 or	 who	 the	
person is that possesses the object.

■	 The	acquisition,	possession,	 transfer,	conversion	and	use	
of an object that originates from a crime.

Please note that the term ‘object’ also covers property rights.
The DPC distinguishes the following types of money 

laundering:
■	 Intentional	money	laundering	(Article	420bis DPC) (condi-

tional intent regarding the origin of the object suffices).
■	 Habitual	money	laundering	(Article	420ter DPC) (heaviest 

form, intentional money laundering on a regular basis).
■	 Money	 laundering	 as	 a	 regular	 occupation	 or	 business	

activity (Article 420ter DPC).
■	 Culpable	money	laundering	(Article	420quater DPC) (lower 

limit, culpa regarding the origin of the object suffices).
■	 Simple	money	 laundering	 (Article	420bis 1 and 420quater 

1 DPC) (acquisition or possession of an object that orig-
inates directly from an own crime) (both the intentional 
and culpable form are criminalised).

The object that is being laundered must originate from a 
previous crime (misdrijf ).  It is not required that the object orig-
inates entirely from a crime: according to Dutch case law, an 
object that is also partly financed with criminal money and 
partly with legal money is considered to originate from a crime 
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the VimpelCom case.  The bank reached a settlement with the 
DPPS for violation of the Money Laundering and Terrorist 
Financing (Prevention) Act (Wwft) and culpable money laun-
dering.  According to the DPPS, the bank did not prevent the 
bank accounts of ING customers in the Netherlands from being 
used to launder hundreds of millions of euros between 2010 and 
2016.  ING paid a fine of EUR 775,000,000.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

In almost all large (international) fraud cases that have occurred 
so far, the DPPS has reached an out-of-court settlement (trans-
actie) with suspects, in which settlements included the term of 
paying a certain fine. 

The policy of the Dutch Public Prosecutors Office regarding 
high and special transactions (“Aanwijzing hoge transacties en bijzon-
dere transacties”) states that in principle a press release will be 
published for settlements of EUR 50,000 or more or special 
settlements between EUR 2,500 and EUR 50,000.  Such a press 
release in any case includes the following information: a descrip-
tion of the criminal offences which according to the DPPS can 
be proven; a detailed prescription of the proposed settlement 
with respect to all involved suspects (specifically in case of a 
suspected legal entity and responsible individuals); a description 
of the underlying considerations with regards to the settlement 
(including a motivation of why the case should not be brought 
for a criminal judge); and an explanation of the amount of the 
fine.  

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Depending on the type of financial institution as mentioned in 
Article 1a Wwft, the authorities for imposing anti-money laun-
dering requirements are:
■	 The	 Dutch	 Central	 Bank	 (DNB): regulator for banks; 

credit institutions; exchange institutions; electronic money 
institutions; payment institutions; life insurers; trust 
offices; and lessees of safes.

■	 The	Dutch	Authority	 for	 the	Financial	Markets	 (AFM): 
regulator for investment firms; investment institutions; 
and banks and financial service providers insofar as they 
mediate in life insurance policies and institutions for 
collective investment and securities (UCITS).

■	 The	 Financial	 Supervision	 Office	 (BFT): regulator for 
accountants; tax advisers; and notaries.

■	 The	Dutch	Tax	Authority	and	Wwft	Supervision	Office:	
regulator for real estate agents or intermediaries; valuers; 
traders/sellers of goods; pawnshops; and domiciles.

■	 The	 local	Dean	of	the	Bar	Association:	 the	regulator	for	
lawyers (attorneys-at-law).

■	 The	 Gaming	 Authority	 (KSA): regulator for gaming 
casinos.

■	 The	investigation	and	enforcement	services	&	intelligence	
and security services: Financial Intelligence Unit (authority 

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Depending on the type of money laundering as discussed in 
question 1.2, the maximum penalties for individuals vary from: 
■	 Imprisonment:	three	months	(simple	culpable	money	laun-

dering) to eight years (habitual money laundering). 
■	 Fines:	EUR	21,750	to	EUR	87,000.	

The maximum penalties for legal entities (fines only) vary 
from EUR 87,000 to 10 per cent of the annual turnover of the 
previous fiscal year.

In addition, convicted individuals can be removed from (i) 
rights such as holding (certain) offices, serving with the armed 
forces, being counsel or judicial administrator, and (ii) the exer-
cise of the profession in which the crime was committed (Article 
420quinquies DCC). 

1.7 What is the statute of limitations for money 
laundering crimes?

According to Article 70 of the DPC, depending on the type of 
money laundering as discussed in question 1.2, the statute of 
limitations varies from six years (culpable money laundering 
and simple money laundering) to 20 years (habitual money 
laundering). 

In addition, Article 72 of the DPC states that after any act of 
prosecution the statute of limitations starts over.  The absolute 
statutes of limitations for the aforementioned money laundering 
crimes varies from 12 to 40 years (two times the initial statute 
of limitations).

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

In general, we see a development in which the cooperation 
between Dutch and foreign authorities in cross-border crim-
inal cases increases.  A more recent matter concerns the inves-
tigation of the DPPS to money laundering by the Dutch ING 
Bank in relation to corrupt payments made by telecom company 
VimpelCom to, amongst others, the daughter of the former 
president of Uzbekistan, Gulnara Karimova, for which the bank 
reached an out-of-court settlement with the DPPS.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

The DPPS has the power to forfeit and confiscate objects.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

We are familiar with a few cases in which (small) financial insti-
tutions or their directors have been convicted of money laun-
dering.  In addition, the DPPS seems to have increased its focus 
on so-called gate-keepers, especially large(r) financial institu-
tions.  For instance, in 2018 the DPPS conducted a criminal 
investigation to ING bank in relation to money laundering in 
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2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

According to the Wwft, the Dutch Financial Intelligence Unit 
(http://www.fiu-nederland.nl) is the only and central reporting 
point where the Wwft institutions must report unusual 
transactions. 

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Enforcement of the Wwft can take place via administrative 
measures, such as an order subject to an incremental penalty 
(last onder dwangsom) in order to stop the institution of violating 
the Wwft or an administrative penalty (bestuurlijke boete).  The 
statute of limitations for an administrative penalty is five years 
from the day of the violation. 

In addition, violation of (one or more of) the five core obli-
gations as discussed in question 2.1 can constitute a criminal 
offence under the Economic Crimes Act (WED, Wet op de 
economische delicten) for which the DPPS can start prosecution.  
According to Articles 1, 2 and 6 of the WED in conjunction 
with Articles 70 and 72 of the DPC, the absolute statutes of limi-
tations vary from six years (in the case of a culpable violation) 
to 24 years (in the case of a habitual and intentional violation).

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Administrative penalties: for most violations of the aforemen-
tioned five core obligations of the Wwft, the assigned regu-
lator can impose administrative penalties that may vary from 
EUR 10,000 (minor violation) to EUR 4,000,000 (serious viola-
tion).  The maximum penalty for banks, trust offices and a few 
other financial institutions such as investment firms amounts to 
EUR 5,000,000.  In case of recidivism within five years from a 
previous violation, the administrative penalty can be twice the 
aforementioned amounts.  In addition, in case of serious viola-
tions by banks, trust offices and a few other financial institu-
tions, the Wwft provides for administrative penalties of up to 20 
per cent of the net turnover of the previous fiscal year.  

Criminal penalties: the maximum penalties for violations of 
the aforementioned five core obligations of the Wwft vary from 
six months to four years’ imprisonment or fines ranging from 
EUR 21,750 to EUR 87,000 for natural persons.  The maximum 
penalties for legal entities (fines only) vary from EUR 87,000 to 
10 per cent of the annual turnover of the previous fiscal year.  In 
addition, the WED prescribes that if the value of the goods with 
which or with regard to which the crime has been committed, or 
which has been wholly or partly obtained through the crime, is 
higher than the fourth part of the maximum of the fine which can 
be imposed, a fine of the next higher category may be imposed.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The WED in conjunction with the DPC can impose various addi-
tional penalties (bijkomende straffen) such as removal from holding 
offices for a certain period and total or partial cessation of the 

where institutions must report unusual transactions); and 
the DPPS (authority to investigate unusual transactions 
and other alleged criminal violations of the Wwft).

The Wwft comprises five core obligations:
■	 Taking	measures	to	identify	and	assess	its	risks	of	money	

laundering and terrorist financing, including the recording 
of the results of such assessment.  In addition, the obli-
gation exists to have policies and procedures in place to 
mitigate and effectively manage the risks of money laun-
dering and terrorist financing and the risks identified in 
the national and supranational risk assessment (Articles 
1f–2d Wwft).

■	 Conducting	a	thorough	–	standard,	simplified	or	strength-
ened – customer due diligence (CDD) prior to entering 
into a business relationship or conducting (incidental) 
transactions (Articles 3–11 Wwft).

■	 Reporting	 of	 unusual	 transactions	 with	 the	 Financial	
Intelligence Unit, on the basis of objective or subjective 
indicators (Articles 12–23a Wwft).

■	 Providing	periodic	training	to	employees	in	order	for	them	
to be able to recognise unusual transactions and conduct a 
proper and comprehensive CDD (Article 35 Wwft).

■	 Adequate	 record-keeping	 of	 risk	 assessment/CDD	 and	
reporting of unusual transactions and providing these 
results to regulators upon request (Articles 33–34 Wwft).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Most of the authorities mentioned in question 2.1 (of which 
some are self-regulatory organisations such as the local Dean 
of the Bar Association) provide guidelines for the Wwft institu-
tions in order to assist them in complying with the obligations 
of the Wwft.  However, the authorities do not impose additional 
requirements.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The authorities mentioned in question 2.1 are responsible for 
anti-money laundering compliance and enforcement against the 
Wwft institutions that fall under their responsibility.

2.4 Are there requirements only at national level? 

Since the Wwft obligations are implementations of the require-
ments as set by the European AML Directives, the Wwft obli-
gations stem from international level.  For instance, the FATF 
standards are relevant in this regard.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Please see questions 2.1 and 2.2.  Please note that the guidance 
provided is not always up to date or very clear.  For example, the 
general guidance dates January 2014, although since the end of 
2019 a new version has been ‘in consultation’.
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3) Designated natural persons or legal entities acting in the 
context of their professional activities:
a) Accountants.
b) Lawyers.
c) Tax advisers.
d) Domicile providers.
e) Traders/sellers of real estate, vehicles, ships, art objects, 

antiques, precious stones, precious metals, or jewellery.
f ) Brokers or intermediaries in matters of great value 

(EUR 10,000 or more).
g) Notaries.
h) Pawnshops.
i) Gaming casinos.
j) Appraisers.
k) Trust offices. 

With regard to lawyers and (junior) notaries, the Wwft is only 
applicable if they:
1) independently provide professional or professional advice 

or assistance with:
i) the purchase or sale of registered goods;
ii) managing money, securities, coins, notes, precious 

metals, precious stones or other values;
iii) the establishment or management of companies, legal 

persons or similar bodies as referred to in Article 2, 
first paragraph, part b, of the General Government 
Tax Act;

iv) the purchase or sale of shares in, or the total or partial 
purchase or sale or takeover of companies, compa-
nies, legal persons or similar bodies as referred to in 
Article 2, first paragraph, under b, of the General 
Government Tax Act;

v) activities in the field of taxation that are comparable 
to the activities of the professional groups described in 
part a; and

vi) establishing a mortgage right on registered property; 
or

2) act independently, professionally, or commercially in the 
name and on behalf of a client in any financial transaction 
or real estate transaction.

The Wwft does not apply to tax advisers, lawyers and notaries, 
in so far as they perform work for a client regarding the determi-
nation of his legal position, his legal representation and defence, 
giving advice before, during and after legal proceedings, or 
giving advice on instituting or avoiding legal proceedings.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

In line with the Fourth Anti-Money Laundering Directive, a 
legislative proposal is currently pending to bring virtual currency 
under the scope of the Wwft.  In April 2020, this is pending at the 
Senate.  We expect this to enter into force over the course of 2020. 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

As discussed in question 2.1, the Wwft comprises five core obli-
gations that Wwft institutions are required to meet.  It is up to 
the institutions themselves to decide on how they implement 
such obligations.  Dutch law does not provide for an obligation 
to maintain specific compliance programmes. 

entity of the convicted person where the crime was committed.  
In addition, certain measures (maatregelen) can be imposed, such 
as deprivation of the unlawfully obtained advantage.

In addition, the Wwft provides for the obligation of regula-
tors to publish administrative fines in certain cases. 

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

Please see the answers to questions 2.8 and 2.9 above.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

Judicial proceedings in the Netherlands are public. 
If an institution gets convicted of criminal violations of the 

DPC or Wwft by a District Court, it can appeal such verdict to 
the Court of Appeal.  In case of a conviction by the Court of 
Appeal in criminal proceedings, an institution can under certain 
circumstances appeal to the Supreme Court, which has the 
competence to set aside or affirm rulings of lower courts, but no 
competence to re-examine or question the facts.  The Supreme 
Court only considers whether the lower courts applied the law 
correctly and the rulings have sufficient reasoning. 

In administrative proceedings, an institution must first file a 
complaint (bezwaar) with the administrative body imposing the 
sanction, followed by an appeal before the court.  Under certain 
circumstances, a possibility to appeal against a ruling by the court 
with the Commission for Appeal for business and industry exists.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

Article 1a Wwft distinguishes three main categories of “institu-
tions”, namely: 
1) Banks. 
2) Other financial institutions:

a) Investment institutions.
b) Investment firms.
c) Mediators in life insurance.
d) Payment service agents.
e) Payment service providers acting on behalf of a 

payment service provider with another EU Member 
State licence.

f ) Payment service providers.
g) Electronic money institutions.
h) UCITS.
i) Institutions not being a bank that nevertheless carries 

out banking activities.
j) Life insurers.
k) Landlords of safes.
l) Currency exchange offices.
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The type of CDD an institution needs to conduct in a specific 
case entirely depends on the type of client and transaction.  The 
starting point is that an institution conducts a standard CDD, 
unless a business relationship or transaction by its nature entails 
a low risk of money laundering or financing of terrorism.  In 
that case, a simplified due diligence suffices.  If a business 
relationship or transaction by its nature entails a high risk of 
money laundering or financing of terrorism, the institution must 
conduct a strengthened due diligence.  This is also the case if the 
state where the customer is domiciled or established or has its 
seat has been designated by the European Commission as a state 
with a higher risk of money laundering or terrorist financing 
on the basis of Article 9 of the Fourth Anti-Money Laundering 
Directive. 

Where a risk on money laundering or financing of terrorism 
in a specific case exists, a background check of the customer, 
identification of the Ultimate Beneficial Owners (UBOs) and 
the purpose and nature of the business relationship, amongst 
others, will also need to be determined.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

According to Article 5 Wwft, it is prohibited for banks and other 
financial institutions to enter into or continue a correspondent 
relationship with a shell bank or with a bank or other financial 
institution that is known to allow a shell bank to use its accounts.

3.9 What is the criteria for reporting suspicious 
activity? 

Please see question 3.5.  Please note that in the Netherlands 
unusual activities should be reported.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

As of March 2019, the Netherlands has still not fully imple-
mented the Fourth Anti-Money Laundering Directive.  
Consequently, there is no register for UBOs to date.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

We refer to the DNB guidance that describes the following:
FATF Special Recommendation VII on wire transfers stipu-

lates that electronic transfers must contain certain information 
about the party instructing the payment.  In Europe, this FATF 
Recommendation has been transposed into Regulation (EC) No 
1781/2006 of the European Parliament and of the Council of 
15 November 2006 on information on the payer accompanying 
the transfer of funds.  The Regulation has direct effect in the 
Netherlands.  The Wwft stipulates that a customer due diligence 

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Recordkeeping: a Wwft institution has to keep records of:
■	 the	 performed	 client	 due	 diligence	 on	 the	 basis	 of	 the	

Wwft; and
■	 the	measures	it	took	to	investigate	complex	and	unusually	

large transactions.
Article 33 Wwft states that the institution must keep these 

records for five years from the date of termination of the busi-
ness relationship or the date the transaction has been executed.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

According to Article 16 of the Wwft, an institution is obliged 
to immediately (but in any case within two weeks) report an 
unusual intended or effected transaction with the FIU, right 
after it became aware of the unusual nature of the transaction.  
The reporting obligation also applies if:
■	 a	 CDD	 failed	 and	 there	 are	 also	 indications	 that	 the	

customer concerned is involved in money laundering or 
terrorist financing; or

■	 a	 business	 relationship	 is	 terminated	 and	 there	 are	 also	
indications that the customer concerned is involved in 
money laundering or terrorist financing.

In order to determine the nature of the transaction, the 
Uitvoeringsbesluit Wwft 2018 provides for objective and subjec-
tive indicators for specific Wwft institutions.  Objective indi-
cators for banks and some other financial institutions are, for 
instance, (cash) transactions of EUR 10,000 or more or money 
transfer of EUR 2,000 or more.  Subjective indicators are more 
vague.  A frequently used subjective indicator is, for instance, if a 
transaction gives reason for the institution to assume that it may 
be related to money laundering or terrorist financing.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Though Dutch law is not very clear on this point, the Wwft does 
not seem to provide for a territorial delineation of unusual trans-
actions as such.  The parliamentary history of the Wwft and 
Dutch caselaw seem to suggest that foreign transactions may 
also be subject to the reporting requirements of Article 16 Wwft.  
Therefore, Wwft institutions can also be obliged to report cross-
border transactions, if such transactions are considered to be 
unusual, as discussed in question 3.5. 

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

As discussed in question 2.1, the Wwft provides for three types 
of CDD: standard; simplified; or strengthened CDD.  All types 
of due diligence need to be conducted prior to entering into a 
business relationship or conducting (incidental) transactions 
(Articles 3–11 Wwft).
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3.14 Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Please see question 3.13 above.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

A part of the Fourth Anti-Money Laundering Directive still 
has to be implemented.  The Fifth Anti-Money Laundering 
Directive still has to be implemented in whole.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

Please see question 4.1 above.  The last FATF evaluation is from 
2014 and therefore is no longer up to date.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The FATF has evaluated the anti-money laundering regime 
of the Netherlands.  For further information please see: 
http://www.fatf-gafi.org/documents/documents/fur-nether-
lands-2014.html.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

For English publications we refer to:
■	 The	website	of	the	FIU:	https://www.fiu-nederland.nl/en.
■	 DNB	Guidance	 on	 the	Wwft:	 http://www.toezicht.dnb.

nl/en/ bin aries/51-212353.pdf.
■	 The	 Fifth	 European	 Anti-Money	 Laundering	 Directive:	

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri 
=CELEX%3A3 2018L0843.

must be performed whenever an institution effects a non-recur-
ring transaction into or out of the Netherlands on behalf of a 
customer or a trust that involves a transfer of funds as referred 
to in Section 2(7) of the Regulation.

The Regulation lays down rules concerning the informa-
tion on the payer that must accompany the transfer of funds 
in order to ensure that the authorities responsible for combat-
ting money laundering and terrorist financing have direct access 
to basic information that can help them exercise their duties.  
Institutions will generally have access to this information from 
the customer due diligence.  The institution also performs a 
customer due diligence when executing a non-recurring trans-
action into or out of the Netherlands on behalf of a customer or 
trust which is effecting a transfer of funds.

Full information about the payer comprises:
■	 Name.
■	 Address	 (or	date	and	place	of	birth,	 customer	 identifica-

tion number or national identity number).
■	 Account	number	(if	this	is	not	available,	replace	it	with	a	

unique identification code that can be used to trace the 
payer).

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Please note that in 2019 a law entered into force that decided that 
the issuing of bearer shares can only be done via a global certif-
icate that will be filed at the central institute or an intermediary.  
All bearer shares not filed at the central institute or an interme-
diary should have been converted to registered shares in 2019.  
From 2020, all bearer shares that have not been converted will 
automatically be converted to registered shares.  Anonymous 
transfer of bearer shares is no longer possible. 

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes, we refer to the list provided in question 3.1 which describes 
that non-financial institutions are also considered to be Wwft 
institutions to which the Wwft core obligations apply; for 
instance, natural persons or legal entities acting in the context 
of their professional activities:
a) traders/sellers of real estate, vehicles, ships, art objects, 

antiques, precious stones, precious metals, or jewellery; 
and

b) brokers or intermediaries in matters of great value (EUR 
10,000 or more).
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prohibited act in the Republic of Poland, or on a Polish vessel or 
aircraft, unless the Republic of Poland is a party to an interna-
tional agreement stating otherwise. 

In addition, the Polish Criminal Code applies also to Polish 
citizens who have committed an offence abroad (Article 109 
of the Polish Criminal Code) as well as to foreigners who have 
committed a prohibited act abroad that is against the interest of 
the Republic of Poland, a Polish citizen, a Polish legal entity or 
a Polish organisational unit without the status of a legal entity.  
Moreover, Polish criminal law applies to foreigners who have 
committed a prohibited act abroad other than acts mentioned 
above, if, under Polish criminal law, the prohibited act is subject 
to a penalty exceeding two years’ imprisonment, where the 
offender is in the Republic of Poland and where no decision on 
his or her extradition has been taken. 

For an act committed abroad to be considered an offence, it 
must be considered an offence by the law in force where it was 
committed (Article 111 § 1 of the Polish Criminal Code).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The public prosecutor’s offices are responsible for investigating 
and prosecuting.  Investigations might also be conducted by the 
local police.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Polish criminal law applies only to natural persons.  However, 
the so-called collective entities bear liability for acts prohib-
ited under penalty as offences or fiscal offences according to 
rules stated in the Act of 28 October 2002 on the Liability of 
Collective Entities for Acts Prohibited Under Penalty (herein-
after referred to as “the Act”). 

Pursuant to Article 2 of the Act, a collective entity is a legal 
person and organisational unit without legal personality on 
which separate laws and regulations confer legal capacity, except 
for the State Treasury, local governments units and their unions.  
A collective entity according to the Act is also a commercial 
company with the shareholding of the State Treasury as well as 
a company with the shareholding of local governments units 
or union of such units, a company in organisation, an entity in 
liquidation, an entrepreneur not being a natural person, and a 
foreign organisational unit. 

According to the Act, a collective entity may hold respon-
sibility for, inter alia, all offences related to economic activity, 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

In Poland, money laundering is prosecuted by the public prosecu-
tor’s offices.  Regional Prosecutor’s Offices conduct and super-
vise the penal proceedings in criminal cases connected with the 
most serious criminal, financial and tax offences.  Investigations 
are conducted either by public prosecutors or by the local police.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Article 299 of the Polish Criminal Code states that anyone 
who receives, transfers or transports abroad, or assists in the 
transfer of title or possession of legal tender, securities or other 
foreign currency values, property rights or real or movable prop-
erty obtained from the profits of offences committed by other 
people, or takes any other action that may prevent or signifi-
cantly hinder the determination of their criminal origin or place 
of location, their detection or forfeiture, is liable to imprison-
ment of between six months to eight years.  Moreover, anyone 
who as an employee of a bank, financial or credit institution, or 
any other entity legally obliged to register transactions and the 
people performing them, unlawfully receives a cash amount of 
money or foreign currency, or who transfers or converts it, or 
receives it under other circumstances raising a justified suspi-
cion as to its origin from the offences specified above, or who 
provides services aimed at concealing its criminal origin or in 
securing it against forfeiture, is liable to the penalty specified 
above.  If the offender commits an act specified above acting in 
concert with other people, he or she is liable to imprisonment of 
between one to 10 years.

Tax evasion is not a predicate offence for money laundering.  
Tax evasion is an offence according to the Polish Penal Fiscal 
Code.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

In principle, according to Article 5 of the Polish Criminal 
Code, Polish criminal law applies to an offender who commits a 
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1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations for money laundering is 15 years from 
the moment the offence was committed (Article 101 § 1 point 2a 
of the Polish Criminal Code).

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

There are no parallel state or provincial criminal offences in 
Poland.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

According to the Polish Criminal Code, in the case of criminal 
conviction for money laundering, the court orders the forfeiture 
of items derived either directly or indirectly from the offence, 
or the gains of the offence, or an equivalent value, even if they 
are not the property of the offender.  Forfeiture is not ordered 
if all or part of the gains, or their equivalent, are returned to the 
aggrieved party or another entity.

The Polish Criminal Code provides for the possibility of 
forfeiture if there is no criminal conviction.  Pursuant to Article 
45a of the Polish Criminal Code, the court may order the forfei-
ture in the case where the effects of a prohibited act on society 
are insignificant, as well as in the case where the court condi-
tionally discontinued criminal proceedings or if the offender 
has committed a prohibited act in a state of unaccountability or 
if there are circumstances excluding punishment.

Apart from the above, if evidence collected during proceed-
ings show that in the case of conviction, the forfeiture would 
be ordered, the court may also order forfeiture in the following 
situations:
■	 in	the	event	of	the	death	of	the	offender;
■	 in	 the	 event	 of	 discontinuation	 of	 criminal	 proceedings	

because of the failure to identify the offender;
■	 in	the	event	of	suspension	of	criminal	proceedings;	or
■	 if	the	accused	cannot	take	part	in	the	proceeding	because	

of mental disorder or other dread disease.
For forfeiture concerning collective entities, please see ques-

tion 1.6 above.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

There are no widely known cases of banks or other financial 
institutions or their directors, officers or employees having been 
convicted of money laundering in Poland.  However, such cases 
may have taken place.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

According to the Polish Code of Criminal Procedure, there 
is a possibility to refrain from further actions if the accused 
pleads guilty and in the view of his or her explanations, the 

penal and fiscal offences, public corruption and corruption in 
business, including the crime of money laundering. 

A collective entity bears liability for the prohibited act 
committed by a natural person if such behaviour brought or 
might have brought some benefit to a collective entity (even 
immaterial).  A collective entity bears such liability if the person: 
■	 acts	on	behalf	of	or	in	the	interest	of	the	collective	entity	

within the scope of power or duty to represent it, makes 
decisions on its behalf or exercises internal control, or in 
having exceeded such power or failed to perform this duty;

■	 was	permitted	to	act	as	a	result	of	having	exceeded	powers	
or failed to perform the duties by the person referred to 
above; and

■	 acts	on	behalf	of	or	in	the	interest	of	the	collective	entity,	
with the consent or knowledge of the person referred to 
above.

According to Article 4 of the Act, the collective entity bears 
liability if the fact of committing the prohibited act by the 
person mentioned above has been approved by a valid judgment 
convicting such person, a decision on conditional discontinu-
ance of penal proceedings or proceedings in the case involving a 
fiscal offence in respect of such person, or if a decision permit-
ting such person to voluntarily accept the liability or a court deci-
sion on discontinuance of proceeding against such person due 
to a circumstance excluding the punishment of the perpetrator.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Money laundering is punishable by imprisonment of between 
six months to eight years.  However, if the offender commits 
the act of money laundering acting in concert with other people 
as well as in the case where the offender gains significant mate-
rial benefit, he or she is liable to imprisonment of between one 
to 10 years. 

In reference to collective entities, the court adjudicates a 
monetary penalty of an amount between PLN 1,000 and PLN 
5,000,000; however, the penalty must not exceed 3% of the 
revenue earned in the financial year in which the prohibited 
act forming the grounds for liability of the collective entity was 
committed.

In respect of collective entities, the court should also decide 
the forfeiture of the following:
■	 objects	coming,	even	indirectly,	from	the	prohibited	act	or	

objects which served or were designed for committing the 
prohibited act;

■	 material	benefit	coming,	even	indirectly,	from	the	prohib-
ited act; and

■	 the	 value	 equivalent	 to	 the	 value	 of	 objects	 or	 material	
benefits coming, even indirectly, from the prohibited act. 

Apart from what is stated above, the following may be adjudi-
cated in respect of collective entities:
■	 prohibition	of	promotion	or	advertising	of	the	conducted	

activity, manufactured or sold products and provided 
services or performances;

■	 prohibition	 of	 benefitting	 from	 grants,	 subventions	 or	
other forms of financial support involving public funds;

■	 prohibition	 of	 benefitting	 from	 assistance	 of	 interna-
tional organisations of which the Republic of Poland is a 
member;

■	 prohibition	of	bidding	for	public	contracts;	and
■	 making	the	judgment	publicly	known.

The abovementioned prohibitions are adjudicated for a period 
of between one year and five years.
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The General Inspector of Financial Information is responsible 
for the examination of compliance and enforcement of anti-
money laundering requirements.  According to the Polish Act, 
the General Inspector of Financial Information in the scope 
of his tasks carries out activities with a view to counteracting 
money laundering and terrorist financing; in particular, the 
General Inspector of Financial Information is, inter alia, exer-
cising control over compliance with the provisions on counter-
acting money laundering and terrorist financing, handing over 
to the entitled authorities information and documents substanti-
ating suspicion of committing an offence, as well as conducting 
the procedure of suspension of a transaction or blocking an 
account, and demanding the provision of information on the 
transaction and making it publicly available.

Additionally, as part of the exercised supervision or conducted 
inspection, the inspection is also conducted by:
■	 the	President	of	the	National	Bank	of	Poland	–	with	regard	

to the entities carrying out exchange bureau activity;
■	 the	Polish	Financial	Supervision	Authority	–	with	regard	

to obliged institutions supervised by the Authority;
■	 the	National	Cooperative	Savings	and	Credit	Fund	–	with	

regard to cooperative savings and credit funds;
■	 presidents	of	courts	of	appeal	–	with	regard	to	notaries;
■	 heads	of	customs	and	revenue	offices	–	with	regard	to	the	

obliged institutions supervised by those authorities;
■	 province	 governors	 and	 district	 heads	 –	 with	 regard	 to	

associations; and
■	 ministers	and	district	heads	–	with	regard	to	foundations.

On 17 July 2019, the General Inspector of Financial 
Information published the first version of the National Risk 
Assessment with its proper attachments.  The document can be 
treated as some form of publicly available examination criteria in 
conjunction with AML regulations.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

In Poland, the General Inspector of Financial Information 
as the FIU, inter alia, analyses information on property values 
which the General Inspector of Financial Information suspects 
are linked with an offence of money laundering or terrorist 
financing.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

With regard to money laundering, competent authorities 
according to Article 189 g of the Polish Act of Administrative 
Proceeding cannot impose an administrative monetary penalty if 
a period of five years has elapsed since the infringement of law or 
occurrence of the effects thereof.  Moreover, the administrative 
monetary penalty is not subject to enforcement after five years 
from the day on which the sanction should have been enforced 
has passed.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

In principle, the monetary penalty imposed for failure to comply with 
the regulatory/administrative anti-money laundering requirements 

circumstances of the offence and the guilt of the accused do 
not raise doubts and the attitude of the accused indicates that 
the purposes of the proceedings will be achieved.  In such case, 
the public prosecutor, instead of indictment, files with the court 
a motion to issue a sentence of conviction and imposition on 
the accused of a penalty or a penal measure agreed with him 
or her, applicable to summary offence, with which the accused 
is charged.  Arrangements conducted between the public pros-
ecutor and the accused should be reflected in the abovemen-
tioned motion.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The following authorities of government administration are 
competent for the matters of anti-money laundering and 
terrorist financing:
1) the minister competent for public finance as the supreme 

financial authority; and
2) the General Inspector of Financial Information (Polish 

Financial Intelligence Analysis Unit).
Furthermore, for financial institutions there is also scope of 

AML supervision provided by the Polish Financial Supervision 
Authority (“KNF”).

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

There are no money-laundering requirements imposed by self-reg-
ulatory organisations or professional associations.  Lawyers, 
notaries and tax advisers are obliged to respect the requirements 
imposed by the Act of 1 March 2018 on Counteracting Money 
Laundering and the Financing of Terrorism (hereinafter referred 
to as the “Polish Act”).

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

No, the authorities listed above in question 2.1 are competent 
for anti-money laundering compliance and enforcement against 
members of self-regulatory organisations and professional asso-
ciations in the scope of the Polish Act.

2.4 Are there requirements only at national level? 

Money-laundering requirements are codified in the Polish Act.  
Apart from that, as a member of the European Union, Poland 
should also respect European regulations and guidelines in this 
matter.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?
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specific transaction, or property values being the subject 
of this transaction, could be linked to money laundering 
or terrorism financing;

■	 providing	 or	 concealing	 to	 the	 General	 Inspector	 of	
Financial Information inaccurate data concerning transac-
tions, amounts or persons; and

■	 disclosing	to	unauthorised	persons,	account	holders	or	the	
persons to whom a transaction refers the information gath-
ered pursuant to the Polish Act, or making use of this infor-
mation at variance with the provisions of the Polish Act. 

In the abovementioned case, the person who commits the act 
is liable to imprisonment of between three months to five years. 

The Polish Act also penalises the thwarting or hindering of an 
inspection with a fine (Article 157 of the Polish Act).

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The process for assessment and collection of sanctions and 
appeal of administrative decision is as follows:

Firstly, the competent authority (the General Inspector of 
Financial Information, the President of the National Bank of 
Poland or the Polish Financial Supervision Authority) issues a 
decision.

In the case where the decision was issued by the General 
Inspector of Financial Information, the obliged institution 
may submit a complaint to the Provincial Administrative Court 
within 30 days from the delivery of the decision. 

In the case where the decision was issued by the President of 
the National Bank of Poland, the obliged institution may submit 
a motion for reconsideration.  After exhaustion of the abovemen-
tioned remedies, the obliged institution may submit a complaint 
to the Provincial Administrative Court within 30 days from the 
delivery of the decision.  The same procedure applies to the deci-
sions issued by the Polish Financial Supervision Authority. 

The General Inspector of Financial Information posts the 
information on a dedicated website of the office providing 
support for the minister competent for public finance (Pol. 
Biuletyn Informacji Publicznej), regarding:
■	 the	issuance	of	the	final	decision	imposing	an	administra-

tive penalty;
■	 the	lodging	of	a	complaint	against	such	decision;	and
■	 the	decision	taken	as	a	result	of	examining	the	abovemen-

tioned complaint.
Such information includes identification data of obliged insti-

tutions on which the administrative penalty was imposed, the 
type and nature of violation of the provisions, as well as the type 
of amount of the imposed administrative penalty.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The Polish Act applies to the following entities acting in the 
course of business in Poland:

may be up to twice the amount of the profit gained or loss avoided 
by an obliged institution as a result of a violation, or – where deter-
mining the amount of this profit or loss is not possible – up to the 
amount of the equivalent of EUR 1,000,000. 

Additionally, the monetary penalty against, inter alia, banks, 
investment firms or foreign legal persons carrying out brokerage 
activity on the territory of Poland may have a fine of up to PLN 
20,868,500 imposed in the case of natural persons, and – in case of 
the legal person or an organisational unit having no legal person-
ality – up to the amount of the equivalent of EUR 5,000,000 or 
up to 10% of the turnover reported in the last approved financial 
statements for a financial year or in the last consolidated financial 
statements for a financial year – in the case of institutions covered 
by the consolidated financial statements of a capital group.

There are various failures that are subject to the penalty provi-
sions, such as the:
■	 failure	 to	 discharge	 the	 obligation	 of	 appointment	 of	 a	

person responsible for the fulfilment of the obligations 
laid down in the Polish Act;

■	 failure	 to	 discharge	 the	 obligation	 of	 ensuring	 that	 the	
transfer of funds is accompanied by information on the 
payer or the recipient;

■	 failure	to	discharge	the	obligation	of	implementing	effec-
tive procedures that enable the detection of missing infor-
mation on the payer or the recipient;

■	 failure	 to	 discharge	 the	 obligation	 of	 freezing	 funds	 or	
economic resources or the prohibition of making the 
funds or economic resources available; and/or

■	 failure	to	discharge	the	obligation	of	application-specific	
restrictive measures.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Besides monetary penalties, the following penalties may be 
imposed on obliged institutions:
■	 the	publication	of	the	information	about	an	obliged	institu-

tion and the extent of their violation of the provisions of the 
Polish Act in the official publication on a dedicated website 
of the office providing support for the minister competent 
for public finance (Pol. Biuletyn Informacji Publicznej);

■	 the	order	to	cease	to	undertake	specific	acts	by	an	obliged	
institution;

■	 withdrawal	of	a	concession	or	permission	or	removal	from	
the register of a regulated activity; and

■	 the	prohibition	of	discharging	duties	at	an	executive	post	
by the person liable for the obliged institution’s viola-
tion of the provisions of the Polish Act, for a period not 
exceeding one year.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

No, there are also criminal sanctions for violation of anti-money 
laundering obligations.  The following violations are subject to 
criminal sanction according to Article 156 of the Polish Act:
■	 failure	 to	 discharge	 the	 obligation	 of	 providing	 to	 the	

General Inspector of Financial Information a notifi-
cation about the circumstances that may imply a suspi-
cion of commission of the offence of money laundering 
or terrorist financing, or the obligation of providing to 
the General Inspector of Financial Information a noti-
fication of the arising of a substantiated suspicion that a 
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All obliged institutions are required to implement an internal 
anti-money laundering and terrorist financing procedure, which 
must contain the elements indicated in Article 50 sec. 2 Polish 
Act.  These include, inter alia:
1) activities or actions taken in order to mitigate any money 

laundering and terrorist financing risks and to manage 
appropriately the money laundering or terrorist financing 
risks identified;

2) rules for identifying and assessing money laundering and 
terrorist financing risks involved in a given business rela-
tionship or occasional transaction;

3) measures applied to manage appropriately the identified 
money laundering or terrorist financing risk involved in a 
given business relationship or occasional transaction; and

4) the rules for fulfilling obligations including the provision 
of information on transactions and notifications to the 
General Inspector of Financial Information.

Furthermore, in the procedures set out above there are also 
rules for the reporting of actual or potential breaches of provi-
sions on counteracting money laundering and terrorist financing 
by employees.  This is an additional measure to ensure compli-
ance with the law.  The abovementioned measures are to ensure 
obligations comply with AML.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

The Polish Act does not distinguish specific requirements for 
recordkeeping or reporting large currency transactions.  In this 
respect, general requirements are applied.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Apart from exceptions stated in question 3.6 below, transactions 
in an amount of the equivalent of EUR 15,000 or a cash payment 
in an amount exceeding the equivalent of EUR 10,000 should be 
reported when received.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

In accordance with Article 72 sec. 2 of the Polish Act, the 
obliged institutions (with exceptions) shall provide the General 
Inspector with information on an executed transfer of funds for 
an amount exceeding the equivalent of EUR 15,000, except for:
1) a transfer of funds between a payment account and a term 

deposit account that belong to the same customer in the 
same obliged institution;

2) a domestic transfer of funds from another obliged 
institution;

3) a transaction related to the obliged institution’s own opera-
tions, carried out by the obliged institution in its own name 
and on its own behalf, including a transaction concluded 
on the interbank market;

4) a transaction carried out in the name or on behalf of the 
units of the public finance sector referred to in Article 9 of 
the Act of 27 August 2009 on Public Finance;

■	 domestic	banks,	branches	of	 foreign	banks,	credit	banks	
and financial institutions;

■	 investment	 funds,	 alternative	 investment	 companies,	
investment fund corporations;

■	 payment	institutions	and	electronic	money	institutions;
■	 investment	firms;
■	 foreign	 legal	 persons	 conducting	 brokerage	 activity	

within the territory of the Republic of Poland, including 
those conducting such activity in a form of a branch, and 
commodity brokerage houses; 

■	 companies	operating	a	regulated	market	within	the	scope	
of the operation of the auction platform;

■	 insurance	 undertakings	 in	 selected	 cases	 and	 insurance	
intermediaries;

■	 Krajowy	Depozyt	Papierów	Wartościowych	S.A.	(National	
Securities Deposit) and a company to which Krajowy 
Depozyt	 Papierów	 Wartościowych	 S.A.	 has	 delegated	
activities;

■	 entrepreneurs	 conducting	 exchange	 office	 activity	 and	
other entrepreneurs providing a foreign exchange service 
or a foreign exchange intermediation service;

■	 entities	 conducting	 economic	 activity	 consisting	 of	
providing services in the area of exchange between virtual 
currencies and means of payment, intermediation in the 
exchange referred, the operation of the accounts referred 
in this regard;

■	 notaries,	attorneys,	legal	counsels,	foreign	lawyers	and	tax	
advisors in certain cases;

■	 entrepreneurs	 in	certain	cases	(inter alia, establishment of 
legal person, providing a registered office);

■	 entities	conducting	activity	in	the	area	of	the	provision	of	
bookkeeping services;

■	 real	estate	agents;
■	 postal	operators;
■	 entities	conducting	activity	in	the	area	of	games	of	chance,	

betting, card games, and machine games;
■	 foundations	and	associations	in	selected	cases;	and
■	 lending	institutions.

The Polish Act requires obliged institutions to identify and 
assess the risks associated with money laundering and terrorism 
financing, implement and apply the financial security meas-
ures proportional to the risk identified during customer anal-
ysis, gather and transfer to the appropriate institutions infor-
mation provided for by law, conduct training, cooperate with 
the General Inspector of Financial Information in the event of 
suspicion of money laundering or financing of terrorism and 
implement the organisational activities aimed at ensuring proper 
implementation of basic tasks of obliged institutions.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

The institutions that have been added to the catalogue of obliged 
institutions are the entities conducting economic activity consisting 
of providing services in the area of exchange between virtual 
currencies and means of payment, exchange between virtual 
currencies, intermediation in the exchange and the operation of the 
accounts.  The definition of virtual currencies was introduced.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?
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An example of such activity can be:
1) strange customer behaviour (the client shows signs of 

nervousness and/or fear);
2) the client is observed or accompanied by suspects;
3) issuing orders by third parties;
4) handing cash to the customer at the cash register window 

by third parties;
5) frequent transactions – several transactions of the same 

type in one day;
6) an extraordinary way of transporting money;
7) money is deposited in a rare currency; and
8) an irrational choice by the client of the branch of the obli-

gated institution located far from their place of residence 
or seat.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes, there is a National Court Register in Poland, where data 
about legal entities and their management and ownership is 
public.  In addition, on 13 October 2019 the Central Register 
of Beneficial Owners started to operate.  This register contains 
information such as identification data of the beneficial owners 
and a member of a body or a partner authorised to represent the 
companies and partnerships.  The partnerships were obliged to 
notify their ultimate beneficial owner (“UBO”) to the Central 
Register of Beneficial Owners (“CRBO”) until 13 April 2020.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Such information can be found on transfer orders but it is not 
required by law.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The Act of 30 August 2019 amending the Act of Companies 
Code, entering into force on 1 January 2021, introduces changes 
in this field, i.e. dematerialisation of shares in non-public compa-
nies, setting up special registers containing information on who, 
in what number and in which companies owns shares.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

No, the Polish Act is not applied to entities other than those 
specified in question 3.1.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

No such requirements exist.

5) a transaction carried out by a bank associating cooperative 
banks, if information on the transaction has been provided 
by an associated cooperative bank; and

6) a transfer of ownership to secure assets, effected for the 
term of an ownership transfer agreement with the obliged 
institution.

The subject to the requirements are most of the obliged 
entities enlisted in question 3.1 above (excluding conducting 
exchange office, tax advisors, notaries, attorney, legal counsels).

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

The obliged institutions are required to apply financial security 
measures for establishing business relationships and occasional 
transactions.  Financial security measures include: identifying 
the customer and verifying the customer’s identity; identifying 
the beneficial owner and taking reasonable measures to verify 
that person’s identity, and determine the ownership and control 
structure in the case of a customer being a legal person or an 
organisational unit without legal personality; assessing and, as 
appropriate, obtaining information on the purpose and intended 
nature of the business relationship and conducting ongoing 
monitoring of the business relationships of the customer.

The risk assessment depends on the type of customer, the 
geographic area, the purpose of the account, the type of prod-
ucts, services, and manners of their distribution, the level of 
assets to be deposited by the customer or the value of the trans-
actions undertaken and the purpose, regularity or duration of 
the business relationship.

Firstly, obliged institutions are obliged to apply increased 
financial security measures when the client is referred to as having 
a higher risk of money laundering and terrorist financing.  An 
example of situations that indicate a higher risk is: the customer is 
a legal person or an organisational unit without legal personality 
whose activity has the purpose of holding personal assets; and/or 
the business relationship is established in unusual circumstances.

Additionally, if the client is classified as a low-risk entity, the 
obliged institution may then apply simplified financial security 
measures.

Institutions obliged during a business relationship with a polit-
ically exposed person apply additional measures such as obtaining 
senior management approval for establishing or continuing a 
business relationship with a politically exposed person, taking 
adequate measures to establish the source of wealth and the 
source of assets available to a given customer under the business 
relationship or a transaction and increased conduct of ongoing 
monitoring of the business relationships of the customer.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

The Polish Act prohibits making or continuing correspondence 
with shell banks to financial institutions referred to in Article 2 
para. 1 points 1–5, 7–11, 24 and 25 of the Polish Act, i.e. banks 
and other financial institutions.

3.9 What is the criteria for reporting suspicious 
activity? 
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

In 2013, the Council of Europe (Moneyval) carried out an 
evaluation of the Polish system of anti-money laundering and 
financing of terrorism.  There have also been two Compliance 
Enhancing Procedures in this field – the second and last compli-
ance report was published on 3 July 2018.  On 24–25 September 
2019, Moneyval commenced its fifth-round mutual evaluation 
of Poland, which started with training authorities and represent-
atives from the private sector on the evaluation process.  The 
training is conducted one year in advance of the onsite visit to 
familiarise all national stakeholders involved in the evaluation 
with the underlying standards and methodology of the FATF.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The Polish Act is publicly available in English.  The English 
language version is available at the Ministry of Finance website: 
https://www.gov.pl/documents/3297389/3574417/ustawa_tekst_
EN__15062018-f__16072018.pdf.
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4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

In 2019 there have been a few amendments to the Polish legisla-
tion, among which the biggest change concerned Article 154 of 
the Polish Act, which specifies who can be punished for viola-
tion of its obligations.  Once the amendment enters into force, 
penalties of up to PLN 1 million may be imposed on senior 
management and an employee in a managerial position respon-
sible for compliance with the Polish Act.

Member States (including Poland) still need to implement 
in their national laws the provisions of the 5th and 6th AML 
Directives.  As the timeframe for implementation of the 5th 
AML Directive is 10 January 2020, the Polish Ministry of 
Finance has already announced its plans to publish a draft act 
amending the current Polish Act.  Some of the provisions of the 
5th AML Directive have been already implemented (such as the 
register of beneficiaries and the extension of the catalogue of 
obliged institutions to entities operating in the field of virtual 
currencies); however, there are still some details that need to be 
implemented (the limitation of the possibility of using anony-
mous pre-paid cards and the obligation to implement specific 
precautions in cooperation with entities from countries outside 
the European Union).

On the horizon there is also an obligation to implement the 
provisions of the 6th AML Directive (until 3 December 2020).  
The Directive lists 22 specific source offences related to money 
laundering which should be criminalised in all EU countries 
(i.e. environmental crime, cybercrime and direct and indirect 
tax crimes).

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

No, there are not.
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1.5 Is there corporate criminal liability or only liability 
for natural persons?

There is both corporate and natural person criminal liability 
for money-laundering criminal offences and related regulatory 
offences.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The imprisonment penalty may range up to a maximum of 12 
years, although this is always limited to the maximum sentence 
applicable to the predicate offence, if lower.  In case of legal 
entities, the imprisonment sentence is converted into a fine 
penalty.  One day of prison corresponds to a 10-day fine, and 
each day of fine corresponds to an amount of between €100 and 
€10,000, which the court shall set depending on the economic 
and financial situation of the convicted entity and its expenses 
with employees.

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations is 15 years (without prejudice of poten-
tial causes of interruption or suspension, which may impact the 
calculation of the maximum time period).

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Yes, currently the enforcement applies only at the national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

The Judiciary Police’s Asset Recovery Bureau is responsible for 
the identification, tracing and seizure of the proceeds of crime.  
If the Public Prosecutor has solid suspicions that the defendant 
may lack funds to guarantee the payments and debts related to 
the crime under investigation, it can issue a petition to the court 
and the latter may order the confiscation of the defendants’ 
assets, even without criminal conviction.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The Public Prosecutor prosecutes at national level and is assisted 
by police agencies.  The Central Bureau of Investigation and 
Prosecution and the Judiciary Police’s Financial Intelligence 
Unit have competency for anti-money laundering and combat-
ting the financing of terrorism operations.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Anyone who converts or transfers funds – or intervenes or aids 
within such operations – in order to conceal their unlawful 
origin may be held liable for money laundering.  Predicate 
offences include, e.g., tax evasion, bribery and corruption, influ-
ence peddling, trafficking (arms, organs, drugs) and any crime 
punishable with a minimum sentence above six months’ impris-
onment or a maximum sentence above five years’ imprisonment.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes.  Portuguese criminal law applies provided that any stage 
of the money-laundering process relates in any way to the 
Portuguese territory (e.g. funds transferred to Portuguese 
banks).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The public prosecutor – and the police agencies – have full 
competency regarding money-laundering criminal offences.  
However, the Bank of Portugal, the Portuguese Securities 
Exchange Commission, the Registry and Notary Office, the 
Real Estate and Construction Authority and the Tax Authority, 
among others, are also responsible for investigating regulatory 
infractions related to money-laundering offences.
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2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Please see question 2.1 above: the agencies/authorities respon-
sible for compliance and enforcement of anti-money laundering 
requirements are the same.  There are sector-specific regulations 
that complement Law 83/2017, such as Notice 2/2018, issued by 
the Bank of Portugal to the banking sector.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, there is a Financial Intelligence Unit (“FIU”) within the 
Judiciary Police.  The FIU is responsible for preparing and 
updating statistical data related to suspicious transactions that 
have been reported and their results, and data related to trans-
national information requests that have been sent, received or 
refused by the FIU.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Concerning regulatory offences, under Law 83/2017, the statute 
of limitations is five years, with possible suspension and inter-
ruption of this period under certain circumstances.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Failure to comply with the regulatory/administrative anti-
money laundering requirements may entail penalties of up to 
€5,000,000, depending on the nature of the entity, which may be 
aggravated up to double of the economic benefit obtained with 
the infraction or up to 10% of the annual turnover in certain 
cases.

Penalty provisions include: (i) illegitimate disclosure of infor-
mation, communications, analyses or other elements, to clients 
or third parties; (ii) disclosure or improper favouring of iden-
tity discovery of those who provided information, documents or 
elements concerning suspicious transactions; and (iii) non-com-
pliance with orders or legitimate instructions from secto-
rial authorities, or, by any means, creating obstacles to their 
execution.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

In addition to monetary fines, regulatory offences may entail 
additional sanctions such as: (i) losing for the State the object of 
the offence and the economic benefit derived from it; (ii) closing 
of the establishment where the agent develops the activity or 
job related to the offence, for a period of up to two years; (iii) 
prohibition of professional activity or job related to the offence, 
for a period of up to three years; (iv) prohibition of exercising 
certain directorial and representative functions, among others, 
in obliged entities to the supervision or control by a sectorial 

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, including directors.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

All criminal actions are resolved through judicial proceedings.  
The records of the proceedings become public, at the latest, 
during the trial stage.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Under the recent Law 83/2017, from August 18th 2017, the 
authorities responsible for imposing anti-money laundering 
requirements on financial institutions, depending on the type of 
institution, are the Bank of Portugal, the Portuguese Securities 
Market Commission, the Portuguese Insurance and Pension 
Funds Supervisory Authority and even the General Inspectorate 
for Finance.  In other businesses, the responsible authorities are 
professional associations and other government agencies and 
authorities with supervisory powers within the relevant busi-
ness sector.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Under the recent Law 83/2017, from August 18th 2017, the 
authorities responsible for imposing anti-money laundering 
requirements on financial institutions, depending on the type of 
institution, are the Bank of Portugal, the Portuguese Securities 
Market Commission, the Portuguese Insurance and Pension 
Funds Supervisory Authority and even the General Inspectorate 
for Finance.  In other businesses, the responsible authorities are 
professional associations and other government agencies and 
authorities with supervisory powers within the relevant busi-
ness sector.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, some professional associations are responsible for anti-
money laundering compliance and enforcement against their 
members, including the legal requirements.

2.4 Are there requirements only at national level? 

No, there are also requirements at the European Union level.  
Law 83/2017 is a national transposition measure of Directive 
(EU) 2015/849 (4th AML Directive).
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institutions headquartered in another EU Member State, when 
operating in Portuguese territory through agents or distribu-
tors.  Any of the previous entities operating in Portugal under 
the free provision of services may have to render information 
to the relevant sector authority.  The agents and distributors, 
whether natural or legal persons, are also subject to anti-money 
laundering requirements.

The following professional activities are also subject to anti-
money laundering requirements: (i) providers of gambling, lottery 
or betting services, whether in an establishment or online; (ii) 
non-financial real estate entities; (iii) auditors, external account-
ants and tax advisors, whether as natural or legal persons; (iv) 
lawyers, solicitors, notaries and other independent legal profes-
sionals; (v) trust or company service providers in certain activi-
ties; (vi) other professionals who intervene in operations of selling 
and buying rights over professional sports players; (vii) economic 
operators exercising auction or lending activities; (viii) economic 
operators importing or exporting rough diamonds; (ix) entities 
authorised to exercise the activity of transportation, custody, 
handling and distribution of funds and values; and (x) other enti-
ties/persons trading in goods where payment is made in cash.

Some requirements are also applicable to crowdfunding plat-
forms, of the loan and capital type, and managing entities of 
crowdfunding platforms, in the categories of donation and 
reward and non-profit organisations.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Crypto exchanges are not subject to anti-money laundering 
requirements for the purpose of Law 83/2017.  However, the 
EU Directive 2018/843, from May 30th 2018, stipulates that 
virtual currency exchanges and custodian wallet services shall 
be considered as obliged entities, forcing Portugal to amend 
said Law before January 10th 2020, extending the obligations 
provided therein to those service providers.  Furthermore, 
the Bank of Portugal issued the circular letter 11/2015/DPG, 
endorsing credit, payment and electronic money institutions 
to refrain from buying, owning or selling virtual currency, to 
prevent a variety of risks, including money laundering.  The 
Bank of Portugal also restated that financial institutions must 
assess the transfers of funds with the origin and destination on 
virtual currency trading platforms, in the light of prevention of 
money laundering and terrorism financing requirements.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Financial institutions must maintain an independent, permanent 
and effective “function of compliance” to monitor and enforce 
internal control procedures regarding anti-money laundering 
and other risks.  The Bank of Portugal defines several require-
ments for this “function”.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

There are no thresholds for reporting transactions suspected 
of money laundering.  All suspicious transactions ought to be 
reported, regardless of the amounts involved.

authority, for a period of up to three years; and (v) publication of 
the definitive conviction.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

There are both administrative and criminal penalties in case of 
violations of anti-money laundering obligations.  Besides the 
crime of money laundering itself, crimes related to violations of 
anti-money laundering obligations include (i) illegitimate disclo-
sure of information, (ii) disclosure and improper favouring of 
identity discovery, and (iii) non-compliance with lawful orders 
or instructions from the competent agencies/authorities.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The process for assessment and collection of sanctions is carried 
out by several different government agencies and authorities, 
listed above (see question 2.1 above), depending on the type of 
institution or obliged entity.  The process has an administrative 
procedural stage where the defendants may defend themselves 
after a formal indictment is issued.  If the competent authority 
decides to impose a sanction on an individual or legal entity, the 
latter may appeal to a judicial court.

Not all administrative resolutions become public, although 
the secrecy regime, applicable to the proceedings in their admin-
istrative stage, elapses with the final decision. 

Several financial institutions have challenged penalty assess-
ments in judicial and regulatory proceedings.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The financial institutions subject to anti-money laundering 
requirements are: (i) banks, including credit, payment and 
electronic money institutions; (ii) investment firms and other 
financial companies; (iii) self-managed securities and real 
estate investment companies; (iv) self-managed venture capital 
companies, investors in venture capital, social entrepreneurship 
companies, venture capital investment management companies, 
venture capital investment companies and specialised alternative 
investment companies; (v) securitisation companies; (vi) compa-
nies which commercialise contracts relating to the investment in 
tangible assets to the public; (vii) investment consultants; (viii) 
pension fund management companies; and (ix) companies and 
insurance intermediaries with activity in life insurance.  These 
requirements also apply to: branches located in Portuguese terri-
tory of any of the previous entities headquartered abroad, as 
well as to any offshore financial centres; to payment institutions 
headquartered in another EU Member State, when operating in 
Portuguese territory through agents; or any electronic money 
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to €15,000 or more, whether the transaction is carried out in 
a single operation or in several operations which appear to be 
linked; or (ii) constitutes a transfer of funds, as defined in point 
(9) of Article 3 of Regulation (EU) 2015/847 of the European 
Parliament and of the Council, exceeding €1,000. 

For providers of gambling, lottery or betting services, the 
threshold corresponds to transactions amounting to €2,000 or 
more, whether the transaction is carried out in a single operation 
or in several operations which appear to be linked. 

Such requirements apply whenever there is a suspicion of 
money-laundering practices, regardless of any derogation, 
exemption or threshold or when there are doubts about the 
veracity or adequacy of previously obtained customer identifi-
cation data.

Customer identification and due diligence require obtaining 
identification elements, the activity exercised, documents to 
verify such elements and information regarding the purpose 
and nature of the intended business relationship.  When the risk 
profile of the client or the characteristics of the operation justify 
it, information should be obtained regarding the origin and 
destination of the funds.  There must be constant monitoring of 
the business relationships to ensure that the operations carried 
out in their course are consistent with the knowledge the entity 
has of the activities and risk profile of the client, and the origin 
and destination of the movement of funds.

Due diligence requirements are enhanced whenever there is 
a transaction involving high-risk third countries, non-face-to-
face business relationships or transactions, politically exposed 
persons or other high public and political offices, life insurance 
policies or cross-border correspondent relationships with third-
country institutions, as provided in Regulation 2/2018 of the 
Bank of Portugal.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Law 83/2017 prohibits financial entities from establishing or 
maintaining correspondent relationships with shell banks or to 
establish or maintain correspondent relationships with financial 
institutions which allow their accounts to be used by shell banks.

3.9 What is the criteria for reporting suspicious 
activity? 

If an entity knows, suspects or has enough grounds to believe 
that certain funds or other assets, regardless of amount, origi-
nated from criminal activity or are related to terrorism financing, 
that entity must report the activity.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

There is a public corporate registry that can be accessed through 
a code for each individual company.  The legislation regarding 
a central register for beneficial owners entered into force on 
November 19th 2017.  The purpose of this register is to provide, 

The reporting of suspicious transactions is directed at the 
Central Bureau of Investigation and Prosecution and the 
Financial Information Unit and must be performed as soon as 
the suspicion arises and whether the operation has been merely 
proposed or attempted, if it is under course or it has already 
been concluded.  The report must, at least, include: (i) the iden-
tification of the natural or legal persons involved, as well as any 
known information on their activity; (ii) the specific procedures 
carried out; (iii) the characterising and descriptive elements of 
the relevant or envisaged operation; (iv) the specific suspicious 
factors identified; and (v) a copy of all supporting documenta-
tion obtained through due diligence.

All entities subject to anti-money laundering requirements 
must keep records for a period of seven years, from the moment 
the client was identified, or, in case of a business relationship, 
from the moment it was terminated, of all documents and data 
obtained from clients, as well as all documents pertaining to 
the client’s files and accounts, and all documentation produced 
in compliance with legal requirements, such as the documents 
gathered and sent to the relevant authorities to comply with 
reporting duties.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

According to Ordinance 310/2018, from December 4th 2018, 
all entities subject to anti-money laundering requirements 
must communicate to the Central Bureau of Investigation and 
Prosecution and to the FIU cash transactions of €50,000 or 
more, but also transactions of those values by cheques or any 
other paper document drawn on the payment service provider.  
In addition, fund transfers of €50,000 or more to or from risky 
jurisdictions, early repayment of funds and insurance policies 
of €50,000 or more and operations or transactions of gambling 
services providers must be communicated as well.  A list of red 
flags can be found at http://portalbcft.pt/.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

The anti-money laundering requirements are applicable to all 
transactions, regardless of whether they are national or cross-
border operations.  Within the EU, there is a level playing field 
regarding applicable requirements and authority control and 
information sharing.  If the transaction is carried out in the 
context of a correspondent relationship or with a high-risk third 
party, there are no specific requirements for reporting, but the 
operation’s risk profile is increased, which warrants enhanced 
due diligence measures.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Entities subject to anti-money laundering requirements must 
comply with customer identification and due diligence require-
ments whenever they establish a business relationship or 
when carrying out an occasional transaction that: (i) amounts 
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4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Aside from Regulation 2/2018, from September 11th 2018 of the 
Bank of Portugal, there are other sectorial authorities which 
have already proposed and published additional measures, 
such as the Economic and Food Safety Authority and the Real 
Estate and Construction Authority.  Other sectorial authori-
ties are preparing additional regulatory instruments, such as the 
Portuguese Securities Exchange Commission.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

In the last FATF evaluation (December 2017), Portugal was 
considered to have a sound and effective legal framework in 
place to combat money laundering.  According to that evalu-
ation, Portugal was deemed Compliant for 12 and Largely 
Compliant for 22 of the FATF 40 Recommendations.  The 
areas of non-profit organisations, correspondent banking, wire 
transfer, customer due diligence of designated non-financial 
businesses and professions, transparency and beneficial owner-
ship of legal persons were deemed partially compliant.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The FATF conducted an onsite visit (March 28th–April 13th 2017) 
and then produced a Mutual Evaluation Report in December 
2017, as mentioned above.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The AML/CFT Coordination Commission, established in 2015, 
is responsible for the overall policy coordination and implemen-
tation of AML, CFT and counter-proliferation financing meas-
ures.  Relevant legislation and guidance can be accessed on their 
homepage, at the following link: http://portalbcft.pt/ (not avail-
able in English).  Some sectorial authorities have internet pages 
in English, such as the Bank of Portugal (https://www.bpor-
tugal.pt/).  The Public Prosecutor’s office has a collection of 
criminal law-related legislation translated into English (http://
gddc.ministeriopublico.pt/pagina/portuguese-legislation-eng-
lish), but more often than not legislation is not translated into 
English.

 

through different levels of access, information regarding the 
ultimate beneficial ownership of legal entities, amongst others, 
to financial institutions and other entities which are subject to 
anti-money laundering requirements, and to customer due dili-
gence responsibilities.

3.11 Is it a requirement that accurate information about 
originators and beneficiaries be included in payment 
orders for a funds transfer? Should such information 
also be included in payment instructions to other 
financial institutions?

Accurate information on originators and beneficiaries will 
depend on the client’s risk profile and the features of the 
operation.

In the specific case of funds transfer not associated with an 
account, the financial institution of the originator or the bene-
ficiary must collect a certain amount of information, depending 
on the type of the entity, regarding the originator or benefi-
ciary’s identification, if the transfer amounts to €15,000 or more 
(according to Regulation 5/2013 from the Bank of Portugal).

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No, not since 2017.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes, there are certain requirements that are specific to providers 
of gambling, lottery or betting services, regarding, for example, 
the form of prize payment.  Specific requirements also apply 
to legal professionals, although there is a derogation of the 
reporting duty whenever the services provided for the client are 
in the context of a judicial process.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Under Portuguese jurisdiction, trusts can only be registered in 
the free trade zone of Madeira, with applicable anti-money laun-
dering requirements such as the gathering of information on 
their beneficial ownership, to be declared to the Central Register 
of Beneficial Owners.
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1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

As per art. 9 of the Criminal Code, Romanian criminal law (Law 
129 included) applies to crimes committed outside Romanian terri-
tory by a Romanian citizen/legal entity if the act is also outlawed 
by the criminal law of the country where it was committed, or if it 
was committed in a location that is not subject to any jurisdiction.

As stated in the Preliminary Ruling Decision no. 16/2016 
of the HCCJ, Romanian criminal law does not require a prior 
or simultaneous conviction for a predicate offence in order to 
obtain a conviction for money laundering, thus money laun-
dering is an autonomous crime.  A fortiori, money laundering of 
the proceeds of foreign crimes is punishable (especially if there 
is a conviction decided where the offence was committed).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Besides the Prosecutors’ Offices (as presented above), investi-
gations can be conducted at a preliminary stage by the National 
Office for Prevention and Control of Money Laundering 
(“NOPCML”), which is the Romanian FIU and leading super-
visory authority regarding money laundering.  As soon as it iden-
tifies indications/suspicions of money laundering (as a crime), 
NOPCML must immediately inform the Prosecutors’ Office to 
launch an official investigation.  NOPCML has also the compe-
tence to collect and process relevant information to facilitate the 
activity of the prosecutors, as per their request.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Starting from 2006, the Romanian Criminal Law introduced 
criminal liability for legal entities if the crimes are committed 
in the performance of the object of activity of legal entities or in 
their interest or behalf. 

This is a general provision, hence it also applies to money-laun-
dering crimes.  The corporate criminal liability does not exclude 
the criminal liability of the involved natural persons.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

For individuals, money laundering is punishable with three to 10 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

In Romania, all prosecution is conducted by the Public Ministry, 
organised in Prosecutors’ Offices with the courts of law 
(Ordinary Courts, Tribunals, Courts of Appeal, the High Court 
of Cassation and Justice “HCCJ”). 

The Prosecutors’ Offices with Tribunals have general compe-
tence to prosecute money-laundering crimes.  However, any 
other superior Prosecutors’ Office can also prosecute money 
laundering if, in the investigation of other crimes within their 
competence, they uncover such deeds committed by the same 
person or having a strong link to these.  In addition, the special-
ised Prosecutors’ Offices (National Anticorruption Directorate 
– “NAD” and the Directorate for Investigating Organized 
Crime and Terrorism – “DIOCT”) can prosecute money laun-
dering if the predicate crime is within their competence. 

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Money laundering is provided by Law no. 129/2019 (“Law 129”), 
art. 49, defining it as one of the following conducts:
■	 conversion	or	transfer	of	property,	knowing	that	such	prop-

erty is derived from criminal activities, for the purpose of 
concealing or disguising the illicit origin of that property 
or of assisting any person who was involved in the criminal 
activity to avoid the legal consequences of his action;

■	 the	 concealment	 or	 disguise	 of	 the	 true	 nature	 of	 the	
origin, location, disposition, movement, ownership or 
rights with respect to such property, knowing that such 
property is derived from criminal activities; and

■	 the	 acquisition,	 possession	 or	 use	 of	 property,	 knowing	
that the property is derived from criminal activities.

Law 129 does not limit the range of crimes which can be 
considered predicates for money laundering.  As a result, any 
offence that leads to obtaining “dirty” money or properties can 
be the predicate for money laundering.

Tax evasion is a recurrent predicate crime for money laun-
dering, as there is a very wide range of criminal cases having as 
their object charges/accusations of tax evasion, together with 
money laundering.  Receipt of bribes or misuse of EU funds are 
other common predicate crimes.
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1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

If the individual or the legal entity is considered guilty, the crim-
inal actions can be resolved only in front of a Court of law.  
No settlement can be concluded only by the prosecutor/other 
authority and the perpetrator. 

However, Romania introduced in 2014 the possibility for 
defendants and prosecutors to conclude a Deferred Prosecution 
Agreement (“DPA”), by which the defendant admits guilt and 
recognises the accusations in exchange for a diminished penalty 
(usually a prison conviction with a suspended execution), but a 
Court must still verify the lawfulness and the terms of the DPA 
and admit it.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Only Parliament can impose legislation (as with Law 129 for 
AML).  Financial institutions are also regulated by specific 
bodies, which can complete or detail, through general applica-
bility Orders, these norms.  The authorities invested with the 
supervision of compliance with the legal requirements are:
a)  the prudential supervision authorities (such as the RNB or 

Financial Supervisory Authority (“FSA”)), for the entities 
that are subject to their supervision, including the branches 
of foreign legal persons that are subject to a similar super-
vision in their country of origin;

b) the National Anti-Fraud Agency, with tax and financial 
control attributions; and

c) the NOPCML, as provided by Law 129.
The legal requirements consist of the following main obliga-

tions: KYC rules; obtaining information about the real bene-
ficiaries; designation of AML officer; reporting of suspicious 
transactions to the NOPCML; freezing of operations pending 
NOPCML clearance; safeguarding all relevant evidence of 
suspicious transactions; and not informing the clients about any 
AML investigations.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

No, the AML requirements are imposed only by the law.  
Nevertheless, self-regulatory organisations or professional asso-
ciations can elaborate guides and recommendations for compli-
ance with AML requirements.  For example, The Guide for the 
best practices of reporting suspect transactions which might involve money 
laundering or terrorism financing was released by the Chamber of 
Financial Auditors of Romania in 2016.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The leading structures of the independent legal professions (e.g. 

years of imprisonment.  For legal entities, the main penalty is the 
fine, which can be set at any value from RON 18,000 (approx. 
EUR 3,900) to RON 1,500,000 (approx. EUR 326,000).

1.7 What is the statute of limitations for money 
laundering crimes?

For money laundering, the general statute of limitations is eight 
years.  However, the special statute of limitations of 16 years 
might also apply, should criminal proceedings (including trial) 
be launched against the persons.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Romania is a national state, the reason for which there is only 
one authority – the Prosecutors’ Office with the HCCJ – which 
can conduct criminal investigations.  As mentioned, this is 
organised with central and local structures, including special-
ised directions (NAD and DIOCT, also with local structures) 
and a special Section for Investigating Justice Crimes (“SIJC”) – 
crimes committed by judges and prosecutors.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Asset forfeiture can be ordered by any prosecutor and court of 
law against the goods of a defendant, while confiscation can only 
be ordered by a court of law, along with a criminal conviction. 

The object of the forfeiture/confiscation can be any money, 
goods or assets which were produced by the criminal activity 
and were: used in any way or intended to be used in the activity; 
used to ensure the perpetrator’s escape; given to reward the 
perpetrator; acquired by perpetrating the offence; or if their 
possession is prohibited by the law.  If the goods were trans-
ferred to third parties of good faith, cannot be found or they 
have been alienated, the authorities can confiscate the equiva-
lent of their value or the price.  Without a criminal conviction, 
confiscation can be instituted on the property of third parties 
only if it is a direct or indirect product of the crime.

Furthermore, in 2015 it was established, under the authority 
of the Ministry of Justice and the National Agency for the 
Management of Seized Assets (“NAMSA”), in order to facil-
itate asset recovery by combining the support of the criminal 
prosecution bodies with the attributes of international cooper-
ation, management of seized assets and social reuse of confis-
cated assets.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

There have been several criminal investigations into bank exec-
utives and officers for collusion to money laundering, yet there 
exists no public record of any conviction.  In late February 2020, 
the Romanian National Bank (“RNB”) announced that 16–17 
national banks (or branches) are suspected of being involved in 
suspicious transactions related to possible money-laundering 
operations, but no public confirmation in this regard exists from 
the prosecutors.
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The following misconduct may be sanctioned with the highest 
fine: failure to transmit requested information to NOPCML 
within 15 days (or 48 hours, in urgent matters); failure to comply 
with the adequate KYC measures or with the obligation to 
designate an AML officer; (for credit and financial institutions) 
opening/operating an anonymous account or an account which 
does not permit a proper identification of the client; and (for the 
institutions and the authorities with supervision duties) failure 
to accomplish their duties.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The individuals cannot be the subject of other types of sanctions 
in an administrative (and not criminal) procedure.

For legal entities, Law 129 establishes the following accessory 
sanctions for non-criminal violations: confiscation of the goods 
that have been used in, destined to be used in or obtained from 
committing the violation; suspension/annulment of the author-
isation to engage in the activity; withdrawal of the licence for 
certain operations or for foreign trade activities; freezing of 
the bank account; suspension of the activity of the entity; and 
shutting down the entity’s unit.  Moreover, for entities targeted 
by prudential control, the supervision authorities (the RNB or 
FSA) can impose specific sanctions for their type of activity.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

The penalties can be administrative, civil, or disciplinary.  In 
addition to this, criminal sanctions can be applied for violating 
the interdiction to transmit information regarding the money 
laundering or terrorism financing and in case of any leaks of 
information to the client about an ongoing NOPCML inves-
tigation, both to the financial institutions and/or their repre-
sentatives.  Any sanction results in the obligation of the entity 
to comply with the legal provisions, otherwise they can be sanc-
tioned again with an even higher penalty.  All types of penalties 
can be applied cumulatively to the company and its directors, 
officers or employees, if they have a concurring personal fault.  
Moreover, as an auxiliary penalty, the individuals can be banned 
from the exercise of the profession or occupation they have used 
for committing the crime. 

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

a) No, the general practice is that the resolutions of penalty 
actions are not public.

b) Yes, it is a common practice to challenge any penalty that 
is imposed by the authorities.

The administrative sanctions can be applied by NOPCML or 
by the prudential supervision authorities (for the entities super-
vised by them) and they can be appealed in Court, like any other 
administrative sanction in the Romanian legal system.

auditors, tax or accounting consultants, lawyers, public nota-
ries) must designate one or several AML officers as per Law 129.  
These persons must establish adequate policies and procedures 
(KYC, real beneficiaries reporting, AML reporting, secondary 
and operative recordkeeping, internal control, training, etc.) in 
order to prevent and stop any money-laundering and terror-
ism-financing operations by its members.  Regardless of the 
cooperation existing on AML between these structures and the 
NOPCML, they are not directly responsible for non-compliance 
of their members. 

2.4 Are there requirements only at national level? 

Yes, with general applicability.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

Please see question 2.1 for the authorities mentioned, based on 
the provisions of Law 129 and derivative legislation.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The NOPCML, as presented above, is Romania’s FIU, with 
duties of preventing, sanctioning or reporting money-laun-
dering activities.  The NOPCML receives/requests, analyses 
and processes information originating from institutions/entities 
having AML obligations.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

From the moment when the violation act ends, the authori-
ties have six months to apply a sanction/contravention, which 
must be communicated to the offender by a further maximum 
of two months.  If the deed is considered a crime, the general 
(and possibly special) statute of limitations applies (please 
see question 1.7 above).  The NOPCML is the authority with 
competences related to discovering and sanctioning the contra-
ventions.  Moreover, the NOPCML is responsible for transmit-
ting to the criminal investigation bodies any suspicions about 
possible money-laundering crimes. 

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Breaching the provisions of Law 129 may constitute a contra-
vention, sanctioned with a fine of up to RON 150,000 (approx. 
EUR 31,000), or, in special cases in which the breach is serious, 
repeated and/or systemic, legal entities can be fined by up to 
RON 5,000,000 (approx. EUR 1,040,000). 
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3.3 Are certain financial institutions or designated 
businesses required to maintain compliance programmes? 
What are the required elements of the programmes?

All entities subject to Law 129 must adopt adequate AML 
measures and apply risk-based standard/simplified/additional 
customer due diligence measures, in which to identify, where 
applicable, the real beneficiary.  The financial institutions must 
also apply AML measures of customer identification to foreign 
branches and subsidiaries.

In addition, reporting entities must also appoint one or 
multiple officers to handle the relation with NOPCML; these 
persons must have specific responsibilities and NOPCML 
should be informed about their names and the nature and limits 
of their specific duties.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Reporting entities must implement secondary or operative 
recordkeeping policies, designed for internal control, risk assess-
ment and management, so as to obstruct and prevent opera-
tions suspected of money laundering. When client identifica-
tion is required, these entities have the obligation to keep copies 
of identity documents for a period of five years, from the date 
when the relationship with the client is terminated.  Moreover, 
a track record of all the measures taken for the identification of 
the real beneficiaries must also be kept.

Reports to NOPCML must be filed within three working 
days from the internal or external transaction(s) with cash, in 
RON or foreign currency, whose minimum threshold repre-
sents the equivalent in RON of EUR 10,000, or through bank 
accounts whose minimum threshold represents the equivalent 
in RON of EUR 15,000, irrespective of whether the transaction 
is performed in only one operation or in several operations that 
seem interconnected.

For money transfer services, the minimum threshold is EUR 
2,000.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No, there are none.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

There are no specific obligations – the general rules of reporting 
apply.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Law 129 stipulates three possibilities to customer-related obli-
gations (especially KYC rules), chosen on a risk-based approach: 
standard; simplified; or supplementary. 

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

According to art. 5 of Law 129, the following entities are 
scrutinised:
a) credit institutions and branches in Romania of the foreign 

credit institutions;
b) financial institutions, as well as branches in Romania of 

the foreign financial institutions;
c) private pension funds administrators, on their own behalf 

and for the private pension funds they manage, marketing 
agents authorised for the system of private pensions;

d) casinos;
e) auditors and natural and legal persons providing tax and 

accounting consultancy;
f ) public notaries, lawyers, judicial executors and other 

persons exercising independent legal professions, when 
they assist in planning or executing transactions for their 
customers concerning the purchase or sale of immov-
able assets, shares or interests or trade funds, managing 
of financial instruments, movable assets or other assets 
of customers, operations or transactions which imply 
an amount of money or a transfer of property, opening 
or management of bank, savings, accounts or of finan-
cial instruments, organisation of contributions necessary 
for the creation, operation, or management of a company; 
creation, operation, or management of companies, under-
takings for collective investments in transferable securi-
ties, other trust activities or when they act on behalf or 
in the name of their clients in any financial or real estate 
transactions;

g) service providers for companies or other entities, other 
than those mentioned in para. e) or f );

h) persons with duties in the privatisation process;
i) real estate agents; and
j) other natural or legal persons that trade goods and/

or services, provided that the operations are based on 
cash transactions, in RON or foreign currency, whose 
minimum value represents the equivalent in RON of EUR 
10,000, indifferent if the transaction is performed through 
one or several linked operations.

The credit institutions and the financial institutions must 
have internal rules and procedures for KYC and swift collabora-
tion with NOPCML, on demand.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Law 129 introduced, for the first time in the Romanian legis-
lation, special obligations for the cryptocurrency industry.  In 
this respect, agents and distributors of cryptocurrencies and 
payments’ institutions (including foreign) must respect and 
ensure that their agents and distributors respect and comply 
with the legal provisions regarding AML.
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there is an ongoing relationship, the credit institution must 
stop it immediately.  All credit institutions are subject to this 
prohibition. 

3.9 What is the criteria for reporting suspicious 
activity? 

Law 129 defines suspicious transactions as operations appar-
ently not having economical/legal character or having (or being 
suspected of having) an unusual nature in relation to the activities 
of a client of one of the reporting entities.  All suspicious transac-
tions must be reported to the National Office for Prevention and 
Control of Money Laundering (“ONPCSB”) as soon as possible, 
and the ONPCSB must confirm receipt of the report.  An addi-
tional obligation for the entity is to refrain from the operation 
of a connected transaction with the suspected transaction for 24 
hours, the period at the end of which the transaction can be oper-
ated unless the ONPCSB orders the suspension of the transac-
tion for 48 hours.  The Prosecutors’ Office with the HCCJ can 
order the extension of the term with an additional 72 hours for 
further investigations related to the suspicious transaction.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

The Romanian Government, mainly through the National Trade 
Registry Office, keeps detailed information regarding a company 
which any interested person can request access to (e.g. ownership 
structure, management, funding, financial records, etc.).

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

When sending money from an associated account, the payment 
order must include the full names and bank accounts of the orig-
inators and the beneficiary.  Additional information (the fiscal 
or personal identification number) must be included if the bene-
ficiary of the payment order is the National Treasury.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Under the provisions of Law no. 31/1990, a joint-stock company 
has the liberty to decide whether the shares are nominative or 
bearer.  Although bearer shares are legal, their existence in a 
company’s structure can signal a “red flag” for the poten-
tial business partners and they might not be willing to engage 
in a business relationship for this reason.  In addition to this, 
numerous auctions in the public sector allow only the participa-
tion of companies with nominative shares.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

No, the general rules of reporting apply.

The standard provisions apply: whenever a business relation-
ship is initiated/a new client is involved; for an occasional trans-
action of a minimum of EUR 15,000, regardless of whether it is 
constituted from one or more operations which are linked; for 
a transfer of funds of a minimum of EUR 1,000 (as defined in 
Regulation (EU) 2015/847); and for the occasional transactions 
of a minimum of EUR 10,000 performed by the merchants, in 
their professional activity, regardless of whether they are consti-
tuted from one or more operations which are linked.   

Casinos must apply standard provisions to clients which 
collect winnings, buy or exchange chips or when transactions 
are made with a minimum equivalent of EUR 2,000.

The simplified provisions can be applied when the clients are 
graded as low risk.  The low-risk grade can result from the global 
evaluation of the risk factors with regards to the client (public 
entities with reporting obligations, public enterprises, clients 
from low-risk geographic areas), to the products, services, trans-
actions or distribution channels (life insurance, social securities, 
products with low money-laundering risks) or to the geographic 
area (Member States, AML-efficient countries, etc.).

The supplementary provisions apply when there is an 
increased risk of money laundering due to: non-AML compliant 
countries involved in transactions; correspondent relationships 
with credit or financial institutions from another Member State; 
the correspondent relationship with non-EU/non-EEA credit 
institutions; or the other party or the real beneficiary is a politi-
cally exposed person.

The standard measures are: 
a) identifying the client and verifying his identity in trust-

worthy sources, including documents;
b) identifying the real beneficiary and risk-based verification 

of his identity, as to guarantee sufficient knowledge over 
the entity’s ownership and control structure;

c) obtaining information about the purpose and the nature of 
the business; and

d) continuously monitoring the business relationship, 
including analysing transactions, to ensure that they corre-
late with the information about the client, his risk-based/
activity profile and the source of funds.  The documents, 
data and information should always be updated.

The entities that apply AML measures are not obliged to 
apply the provisions for clients with cryptocurrencies, if all the 
following conditions are met:
a) the payment instrument is not rechargeable or has a 

maximum limit of EUR 150 for monthly payment trans-
actions, which can be used only in the respective Member 
State;

b) the maximum amount deposited electronically does not 
exceed EUR 150;

c) the payment instrument is used exclusively to purchase 
goods or services;

d) the payment instrument cannot be financed with anony-
mous cryptocurrencies; and

e) the issuer carries out sufficient monitoring of the transac-
tions or the business relationship to allow the detection of 
unusual or suspicious transactions.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Credit institutions are prohibited to enter into a banking rela-
tionship with a shell bank or with a credit institution that is 
known to allow its accounts to be used by a shell bank.  In case 
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The last review of Romanian AML legislation was conducted by 
MONEYVAL in 2019 (previously in 2008). 

Furthermore, in 2016 Romania was deemed a Jurisdiction 
of Concern by the US Department of State 2016 International 
Narcotics Control Strategy Report (“INCSR”).

In addition, Romania is still under scrutiny of the EU through 
the Mechanism for Cooperation and Verification (“MCV”) for 
the Justice System; certain recommendations are being made to 
strengthen the fight against corruption, including better capabil-
ities of recovering the proceeds of crime and avoiding benefits 
from money laundering in relation to white-collar criminality. 

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The NOPCML website contains the main useful documents 
in this respect: http://www.onpcsb.ro/english-documents-on-
pcsb/relevant-legislation.  However, Law 129 is yet to have a 
publicly available English translation.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

There are none that are applicable.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Law 129 is the transposition of the 4th AML Directive – (EU) 
2015/849.

The 5th AML Directive – (EU) 2018/843 has yet to be imple-
mented (though due January 10th, 2020), the reason for which 
Romania has been officially notified (February) by the European 
Commission of impending infringement procedures (along with 
seven other EU states). 

The 6th AML Directive (EU) 2018/1673, with an implemen-
tation deadline of December 3rd, 2020, is also being currently 
analysed for transposition in Law 129 (possibly along with the 
5th Directive).

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

No, after the entering into force of Law 129, Romania is fully 
compliant with the recommendations of the FATF.
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Under Sections 43, 44, 46, 47, the PP must also prove that the 
property was the benefits of drug dealing or criminal conduct; 
whereas under Section 47AA, the PP must only prove that the 
property would be suspected by a reasonable person of being 
benefits from drug dealing/criminal conduct.  

Mental/fault element: Strict liability is imposed under Sections 
46(1)/47(1).  

Under Section 47AA(1), the accused must give a satisfactory 
explanation for how he came by the property.  This section was 
introduced to combat ML operations involving money mules. 

As for the other ML offences, the PP must prove that the 
accused knew or had reasonable grounds to believe that: 
■	 (i)	the	arrangement	would	facilitate	the	retention,	control	

or use of another person’s benefits of drug dealing/crim-
inal conduct, and (ii) the other person is a person who 
engages in drug dealing/criminal conduct or has bene-
fitted from drug dealing/criminal conduct (Section 
43(1)/44(1)); and/or

■	 the	 property	 represents	 another	 person’s	 proceeds	 of	
crime.

Predicate offences 
Predicate offences are listed in the First and Second Schedules 
of the CDSA, and include the conspiracy, attempt, abetment 
or incitement of another to commit such offences.  The First 
Schedule identifies a “drug dealing offence” (which includes the 
ML offences under Sections 46 and 47).  The Second Schedule 
identifies a “serious offence” constituting criminal conduct.  

Predicate offences also include foreign drug dealing or serious 
offences, i.e. an offence against the law of a foreign country 
which would also constitute an offence listed in the First or 
Second Schedules of the CDSA, if the conduct had occurred in 
Singapore (Section 2(1) CDSA).  

Whether tax evasion is a predicate offence for money 
laundering 
Yes.  Tax evasion under Sections 96 and 96A of the Singapore 
Income Tax Act (Cap. 134) and the national law of a foreign 
country (based on specific proscribed conduct) is a predicate 
offence for ML (Second Schedule and Section 2(1) CDSA).

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

The CDSA has extraterritorial application as it applies to prop-
erties (including money and all other forms of property) in 
Singapore or elsewhere (Section 3(5) CDSA), and foreign drug 
dealing/serious offences (see question 1.2 above).

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The Attorney-General (“AG”), as the Public Prosecutor (“PP”), 
has the legal authority to prosecute money laundering (“ML”) 
in Singapore.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

The Corruption, Drug Trafficking and Other Serious Crimes 
(Confiscation of Benefits) Act (Cap. 65A) (“CDSA”) criminal-
ises the laundering of proceeds generated by drug dealing/crim-
inal conduct:
■	 assisting	another	person	in	retaining,	controlling	or	using	

the benefits of drug dealing/criminal conduct under an 
arrangement (whether by concealment, removal from 
jurisdiction, transfer to nominees or otherwise) (Section 
43(1)/44(1));

■	 concealing,	converting,	transferring	or	removing	from	the	
jurisdiction, or acquiring, possessing or using property 
that represents a person’s own benefits of drug dealing/
criminal conduct (Section 46(1)/47(1));

■	 concealing,	 converting,	 transferring	 or	 removing	 from	
the jurisdiction property that represents another person’s 
benefits of drug dealing/criminal conduct (Section 
46(2)/47(2)); 

■	 acquiring,	 possessing	 or	 using	 property	 that	 repre-
sents another person’s benefits of drug dealing/criminal 
conduct (Section 46(3)/47(3)); and

■	 possessing	 or	 using	 any	 property	 that	 may	 be	 reason-
ably suspected to be benefits from drug dealing/criminal 
conduct, if the person fails to account satisfactorily for 
how the person came by the property (Section 47AA(1)). 

What must be proven
Physical elements:  The PP must prove that the accused carried 
out the relevant physical act of the said offence.  Under Section 
43(1)/44(1), this means that the PP must prove that (i) the accused 
entered into or is concerned in an arrangement, (ii) which facili-
tated another person in retaining, controlling or using the bene-
fits of drug dealing/criminal conduct, and (iii) that other person 
is a person who engages in drug dealing/criminal conduct.
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A confiscation order compels the defendant to pay an amount 
assessed to be the value of the benefit derived by the defendant 
from drug dealing/criminal conduct (Section 10 CDSA).  
Confiscation orders operate as if they were a fine imposed by 
the Court.  In default of payment, the defendant may be subject 
to imprisonment.

Material/financial gains from organised crime activity can be 
confiscated without the need for a criminal conviction under 
the Organised Crime Act 2015 (No. 26 of 2015) (“OCA”).  A 
confiscation order under the OCA is not dependent on and is 
not affected by any criminal proceedings, even if the accused 
is acquitted (Section 51 OCA).  Upon the PP’s application, the 
Court will make a CO if the Court is satisfied, on a balance of 
probabilities, that the person has carried out an organised crime 
activity within the defined statutory period and has derived 
benefits from the organised crime activity. 

“Organised crime activity” refers to any activity carried out 
by a person in (or outside) Singapore amounting to a serious 
offence specified in the Schedule to the OCA (which includes 
Sections 43, 44, 46 and 47 of the CDSA) and is carried out at 
the direction of/in furtherance of the illegal purpose of a group 
which the person knows or has reasonable grounds to believe is 
an (locally linked) organised criminal group (Section 48(1)(a)–
(b) OCA). 

It also includes activity amounting to an offence under Part 
2 of the OCA (Section 48(1)(c) OCA).  Part 2 of the OCA 
contains a group of provisions that criminalise being a member 
of an organised criminal group, instructing or facilitating the 
commission of an offence by such a group, and recruiting of 
members and expending of property to support these groups.

“Property” is defined in the same way as the CDSA (Section 
2(1) OCA).

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Directors, officers or employees of regulated financial institu-
tions (“FIs”) have been convicted in Court for ML offences.  
One example is Yeo Jiawei, a former wealth planner at BSI Bank 
Limited, who was sentenced to 54 months’ imprisonment for 
ML and cheating in a case related to the Malaysian state fund 
1Malaysia Development Berhad (“1MDB”).  A former branch 
manager of Falcon Private Bank, Jens Sturzenegger, was also 
sentenced to 28 weeks’ imprisonment and a S$128,000 fine for 
failing to report suspicious transactions connected to the 1MDB 
case.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions against a company, partnership or unincorpo-
rated association may be resolved through the use of a Deferred 
Prosecution Arrangement (“DPA”) (Part VIIA of the Criminal 
Procedure Code (Cap. 65A)).  The DPA is an agreement between 
the PP and entities facing potential prosecution for certain 
specified criminal offences (including the MLs offences at 
question 1.2).  A DPA comes into force only when the High 
Court approves it and declares that the DPA is in the interests 
of justice, and its terms are fair, reasonable, and proportionate.  
After such approval, the PP must give public notice of the DPA 
and the High Court’s declaration and reasoning.  

It is not applicable to individuals.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The Commercial Affairs Department (“CAD”), a specialist 
department within the Singapore Police Force, is the principal 
law enforcement agency for the criminal investigation of ML 
offences.  The Corrupt Practices Investigation Bureau or the 
Central Narcotics Bureau may also be involved. 

The Attorney-General’s Chambers is responsible for prose-
cuting ML offences.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

There is both corporate criminal liability and liability for natural 
persons.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Under Sections 43, 44, 46 and 47, the penalty is:
■	 for	 an	 individual,	 a	 fine	 not	 exceeding	 S$500,000,	 or	

imprisonment not exceeding 10 years, or both; and
■	 for	a	non-individual,	a	fine	not	exceeding	the	higher	of	S$1	

million or twice the value of the benefits of drug dealing/
criminal conduct in respect of which the offence was 
committed.

Under Section 47AA, the penalty is:
■	 for	 an	 individual,	 a	 fine	 not	 exceeding	 S$150,000,	 or	

imprisonment not exceeding three years, or both; and 
■	 for	a	non-individual,	a	fine	not	exceeding	S$300,000.

1.7 What is the statute of limitations for money 
laundering crimes?

There is no statute of limitations for the prosecution of ML 
crimes.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Yes.  Singapore does not have state or provincial criminal 
offences. 

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

There is no separate forfeiture/confiscation authority.  Upon 
conviction for one or more predicate offences in the CDSA, 
and on the PP’s application, the Court may make a confisca-
tion order against the defendant in respect of benefits derived 
by him or her from drug dealing/criminal conduct if the Court 
is satisfied that such benefits have been so derived (Sections 4 
and 5 CDSA).
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2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The Suspicious Transaction Reporting Office (“STRO”) is 
Singapore’s FIU.  The STRO is the central agency for receiving, 
analysing, and disseminating suspicious transaction reports 
(“STR”), Cash Transaction Reports (“CTR”) and Physical 
Currency and Bearer Negotiable Instruments (“CBNI”) Reports 
(“CBNIR”).

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

There is no statute of limitations for enforcement actions.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

These vary across industries.  
Under Section 27B(2) of the MAS Act (Cap. 186), a FI that 

fails to comply with any AML direction issued or regulation 
made by MAS is liable to a fine not exceeding S$1,000,000, and 
in the case of a continuing offence, is also subject to a further 
fine of S$100,000 for every day or part of a day during which the 
offence continues after conviction. 

MAS may, at its discretion, compound any offence which 
is punishable with a fine only by collecting from a person 
reasonably suspected of having committed the offence a sum 
not exceeding one half of the amount of the maximum fine 
prescribed for that offence (Section 176(1) MAS Act).  On 
payment of such sum, no further proceedings shall be taken 
against that person in respect of that offence.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

These vary across industries. 
For FIs, MAS can impose non-financial sanctions such as:

■	 revocation	 or	 suspension	 of	 regulatory	 status	 (e.g.	 BSI	
Bank Limited and Falcon Private Bank Ltd, Singapore 
Branch in relation to 1MDB);

■	 removals	of	directors	and	officers;
■	 prohibition	 orders	 (“PO”) barring persons from 

conducting regulatory activities or from taking part in 
management of the FI (e.g. MAS has issued POs against 
numerous individuals in relation to 1MDB);

■	 reprimands;	and
■	 warnings.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

No, violations of AML obligations may also be subject to crim-
inal sanctions. 

For FIs, failing to comply with its AML obligations is an 
offence (Section 27B(2) MAS Act) (see question 2.8).  MAS 
may also refer matters to the CAD to evaluate whether criminal 
offences have been committed.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The Monetary Authority of Singapore (“MAS”) investigates 
alleged breaches of anti-money laundering (“AML”) require-
ments on FIs in Singapore. 

Other authorities that impose AML requirements on non-fi-
nancial businesses and professions (“Designated Businesses”) 
include:
■	 the	Casino	Regulatory	Authority	of	Singapore	(for	casinos);
■	 the	 Accounting	 and	 Corporate	 Regulatory	 Authority	

(“ACRA”) (for corporate service providers, public account-
ants and accounting entities); and

■	 the	 Council	 for	 Estate	 Agents	 (for	 estate	 agents	 and	
salespersons).

For more details of these requirements, see section 3 below.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Yes.  These include the Institute of Singapore Chartered 
Accountants (for professional accountants) and the Law Society 
of Singapore (for law practices and legal practitioners). 

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes, they may have their own enforcement measures against 
members.  For example, legal practitioners and law practices are 
subject to AML requirements under the Legal Profession Act 
(Cap. 161) (including the Legal Profession (Prevention of Money 
Laundering and Financing of Terrorism) Rules 2015), and a 
breach of these rules may subject the legal practitioner to disci-
plinary proceedings and/or the law practice to regulatory action.

2.4 Are there requirements only at national level? 

Yes, Singapore does not have different levels.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

MAS is responsible for ensuring compliance and enforce-
ment of AML requirements under MAS-administered laws 
and regulations.  MAS’s enforcement approach is outlined in 
the Enforcement Monograph, which is available on the MAS 
website.  MAS guidelines in respect of what constitutes compli-
ance with AML requirements are also publicly available on its 
website. 
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3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Parliament passed the Payment Services Act (No. 2 of 2019) 
(“PSA”) on 14 January 2019 which came into force on 28 
January 2020.  Under the PSA, a person carrying on a business 
of providing any service of dealing in digital payment tokens or 
any service of facilitating the exchange of digital payment tokens 
will have to meet AML/countering the financing of terrorism 
(“CFT”) requirements under MAS Notice PSN02. 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

FIs and Designated Businesses must implement a compliance 
framework commensurate with their risk profile and the nature, 
scale and complexity of their business.  This typically includes 
measures in relation to risk assessment and mitigation, CDD, 
reporting, recordkeeping, and internal policies, procedures, 
and controls, including ongoing monitoring of business deal-
ings with customers (see question 3.1).  Further details are in the 
sections below.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

Recordkeeping
FIs and other Designated Businesses must retain CDD infor-
mation and other data, documents and information relating to 
a transaction for at least five years.  This may include details 
of its risk assessments, information on business relations with 
or transactions for a customer, and information pertaining to a 
matter that has been the subject of an STR. 

FIs must retain records of financial transactions for a 
minimum of five years (Section 37 CDSA). 

PSMDs must also maintain records of cash transactions 
exceeding S$20,000, as well as customer information, for a 
period of five years (Section 48I of CDSA). 

PSPs must, to the extent possible, inquire into the background 
and purpose of every foreign currency exchange transaction the 
value of which is equal to or exceeds S$20,000 and document its 
findings with a view to making such information available to the 
authorities should the need arise. 

On 11 February 2019, Parliament passed the Precious Stones 
and Precious Metals (Prevention of Money Laundering and 
Terrorism Financing) Act 2019 (“PSPMA”), which came into 
force on 10 April 2019.  The PSPMA establishes a more compre-
hensive supervisory and regulatory regime for a “regulated 
dealer” (which will include dealing in asset-backed tokens and 
intermediaries) to strengthen AML/CFT safeguards.  

Reporting large currency transactions 
A PSMD (or regulated dealer) must submit a CTR in respect of 
any cash transaction (or designated transaction), the aggregate of 
which exceeds S$20,000 in a transaction (or in a day) within the 
prescribed time (i.e. 15 days for PSMD under the CDSA).  Any 
PSMD (or regulated dealer) who fails to comply with the above 
requirement shall be guilty of an offence and liable on convic-
tion to a fine of up to S$20,000 and/or imprisonment up to two 
years.  (Section 48J CDSA and Section 17 PSPMA.)

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The relevant regulatory authority will assess the appropriate 
sanction(s) to be imposed based on its own guidelines and prec-
edents.  It is possible but rare to apply for judicial review of 
administrative decisions.  An individual issued with a PO may 
appeal to the Minister in charge of MAS.

Typically, most resolutions of penalty actions are published by 
the relevant regulatory authority.  MAS publishes enforcement 
actions against FIs and individuals on its website. 

As penalty assessments are usually composition fines, FIs do 
not challenge such composition fines. 

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

FIs include:
■	 banks;	
■	 merchant	banks;
■	 finance	companies;
■	 money	changers;
■	 remittance	agents;
■	 insurers;
■	 insurance	brokers;
■	 capital	markets	intermediaries;
■	 trust	companies;
■	 financial	advisers;
■	 The	Central	Depository	(Pte)	Ltd	(the	Depository);	and
■	 stored	value	facility	holders.

Designated Businesses include: 
■	 casino	operators;
■	 corporate	service	providers;
■	 dealers	in	precious	stones	and/or	precious	metals	(“PSMD”);
■	 estate	agents	and	salespersons;
■	 legal	practitioners	and	law	practices;
■	 moneylenders;
■	 payment	service	providers	(“PSP”);
■	 pawnbrokers;	and
■	 professional	 accountants	 and	 professional	 accounting	

firms (including public accountants and accounting 
entities).

The applicable AML obligations are set out in specific stat-
utes, subsidiary legislation, directions, guidelines, codes, and 
practice notes/circulars.  Broadly, they require FIs or Designated 
Business to implement procedures that cover the following 
important areas:
■	 risk	 assessment	 and	 risk	mitigation,	 and	 applying	 a	 risk-

based approach;
■	 undertaking	customer	due	diligence	(“CDD”) measures;
■	 recordkeeping	requirements;	
■	 STR	requirements;	and	
■	 developing	 and	 implementing	 internal	 policies,	 proce-

dures, and controls.
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to establish the customer’s source of wealth and funds, and 
conducting enhanced ongoing monitoring of business relations 
with the customer.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Yes, FIs are prohibited from the following relationships with 
foreign shell banks:
■	 banks,	 finance	 companies	 and	merchant	banks:	 entering	

into or continuing correspondent banking or other similar 
services relationship (MAS Notice 626);

■	 capital	 markets	 intermediaries:	 correspondent	 account	
services relationship (MAS Notice SFA04-N02);

■	 money-changing	or	 remittance	business	 licensees:	 provi-
sion of remittance services (see MAS Notice 3001);

■	 CDP:	 correspondent	 account	 relations	 (MAS	 Notice	
SFA03AA-N01); and

■	 stored	 value	 facility	 holders:	 correspondent	 account	
services or other similar services relationship (MAS 
Notice PSOA-N02).

Each of the aforementioned FIs must also take appropriate 
measures when establishing the relevant relationship to satisfy 
itself that respondent FIs do not permit their accounts to be 
used by foreign shell banks.

3.9 What is the criteria for reporting suspicious 
activity? 

Section 39 of the CDSA provides that a person must lodge a 
STR with the STRO if:
(a) he knows or has reasonable grounds to suspect that any 

property: 
(i) in whole or in part, directly or indirectly, represents 

the proceeds of; 
(ii) was used in connection with; or 
(iii) is intended to be used in connection with, any act which 

may constitute drug dealing/criminal conduct; or 
(b) the information or matter on which the knowledge or 

suspicion is based came to his attention in the course of 
his trade, profession, business or employment.

The STR must be made as soon as is reasonably practicable 
after it comes to the person’s attention. 

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Generally, all businesses must register with ACRA.  ACRA 
maintains this database of business entities (e.g. companies, sole 
proprietorships, partnerships) in Singapore and requires that 
the information in relation to the said entities be kept updated.  
Business information includes particulars of management, 
shareholders, secretaries, registered address, date of registration 
of the entity, date of change of name and/or address, issued and 
paid-up share capital, as well as charges held over assets of the 
entity (if any).  Such business profiles of entities are publicly 
available online for purchase.

A casino operator is required to file a CTR with the STRO for 
cash transactions with a patron (or on its behalf ) involving an 
aggregate amount of S$10,000 or more in a transaction (or in any 
gaming, before the end of the applicable reporting period).  Any 
casino operator which fails to comply with the above require-
ment shall be guilty of an offence and shall be liable on convic-
tion to a fine not exceeding S$20,000.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Yes.  STRs and CBNIRs are other types of reports that are filed 
with the STRO. 

For when a STR must be filed, see question 3.9.  For when a 
CBNI Report must be filed, see question 3.6.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Yes.  A person who moves into or out of Singapore CBNI 
exceeding S$20,000 (or its equivalent in a foreign currency) 
must make a CBNIR in respect of the movement.  A person 
who receives CBNI the total value of which exceeds S$20,000 
(or its equivalent in a foreign currency) from outside Singapore 
must make a CBNI Report in respect of the receipt within five 
business days (Sections 48C and 48E CDSA, and regulations 
2A and 4A, Corruption, Drug Trafficking and Other Serious 
Crimes (Cross Border Movements of Physical Currency and 
Bearer Negotiable Instruments) Regulations 2007).

Certain limited exemptions are set out in Sections 48C(7) and 
48C(8) of the CDSA and the Corruption, Drug Trafficking and 
Other Serious Crimes (Cross Border Movements of Physical 
Currency and Bearer Negotiable Instruments) (Exemption) 
Orders 2007 and 2010.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

These include:
(a) identifying and verifying the identity of the customer (or 

any beneficial owner in relation to the customer);
(b) understanding the purpose and intended nature of the 

business relationship with the customer; and
(c) ongoing monitoring of the business relationship with the 

customer.
A risk-based approach is commonly adopted.  Enhanced 

CDD measures are required for politically exposed persons 
(entrusted with prominent public functions) or their family 
members or close associates, or if business relations with or 
transactions for a customer presents a higher risk of money 
laundering.  Such circumstances include (but are not limited to) 
where the customer or beneficial owner is from or in a country 
or jurisdiction in relation to which the Financial Action Task 
Force (“FATF”) has identified as being high risk or which is 
known for having inadequate AML measures. 

Enhanced CDD measures include obtaining the approval of 
senior management to establish or continue business relations 
with the customer, taking appropriate and reasonable measures 
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Singapore Police Force published a paper on Best Practices for 
Countering Trade Based Money Laundering pursuant to the Anti-
Money Laundering and Countering the Financing of Terrorism 
Industry Partnership formed by the two bodies in 2017.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

For the real estate sector in Singapore, Parliament passed the 
Developers (Anti-Money Laundering and Terrorism Financing) 
Act 2018 on 20 November 2018, which will come into operation 
on a date appointed by the Minister.  As of the date of writing, no 
date has been appointed yet.  Under this Act, property developers 
licensed under the Housing Developers (Control and Licensing) 
Act (Cap. 130) and the Sale of Commercial Properties Act will also 
be subject to similar AML requirements as discussed in question 
3.1.  This is part of government efforts to prevent the real estate 
industry from being used to facilitate the movement of illicit funds.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

No.  In 2016, the FATF and the Asia/Pacific Group (“APG”) 
on Money Laundering published a Mutual Evaluation Report of 
Singapore’s compliance with anti-money laundering and coun-
ter-terrorist financing measures.  Singapore was assessed to have 
either a moderate or substantial rating for effectiveness and tech-
nical compliance with 10 out of 11 immediate outcomes, and a low 
rating in respect of the immediate outcome for terrorism-financing 
investigation and prosecution.  Singapore was also assessed to have 
either a compliant or largely compliant rating in respect of 34 out 
of a total of 40 FATF recommendations, and a partially compliant 
rating in respect of the remaining six recommendations.  In 2019, 
FATF published a follow-up report, which revised Singapore’s 
compliance ratings with the FATF recommendations.  Under the 
revised ratings, Singapore was assessed to have a compliant or 
largely compliant rating in respect of 37 out of a total of 40 recom-
mendations, with the remaining three being partially complaint.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The most recent evaluation was conducted by the FATF in 
2019 to assess the steps taken by Singapore pursuant to the 
2016 Mutual Evaluation Report.  Results were published in 
November 2019. 

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The relevant AML laws, regulations, administrative decisions, 
and guidance can be obtained from various official websites.  
These include Singapore Statutes Online (http://sso.agc.gov.
sg/) and MAS’s website (http://www.mas.gov.sg).

3.11 Is it a requirement that accurate information about 
originators and beneficiaries be included in payment 
orders for a funds transfer? Should such information 
also be included in payment instructions to other 
financial institutions?

Yes.  The bank ordering the wire transfer must identify the wire 
transfer originator and verify his identity and record adequate 
details of the wire transfer.  In a cross-border wire transfer, the 
information that should be included in the payment instruction 
should include:
■	 the	wire	transfer	originator’s	name;
■	 the	wire	 transfer	 originator’s	 account	 number	 or	 unique	

transaction reference number; 
■	 the	wire	transfer	beneficiary’s	name;	and
■	 the	wire	transfer	beneficiary’s	account	number	or	unique	

transaction reference number. 
Further, where the cross-border wire transfer exceeds 

S$1,500, additional information should be recorded in the 
payment instruction:
■	 the	wire	transfer	originator’s	residential	address,	or	regis-

tered business address (and if different, the principal place 
of business);

■	 the	wire	transfer	originator’s	unique	identification	number	
(such as an identity card number, birth certificate number 
or passport number, or where the wire transfer originator 
is not a natural person, the incorporation number or busi-
ness registration number); or

■	 the	date	and	place	of	birth,	incorporation	or	registration	of	
the wire transfer originator (as may be appropriate).

These requirements do not apply to a transfer and settlement 
between the relevant FI and another FI where both FIs are 
acting on their own behalf as the wire transfer originator and 
the wire transfer beneficiary (see paragraph 11 of MAS Notice 
626, MAS Notice 824, and MAS Notice 1014, and paragraph 12 
of MAS Notice 3001).

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No (see Sections 66 and 364 of the Companies Act (Cap. 50)).

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Yes (see question 3.1).

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

The regulatory requirements are targeted at specific indus-
tries (see question 3.1).  Industries such as banks, merchants and 
finance companies may engage in trade finance activities.  In this 
regard, MAS issued a Guidance Paper on AML/CFT Controls 
in Trade Finance and Correspondent Banking in October 2015.  
The objective of the paper was to provide banks, merchant banks 
and finance companies with guidance on the AML/CFT controls 
in trade finance and correspondent banking, and to share sound 
practices intended to help banks strengthen their controls and risk 
management in relation to their trade finance activities.  Further, 
in 2018, MAS and the Commercial Affairs Department of the 
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1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes, there is extraterritorial jurisdiction if the acts of money 
laundering have been committed, total or partially, abroad (art. 
301.4 of the Spanish Criminal Code, “CC”), but this is a subject 
currently under discussion.  The Supreme Court has established 
that, in this case, the underlying crime has to be considered as a 
crime in the place of commission or, at least, considered prose-
cutable in our system (Supreme Court Resolution, nº 974/2016).

Yes, money laundering of the proceeds of foreign crimes is 
punishable (art. 301.4 CC).

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

The authorities responsible for investigating and trying money- 
laundering crimes are judicial authorities.  The responsibility for 
accusing lies with Public Prosecutors, State Attorneys and/or 
the popular prosecution.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Both: penalties can be imposed on the legal entity in addition 
to its members.

In Spain, legal entities might have criminal liability if a 
money-laundering crime is committed which benefits, directly 
or indirectly, the company by its legal representatives, people 
who are authorised to take decisions on its behalf, or people who 
have organisational and control powers in the company; or by 
other members of the company who committed the crime as 
a result of the serious infringement of supervision, monitoring 
and control duties by the people aforementioned (art. 31 bis CC).

However, there is a criminal liability exemption for legal 
entities: having effectively adopted a Corporate Compliance 
Programme before the crime is committed.  These programmes 
must include remedial measures in case of infringement.

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

On one hand, the legal authorities who have powers to charge 
for the commission of money laundering crimes are the Public 
Prosecutor (judicial authority) and the State Attorney.  Individuals 
can also charge money-laundering crimes appearing at the 
proceeding, known as a popular prosecution.

On the other hand, the legal authorities who have powers to 
investigate and to prosecute money-laundering crimes are, in 
the investigation phase, the Courts of Investigation and Central 
Courts of Investigation (when money laundering is related to 
certain crimes or is committed abroad); and, in the trial phase, 
taking into account the fact that money-laundering crimes are 
punished with a prison sentence of over five years in the Spanish 
Criminal Code (arts 301 to 303), Provincial Courts or the Criminal 
Section of the National High Court have powers (when money 
laundering is related to certain crimes or is committed abroad).

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

To establish the offence of money laundering, the prosecution 
must prove the concurrence of acts of acquisition, possession, use, 
conversion or transmission of illegally obtained assets (from any 
crime) knowing that it or any other act aimed to hide or to conceal 
their illegal origin, or to help people who participated in the prior 
crime to avoid the legal consequences of their acts without neces-
sarily having participated in the previous crime, and without having 
sentenced someone for the commission of the prior crime when-
ever the Judge/Court concluded that the origin of the profits was 
illegal.  Nevertheless, constant jurisprudence has established that, 
to consider a money-laundering crime to have been committed, 
some transformation acts are required, since only the possession 
or use of such assets are neutral acts and are, therefore, not illegal.

Yes, tax evasion is a predicate offence of money laundering.
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disproportion between the economic value of the assets 
the convicted person owns and the incomes legally 
obtained by him/her) that the assets or effects come from 
an illegal activity (committed by him/her or not) and their 
legal origin is not proven (art. 127 bis and quinquies CC).

 This is applicable when the assets come from other illegal 
activities of the convicted subject, other than the facts for 
which he is convicted, and which have not been fully proven.

■	 Confiscation without criminal conviction: the Judge/
Court could order the confiscation of the property 
mentioned above if its illegal origin is proven through a 
contradictory process, and the following requirements 
related to the defendant have to be complied with: death 
or chronic illness which prevents trial; default; criminal 
exemption; or extinction of liability (art. 127 ter CC).

Forfeiture without criminal conviction, as the European 
Court of Human Rights has affirmed, does not have a strictly 
criminal nature, since it is not based on the imposition of a sanc-
tion founded on the guilt for the act.  Consequently, it has a 
civil and patrimonial nature, close to unjust enrichment, as with 
extended confiscation.

Furthermore, in certain cases, the Judge/Court could order 
the confiscation of the aforementioned assets, effects or profits 
if they have been transferred to third parties (art. 127 quater CC).

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes, there have been convictions of officers of banks and other 
regulated financial institutions, and, at this time, there are some 
criminal proceedings underway pursued against banks and 
other institutions by the Criminal Section of the National High 
Court for allegedly committed money-laundering crimes.

In this sense, if a legal entity is convicted, the Judge/Court 
may establish the prohibition of performing the activities in 
whose exercise the crime was committed, and even the dissolu-
tion of the company, although this has never happened yet with 
regards to financial institutions.

Nowadays, there are no convictions for the commission of 
money-laundering crimes by compliance officers, but there are 
some criminal proceedings underway against them for allegedly 
committing such crimes.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

In Spain, it is possible to settle certain criminal actions through 
criminal mediation, but this is not possible in money-laundering 
crimes as the victim of the offence is the State.  Also, during the 
judicial process, the prosecution and defendants can settle an 
agreement, but only when the penalty posed by the defendant does 
not exceed six years of imprisonment.  In this case, the defendants 
must express their explicit unconditional approval of the settle-
ment reached (facts, particulars and penalty) in front of the Judge/
Court, and the Judge/Court must render a judgment complying 
with the agreement settled if legal requirements are complied with.

No, there are no public records of such settlements.  Some 
judicial resolutions are public through the General Council of 
the Judiciary webpage, and there are private webpages such as 
Aranzadi or Laleydigital, where some judicial resolutions are 
also published.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Individuals: six years of imprisonment; fine equal to three times 
the value of the laundered assets; three years of special disqual-
ification from the exercise of one’s profession or role within 
their industry; and temporary (five years maximum) or defini-
tive closing of establishments.

Also, 10 years of special disqualification from employment or 
public office if the crime is committed by an employer, an inter-
mediary in the financial sector or a public officer, among others, 
during the exercise of their position.

Legal entities: fine for five years (maximum €5,000/day).  In 
addition, the Judge/Court may order to close establishments, 
and even for the dissolution of the company. 

1.7 What is the statute of limitations for money 
laundering crimes?

The statute of limitations is 10 years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Criminal law and enforcement of criminal offences are only at 
national level.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Firstly, there is an administrative body known as the Asset 
Recovery and Management Office whose function is to assist 
Judges and Prosecutors in locating, recovering, preserving, 
managing and performing the effects, assets, instruments and 
profits of criminal activities. 

Moreover, the assets, effects and instruments confiscated as a 
result of the commission of a drug-dealing crime, and property 
confiscated as an accessory consequence for the commission of 
a money-laundering crime, if the assets are assigned to the State 
by final judgment, must be deposited at the Fund of Confiscated 
Assets for drug-dealing and other related crimes.  

Secondly, any penalty imposed for the commission of an inten-
tional crime, or a negligent crime with imprisonment of up to one 
year, must entail the confiscation of the effects that come from it, 
the assets, means or instruments used to commit the crime, and 
the profits of the crime, ordered by a Judge/Court.  In addition, if 
it is not possible to confiscate this property, the Judge/Court will 
order the confiscation of other assets owned by the convicted 
subject with the same economic value (art. 127 CC).

Thirdly, it is possible to confiscate funds and property if there 
has been no criminal conviction in two cases:
■	 Extended confiscation: the Judge/Court will order the 

confiscation of assets, effects and profits owned by a 
person who is condemned for the commission of certain 
crimes – among them, money-laundering crimes – when 
it considers, based on founded objective indications (e.g. 
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the origin of the assets/funds; examination and registering 
of the economic logic of operations; limiting the nature or 
quantity of the operations; and obtaining an authorisation 
from one directive to maintain the commercial relation-
ship, among others.

Furthermore, Obligated Subjects have information obliga-
tions, i.e. implementing warnings, special examination of any fact 
or operation which could be related to money laundering, commu-
nicating money-laundering indications to SEPBLAC, systematic 
communication to SEPBLAC in some cases, to facilitate infor-
mation and documentation to SEPBLAC if required, and preser-
vation of documentation for 10 years regarding compliance with 
money-laundering prevention requirements and the commercial 
relationships maintained and operations performed. 

Finally, Obligated Subjects must implement measures of 
internal control, i.e. approving and applying an Internal 
Prevention of Money Laundering Manual, which must include 
a Classification of Clients Policy, a relation of facts that could 
be related to money laundering, a due diligence process, etc., 
and designating a representative to SEPBLAC and an internal 
control body (in some cases); implementing a whistleblowing 
channel; training the members of the company on this matter 
and approving an annual training plan; and implementing 
proceedings aimed to guarantee high ethics standards in direc-
tives, employees and agents to be employed.  These measures 
must be annually evaluated by an external expert.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

No, there are none.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

No.  However, legal entities are responsible for the anti-money 
laundering compliance of its members within the entity, other-
wise the company could be considered criminally or adminis-
tratively liable. 

Even so, legal entities could implement Corporate Compliance 
Programmes, which include Money Laundering Prevention rules.  
These programmes imply the implementation of a Disciplinary 
Regime, which means the company can impose disciplinary 
sanctions on its members if they infringe the rules settled in the 
Programme, regardless of the criminal or administrative liability 
they could have.

2.4 Are there requirements only at national level? 

Yes, only at national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

SEPBLAC is responsible for examination for compliance of anti-
money laundering requirements, and the Council of Ministers, 
the Economy and Tax Minister, or the General Director of the 
Treasury are competent to impose sanctions with regards to this 
matter, depending on its seriousness.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The Spanish General Courts are the authority for regulating 
anti-money laundering law as the legislative power of the 
country.  The Royal Decree which develops the law is approved 
by the Government. 

The Executive Service of the Commission for the Prevention 
of Money Laundering and Monetary Offences (Servicio Ejecutivo 
de la Comisión de Prevención del Blanqueo de Capitales e Infracciones 
Monetarias, “SEPBLAC”) is the Financial Intelligence Unit, 
the supervision authority regarding this matter, with powers to 
request information from the European Central Bank (“ECB”) 
and from national regulators such as the Bank of Spain or the 
National Commission of the Stock Market.

The requirements are regulated in Law 10/2010, 28th April, 
of Money Laundering and Terrorism Financing Prevention, and 
developed through Royal Decree 304/2014, of 5th May.  They 
must be complied with by individuals and legal entities that 
exercise some activities (such individuals are called “Obligated 
Subjects”). 

Thus, Obligated Subjects must comply with the following 
requirements of due diligence and previous assessment of the 
risk of the operation or commercial relationship:
■	 Normal measures: identification of individuals or legal 

entities intended to maintain commercial relationships 
or to participate in an operation equal to or greater than 
€1,000 (with exemptions) asking for reliable documenta-
tion, including identification of the beneficial owner of the 
legal entity involved; gathering information on whether 
the client acts in his/her own name or on behalf of a third 
party and on the structure of ownership and control of 
the legal entities involved; obtaining information of the 
purpose of the operation or relationship alleged by the 
client, and the nature of its commercial activity by imple-
menting proceedings of checking the activities declared by 
the clients; and continuous examination of the commercial 
relationship.

■	 Simplified measures: clients or operations presenting 
little risk, e.g. public entities established in the European 
Union or financial entities, excepting payment entities, 
established in the European Union and object to exami-
nation about compliance with money-laundering require-
ments.  Measures: identification of the client and the bene-
ficial owner when a certain threshold is exceeded; reducing 
periodicity of documental reviewing; reducing monitoring 
of the commercial relationship and operations; and not 
gathering information about the activity of the client.

■	 Reinforced measures: clients or operations presenting 
higher risk, e.g. operations taking place or clients settled 
in a country which is on the OECD blacklist and when, in 
accordance with Spanish regulation, the country is consid-
ered to be a tax haven, or when private banking is involved 
or the operation involves sending money or exchanging 
foreign currency above certain thresholds.  Also, opera-
tions related to people with public responsibilities and rela-
tives.  Measures: obtaining additional information about 
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the requirements of anti-money laundering, i.e. selling assets 
which have been obtained, for example, through selling drugs 
or prostitution, knowing the origin of such assets.  However, it 
is not a crime to fail to correctly identify some clients based in a 
tax haven if you are an Obligated Subject; this could lead only to 
an administrative sanction.

In this sense, an administrative sanction cannot be imposed 
if the same conduct has been criminally sentenced when there is 
an identification of subject, facts, and legal foundations.  Thus, 
in any moment of the administrative proceeding, if it is consid-
ered that the facts could be criminal offences, the administra-
tive authorities must communicate this to the Public Prosecutor.

In addition, it should be noted that judicial organs must 
inform the Secretary of the Commission when, in the course of 
a judicial proceeding, they are aware of indications of non-com-
pliance with the terms of Law 10/2010, 28th April, whenever the 
facts do not constitute a criminal offence.   

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The administrative sanction procedure comprises the following 
phases:
■	 Initiation	of	the	procedure	by	the	Permanent	Committee	

of the Money Laundering Prevention Commission, and 
notification to interested parties.  This resolution must 
contain, among other things, the identification of the 
person and/or legal entity allegedly responsible and a 
description of the facts.  

■	 Instruction	of	the	procedure	performed	by	the	Secretary	
of the Commission.  The interested parties can present 
allegations and evidence.  Reports can be requested too.

■	 Imposition	of	the	sanction	by	the	competent	authority	(see	
question 2.5) or dismissal of the case agreed by the Permanent 
Committee, in a one-year maximum term.  Execution of the 
sanction by the Secretary of the Commission.

In case of not submitting a prior declaration when it is manda-
tory, the administrative sanction procedure is initiated by the 
Secretary of the Commission, and the sanction will be always 
imposed by the General Director of the Treasury.

The Secretary of the Commission will inform the European 
Supervisory Authorities of all sanctions imposed on credit and 
financial institutions, including any appeal that may have been 
brought against them and the result.

The assessment of sanctions is made following the subsequent 
criteria: quantity of the affected operations; profits obtained; 
measures implemented to offset the mistakes or infringements; 
and the degree of responsibility and intentionality in the facts, etc.

The final resolution of the procedure could be appealed 
to the same authority (appeal for reversal) based on motives 
of nullity or annullability, or appealed directly to the Courts 
(“contencioso-administrativo”).
a) The Commission published a list of administrative sanc-

tions imposed in 2018, but the resolutions themselves are not 
public.  Nevertheless, if the Obligated Subject is condemned 
to a public warning, the resolution is published in the Official 
Spanish Gazette and on the Commission webpage.

b) Yes.  Banco Santander, S.A. challenged a penalty assess-
ment in a judicial proceeding comprising an adminis-
trative sanction of a €1,000,000 fine.  The sanction was 
confirmed by the Supreme Court of Spain.

Criteria of examination is publicly available on the SEPBLAC 
and the Commission of Money Laundering Prevention 
(“Commission”) webpage.  Furthermore, it is possible to directly 
send to SEPBLAC enquiries about the regulation and requirements.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

Yes, SEPBLAC is the FIU.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

Five years for very serious and serious infringements, and two 
years for minor infringements.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum administrative sanction (not criminal penalties) is 
a fine of any of the following, whichever is highest: 10% of the 
net equity of the Obligated Subject; double value of the economic 
content of the operation; quintuple of the value of the profits of the 
operation; or €10,000,000 – added to a public warning or revoca-
tion of the administrative authorisation to operate. 

Moreover, an administrative sanction could be imposed on 
directors or officers of the Obligated Subject if they are respon-
sible for the infringement, with the maximum sanction being a 
fine of €10,000,000, and 10 years of professional disqualification 
from working for any legal entity which is an Obligated Subject or 
public warning.

Regarding failures, please see the following (among others):
■	 Very	 serious:	 not	 communicating	 an	 indication	 to	

SEPBLAC when it is known internally in the company; 
not co-operating with the authorities when is required; or 
resistance to inspection.

■	 Serious:	not	identifying	the	client,	the	beneficial	owner,	or	
the purpose of the business; or not continuing examina-
tion of the commercial relationship.

■	 Minor:	infringements	of	legal	obligations	not	included	as	
very serious or serious failures. 

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

The abovementioned, along with private warnings and tempo-
rary suspension of the administrative authorisation to operate.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

The sanctions described in Law 10/2010 that could be imposed 
because of the infringement of anti-money laundering regulation 
are only administrative sanctions; there are not criminal sanctions. 

As previously mentioned, the Spanish Criminal Code only 
punishes the use, transformation, acquisition, etc., of funds or 
assets which have an illegal origin, and not the infringement of 
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■	 People	who	professionally	trade	with	restitution	price	offer	
assets.

■	 People	 who	 perform	 activities	 of	 deposit,	 custody	 or	
professional transfer of funds or payment methods.

■	 People	who	are	responsible	for	the	management,	exploita-
tion and trade of lottery or other games of luck, in physical 
presence or online.  In the case of lotteries, mutual sports-
charity bets, contests, bingos and type “B” arcade machines, 
this only applies with respect to prize payment operations.

■	 Individuals	who	make	movements	of	payments	methods	
in terms established in the Law.

■	 Individuals	who	professionally	 trade	with	assets	 in	oper-
ations greater than €10,000 and paid by cash, cheques 
made payable to the bearer, or any other payment method 
conceived as a bearer instrument.

■	 Foundations	and	associations.
■	 Managers	 of	 payments	 systems,	 and	 compensation	 and	

liquidation of securities and financial derivatives, as well 
as managers of credit or debit cards issued by other enti-
ties, in terms established in the Law.

■	 Obligations	 and	 requirements	 are	 described	 in	 question	
2.1.  Even so, there is an obligation to communicate on 
a monthly basis to SEPBLAC some operations and the 
opening and cancellation of current, savings or securities 
accounts, or term deposits (only credit institutions).

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Nowadays, entities within the cryptocurrency industry are not 
considered Obligated Subjects.  However, the Directive (EU) 
2018/843 of the European Parliament and of the Council on the 
prevention of the use of the financial system for the purposes 
of money laundering or terrorist financing, known as “the 5th 
Directive”, includes within the Obligated Subjects entities 
which are in the cryptocurrency industry.  This Directive should 
have been transposed by Spain before 10th January 2020.

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Spanish law does not make a distinction between companies 
in order to implement Corporate Compliance Programmes.  
It is not mandatory, nonetheless, if the company is accused 
of the commission of certain crimes and the Judge/Court 
considers that the company implemented an effective Corporate 
Compliance Programme before that commission; in this case, 
the company will be exempt from criminal liability.

The required elements of the Programme are the following: 
identification of the activities where crimes to be prevented 
could be committed; designation of a compliance officer or 
ethics committee; implementation of a decision-making protocol, 
a Disciplinary Regime and financial resources management 
processes; imposing the obligation to communicate possible risks 
or infringements of the Programme to the compliance officer; 
and periodic evaluation and modification of the Programme.

Even so, Money Laundering Prevention Law provides the 
obligation, as it is said above, of implementing internal control 
measures, as an Internal Money Laundering Prevention Manual, 
a whistleblowing channel and admission and management 
processes regarding clients.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The following financial institutions and businesses performed 
by individuals or legal entities are subject to anti-money laun-
dering requirements:
■	 Credit	institutions.
■	 Insurance	agencies	and	insurance	agents	which	operate	in	

life insurance.
■	 Investment	service	companies.
■	 Management	 companies	of	 collective	 investment	 institu-

tions and investment companies whose management is not 
committed to a management company.

■	 Pension	fund	management	entities.
■	 Venture	 capital	 entity	 management	 companies	 and	 risk	

capital companies whose management is not committed to 
a management company.

■	 Mutual	guarantee	companies.
■	 Payment	entities	and	electronic	money	entities.
■	 People	 who	 professionally	 perform	 currency	 exchange	

activities.
■	 Postal	services	regarding	money	order	or	transfer	activities.
■	 People	professionally	engaged	 in	 intermediation	 in	 loans	

or credits granting, and people who, without authorisation 
as financial credit institutions, professionally perform any 
of these activities.

■	 Real	estate	promoters	and	those	who	professionally	perform	
agency, commission or intermediation activities in real estate.

■	 Account	auditors,	external	accountants	or	tax	consultants.
■	 Public	notaries	and	property,	business	and	movable	prop-

erty registers.
■	 Lawyers,	 court	 agents	 or	 other	 independent	 profes-

sionals when they participate in the: conception, realisa-
tion or advising of operations on behalf of clients related 
the sale of real estate or commercial entities; management 
of funds, securities or other assets; opening or manage-
ment of current accounts, savings accounts or securities 
accounts; organisation of the necessary contributions for 
the creation, operation or management of companies, or 
the creation, operation or management of trusts, compa-
nies or similar structures; or when acting on behalf of 
clients in any financial or real estate operation.

■	 People	who	professionally	provide	the	following	services	on	
behalf of third parties: constituting companies or other legal 
entities; executing management or non-director secretarial 
functions or as an external advisory of a company, partner of 
an association or similar functions in relation to other legal 
entities; provisioning a registered office or a commercial, 
postal or administrative address, and other services related 
to a company, an association or any other legal instrument 
or legal entity; exercising fiduciary functions in a trust or 
similar legal instrument; and practising shareholder func-
tions on behalf of another person, except companies that 
are listed on a regulated market in the European Union.

■	 Casinos.
■	 People	 who	 professionally	 trade	 with	 jewels,	 precious	

stones or metals.
■	 People	who	professionally	trade	with	art	or	antique	objects.
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3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

Please see the answers to questions 3.4 and 3.5.
Furthermore, regarding cross-border correspondent banking 

relationships with third-country entities, credit institutions have 
to apply the following measures: gathering information about 
the nature of the activities of the client, and deciding about his 
reputation and quality of his examination; evaluating anti-money 
laundering controls implemented by the client; obtaining author-
isation of the management before maintaining the relationship; 
documenting the respective liabilities of each entity; and rein-
forced and permanent monitoring of the operations performed.  

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Obligated Subjects must identify every client who pretends to 
maintain a commercial relationship with them or to participate 
in any operation with them, obtain information of the purpose 
of the operation or relationship alleged by the client and the 
nature of its commercial activity, and continuously examine the 
commercial relationship (see question 2.1).

Specifically, they must verify, before the operation is executed, 
the identity of the participants through reliable documents:
■	 Individuals:	copy	of	his/her	ID;	residence	card;	passport,	

etc.
■	 Legal	entities:	certificate	of	incorporation;	statutes;	identity	

of the directors; tax identification number; and statement 
of truth of the representative of the company identifying 
the beneficial owner.  Also, the identity of the representa-
tive must be verified asking for the powers, and the identity 
of the partners if the entity has no legal personality.

Moreover, depending on the type of client or activity, the 
following could be required to verify the activity of the client: 
professional association receipts; self-employed insurance 
receipts; tax licence; last individual income tax statement; the 
withholding of individual income tax; annual or trimestral VAT 
statement; economic activities tax statement; or other docu-
ments that justify the origin of the funds and activity.  

Obligated Subjects must implement reinforced measures in 
case of: people with public responsibilities and their relatives; 
companies with shares represented by bearer instruments; 
clients from risk countries, territories or jurisdiction (with defi-
ciencies in their anti-money laundering systems, tax heavens, 
high levels of corruption, etc.); trusts; beneficiaries of a life 
insurance policy; and clients that are not present. 

Moreover, casinos must identify every client who accesses 
the establishment and who makes certain operations or transac-
tions; associations and foundations must identify every person 
who receives and contributes (in this last case, an amount equal 
or greater than €100) funds or resources free of charge; and 
Obligated Subjects who manage lottery or other games of chance 
have to implement reinforced measures of internal control.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Any financial institution must be authorised by the Bank of 

Furthermore, the Spanish Stock Market Law establishes 
the obligation of implementing a Code of Conduct in invest-
ment services companies, among other obligations, and which 
includes classifying clients, transparency, monitoring conflicts 
of interest, information obligations, aptitude evaluation, money- 
laundering prevention, etc.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

There is an obligation of individuals, acting on their own behalf 
or on behalf of third parties, to report a prior declaration in the 
following cases:
■	 Inflows	and	outflows	in	the	national	territory	of	payment	

methods in an amount equal to or greater than €10,000. 
■	 Movements	of	payment	methods	within	the	national	terri-

tory for an amount equal to or greater than €100,000.
■	 Inflows	 and	 outflows	 in	 the	 national	 territory	 for	 an	

amount greater than €10,000 of bearer-negotiable instru-
ments, including monetary instruments, such as travellers’ 
cheques and negotiable instruments, including cheques, 
promissory notes and payment orders.

Payment methods are understood as paper and metallic 
currency (national or foreign), cheques made payable to the 
bearer, or any other payment method conceived as a bearer 
instrument, online or physical.

Obligated Subjects are required to monthly communicate the 
following movements:
■	 Operations	 involving	 physical	 movement	 of	 metallic	

currency, paper money, travellers’ cheques, cheques or 
other bearer documents issued by credit institutions, 
except for those credited or charged to an account of a 
client, for an amount greater than €30,000.

■	 Operations	performed	by	or	with	individuals	or	legal	enti-
ties that are residents, or act on their behalf, in territories 
or tax havens, as well as operations that involve transfers 
of funds to/from said territories or countries, whatever 
the residence of the intervening people is, as long as the 
amount is greater than €30,000. 

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

Yes, Obligated Subjects have the obligation to monthly report 
the following operations:
■	 Sending	money	operations	 involving	 physical	movement	

of metallic currency, paper money, travellers’ cheques, 
cheques or other bearer documents issued by credit insti-
tutions for an amount greater than €1,500.

■	 Operations	which	 implicate	payment	movements	 subject	
to prior statement (see question 3.4).

■	 Aggregate	 information	 of	 sending	 money	 activity,	 and	
transfer activity within or outside credit institutions.

■	 Opening,	 modification	 and	 cancellation	 of	 current,	
savings or securities accounts, or term deposits (only credit 
institutions).  The data reported will be included in the 
Financial Ownership File.

■	 Operations	 established	 by	 an	 Order	 of	 the	 Economy	
Minister.

If there are no operations susceptible to systematic communi-
cation, the Obligated Subjects have to half-yearly communicate 
this circumstance to SEPBLAC.
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3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes, this is a requirement in application of the EU Wire Transfer 
Regulations (2015/847).

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Yes, shares can be represented by bearer instruments.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Anti-money laundering requirements are applied equally to all 
Obligated Subjects, with exemptions in life insurance, games 
of chance, foundations and associations, and for systematically 
communicating some information, among others, as mentioned 
above.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Yes, see question 3.1 for details on Obligated Subjects.

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Spain must transpose the 5th Directive, and the transposition 
deadline ended on 10th January 2020. 

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

The follow-up assessment of anti-money laundering regulation 
made by FATF in 2019 establishes that almost all the measures 
implemented in the country have a high or substantial level of 
effectiveness.  Only one measure has a moderate level of effec-
tiveness, with FATF concluding that further co-operation and co- 
ordination between relevant investigative authorities and author-
ities responsible for supervising or monitoring non-profit organ-
isations and outreach to this sector are required.  Also, Spain is 
compliant or partially complaint with all technical measures.

The truth is, even with the approval of the Money Laundering 
Prevention regulations, some companies continue without 
complying with FATF recommendations.  Recent cases have 
come to light, such as the Credit Suisse or Caixa Bank cases, 
where several subsidiaries have allegedly acted as money-laun-
dering channels.

Spain prior to operating in Spain and credit institutions cannot 
establish or maintain correspondent banking relationships with 
shell banks.  Also, they have to implement measures aimed to 
ensure that they do not establish or maintain this kind of rela-
tionship with banks which allow the use of shell bank accounts.

3.9 What is the criteria for reporting suspicious 
activity? 

Facts or operations of which there is an indication or certainty of 
money laundering.  Mainly, when the operation shows a conspic-
uous lack of correspondence with the nature of the operation, 
volume of activity or operational background of the client, as 
long as the special examination previously performed concludes 
there is no economic, professional or business justification to 
develop the operation.

Communications are sent by the Obligated Subject directly to 
SEPBLAC, prior to special examination, and there is no obliga-
tion to report to any other public institution or organism.

Obligated Subjects cannot reveal to the client or to third 
parties that they have communicated information to SEPBLAC, 
or they are examining any operation that could be related to 
money laundering.

Obligated Subjects have the obligation to establish internal 
procedures so that their members can communicate, even anon-
ymously, relevant information about possible breaches in the 
prevention of money laundering.  They must also adopt the 
appropriate measures to maintain confidentiality regarding the 
identity of the person who has made a communication, and he/
she must be protected against retaliation, discrimination or any 
type of unfair treatment.

Notwithstanding the foregoing, employees, directives and 
agents of the Obligated Subjects can directly communicate 
to SEPBLAC facts or situations that could be infringements 
of Law 10/2010, 28th April, information that could lead to an 
inspection of the Obligated Subject, and every authority or 
public official who discovers facts that could be an indication or 
evidence of money laundering has the obligation to report them 
to SEPBLAC; otherwise, they could be sanctioned. 

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Yes, there is the Public Register of Commerce where companies 
must maintain current and adequate information about their 
directors, annual accounts, statutes, etc., a National Registry 
of Foundations and a Centralised Body for the Prevention of 
Money-Laundering and Financing Terrorism of the Council of 
the Companies, Land and Personal Property Registrars.

Furthermore, Obligated Subjects, prior to reaching the corre-
sponding agreement in terms established in art. 8 of the Law 
10/2010, 28th April, could have access to the beneficial owner 
database of the General Council of Notaries, and to files which 
contain identification data of people with public responsibili-
ties created by other Obligated Subjects, centralised bodies of 
money-laundering prevention, or third parties.  Also, when 
certain operations have been reported to SEPBLAC and, 
because of their characteristics, they could be attempted in 
identical or similar way before others, the Commission could 
authorise Obligated Subjects to establish common files for 
exchanging information.
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

Yes, by FATF in 2019.  This can be found at https://www.sepblac.
es/es/2019/12/05/evaluacion-de-seguimiento-de-espana-2019/.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

Such information can be found on the SEPBLAC webpage, 
within the section “Normativa”: https://www.sepblac.es/es/
normativa/normativa-nacional/.  These materials are only avail-
able in Spanish.
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Generally speaking, money laundering applies to felonies, i.e. 
criminal offences that are punished with a prison sentence of 
more than three years, and to qualified tax offences. 

Consequently, predicate offences include, inter alia, the most 
important offences against property (e.g. misappropriation [art. 
138 SCC], theft [art. 139 SCC], robbery [art. 140 SCC], fraud [art. 
146 SCC], criminal mismanagement [art. 158 SCC], handling 
stolen goods [art. 160 SCC]), bankruptcy offences (art. 163 et 
seq. SCC), certain forms of drug dealing (art. 19 para. 2 of the 
Federal Act on Narcotics and Psychotropic Substances), bribery 
(art. 322ter et seq. SCC), including bribery of foreign public offi-
cials (art. 322septies SCC). 

As for taxes, the evasion of indirect taxes (customs duties, with-
holding tax, stamp duties, VAT, etc.) is punished with a prison 
sentence up to five years and thus anyway qualifies as a felony 
and predicate offence to money laundering, provided the condi-
tions of art. 14 para. 4 Federal Act on Administrative Criminal 
Law are fulfilled, that is if it:
(i) is committed commercially or in cooperation with third 

parties; and
(ii) causes a significant unlawful advantage or a significant 

damage to public authorities.
The evasion of direct taxes, on the other hand, does not qualify 

as a felony under Swiss law.  However, since the beginning of 
2016, money laundering has still applied to so-called qualified 
tax offences relating to direct taxes (cf. question 1.1 above).

Among Swiss law experts there is a dispute as to whether the 
new offence of money laundering in tax matters is indeed func-
tional, since avoidance of taxes in principle (i) triggers no forfei-
ture, but just a supplementary tax assessment, and (ii) does not 
lead to the acquisition of specific assets which originate from 
the qualified tax offence and could be forfeited.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

If the predicate offence – in other words the felony or the qual-
ified tax offence – was committed abroad and is punishable 
there, then the perpetrator shall be prosecuted and punished in 
Switzerland for the money laundering committed in Switzerland 
(art. 305bis no. 3 SCC).  This provision serves to protect the 
foreign forfeiture claim.  Applying the provision to foreign 
predicate offences can therefore be problematic if a foreign state 
does not know the concept of forfeiture of specific (tainted) 
assets, but rather absorbs tortious benefits exclusively by means 
of a claim for compensation (see also question 1.9 in this regard). 

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

In accordance with art. 305bis no. 1 of the Swiss Criminal Code 
(SCC), any person who carries out an act that is aimed at frus-
trating the identification of the origin, the tracing or the forfei-
ture of assets which he knows or must assume originate from 
a felony or from a qualified tax offence, shall be punishable by 
imprisonment of up to three years or a monetary penalty. 

The criminal offences under art. 186 of the Federal Act on 
Direct Federal Tax and art. 59 para. 1 first lemma of the Federal 
Act on the Harmonization of Direct Taxes of the Cantons and 
Municipalities shall be deemed to be qualified tax offences if the 
evaded taxes exceed CHF 300,000 per tax period.  The crucial 
point in this instance is that, for the purpose of tax evasion, 
falsified, forged or substantively untrue documents are used for 
fraudulent purposes. 

According to the Federal Supreme Court, and regardless of 
the clear wording of art. 305bis no. 1 SCC, the actions described 
as “frustrating the identification of the origin and the tracing of 
assets” shall not have any independent significance in compar-
ison to “frustrating the forfeiture”. 

The perpetrator of the predicate offence can also be punished 
for subsequent money laundering. 

Money laundering is only punishable if it has been committed 
with direct or conditional intent.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Under Swiss law, the crime of money laundering pursuant to 
art. 305bis SCC protects the criminal authorities’ right to forfei-
ture.  Thus, in order to establish money laundering, the criminal 
authority has to prove:
(i) that a predicate offence (felony or qualified tax offence) 

has been committed;
(ii) that assets originating from such predicate offence could 

be forfeited; 
(iii) that the offender intentionally committed an act aimed at 

frustrating the forfeiture of such assets; and
(iv) that the offender knew or should have known that the 

assets originate from a predicate offence.
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large turnover or a substantial profit, then the maximum prison 
sentence shall be five years, combined with a maximum mone-
tary penalty of 500 daily penalty units of up to CHF 3,000 each.

If a company is convicted of money laundering, the maximum 
fine shall be CHF 5 million (art. 102 para. 2 in conjunction with 
para. 1 SCC).

1.7 What is the statute of limitations for money 
laundering crimes?

The limitation period for prosecution is 10 years (art. 97 para. 1 
lit. c SCC) for the basic offence of money laundering (art. 305bis 
no. 1 SCC) and 15 years (art. 97 para. 1 lit. b SCC) for the quali-
fied offence (art. 305bis no. 2 SCC).  As money laundering is an 
ongoing offence, the limitation period for prosecution begins on 
the day on which the criminal conduct ceases (art. 98 lit. c SCC).  
The limitation period for prosecution ceases to apply if a judg-
ment by a court of first instance has been issued before the limi-
tation period for prosecution has expired (art. 97 para. 3 SCC).

It should be noted that the limitation period for prosecution 
of the predicate offence also plays a role.  If the predicate offence 
is barred by a statute of limitation, then no forfeiture or money 
laundering in terms of frustrating the forfeiture will be possible.  
The limitation period for prosecution of predicate offences 
(felonies and qualified tax offences) is 15 years.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

There are no money-laundering provisions in Switzerland on 
a cantonal or municipal level.  Only art. 305bis SCC applies.  
However, criminal proceedings for money laundering are also 
prosecuted by the cantonal prosecutors (see question 1.4).

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

In accordance with art. 70 para. 1 SCC, the court orders the forfei-
ture of assets that have been acquired through the commission of 
a criminal offence, unless the assets are passed on to the person 
harmed for the purpose of restoring the prior lawful position.

Forfeiture shall only be precluded if a third party has acquired 
the assets in ignorance of the grounds for forfeiture and has 
(cumulatively) provided an equivalent consideration for them, or 
if forfeiture would otherwise cause him disproportionate hard-
ship (art. 70 para. 2 SCC). 

The objects of forfeiture are assets obtained directly or indi-
rectly by means of a criminal offence.  These must have a natural 
and adequate causal link to the criminal offence, but do not 
necessarily have to be the direct and immediate consequence of 
the offence.  For example, income from legal transactions that 
have been concluded based on bribery can also be confiscated.  
It is undisputed that surrogates of assets acquired through a 
criminal offence can be confiscated as well. 

If the assets which are subject to forfeiture no longer exist, 
e.g., because they have been consumed or disposed of, then the 
court orders a compensation claim for the same amount (art. 71 
para. 1 SCC).  The compensation claim may be enforced in any 
assets, including assets which may have been legally acquired.  
Frustrating the compensation claim does not qualify as money 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Depending on whether the money laundering is directed against 
the Federation’s or the Canton’s administration of justice, crim-
inal proceedings for money laundering are conducted either by 
the Federal Prosecutor’s Office or by the cantonal public prose-
cutor’s offices (art. 23 para. 1 lit. h of the Swiss Code of Criminal 
Procedure [SCP]).  If money laundering is, to a large extent, 
carried out abroad or in several cantons without being concen-
trated in one canton, then the Federal Prosecutor’s Office shall 
be responsible for prosecution (art. 24 para. 1 SCP).  However, 
under certain conditions the Federal Prosecutor’s Office can 
transfer a criminal case that falls under its jurisdiction in accord-
ance with art. 23 SCP to the cantonal prosecutor’s offices for 
investigation (art. 25 SCP). 

The Money Laundering Reporting Office Switzerland 
(MROS) similarly plays an important role in the prosecution of 
money laundering.  It receives reports from financial interme-
diaries who transmit them by virtue of their reporting rights or 
their reporting obligation, and subsequently reviews and anal-
yses them (see question 2.6).  It notifies the relevant prosecuting 
authority if it has reason to suspect that money laundering has 
taken place or that assets originate from a felony or a qualified 
tax offence in accordance with art. 305bis no. 1bis SCC. 

Any violations of the reporting obligation (art. 37 of the 
Federal Act on Combating Money Laundering and Terrorist 
Financing [AMLA]) are prosecuted by the Federal Department 
of Finance (art. 50 para. 1 of the Federal Act on the Swiss 
Financial Market Supervisory Authority [FINMASA]).  For 
more details about the reporting obligation, please see question 
3.9.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

In Switzerland, both natural persons and companies can be 
prosecuted and convicted for money laundering.  In accord-
ance with art. 102 para. 1 SCC, any felony or misdemeanour 
committed in a company in the exercise of commercial activi-
ties in accordance with the objects of the company is attributed 
to the company if that act cannot be attributed to any specific 
natural person due to inadequate organisation of the company 
(subsidiary corporate liability). 

In accordance with art. 102 para. 2 SCC, the company shall be 
punished independently or in addition to the criminal liability 
of any natural persons if the felony or misdemeanour involves 
certain offences, including in particular money laundering, and 
if the company has failed to take all the reasonable organisa-
tional measures in order to prevent such an offence (cumulative 
corporate liability).

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

In the event of natural persons being convicted in accordance 
with art. 305bis no. 1 SCC, the maximum prison sentence is three 
years.  In qualified cases (art. 305bis no. 2 SCC), in particular, if 
the perpetrator is acting as a member of a criminal organisation 
or as a member of a group that has been formed for the purpose 
of the continued conduct of money-laundering activities, or if 
he/she achieves, by means of commercial money laundering, a 
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was sentenced, by means of a summary penalty order, to a fine 
of CHF 2.5 million as well as a claim for compensation to the 
value of CHF 36.4 million.

In accordance with Federal Supreme Court case law, orders 
for abandoning prosecutions can be inspected if there is a legit-
imate interest in the information and it is not opposed by any 
overriding public or private interests.

2 Anti-Money Laundering Regulatory/ 
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The basic principles for combatting money laundering are laid 
down in the Federal Act on Combating Money Laundering and 
Terrorist Financing (AMLA).  The scope of application of the 
AMLA as well as the duties for the traders are clarified in the 
Anti-Money Laundering Ordinance of the Federal Council.

The obligations for the prudentially supervised financial inter-
mediaries (especially banks) are specified in the Anti-Money 
Laundering Ordinance of the Swiss Financial Market Supervisory 
Authority (AMLO-FINMA).  The duties of the financial interme-
diaries affiliated with the self-regulatory organisations are regu-
lated in the corresponding self-regulatory organisation’s statutes.  
Depending on the financial intermediary, supervision is carried out 
by the Swiss Financial Market Supervisory Authority (FINMA), 
the self-regulatory organisations, the Federal Gaming Board, or 
the supervisory commission of the Swiss Bankers Association for 
its Code of Conduct with regard to the exercise of due diligence 
(CDB) (see questions 2.2 and 2.3).  Reference is hereby made to 
questions 3.1 and 3.7 for the requirements related to combatting 
money laundering.  It should be noted that since 1 January 2020, 
the status of DSFIs, financial intermediaries pursuant to art. 2 
para. 3 AMLA, which are directly subordinated to the FINMA 
and supervised by FINMA, has been abolished. 

Under the Swiss legislation until the end of 2019, the so-called 
“independent asset managers” have not been subject to prudential 
supervision, besides the AMLA subordination, which was necessary, 
if they have engaged in asset management professionally.  This lack 
of prudential supervision was not in line with European Union Law.  
Therefore, and to achieve equivalence with MIFID II, the Financial 
Services Act (FinSA) and the Financial Institutions Act (FinIA) 
were adopted and came into force on 1 January 2020.  The biggest 
novelty in the FinSA and the FinIA is the authorisation obligation 
incumbent on asset managers.  While FINMA alone is responsible 
for the authorisation of the independent asset managers, the super-
vision is carried out by a supervisory body.  The supervisory body 
is separate and independent from FINMA, but is itself authorised 
and supervised by FINMA.  Regardless of FinSA/FinIA, the duty 
of each independent asset manager to comply with AMLA remains 
in force.  However, according to current knowledge, all supervisory 
bodies will also operate as self-regulatory organisations.

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Supervision of financial intermediaries under art. 2 para. 3 
AMLA is exercised through the self-regulatory organisations.  

laundering since it does not focus on “tainted” assets.  Money 
laundering applies only to frustrating the forfeiture of “tainted” 
assets that are proven to be directly or indirectly derived from a 
felony or a qualified tax offence. 

It is an issue of controversy whether the scope of the benefit 
to be recovered should be determined on a net or gross basis.  
For generally prohibited activities (e.g., drug trafficking), gross 
calculations apply, whereas for acts that are permitted in prin-
ciple, but are only tortious in specific instances (e.g., a contract 
that has been obtained through corrupt means), net calculations 
are used, i.e. the production costs are deducted. 

Law enforcement authorities may order the provisional seizure 
of assets if they are likely to be forfeited or serve to enforce the 
compensation claim (art. 263 para. 1 lit. d SCP, art. 71 para. 3 SCC). 

As forfeiture and compensation claims involve objective meas-
ures and not penalties, these sanctions are applied regardless of 
the criminal liability or conviction of a particular person.  This 
is on the condition, however, that all objective and subjective 
elements of the underlying offence can be proven and that there 
is no general defence.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Yes.  It is worth mentioning, for example, the conviction of bank 
officers for money laundering by omission (BGE 136 IV 188).  
The relevant case was based on the following facts: the bribes 
received by tax officials from the District of Rio de Janeiro were 
transferred to accounts of a bank headquartered in Geneva.  
Although the question of the admissibility of a PEP engaging in 
secondary employment did relate to one of the officials, internal 
transfers to other tax officials did take place and the accounts 
showed a rapid increase in capital, thus the evidence suggested 
that the tax officials’ balances could be of criminal origin; the 
bank officers neglected to inform the bank’s general manage-
ment.  As a result of this omission, they breached the duties of 
care incumbent on them and prevented the accounts from being 
reported to MROS and being blocked.

Another ruling of the Federal Supreme Court relates to the 
criminal liability of a bank for lack of organisational measures to 
prevent money laundering (BGE 142 IV 333).  The decision was 
based on the following facts: after the transfer of EUR 5 million 
to an account at the bank – the transfer was based on fraud – the 
amount of CHF 4.6 million was withdrawn in cash.  The Federal 
Supreme Court denied the bank’s cumulative liability for money 
laundering since the necessary conditions, i.e. the underlying 
criminal liability of a natural person for money laundering, was 
not established.  The case shows that the cumulative liability of 
companies for money laundering is indeed cumulative and not 
strict liability.

1.11  How are criminal actions resolved or settled if 
not through the judicial process?  Are records of the fact 
and terms of such settlements public?

Switzerland does not know plea agreements as they occur, 
e.g., in the U.S.  However, criminal prosecution may be aban-
doned in certain circumstances, in particular if the offender 
has made reparations (art. 53 SCC).  In this regard, reference 
should be made to the abandoning of corruption proceedings 
against a French company on the basis of art. 53 SCC, after it 
had made reparations to the value of CHF 1 million.  At the 
same time, however, the Swiss subsidiary of the same concern 
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which examines suspicious transaction reports, analyses them 
and, if necessary, forwards them to the relevant law enforcement 
authorities.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

By virtue of art. 52 FINMASA, the prosecution of any viola-
tions of this law and of the financial market laws has a limitation 
period for prosecutions of seven years.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

Self-regulatory organisations do not have a homogeneous fine 
policy and the fines vary in terms of amount.  The Swiss Bankers 
Association’s Supervisory Commission may, for example, issue 
penalties of up to CHF 10 million.  The offences that can lead 
to fines or penalties are specified in the corresponding regula-
tions.  FINMA itself does not have any authority to issue fines.  
However, FINMA may take other measures, such as confis-
cating profits.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

Violating the due diligence obligations of the AMLA may 
call into question the “guarantee of proper business conduct” 
demanded by the financial intermediary.  If FINMA detects a 
serious violation of supervisory provisions, it may, in accordance 
with art. 33 FINMASA, prohibit the person responsible from 
acting in a management capacity towards any person or entity 
subject to its supervision.  The prohibition from practising a 
profession may be imposed for a period of up to five years.

Authorisation to exercise financial intermediary activity may 
be withdrawn from companies.  In addition, FINMA may, by 
virtue of art. 35 FINMASA, confiscate any profit that a super-
vised person or entity or a responsible person in a management 
position has made through a serious violation of the supervi-
sory provisions. 

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

If the reporting obligation specified in art. 9 AMLA is violated, 
then natural persons can be prosecuted in accordance with art. 
37 AMLA (intentional violation: fines of up to CHF 500,000; 
negligence: fines of up to CHF 150,000). 

Furthermore, a natural person can be punished for money 
laundering under art. 305bis SCC, although the grounds for this 
offence can also be met by omission (imprisonment for up to 
three years or a fine, in severe cases imprisonment for up to 
five years).  In addition, there is a specific offence for financial 
intermediaries which fail to determine the identity of the bene-
ficial owner of the assets with the due diligence required by the 
circumstances (art. 305ter para. 1 SCC, imprisonment for up to 
one year or a fine).

In addition, art. 102 para. 2 SCC is to be mentioned, which, 
in the context of a money-laundering offence, stipulates that the 

With regard to independent asset managers, it is probable that 
the supervisory body will also operate as a self-regulatory organ-
isation.  This ensures that AMLA supervision can be carried out 
hand in hand with FinIA supervision. 

It should be mentioned that the prudentially supervised 
banking sector has established a Code of Conduct with regard 
to the exercise of due diligence with FINMA’s agreement.  The 
Code of Conduct applies to the identification of the customer 
and establishing the identity of the beneficial owner of the assets 
involved in the business relationship or the transaction.  It should 
also be emphasised that the statutes for self-regulatory organisa-
tions for the Swiss Insurance Association for Combating Money 
Laundering (SRO SVV) govern the due diligence obligations for 
all insurance institutions, even if they have not been subject to 
the supervision of the SRO SVV.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

Yes.  In accordance with art. 12 lit. c AMLA, supervising compli-
ance with the due diligence obligations of the financial interme-
diaries mentioned in art. 2 para. 3 AMLA is the responsibility of 
the self-regulatory organisations recognised by FINMA.

The supervisory bodies which will probably also perform 
anti-money laundering compliance against their members are 
allowed to perform the ongoing supervision.  FINMA reserves 
the right to issue decrees, and enters into the ongoing supervi-
sion of the supervisory body if this is necessary to enforce the 
financial market laws pursuant to art. 1 para. 1 FINMASA.

2.4 Are there requirements only at national level? 

Yes, requirements are only at national level.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements?  If 
so, are the criteria for examination publicly available?

FINMA is responsible for monitoring the prudentially 
supervised financial intermediaries (especially the banks).  
Furthermore, FINMA enters into the ongoing supervision of 
the supervisory body if this is necessary to enforce the financial 
market laws pursuant to art. 1 para. 1 FINMASA.  The self-reg-
ulatory organisations are responsible for enforcing the require-
ments vis-à-vis their affiliated financial intermediaries.  The inde-
pendent asset managers receive ongoing supervision by their 
supervisory body.

It should be emphasised that the banks, in addition to 
FINMA, are also supervised by their professional organisation’s 
supervisory committee.

FINMA publishes the procedure in connection with auditing 
in the context of circulars, as well as various information on 
so-called “enforcement proceedings”.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The Money Laundering Reporting Office Switzerland (MROS) 
at the Federal Office of Police is the national central office 
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qualified as a means of payment and subjected to the AMLA.  
Either the ICO organiser affiliates itself to an SRO and fulfils the 
AMLA obligations itself (e.g. identifying the contracting party) 
or these requirements can be fulfilled – exceptionally – through 
“delegation”, by having the funds accepted via a financial inter-
mediary, which is already subject to the AMLA and who exer-
cises the corresponding customer due diligences for the ICO 
organiser.

The ICO of utility tokens or asset tokens are not qualified 
as means of payment under the AMLA and are therefore not 
subjected to the AMLA. 

Under current FINMA practice, the exchange of a cryptocur-
rency for fiat money or a different cryptocurrency falls under 
art. 2 para. 3 AMLA.  The custodian wallet provider, the online 
exchange office and the centralised trading platform are subject 
to the AMLA as well.

Furthermore, it must be noted that in September 2018, 
the Swiss Bankers Association published guidelines for its 
members regarding opening corporate accounts for blockchain 
companies.

In September 2019, FINMA published a supplement to the 
guidelines for enquiries regarding the regulatory framework for 
ICOs.  In this document, FINMA makes an indicative classi-
fication under supervisory law for “stable coins”.  Due to their 
frequently intended purpose as a means of payment, the AMLA 
mostly applies to “stable coins”.  Projects relating to create 
“stable coins” may result in the application of the Banking Act 
or the Collective Investment Schemes Act.  If a payment system 
of significant importance is launched, a licensing requirement 
as a payment system is probable under the Financial Market 
Infrastructure Act (FinMIA).

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

AMLO-FINMA sets specific requirements for certain types 
of financial intermediaries.  Art. 20 para. 2 AMLO-FINMA 
should be mentioned, for example, which stipulates that banks 
and securities dealers must operate a computer-based system 
for monitoring transactions.  Such system will help to identify 
transactions with increased risks.

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

All documents required in connection with the fulfilment of 
the due diligence obligations must be kept for 10 years after the 
business relationship in question has been terminated or the 
transaction has been carried out (art. 7 para. 3 AMLA).  There 
is no obligation, however, to automatically report large currency 
transactions to the FIU. 

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

There are at present no automatic reporting requirements to the 
FIU in Switzerland for any transactions. 

company will also be punished if it has not taken all necessary 
and reasonable organisational measures to prevent an offence of 
this nature (see question 1.5).

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

As a rule, FINMA does not comment on individual enforce-
ment proceedings.  Cases of particular regulatory interest are 
exceptions to this rule.  Many self-regulatory organisations do 
not make decisions on penalties public.  There are, in some 
cases, reports in which information is provided in a summarised 
and anonymised form on the practice of penalties.  Financial 
intermediaries have already challenged decisions on penalties.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The AMLA and the due diligence obligations that it contains 
apply, on the one hand, to financial intermediaries (art. 2 para. 2 
and 3 AMLA) and, on the other hand, to traders (art. 2 para. 1 
lit. b AMLA), who receive more than CHF 100,000 in cash.  The 
term financial intermediaries specifically includes banks, insur-
ance companies, fund management companies and investment 
companies (the latter both under certain conditions), securities 
dealers and casinos.  In addition, persons are also considered to 
be financial intermediaries if they, for example, professionally 
lend or provide payment services. 

In June 2019, the Swiss Federal Council adopted the dispatch 
on the amendment of the AMLA.  This amendment includes 
measures for persons providing services in connection with 
domiciliary companies or trusts (advisors).  The advisers have 
to comply with the due diligence obligations and will also have a 
reporting duty to the FIU.  Parliament will be addressing these 
measures in 2020.

Please refer to question 3.7 for a description of the due dili-
gence obligations.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

FINMA assesses money-laundering risks as especially high in 
a decentralised blockchain-based system, where assets can be 
transferred anonymously and without regulated intermediaries.

In February 2018, FINMA published guidelines regarding 
initial coin offerings (ICOs).  Based on these guidelines, FINMA 
focuses on the economic function and purpose of the token 
issued by the ICO organiser.  Relevant is the underlying purpose 
of the token and if they are tradeable or transferable.  FINMA 
distinguishes between payment tokens, utility tokens and asset 
tokens.  If the ICO issues already existing payment tokens, it is 

© Published and reproduced with kind permission by Global Legal Group Ltd, London



204 Switzerland

Anti-Money Laundering 2020

The draft law also states that client data must be updated 
regularly.  The financial intermediary can in principle proceed 
on a risk-based approach.  Legal requirements that have come 
into force since the beginning of the business relationship must 
also be taken into account.  It should be noted that the draft 
law will be debated in Parliament in 2020 and that changes may 
therefore still occur.

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

In accordance with art. 8 lit. b AMLO-FINMA, the finan-
cial intermediary may not start any business relationships with 
banks that have no physical presence at the place of incorpora-
tion (foreign shell banks), unless they are part of an appropri-
ately consolidated supervised financial group. 

3.9 What is the criteria for reporting suspicious 
activity? 

A financial intermediary must immediately notify the Money 
Laundering Reporting Office if it knows, or has reasonable 
grounds to suspect, that the assets involved in the business 
relationship are related to a criminal offence under art. 260ter 
number 1 (criminal organisation) or art. 305bis SCC (money laun-
dering), are the proceeds of a felony or a qualified tax offence, 
are subject to the power of disposal of a criminal organisation or 
serve the financing of terrorism (art. 260quinquies para. 1 SCC).  
Furthermore, the financial intermediary shall have a duty to 
report if it cancels negotiations for commencing a business rela-
tionship based on a reasonable suspicion of this nature.  Finally, 
the financial intermediary shall also be required to report, in 
accordance with the provisions of art. 6 para. 2 lit. d AMLA, 
if he knows or has reason to believe that the data forwarded by 
FINMA, the Federal Gaming Board or a self-regulatory organ-
isation concerning the so-called terrorist lists correspond to the 
data of the customer, a beneficial owner or the authorised signa-
tory of a business relationship or transaction.

In addition, the financial intermediaries shall be entitled to 
report any observations to MROS that suggest assets are the 
result of a felony or a qualified tax offence (art. 305ter para. 2 
SCC). 

MROS and FINMA have developed a practice in connec-
tion with the reporting obligation of the financial interme-
diary.  Pursuant to this practice: “reasonable suspicion exists 
when the results of these clarifications fail to refute the suspi-
cion that the assets are linked with a crime.  The financial inter-
mediary must report such business relationships to MROS (duty 
to report under Article 9 AMLA; see decisions of the Swiss 
Federal Criminal Court SK.2017.54 of 19 December 2017 and 
SK.2014.14 of 18 March 2015, consid. 4.5.1.1).  If it is unclear 
whether a report must be filed, the financial intermediary may 
still do so (reporting right in accordance with Article 305ter para. 
2 SCC).”  (Please refer to https://www.finma.ch/en/documen-
tation/dossier/dossier-geldwaeschereibekaempfung/rechtspre-
chung-und-praxis-zur-meldepflicht/.)  The difference between 
the reporting duty and the right to report will be clarified at 
ordinance level as part of the ongoing revision of the AMLA.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

There is no obligation to automatically report cross-border 
transactions to the FIU.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

1) Identifying the contracting party: A financial intermediary 
must identify the contracting party on the basis of a valid 
document (e.g. passport or extract from the commercial 
register) when commencing a business relationship. 

2) Establishing the identity of the beneficial owner of the 
assets: In the case of natural persons, the financial interme-
diary must determine whether there are any doubts about 
the principle that the contracting party is also the benefi-
cial owner of the assets.  Since 1 January 2016, financial 
intermediaries must also identify the controlling person of 
legal entities.  The controlling person is always a natural 
person. 

3) Repetition of the verification of the identity of the 
customer or the establishment of the identity of the bene-
ficial owner in the event of doubt.

4) Special duties of due diligence: The financial intermediary 
shall also be required to identify the nature and purpose of 
the business relationship that the contracting party wishes 
to establish.  The scope of the information to be obtained 
depends on the (money-laundering) risk represented by the 
contractual partner or the planned business relationship or 
transaction (referred to as the “risk-based approach”).  In 
addition, the contractual partner must be investigated for 
(but not exclusively) his/her status as a politically exposed 
person, but also for any matches on sanction and terrorist 
lists. 

5) Documentation and retention obligations: Documentation 
must be created concerning the transaction carried out and 
concerning the clarification required in accordance with 
the AMLA and be retained for at least 10 years after the 
business relationship has come to an end.

6) Organisational measures: These include the sufficient 
training of staff and internal in-house controls.  AMLO-
FINMA specifically requires the establishment of an anti-
money laundering department that monitors compliance 
with the anti-money laundering laws and carries out random 
checks, issues instructions, plans and monitors internal 
anti-money laundering training, and makes the necessary 
reports to the Money Laundering Reporting Office, if this 
duty has been delegated from the supreme management 
body to the anti-money laundering department. 

7) Obligations in the event of suspected money laundering: 
In the event of a reasonable suspicion of money laun-
dering or terrorist financing, the financial intermediary 
must provide a report to the Money Laundering Reporting 
Office and, if necessary, take further measures (e.g. an 
asset freeze and information ban).

The dispatch on the amendment of the Anti-Money 
Laundering Act (AMLA) states that in future, the beneficial 
owner must not only be established but also verified.  It is still 
unclear how this verification is to be carried out in concrete 
terms.
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3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

No, there are not. 

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

Due to the fact that Switzerland narrowly failed the FATF 
country evaluation in 2016 and is in the so-called enhanced 
follow-up, a duty on the part of the financial intermediary to 
verify the customer’s information on the beneficial owner 
and an event-independent obligation for the regular updating 
of the customer documentation shall be introduced.  In addi-
tion, discussions are underway to lower the threshold for the 
reporting obligation, so that financial intermediaries will, in 
future, have to report in the event of mere simple suspicion on 
the basis of art. 9 AMLA.  

In June 2018, the Federal Council of Switzerland published 
a legislative draft amending the AMLA.  The scope of the 
AMLA should be extended and due diligence obligations are 
to be introduced for certain services which concern the estab-
lishment, management or administration of domiciliary compa-
nies with a registered office in Switzerland or abroad and trusts.  
This amendment especially focuses on lawyers and notaries and 
will also apply the AMLA duties (in amended form) to them.  
Furthermore, associations which are at risk of being misused for 
terrorism or money laundering must be entered in the commer-
cial register.  In June 2019, the dispatch on the amendment of 
the AMLA was adopted by the Federal Council.  The amend-
ment of the AMLA will be discussed in Swiss Parliament during 
2020.  The measures are not expected to come into force until 
the start of 2021 at the earliest.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

See question 4.3.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

On 7 December 2016, the fourth FATF Country Report for 
Switzerland was published.  Switzerland scored well for the 
legal mechanisms, and was rated as “compliant” or “largely 
compliant” for 31 of the 40 recommendations.  With regard 
to the effectiveness of the legal provisions, Switzerland scored 
high in seven out of the 11 subject areas examined.  Switzerland 
achieved above-average results in comparison to the other coun-
tries that have already been audited. 

However, this does not change the fact that Switzerland did 
fail the country evaluation, like many other countries.  This is 
especially the case because, according to the FATF, Switzerland’s 

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

Currently, there is no publicly accessible register that contains 
information about the beneficial owners of an operating legal 
entity who ultimately control the legal entity.  However, there is 
a commercial obligation to keep a register of bearer shareholders 
and beneficial owners of the bearer and nominal shares. 

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Yes.  Based on art. 10 of the AMLO-FINMA, the payer’s finan-
cial intermediary for the payment order must state the name, 
the account number, and the address of the payer as well as the 
beneficiary’s name and the account number.  There are certain 
easements for payment orders within Switzerland.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

The Federal Council has introduced new regulations as of 1 
November 2019, and the heart of this legislative reform is the 
abolition of bearer shares for privately held companies limited 
by shares.  Basically, bearer shares are no longer permitted in 
Switzerland.  The only exceptions are bearer shares of listed 
companies and bearer shares structured as intermediated securi-
ties.  These new regulations are linked to the recommendations 
of the Global Forum.  Switzerland was recommended to tighten 
its transparency requirements regarding legal entities (especially 
related to bearer shares), which were introduced in 2015.

The listing/structuring of the shares as intermediated secu-
rities must be requested from the Commercial Register by 1 
May 2021.  If no entry has been requested by that date, and if a 
company limited by shares still has bearer shares at that point, 
these will be converted by law into registered shares.  The shares 
of bearer shareholders who fail to make the required notifica-
tions to the Company during the transition periods will become 
null and void.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

No.  However, if a trader carries out a transaction of CHF 
100,000 in cash, it must then comply with the limited due dili-
gence and reporting obligations under art. 17 et seq. of the Anti-
Money Laundering Ordinance of the Federal Council.

The amendment of the AMLA will be discussed in Parliament 
in Switzerland during 2020.  This amendment includes measures 
for persons providing services in connection with domiciliary 
companies or trusts (for example lawyers).  It can be assumed 
that the scope of application of the AMLA will be extended in 
the future and also includes non-financial institutions.
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■	 Money	Laundering	Reporting	Office	Switzerland	(MROS):	
https://www.fedpol.admin.ch/fedpol/en/home/krimi-
nalitaet/geldwaescherei.html.

■	 Swiss	Criminal	Code,	SCC	(cf. in particular art. 70 et seq. 
and art. 305bis SCC): https://www.admin.ch/opc/en/clas-
sified-compilation/19370083/index.html.

■	 Anti-Money	Laundering	Act,	AMLA:	https://www.admin.
ch/opc/en/classified-compilation/19970427/index.html.

■	 Information	 on	 the	 Financial	 Services	 Act	 (FinSA)	 and	
the Financial Institutions Act (FinIA) are available under 
https://www.finma.ch/en/authorisation/fidleg-und-finig.
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efforts in connection with establishing the identity of the bene-
ficial owner and especially with verifying this information have 
been insufficient to date.  There is, therefore, a need for action 
in the area of technical compliance, in other words primarily 
at the level of the AMLA and the regulations and rules issued 
by the SRO.  It is expected that a duty to verify the informa-
tion on the beneficial owner, as well as a regular and event-in-
dependent obligation to update customer information, will be 
introduced.  The relevant revisions are under consideration or 
already in progress (see question 4.1 above).  The report about 
Switzerland can be downloaded at https://www.fatf-gafi.org/
media/fatf/content/images/mer-switzerland-2016.pdf. 

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

We refer to the following links:
■	 Federal	Department	of	Foreign	Affairs	(FDFA)	–	Fighting	

money laundering and terrorist financing: https://www.
eda.admin.ch/eda/en/home/foreign-policy/financial-cen-
tre-economy/fighting-international-crime.html.

© Published and reproduced with kind permission by Global Legal Group Ltd, London



207

Anti-Money Laundering 2020

Kellerhals Carrard 

Dr. Omar Abo Youssef is a member of Kellerhals Carrard’s White Collar Crime practice group.  He graduated from the University of Zurich 
(Juris Doctor and Master of Law) and Geneva (Certificate of Transnational Law) and is admitted to all Swiss courts.  He lectures in criminal law 
and criminal procedural law at the University of Zurich and is chairman of the Schulthess Conference on White Collar Crime.  Omar special-
ises in complex criminal, regulatory and civil litigation matters, with a special focus on white-collar crime, international assistance in criminal 
matters and asset recovery.  Omar has authored numerous publications on matters of criminal law, criminal procedural law, international 
criminal law and international assistance in criminal matters, including the chapters on tax offences and enforcement of criminal judgments 
in the Basel Commentaries on Swiss tax law and on international criminal law.

Kellerhals Carrard
Rämistrasse 5
PO Box, 8024 Zürich
Switzerland

Tel: +41 58 200 39 00
Email: omar.aboyoussef@kellerhals-carrard.ch
URL: www.kellerhals-carrard.ch

Lea Ruckstuhl, senior associate, is a member of Kellerhals Carrard’s White Collar Crime practice group.  She graduated from the University 
of Freiburg in 2007 with the addition of European law (“summa cum laude”) and received the Frilex Prize for the best university degree.  Lea 
is admitted to all Swiss courts. 
As head of the department of the self-regulatory organisation for the Swiss Leasing Association (SRO/SLV), she has broad experience in 
the field of leasing and financing.  Her main areas of practice include financial market supervision (non-banks and insurance companies), 
in particular in the field of combatting money laundering.  She is also a member of the Audit and Investigation Body of the self-regulatory 
organisation of the Swiss Insurance Association and a member of the Board of Directors of the Association Forum SRO.  Lea frequently gives 
presentations in her field of activity and is co-author of a 2017 published book about compliance.  

Kellerhals Carrard
Rämistrasse 5
PO Box, 8024 Zürich
Switzerland

Tel: +41 58 200 39 00
Email: lea.ruckstuhl@kellerhals-carrard.ch
URL: www.kellerhals-carrard.ch

With more than 200 professionals (comprised of partners, salaried lawyers, 
legal experts, tax advisers and notaries) and a total of more than 300 staff, 
the law firm Kellerhals Carrard, which dates back to 1885 and has offices in 
Basel, Berne, Geneva, Lausanne, Lugano, Sion and Zurich and representa-
tion offices in Binningen, Shanghai and Tokyo, is the second largest in 
Switzerland and boasts a rich tradition.
Kellerhals Carrard operates throughout Switzerland, whilst maintaining 
very strong local roots, advising clients nationally and abroad.  The firm 
advises and represents companies and entrepreneurs from all industries 
and economic sectors, public authorities, national and international organi-
sations and private individuals before all judicial and administrative bodies 
nationally and abroad in practically all areas of the law. 
In recent years, governments have increased their efforts and adapted their 
laws and regulations in order to fight fraud, corruption, money laundering, 
financing of criminal activities and terrorism.  As a result, criminal law is 
increasingly important for international business and finance.

Over the years, Kellerhals Carrard has developed a substantial practice in 
the field of national and transnational commercial criminal law.  The firm’s 
attorneys have also been closely involved in developments in this field 
through their lecturing activities and publications.  Kellerhals Carrard’s 
Investigation, Compliance and White Collar Crime team consists of 27 
lawyers.

www.kellerhals-carrard.ch

© Published and reproduced with kind permission by Global Legal Group Ltd, London



Anti-Money Laundering 2020

Chapter 29208

United Kingdom

Cohen & Gresser (UK) LLP Tim Harris

John Gibson

U
nited K

ingdom

(ii) entered into or become concerned in an arrangement 
which he knew or suspected facilitated the acquisition, 
retention, use or control of criminal property by or on 
behalf of another person (s.328 POCA); or

(iii) acquired, used or had possession of criminal property 
(s.329 POCA); and

(b) the alleged offender:
(i) failed to make an authorised disclosure and does not 

have a reasonable excuse for not making such a disclo-
sure; or

(ii) in relation to (a)(iii) above only, acquired, used 
or had possession of the property for “adequate 
consideration”.

For each of the principal money laundering offences, the 
conduct referred to in (a)(i), (ii) and (iii) above must concern 
“criminal property” (defined in s.340 POCA) and, as such, it 
must be established that:
(a) the relevant property constitutes a person’s benefit from 

criminal conduct or represents such a benefit (whether in 
whole or in part, and whether directly or indirectly); and

(b) the alleged offender knew or suspected that the property 
constitutes or represents such a benefit (this is a subjective 
limb).

The test for “criminal property” requires there to be “crim-
inal conduct” and, accordingly, there must be a predicate offence 
in order for criminal property to exist.  As a result, the money 
laundering offences are sometimes referred to as being para-
sitic.  Conduct (wherever carried out) which constitutes a crim-
inal offence in any part of the UK is capable of forming a predi-
cate offence for the purposes of money laundering.

Tax evasion constitutes a criminal offence under English law 
and, accordingly, is a predicate offence for money laundering.  
Further, the Criminal Finances Act 2017 (CFA) introduced two 
new corporate failures to prevent the facilitation of tax evasion 
offences.  These are strict liability offences, committed when a 
person who performs services for or on behalf of a company 
facilitates UK or foreign tax evasion.  The company may have a 
defence if it can prove that it had reasonable procedures in place 
to prevent the facilitation.  These offences are predicate offences 
for money laundering.

Reporting offences
Reporting offences include the failure to disclose, tipping-off 
and prejudicing a money laundering investigation.

It is an offence for those acting in the regulated sector not to 
report money laundering.  To establish that a failure to disclose 
an offence has been committed, broadly speaking, it is neces-
sary to prove that:
(a) the alleged offender knew, suspected or had reasonable 

grounds for knowing or suspecting that another person is 
engaged in money laundering;

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

The United Kingdom (UK) money laundering offences are 
created by Part 7 of the Proceeds of Crime Act 2002 (POCA) 
and include:
■	 the	principal	money	laundering	offences	(ss	327–329);	and
■	 the	 reporting	 offences	 which,	 with	 one	 exception,	 only	

apply to those operating in the “regulated sector” (ss 
330–332). 

It is also an offence to attempt, conspire, incite, aid, abet, 
counsel or procure the commission of a principal money laun-
dering offence.

Note that there are similar offences relating to terrorist 
financing contained in Part 2 of the Terrorism Act 2000.  The 
anti-terrorist financing regime in the UK runs parallel to the 
UK’s anti-money laundering regime.

Of relevance to regulated firms, the UK has a regulatory 
framework, principally underpinned by the Money Laundering, 
Terrorist Financing and Transfer of Funds (Information on the 
Payer) Regulations 2017 (MLR 2017) as amended by the Money 
Laundering and Terrorist Financing (Amendment) Regulations 
2019 (MLR 2019), which transposed the Fifth Money 
Laundering Directive (5MLD) into UK law.  The MLR 2019 
came into force on 10 January 2020.  The MLR 2017 apply to 
regulated firms and individuals, principally financial institutions 
but also lawyers conducting transactional work, accountants, tax 
advisers, estate agents, art market participants and others.  The 
MLR 2017 impose certain requirements relating to customer due 
diligence, policies and procedures, controls, and recordkeeping 
amongst other things.  All regulated firms should comply with 
the MLR 2017.  Failure to do so is a criminal offence.

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Principal money laundering offences
To establish that a principal money laundering offence has been 
committed, it is necessary to prove that:
(a) the alleged offender has:

(i) concealed, disguised, converted or transferred crim-
inal property, or removed criminal property from the 
jurisdiction (s.327 POCA); 
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predicate offending occurs outside the UK and there is other-
wise no UK nexus to the suspected criminality may constitute a 
“reasonable excuse” not to make a disclosure.

A person will not commit a principal money laundering 
offence if:
(a) he/she knew, or believed on reasonable grounds, that the 

relevant conduct occurred in a country or territory outside 
the UK; and

(b) the relevant conduct:
(i) was not, at the time it occurred, unlawful under the 

criminal law then applying in that country or territory; 
and

(ii) does not constitute an offence punishable with impris-
onment for a maximum term in excess of 12 months in 
any part of the UK if it had occurred there.

There are also similar overseas conduct defences in relation to 
the disclosure offences.

The CFA expanded the definition of “unlawful conduct” in 
Part 5 (civil recovery) POCA to include overseas conduct that 
constitutes (or is connected with) the commission of a gross 
human rights abuse or violation.  Provided that the conduct, if it 
occurred in a part of the UK, would be unlawful under the crim-
inal law of that part of the UK, there is no requirement for the 
conduct also to be unlawful overseas.

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Money laundering offences are usually investigated by the 
National Crime Agency (NCA), the police, or Her Majesty’s 
Revenue and Customs (HMRC).  As a rule, money laundering 
offences are prosecuted by the Crown Prosecution Service.  
However, there are exceptions to this; for example, cases 
involving serious fraud or corruption are likely to be investi-
gated and prosecuted by the Serious Fraud Office and, as the 
financial services regulator, the Financial Conduct Authority 
(FCA) has the power to investigate and prosecute offences 
under POCA or MLR 2017 falling within its remit.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

Corporate entities can be criminally liable for money laundering 
offences subject to the rules for attributing criminal liability to 
corporate entities.  The money laundering offences in POCA 
and MLR 2017 apply to corporations as well as individuals. 

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

Different offences under POCA have different maximum penal-
ties.  The highest maximum penalty is 14 years’ imprisonment 
(for individuals) and/or an unlimited fine (applicable to both 
individuals and corporations).

An offence under MLR 2017 is punishable by up to two years’ 
imprisonment (for individuals) and/or an unlimited fine (appli-
cable to both individuals and corporations).

1.7 What is the statute of limitations for money 
laundering crimes?

There is no time limit in respect of which criminal conduct can 

(b) the information or other matter on which that knowledge 
or suspicion is based, or which gives reasonable grounds 
for such knowledge or suspicion, came to him/her in the 
course of a business in the “regulated sector”;

(c) the alleged offender can identify the person referred to in 
(a) above or the whereabouts of any laundered property, 
or he/she believes (or it is reasonable to expect him/her to 
believe) that the information or other matter referred to in 
(b) above will or may assist in identifying that person or 
the whereabouts of any laundered property; and

(d) the alleged offender failed to make the required disclosure 
and does not have a reasonable excuse for not making such 
a disclosure (or any other applicable defence).

There is also a reporting offence for nominated officers other 
than those working in the regulated sector.

The tipping off offence is also relevant to those acting in 
the regulated sector.  To establish that an offence has been 
committed, it is necessary to prove that:
(a) the alleged offender has disclosed that:

(i) a disclosure has been made by that person or another 
person under Part 7 of POCA in relation to informa-
tion that came to that person in the course of a busi-
ness in the regulated sector; or

(ii) an investigation into allegations that an offence under 
Part 7 of POCA has been committed is being contem-
plated or carried out; and

(b) the disclosure is not a permitted disclosure, it is likely to 
prejudice an investigation, and the information on which 
the disclosure is based came to the person in the course of 
a business in the regulated sector.

To establish the prejudicing of a money laundering investiga-
tion offence, it is necessary to prove that the alleged offender:
(a) knew or suspected that a person was acting in connection 

with a money laundering investigation which was being or 
was about to be conducted; and

(b) either knowingly:
(i) made a disclosure which was likely to prejudice that 

investigation; or 
(ii) falsified, concealed, destroyed or otherwise disposed 

of, or caused or permitted the falsification, conceal-
ment, destruction or disposal of documents which are 
relevant to the investigation.

This offence can be committed by anyone.

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

Yes, both the principal money laundering and the disclosure 
offences have extraterritorial application.

The definition of “criminal conduct” includes conduct which 
took place outside of the UK but which, had it occurred in any 
part of the UK, would constitute an offence under English law.  
Accordingly, provided that the other elements of the test are met, 
such conduct is capable of giving rise to “criminal property” for 
the purposes of the principal money laundering offences under 
POCA. 

What is less clear is whether POCA is engaged where both the 
predicate and the money laundering offence take place outside 
the UK and the only UK nexus may be that the firm’s compli-
ance or investigative team are located in the UK.  In these 
circumstances, there are some doubts about the jurisdictional 
scope of the money laundering provisions but, as the law stands 
at present, POCA criminalises acts of laundering that take 
place anywhere in the world.  Note some professional guidance 
indicates that failure to make a disclosure where all suspected 
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laundering on a “dual track” that might give rise to either crim-
inal or civil proceedings.  Mark Steward, the FCA’s Director of 
Enforcement, said in a speech on 4 April 2019 that he suspected 
“criminal prosecutions, as opposed to civil or regulatory action, 
will be exceptional.  However, we need to enliven the jurisdic-
tion if we want to ensure it is not a white elephant and that is 
what we intend to do where we find strong evidence of egre-
giously poor systems and controls and what looks like actual 
money-laundering”.

In September 2019, an individual was convicted for laun-
dering the proceeds of a conspiracy to insider deal for which a 
regulated corporate broker had been previously convicted.

There have been a small number of individuals convicted for 
the failure to report offence – including at least three solicitors.  
None were employed by banks.

1.11  How are criminal actions resolved or settled if 
not through the judicial process? Are records of the fact 
and terms of such settlements public?

Criminal actions are resolved through the criminal justice 
system.  However, the FCA has wide powers to impose civil 
penalties and disciplinary sanctions on regulated firms for 
breach of the MLR 2017, and other regulations regarding AML 
systems and controls.  These include unlimited fines, statements 
of public censure, and suspension and cancellation of regula-
tory permissions.  In such cases, records of the fact and terms 
of settlements (contained in decision notices) are usually made 
public.  Recent notable examples include:

In April 2019, Standard Chartered Bank was fined £102.2 
million for AML breaches in ‘higher risk’ areas of its overseas 
business. 

In July 2018, Canara Bank was fined £896,000 and restricted 
from accepting deposits for 147 days for failing to maintain 
effective AML systems and controls between 2012 and 2016.

In January 2017, Deutsche Bank was fined £163 million for 
failing to maintain an adequate AML framework between 2012 
and 2015.

2 Anti-Money Laundering Regulatory/
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

The principal AML requirements are contained in the MLR 
2017.  The MLR 2017 require relevant persons to, among other 
things, carry out appropriate levels of risk assessment, imple-
ment adequate policies, controls and procedures, and carry out 
appropriate levels of customer due diligence (CDD).

The FCA Handbook also requires firms to establish and 
maintain effective systems and controls for countering financial 
crime risk.  AML compliance is dealt with in Senior Management 
Arrangements, Systems and Controls (SYSC) and in particular 
SYSC 3.2.6.

Firms also need to consider guidance published by the Joint 
Money Laundering Steering Group (JMLSG), which the FCA 
takes into account when deciding whether to take enforcement 
action against a firm.

give rise to criminal property, and accordingly, prosecutions can 
be brought at any time.  However, offences under POCA cannot 
be committed retrospectively and money laundering offences 
committed before the commencement of POCA will be prose-
cuted under the previous legislation.

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Broadly speaking, enforcement is at a national level.  Part 7 of 
POCA (which, as noted above at question 1.1, contains the prin-
cipal money laundering offences) applies equally throughout 
the UK, although there are separate (but similar) provisions for 
confiscation and restraint procedures in Scotland and Northern 
Ireland.

Note that the NCA’s operational powers in Scotland are 
conditional on authorisation from the Lord Advocate.

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

Yes, there is a confiscation regime under POCA.  A confisca-
tion order deprives an individual – who has been convicted of 
a money laundering offence (or any other criminal offence) – 
of the benefits of his proceeds of crime.  Such orders may be 
granted at the request of the prosecution, or where the court 
deems it appropriate to do so.

Section 6 of POCA provides that the court can make a confis-
cation order in respect of any property unless it would be dispro-
portionate within the meaning of Article 1 of the European 
Convention on Human Rights.  This is a high threshold, and 
the court will not generally find that an order would be dispro-
portionate unless it would clearly amount to double-counting. 

Other than criminal conviction, there are a number of civil 
and summary processes that law enforcement can use to recover 
assets they allege are the proceeds of crime.  Part 5 of POCA 
contains powers that enable an enforcement authority to pursue 
a civil recovery order in the High Court, which facilitates the 
recovery of proceeds of crime without the need for a convic-
tion.  The Court must be satisfied that the property in question 
is or represents the proceeds of unlawful conduct.  Although 
not included within Part 5, Unexplained Wealth Orders are a 
well-publicised disclosure tool inserted into POCA by the CFA, 
which require the respondent to provide information and docu-
ments about property including how the property was obtained.  
Once this information has been received the authority may 
pursue recovery of the property through the civil recovery 
process. 

Enforcement authorities can also seek to freeze and forfeit 
cash held in bank and building society accounts and seize and 
forfeit physical cash in summary proceedings.  

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

We have not identified any cases in which financial institutions 
or their directors, officers or employees have been convicted of 
money laundering under POCA or the MLR 2017.  At the time 
of writing, the FCA is investigating a number of firms for money 
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When considering whether to commence criminal proceed-
ings against a firm or an individual, a UK enforcement authority 
must apply the two limb test (known as the Full Code Test).  
The principles for the test are detailed in the Code for Crown 
Prosecutors, a publicly available document.  When taking regu-
latory enforcement action, each authority has its own guid-
ance that it will apply and is publicly available (see the FCA’s 
Enforcement Guide).  

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

The NCA is the UK’s designated FIU.  As of October 2018, 
the National Economic Crime Centre (the NECC) began oper-
ating as the overarching body to coordinate the UK’s response 
to economic crime, including money laundering.  The NECC 
includes the Joint Money Laundering Intelligence Taskforce 
(JMLIT).  JMLIT is a partnership between law enforcement 
and the financial sector to exchange and analyse information 
relating to money laundering and wider economic threats.

2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

No statute of limitations applies for criminal offences relating to 
money laundering (either under POCA or the MLR 2017).  The 
FCA must bring enforcement proceedings within six years from 
the date it obtained information about the relevant misconduct.

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

The maximum penalty for a failure to comply with regula-
tory/administrative AML requirements is an unlimited fine.  
Any such fine will be calculated in accordance with the rele-
vant supervisory authority’s penalties and enforcement guid-
ance (for example, the FCA’s Decision Procedures and Penalties 
Manual).  A significant number of failures to comply with “rele-
vant requirements” under the MLR 2017 are subject to penalty 
provisions.  These are set out at Schedule 6 to MLR 2017 and 
include failure to:
(i) carry out risk assessments;
(ii) apply policies and procedures;
(iii) appoint a nominated officer;
(iv) keep required records;
(v) apply customer due diligence measures when required;
(vi) conduct ongoing monitoring of a business relationship; 

and
(vii) take additional measures in relation to a Politically 

Exposed Person (PEP).

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

In minor cases of non-compliance, a supervisory authority 
may issue a warning letter to the individual or legal entity.  A 
company director convicted of a money laundering offence 
may be disqualified from holding company directorships.  A 

2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

Regulation 46(1) MLR 2017 requires supervisory bodies to 
effectively monitor their sectors and take necessary measures to 
ensure that their members comply with the MLR 2017. 

The Solicitors Regulation Authority (SRA) requires individ-
uals and firms respectively to make sure they keep up to date 
with, and remain aware of, their responsibilities under any new 
legislation as and when it is introduced. 

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

The three statutory AML supervisors are HMRC, the Gambling 
Commission and the FCA (within which sits the Office for 
Professional Body AML Supervision (OPBAS)).  OPBAS has 
duties to ensure that the 22 supervisors of accountancy and legal 
professionals (including the Institute of Chartered Accountants 
in England and Wales, the Law Society of England and Wales 
and the SRA) meet the standards of the MLR 2017.

Regulation 49(1)(d) MLR 2017 requires supervisory bodies 
to ensure that any contravention of the MLR 2017 is met with 
effective, proportionate and dissuasive disciplinary measures.  
OPBAS has published guidance which sets out examples of 
punitive action including public censure, financial penalties and 
withdrawal of membership.  Typically, professional bodies will 
take steps against members who breach AML requirements.  For 
example, in 2019 the Solicitors Disciplinary Tribunal penalised 
two solicitors for AML failings: 
a) in July 2019, a solicitor targeted by criminals to facilitate 

‘dubious investment transactions’ was struck off.  He was 
held to have failed to carry out appropriate customer due 
diligence in accordance with money laundering regula-
tions; and 

b) in January 2019, a solicitor was fined £45,000 for failing 
to carry out basic AML background checks.  Costs of 
£40,000 were also imposed.

As of May 2019, the SRA reported that it was probing 26 law 
firms over alleged money laundering breaches, chiefly in rela-
tion to carrying out inadequate risk assessments.

2.4 Are there requirements only at national level? 

The MLR 2017 operates at the national level.  Equally, the FCA 
is the regulator for the financial sector across the UK.  However, 
for the legal and accounting professions, Scotland and Northern 
Ireland have different supervisory bodies that each have their 
own code of conduct.  It is worth bearing in mind that such 
codes seek to bring members in compliance with the MLR 2017 
and as a result are quite similar. 

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements? If 
so, are the criteria for examination publicly available?

A number of supervisory authorities operating in the UK are 
required to ensure compliance with and enforcement of anti-
money laundering requirements for organisations that fall 
within the scope of the MLR 2017 (see question 3.1 below).
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3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The MLR 2017 apply, with a few limited exceptions, to the 
following entities acting in the course of business in the UK:
■	 credit	institutions	(as defined in Article 4.1(1) of the EU Capital 

Requirements Regulation (Regulation (EU) No. 575/2013 of the 
European Parliament and of the Council of 26 June 2013 on pruden-
tial requirements for credit institutions and investment firms));

■	 financial	institutions	(an undertaking, including a money service 
business, that carries out certain activities (listed in points 2 to 12, 
14 and 15 of Annex 1 of the EU Capital Requirements Directive)) 
including insurance undertakings, investment service 
providers, bidders in auctions allowed under the emission 
allowance directive, collective investment undertakings, 
insurance intermediaries and the National Savings Bank;

■	 branches	of	the	above;
■	 auditors,	 insolvency	 practitioners,	 external	 accountants,	

and tax advisers;
■	 independent	 legal	 professionals	 conducting	 transactional	

work;
■	 trust	or	company	service	providers;
■	 estate	and	letting	agents;
■	 high	 value	 dealers,	 casinos,	 auction	 platforms,	 and	 art	

market participants; and
■	 cryptoasset	 exchange	 providers	 and	 custodian	 wallet	

providers.
The MLR 2017 impose requirements concerning risk assess-

ments, ownership and control, AML policies and procedures, 
internal controls, training, recordkeeping, ongoing moni-
toring of business relationships, CDD, information on payer 
and payees (for payment service providers) and ceasing transac-
tions in certain circumstances.  Businesses are also compelled to 
provide information and/or documents to supervising authori-
ties on request.

Additional obligations for financial institutions are contained 
within SYSC (located in the FCA Handbook), which requires 
regulated financial services firms to have AML systems and 
controls in place covering additional matters such as govern-
ance, documenting risk management policies and consid-
ering AML policies when developing new products, taking on 
new customers and changing business profile.  In considering 
whether a firm has complied with its obligations under the MLR 
2017 and SYSC, the FCA will consider whether guidance issued 
by the JMLSG has been followed – this guidance has been rati-
fied by the UK Treasury.

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

Since 5MLD was brought into force via the MLR 2019 on 10 
January 2020, cryptoasset exchange providers and custodian 
wallet providers have been brought within the scope of MLR 
2017 and are now part of the “regulated sector”.

supervisory authority may also apply to the court for an injunc-
tion where there has been or is a reasonable likelihood of a 
contravention of a relevant requirement. 

A legal entity may be barred (for a period of time) from 
tendering for public contracts with EU public bodies if convicted 
of a money laundering offence.

Self-regulatory organisations also impose sanctions on their 
professional members (e.g. striking off or withdrawing a licence) 
for breaches of the MLR 2017.  Similarly, by virtue of a breach of 
the MLR 2017, the FCA or HMRC may find that an individual 
or entity is no longer a “fit and proper” person and on that basis 
withhold or withdraw permission or authorisation to carry on 
certain types of regulated business.

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

In addition to the criminal offences under POCA, the MLR 
2017 contain three specific criminal offences relating to viola-
tions of AML obligations.

Specifically, Regulation 86 provides that it is a criminal 
offence to contravene a relevant requirement under the MLR 
2017 (set out at Schedule 6 of the MLR 2017 and including 
carrying out risk assessments, training and CDD).  This is 
subject to a defence where the person took all reasonable steps 
and exercised all due diligence to avoid committing the offence. 

Regulation 87 makes it a criminal offence to prejudice a 
money laundering investigation, either by disclosing that such 
an investigation is taking place or by falsifying, concealing or 
destroying any documents relevant to the investigation.

Finally, Regulation 88 makes it a criminal offence to: (a) 
knowingly or recklessly provide false or misleading information 
in purported compliance with the MLR 2017; or (b) disclose 
information in contravention of the MLR 2017.

In each case, the maximum penalty is an unlimited fine or 
two years’ imprisonment.

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The specific process for assessment and collection of sanc-
tions and appeal of administrative decisions is dependent on the 
supervisory authority responsible.  In general terms, the imposi-
tion by a supervisory authority of a sanction for breaches of the 
MLR 2017 will be in accordance with their professional discipli-
nary and conduct rules and published enforcement guidance (for 
example, the FCA’s Decision Procedures and Penalties Manual).

In all cases, there is a right of appeal against a decision imposed 
by a supervisory authority, for example, to the Administrative 
Court (for decisions of the Solicitors’ Disciplinary Tribunal) or 
to the Upper Tribunal (for decisions of the FCA).

Absent a compelling reason otherwise (for example, where a 
publication could prejudice an ongoing investigation or cause 
serious unfairness), hearings relating to and resolutions of 
penalty actions by supervisory authorities will be public.

We are not aware of a financial institution challenging a 
money laundering penalty in the Upper Tribunal.
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■	 copies	of	recent	and	current	financial	statements;
■	 details	 of	 the	 relationship	 between	 signatories	 and	 any	

underlying beneficial owners; and
■	 the	expected	level	and	type	of	activity	that	will	take	place	

in the relationship.
This information must be kept updated so that a finan-

cial institution can amend its risk assessment of a particular 
customer if their circumstances change and, if necessary, carry 
out further due diligence.

In some situations, financial institutions must carry out 
“enhanced due diligence” prior to establishing a business rela-
tionship with a customer.  These are higher-risk money laun-
dering situations which may include:
■	 when	a	customer	is	not	physically	present	when	a	financial	

institution carries out its customer identification checks; 
■	 when	 a	 financial	 institution	 enters	 into	 a	 business	 rela-

tionship with a PEP, which is typically a UK or non-UK 
domestic member of parliament, head of state or govern-
ment, or government minister and their family members 
or known close associates;

■	 when	a	financial	institution	enters	into	a	transaction	with	
a person from a high-risk jurisdiction (as identified by the 
European Union); and

■	 any	 other	 situation	where	 there	may	 be	 a	 higher	 risk	 of	
money laundering. 

Enhanced due diligence can include taking some or all of the 
following steps:
■	 obtaining	further	information	to	establish	the	identity	of	

the customer or the customer’s beneficial owner(s);
■	 applying	extra	measures	to	check	documents	supplied	by	a	

credit or financial institution; and
■	 understanding	the	source	of	funds	and	source	of	wealth	of	

the customer and of the customer’s beneficial owner.
5MLD has inserted enhanced due diligence measures for busi-

ness relationships or transactions involving high-risk non-EEA 
countries.

3.8 Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Credit and financial institutions (as defined in the MLR 2017) 
are prohibited from entering into, or continuing, a correspondent 
relationship with a shell bank (MLR 2017 Regulation 34(2)).

Credit institutions and financial institutions must also take 
appropriate enhanced measures to ensure that they do not enter 
into, or continue, a correspondent relationship with a credit 
institution or financial institution which is known to allow its 
accounts to be used by a shell bank (MLR 2017 Regulation 
34(3)).

The MLR 2017 define a “shell bank” as a credit institution 
or financial institution, or an institution engaged in equivalent 
activities to those carried out by credit institutions or finan-
cial institutions, incorporated in a jurisdiction in which it has 
no physical presence involving meaningful decision-making and 
management, and which is not part of a financial conglomerate 
or third-country financial conglomerate.

3.9 What is the criteria for reporting suspicious 
activity? 

The obligation to report suspicious activity pursuant to ss 330–332 
POCA arises where a person concludes that they know, suspect or 

3.3 Are certain financial institutions or designated 
businesses required to maintain compliance 
programmes? What are the required elements of the 
programmes?

Yes – the MLR 2017 (and, for financial institutions, the SYSC) 
impose requirements on the businesses listed at question 3.1 
above to, where appropriate to the size and nature of its busi-
ness, have effective AML systems and internal controls in place, 
including to assess compliance.  Required elements include 
senior responsibility, employee screening, an independent 
internal audit function to monitor compliance and make recom-
mendations, appointment of a nominated officer responsible for 
AML compliance, and timely internal reporting. 

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When must 
reports be filed and at what thresholds?

There are no specific requirements for recordkeeping or 
reporting large currency transactions.  The general require-
ments regarding recordkeeping (set out in the MLR 2017 and 
SYSC as described above) and reporting (set out in POCA and 
the Terrorism Act 2000 as described above) would, however, 
apply to such transactions.

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No.  There are no specific AML requirements for financial insti-
tutions or other designated businesses in relation to routinely 
reporting large non-cash transactions.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

No.  There are no specific AML requirements for financial 
institutions or other designated businesses in relation to cross-
border transactions reporting.

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Financial institutions (and other firms in the regulated sector) 
in the UK are required to undertake customer identification and 
due diligence prior to establishing a business relationship with 
a customer.  When entering a new business relationship with a 
customer, a firm must obtain information on:
■	 the	customer’s	identity;	and
■	 the	purpose	and	intended	nature	of	the	business	relation-

ship (i.e. where funds will come from and the purpose of 
any contemplated transactions).

The type of information that a firm may need to gather from 
their prospective customer in these circumstances may include:
■	 details	of	the	customer’s	business	or	employment;
■	 the	source	and	origin	of	funds	that	the	customer	will	be	

using in the business relationship;
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due to stringent notification requirements under the FCA’s 
Disclosure Guidance and Transparency Rules.  There is also a 
public register of Persons with Significant Control (PSCs) of 
companies (over 25% indirect or direct shares or voting rights, 
significant control or right to appoint or remove majority of 
directors).  Any changes must be notified within 14 days. 

The UK has registers of beneficial ownership for three 
different types of assets: companies; properties and land; and 
trusts.  Information on the beneficial ownership of companies 
is publicly available without having to demonstrate legitimate 
interest.  For properties owned by overseas companies and legal 
entities, the Government plans to launch a public beneficial 
ownership register in 2021.  The register for trusts is not public.

The FATF report dated 1 December 2018 noted that the 
register was sometimes inaccurate, and there was no obliga-
tion on Companies House to update it at present when notified 
of inaccuracies.  5MLD, via the MLR 2019, has introduced a 
new “discrepancy reporting requirement” for obliged entities to 
alert Companies House to any discrepancy between beneficial 
ownership information on the People with Significant Control 
Register and any information made available to the firm during 
its own due diligence checks.  Companies House may then 
investigate and remedy the discrepancy as required.  An excep-
tion applies for Limited Liability Partnerships (LLPs).

The register does not, as of yet, extend to UK Crown 
Dependencies and Overseas Territories.  

The Sanctions and Anti-Money Laundering Act 2018 
(SAMLA) contains provisions on publicly accessible regis-
ters of company beneficial ownership in the UK Overseas 
Territories.  Reasonable assistance must be provided to enable 
each of those governments to establish a publicly accessible 
register of the beneficial ownership of companies registered in 
each government’s jurisdiction.  The Secretary of State must, by 
31 December 2020, prepare a draft Order in Council requiring 
the government of any British Overseas Territory that has not 
introduced a publicly accessible register of the beneficial owner-
ship of companies within its jurisdiction to do so.  At the date of 
this chapter, this provision is not yet in force.

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Payment Service Providers (PSPs) must comply with requirements 
contained in the MLR 2017, derived from Chapter II, Section 1, 
Chapter 4 of the EU Funds Transfer Regulation.  Complete payer 
and payee information (name, address, and account number) must 
generally accompany all wire transfers although there are limited 
exceptions.  For example, if the Payment Service Providers of both 
payer and payee are located within the EU, then the wire transfer 
only need be accompanied by at least the account numbers of the 
payer and payee.  Intermediary PSPs must ensure that all infor-
mation received on the payer and payee which accompanies a 
wire transfer is retained with the transfer.  Guidance provided 
by the JMLSG provides more detail on how to comply with these 
requirements and exceptions.

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

No.  Bearer shares were abolished on 26 May 2015 when amend-
ments to the UK Companies Act 2006 were implemented, via 
the Small Business, Enterprise and Employment Act 2015.

have reasonable grounds to know or suspect that another person 
is or has engaged in a money laundering offence.  Typically, the 
person discloses their suspicion to the firm’s “nominated officer”, 
the Money Laundering Reporting Officer (MLRO) who assesses 
and files Suspicious Activity Reports (SARs) on the firm’s (and 
their own) behalf.  The MLRO will assess whether the reporting 
criteria is met and, if so, they are required to file a SAR.  See 
question 1.2 for the criteria for a money laundering offence to be 
committed.  The threshold for “suspicion” in this context is low.  
Suspicion has been defined in the POCA context as: “a possibility, 
which is more than fanciful, that the relevant facts exist.  A vague 
feeling of unease would not suffice.”

The mental test may be satisfied objectively (i.e. the reason-
able person should suspect) or subjectively (i.e. the person does 
suspect).

Where a person (irrespective of whether they act in the regu-
lated sector) considers they may be about to, are in the process 
of, or have already committed a money laundering offence, they 
may voluntarily decide to file a SAR in order to obtain a defence 
to the offence.  This is known as an “authorised disclosure” with 
the disclosing party seeking “appropriate consent” to carry out a 
“prohibited act”.  Contrary to the term used in POCA, the NCA 
has come to refer to this as a DAML (Defence Against a Money 
Laundering offence).  The regime more generally is known as 
the consent regime. 

Once the SAR is submitted, a notice period begins for the 
NCA to consider its content and decide whether to take any 
enforcement action. This may include liaising with other 
enforcement authorities. The notice period is seven working 
days, beginning on the first working day after the SAR is 
submitted.  If a person receives a DAML, they have consent 
to carry out the act.  If they do not obtain a response from the 
NCA, as is increasingly common, within the seven-day notice 
period, they obtain “deemed consent” for the offence and, 
again, have a DAML.  However, if a refusal notice is received 
within the seven-day period, a 31-day moratorium period begins 
starting from the day of the refusal.  This period is intended to 
allow the NCA to disrupt the criminal activity by obtaining a 
POCA Restraint Order or, more typically since the CFA came 
into force, an Account Freezing Order.  In practice, the author-
ities found it challenging to obtain a court order to freeze the 
funds within the moratorium period.  Consequently, amend-
ments were made to the consent regime via the CFA, which now 
provide the NCA with power to apply to court for an extension 
to the moratorium period.  A court may grant an extension for a 
period of 31 days and may do so on more than one occasion, up 
to a maximum of 186 days.

All SARs are filed through the NCA’s online portal.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

There is a publicly accessible central government registry 
(Companies House) for UK company information on management 
and ownership.  However, the ownership information may be up 
to a year out of date as non-listed companies are only required to 
provide this information to Companies House annually.

In practice, up-to-date share ownership information regarding 
shareholdings of 3%+ in a company with shares admitted to 
trading on a regulated or prescribed market is publicly available 
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Regulations 2019 (2019 No. 253), to reflect the fact that the UK is 
no longer an EU Member State.  The main changes are:
■	 The	equalisation	of	due	diligence	requirements	applied	to	

intra-EEA correspondent banking relationships (to bring 
them in line with non-EEA banks).

■	 The	European	Commission’s	high-risk	 third	country	 list	
will be “on shored” (i.e. become part of UK law as at a 
particular date) but will not be dynamic, i.e. will not track 
changes at EU level; the list will only evolve as amended by 
UK law.

■	 New	 powers	 for	 the	 FCA	 to	 make	 technical	 standards	
to specify what additional measures are required to be 
taken by credit and financial institutions with branches or 
subsidiaries abroad.  This function is currently exercised 
by the European Commission.

■	 The	 equalisation	 of	 information	 requirements	 for	 fund	
transfers both in and outside the EU.  The effect of this 
will be to require UK PSPs to provide greater volumes 
of information accompanying transfers of funds into EU 
Member States than is currently the case.

■	 The	removal	of	mandatory	regard	to	guidelines	published	
by the European Supervisory Authorities (although they 
are still likely to be taken into account by the FCA).

■	 Removal	of	need	for	transmission	of	information	(such	as	
the UK’s National Risk Assessments of Money Laundering 
and Terrorist Financing) to EU institutions and other 
Member States.

These regulations will come into force at the end of the transi-
tion period, currently forecast for 31 December 2020. 

The Sixth EU Money Laundering Directive (6MLD) came 
into force on 2 December 2018, with Member States required 
to implement it by 3 December 2020.  However, the UK has 
opted out of 6MLD on the basis that it considers itself “already 
largely compliant with the Directive”.  Nevertheless, 6MLD 
introduces an offence akin to a “failure to prevent” money 
laundering offence which is not currently within the scope of 
English law, but which has been raised for introduction in UK 
Government and Law Commission consultations within the last 
three years.  It will therefore be interesting to monitor whether 
the UK adopts similar legislation in line with the EU and/or as 
part of a wider introduction of a corporate “failure to prevent” 
economic crime offence. 

SAMLA enables the government to implement sanctions and 
to amend or replace the MLR 2017 and implement the FATF 
standards once the UK is no longer bound by EU law.  The UK 
has not indicated that it wishes to amend the AML regime in any 
meaningful way post Brexit.

One aspect of the AML regime that is under consideration 
for reform is the “consent regime” (referred to in question 3.9 
above).  In 2017, the Home Office tasked the Law Commission to 
assess whether there was scope to reform this voluntary disclo-
sure regime.  It conducted a wide-ranging consultation process 
involving stakeholders in the public and private sector.  In June 
2019, it published its report containing 19 recommendations.  A 
response is awaited from the Home Office.  The recommenda-
tions (if adopted) would not amount to wholesale reform of the 
AML regime.  Principally the report recommended: 
■	 retaining	 the	 consent	 regime,	 subject	 to	 amendments	 to	

improve effectiveness; and 
■	 the	 creation	 of	 statutory	 guidance	 on	 a	 number	 of	 key	

legislative concepts underpinning the reporting regime, 
to assist the regulated sector in complying with their legal 
obligations.  This includes guidance on suspicion, appro-
priate consent and arrangements with prior consent, and 
what may amount to a reasonable excuse.

The changes were made as part of the UK Government’s aim 
to promote transparency of company ownership and control in 
order to deter criminal misuse of companies in the UK.  From 
26 May 2015, UK companies were prohibited from issuing 
bearer shares, and companies with bearer shares in issue were 
required to take action to get rid of them.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

Most of the UK money laundering offences described in ques-
tion 1.2 apply to all businesses, subject to the jurisdictional 
requirements stated in question 1.3.  However, only the busi-
nesses listed in question 3.1 (which include certain non-financial 
institution businesses) can commit the offences of “tipping-off” 
and “failure to disclose” under POCA. 

The MLR 2017 apply to the businesses listed in question 
3.1 above, which include certain non-financial institution 
businesses.

There are some specific requirements for PSPs.  PSPs must 
comply with additional requirements contained in the MLR 
2017, derived from the EU Funds Transfer Regulation.  See 
question 3.11 above.

There are a very small number of sector-specific excep-
tions to the requirements in the MLR 2017; e.g., Regulation 31 
(requirement to cease transactions) does not apply to certain 
professional advisers advising on the institution or avoidance of 
legal proceedings, and Regulation 32 contains a Customer Due 
Diligence exception for trustees of debt issues.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

By way of MLR 2019, operators of a “Freeport” which store 
art were brought within the scope of the AML requirements.  
Freeport means a warehouse or storage facility within an area 
designated by the Treasury as a special area for customs.

Aside from the businesses listed in question 3.1 above, there 
are no AML requirements applicable to other specific business 
sectors.  Transaction risk and geographical risk are two of the 
factors that must be considered as part of a risk assessment of 
money laundering and terrorist financing, under Regulation 
18(2)(b) MLR 2017, by the businesses listed in question 3.1 above.

The JMLSG provides some sectoral guidance for the UK 
financial sector, on managing money laundering risk in certain 
business areas (e.g. trade finance, correspondent banking, or 
wealth management).  Whilst the guidance is not binding, it 
would be taken into account by enforcement authorities when 
deciding whether or not a firm, or an individual, has complied 
with their AML requirements under POCA or the MLR 2017.  
Some supervisory bodies have also produced guidance for 
members (e.g. the UK Law Society).

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

On Brexit, the MLR 2017 were amended by the Money Laundering 
and Transfer of Funds (Information) (Amendment) (EU Exit) 
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4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The Report on the Fourth Round Mutual Evaluation of the UK 
by the FATF was published on 1 December 2018.  The IMF 
conducted a Financial Sector Assessment Programme for the 
UK in the areas of AML/CTF.  Its report was published in June 
2016.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The FCA provides comprehensive information on the applicable 
laws and guidelines in money laundering and terrorist financing 
(http://www.fca.org.uk).

The UK Parliament website contains the relevant Acts of 
Parliament, secondary legislation and information on parlia-
mentary debates, committee reports and proposed new laws 
(http://www.parliament.uk).

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

The Report on the Fourth Round Mutual Evaluation of the 
UK by the FATF dated 1 December 2018 concluded that: “[t]he 
UK has implemented an AML/CTF system that is effective in 
many respects.  Particularly good results are being achieved in 
the areas of investigation and prosecution of ML/TF, confisca-
tion, the implementation of targeted financial sanctions related 
to terrorism and proliferation, protecting the non-profit sector 
from terrorist abuse, understanding the ML/TF risks facing the 
country, preventing misuse of legal structures and co-operating 
domestically and internationally to address them.  However, 
major improvements are needed to strengthen supervision and 
implementation of preventive measures, and ensure that finan-
cial intelligence is fully exploited.”

© Published and reproduced with kind permission by Global Legal Group Ltd, London



217

Anti-Money Laundering 2020

Cohen & Gresser (UK) LLP

John Gibson is a partner in the London office of Cohen & Gresser.  He leads the firm’s United Kingdom white collar and investigations prac-
tice.  John’s work focuses on complex economic crime, investigations, and regulatory matters.  He draws on over two decades of litigation 
and advisory experience, first as a trial lawyer in independent practice and then, for five years, as one of the most senior prosecutors and 
investigation managers in the Bribery & Corruption Unit of the UK’s Serious Fraud Office (SFO).

Cohen & Gresser (UK) LLP
2–4 King Street
London, SW1Y 6QP 
United Kingdom

Tel: +44 20 8037 2324
Email: jgibson@cohengresser.com
URL: www.cohengresser.com

Tim Harris is an associate in Cohen & Gresser’s London office.  His practice focuses on white collar criminal defence, including internal and 
regulatory investigations.  Tim has represented a wide range of companies and individuals in complex financial crime and regulatory matters.  
During his career, he has been involved in a number of London’s highest-profile investigations, trials, and public inquiries.  Tim also provides 
non-contentious advice with respect to tax evasion, anti-bribery and corruption, and anti-money laundering regulations.

Cohen & Gresser (UK) LLP
2–4 King Street
London, SW1Y 6QP 
United Kingdom

Tel: +44 20 8036 9395
Email: tharris@cohengresser.com
URL: www.cohengresser.com

Cohen & Gresser is an international law firm with offices in New York, 
Seoul, Paris, Washington, D.C., and London.  We have an outstanding 
record of success in high-stakes and high-profile litigation, investigations, 
and transactional work for our clients, including major financial institutions 
and companies across the world.  Our attorneys have superb credentials, 
and are committed to providing the efficiency and personal service of a 
boutique law firm along with the quality and attention to detail that are the 
hallmarks of the best firms in the world.  The firm has been recognised 
in a wide range of publications, including Chambers, The Legal 500, Global 
Investigations Review, Managing IP, U.S. News & World Report’s “Best Law 
Firms”, Décideurs, and Benchmark Litigation.  We have also been named 
to The National Law Journal’s “Midsize Hot List” and the BTI Client Service 
A-Team, and over half of our U.S.-based attorneys have been recognised 
by Super Lawyers.

www.cohengresser.com

© Published and reproduced with kind permission by Global Legal Group Ltd, London



Anti-Money Laundering 2020

Chapter 30218

USA

Gibson, Dunn & Crutcher LLP Linda Noonan

Joel M. Cohen

U
SA

or transportation is designed in whole or in part to conceal or 
disguise the nature, location, source, ownership or control of the 
proceeds of the specified unlawful activity.

Under Section 1957, it is a crime to knowingly engage in a 
financial transaction in property derived from specified unlawful 
activity through a U.S. bank or other “financial institution” or a 
foreign bank (in an amount greater than $10,000).  Financial insti-
tution is broadly defined with reference to the Bank Secrecy Act 
(“BSA”) statutory definition of financial institution (31 U.S.C. § 
5312(a)(2)) and includes not just banks, but a wide range of other 
financial businesses, including securities broker-dealers, insur-
ance companies, non-bank finance companies, and casinos.

Tax evasion is not itself a predicate offence, but, as noted, 
conducting a transaction with the proceeds of another specified 
unlawful activity with the intent to evade federal tax or file a false 
tax return is subject to prosecution under Section 1956.  Also, 
wire fraud (18 U.S.C. § 1343) is a specified unlawful activity.  
Wire fraud to promote tax evasion, even foreign tax evasion, can 
be a money laundering predicate offence.  See Pasquantino v. U.S., 
544 U.S. 349 (2005) (wire fraud to defraud a foreign government 
of tax revenue can be a basis for money laundering).

1.3 Is there extraterritorial jurisdiction for the crime of 
money laundering? Is money laundering of the proceeds 
of foreign crimes punishable?

There is extensive extraterritorial jurisdiction under the money 
laundering criminal provisions.  Under Section 1956, there is 
extraterritorial jurisdiction over money laundering conduct 
(over $10,000) by a U.S. citizen anywhere in the world or over 
a non-U.S. citizen if the conduct occurs at least “in part” in the 
United States.  “In part” can be a funds transfer to a U.S. bank.

Under Section 1957, there is jurisdiction over offences that 
take place outside the United States by U.S. persons (citizens, 
residents, and legal persons) and by non-U.S. persons as long as 
the transaction occurs in whole or in part in the United States.  

Certain foreign crimes are specified unlawful activities, 
including drug crimes, murder for hire, arson, foreign public 
corruption, foreign bank fraud, arms smuggling, human traf-
ficking, and any crime subject to a multilateral extradition treaty 
with the United States.

Generally, there is no extraterritorial jurisdiction under the 
BSA, discussed below in section 2.  The BSA requirements for 
Money Services Businesses (“MSBs”) can apply, however, even 
if the MSB has no physical presence in the United States if the 
business conducts business “wholly or in substantial part within 
the United States,” i.e., if a substantial number of U.S. customers 
or recipients of funds transfers are in the United States.  31 
C.F.R. § 1010.100(ff ) (BSA definition of MSB).

1 The Crime of Money Laundering and 
Criminal Enforcement 

1.1 What is the legal authority to prosecute money 
laundering at the national level?

Money laundering has been a crime in the United States since 
1986, making the United States one of the first countries to 
criminalise money laundering conduct.  There are two money 
laundering criminal provisions, 18 United States Code, Sections 
1956 and 1957 (18 U.S.C. §§ 1956 and 1957).

1.2 What must be proven by the government to 
establish money laundering as a criminal offence? What 
money laundering predicate offences are included? Is 
tax evasion a predicate offence for money laundering?

Generally, it is a crime to engage in virtually any type of financial 
transaction if a person conducted the transaction with knowl-
edge that the funds were the proceeds of “criminal activity” and 
if the government can prove the proceeds were derived from a 
“specified unlawful activity.”  Criminal activity can be a violation 
of any criminal law – federal, state, local, or foreign.  Specified 
unlawful activities are set forth in the statute and include over 
200 types of U.S. crimes, from drug trafficking, terrorism, and 
fraud, to crimes traditionally associated with organised crime, 
and certain foreign crimes, as discussed below in question 1.3.

The government does not need to prove that the person 
conducting the money laundering transaction knew that the 
proceeds were from a specified form of illegal activity.

Knowledge can be based on wilful blindness or conscious 
indifference – failure to inquire when faced with red flags for 
illegal activity.  Additionally, knowledge can be based on a 
government “sting” or subterfuge where government agents 
represent that funds are the proceeds of illegal activity.  

Under Section 1956, the transaction can be: (1) with the intent to 
promote the carrying on of the specified unlawful activity; (2) with 
the intent to engage in U.S. tax evasion or to file a false tax return; 
(3) knowing the transaction is in whole or in part to disguise the 
nature, location, source, ownership or control of the proceeds of a 
specified unlawful activity; or (4) with the intent to avoid a transac-
tion reporting requirement under federal or state law.

Section 1956 also criminalises the transportation or trans-
mission of funds or monetary instruments (cash or negotiable 
instruments or securities in bearer form): (1) with the intent 
to promote the carrying out of a specific unlawful activity; or 
(2) knowing the funds or monetary instruments represent the 
proceeds of a specified unlawful activity and the transmission 

© Published and reproduced with kind permission by Global Legal Group Ltd, London



219Gibson, Dunn & Crutcher LLP

Anti-Money Laundering 2020

1.9 Are there related forfeiture/confiscation 
authorities? What property is subject to confiscation? 
Under what circumstances can there be confiscation 
against funds or property if there has been no criminal 
conviction, i.e., non-criminal confiscation or civil 
forfeiture?

There is both criminal forfeiture following a conviction for 
money laundering, and civil forfeiture against the assets involved 
in, or traceable to, money laundering criminal conduct.

Under 18 U.S.C. § 982, if a person has been convicted of 
money laundering, any property, real or personal, involved in the 
offence, or any property traceable to the offence, is subject to 
forfeiture.

Under 18 U.S.C. § 981, a civil forfeiture action can be brought 
against property involved in or is traceable to the money laun-
dering conduct even if no one has been convicted of money laun-
dering.  Because this is a civil action, the standard of proof for the 
government is lower than if there were a criminal prosecution for 
the money laundering conduct (preponderance of the evidence 
versus beyond a reasonable doubt).  There is no need to establish 
that the person alleged to have committed money laundering is 
dead or otherwise unavailable.

1.10  Have banks or other regulated financial 
institutions or their directors, officers or employees 
been convicted of money laundering?

Absent established collusion with money launderers or other 
criminals, very few directors, officers, or employees have been 
convicted of money laundering.  Where there have been crim-
inal settlements with banks and other financial institutions 
related to money laundering, in all but two cases, the settle-
ments have been based on alleged violations of the Bank Secrecy 
Act (“BSA”), not violations of the money laundering criminal 
offenses.

1.11  How are criminal actions resolved or settled if 
not through the judicial process?  Are records of the fact 
and terms of such settlements public?

Since 2002, 35 regulated financial institutions (26 banks) have 
pled guilty or have reached settlements with the Department of 
Justice, generally, as noted, based on alleged violations of the 
anti-money laundering regulatory requirements under the BSA 
(either failure to maintain an adequate anti-money laundering 
program and/or failure to file required Suspicious Activity 
Reports).  

A few of these settlements with foreign-owned banks have 
been based on alleged sanctions violations in addition to BSA 
violations.  Substantial fines or forfeitures were paid as part of 
these settlements.  There also were two other BSA prosecu-
tions of banks in the late 1980s relating to currency transaction 
reporting and the Bank of Credit and Commerce International 
(“BCCI”) pled guilty to money laundering in 1990.

In connection with many of the criminal dispositions, civil 
(administrative) sanctions based on the same or related miscon-
duct have been imposed at the same time by federal and/or state 
regulators and the Department of the Treasury Financial Crimes 
Enforcement Network (“FinCEN”) in a coordinated settle-
ment.  See questions 2.8–2.11.

One reason criminal settlements with banks may not be 
based on the money laundering statute may be the severe 

1.4 Which government authorities are responsible for 
investigating and prosecuting money laundering criminal 
offences?

Prosecution of money laundering crimes is the responsibility 
of the U.S. Department of Justice.  There is a special unit in 
the Criminal Division of the Department of Justice, the Money 
Laundering and Asset Recovery Section (“MLARS”), that is 
responsible for money laundering prosecution and related forfei-
ture actions.  The 94 U.S. Attorney’s Offices across the United 
States and its territories also may prosecute the crime of money 
laundering alone or with MLARS.  MLARS must approve any 
prosecution of a financial institution by a U.S. Attorney’s Office.

As required in Section 1956(e), there is a (non-public) memo-
randum of understanding among the Secretary of the Treasury, 
the Secretary of Homeland Security, the Attorney General, and 
the Postal Service setting forth investigative responsibilities of 
the various federal law enforcement agencies that have investi-
gative jurisdiction over Sections 1956 and 1957.  Jurisdiction is 
generally along the lines of the responsibility for the investiga-
tion of the underlying specified unlawful activity.  The various 
federal agencies frequently work together on cases, sometimes 
along with state and local authorities, where jurisdiction overlaps.

The Federal Bureau of Investigation, the Drug Enforcement 
Administration, the U.S. Secret Service, U.S. Immigration and 
Customs Enforcement, the Internal Revenue Service Criminal 
Division, and the Postal Inspection Service frequently conduct 
money laundering investigations.  An investigation unit of the 
Environmental Protection Agency can investigate money laun-
dering crimes relating to environmental crimes.

1.5 Is there corporate criminal liability or only liability 
for natural persons?

There is criminal liability for natural and legal persons.

1.6 What are the maximum penalties applicable 
to individuals and legal entities convicted of money 
laundering?

The maximum penalties are fines of up to $500,000 or double 
the amount of property involved, whichever is greater, for each 
violation, and for individuals, imprisonment of up to 20 years 
for each violation.

1.7 What is the statute of limitations for money 
laundering crimes?

That statute of limitations is five years.  18 U.S.C. § 3282(a).

1.8 Is enforcement only at national level? Are there 
parallel state or provincial criminal offences?

Section 1956(d) specifically provides that it does not supersede 
any provisions in federal, state or other local laws imposing addi-
tional criminal or civil (administrative) penalties.

Many states, including New York and California, have parallel 
money laundering criminal provisions under state law.  See, e.g., 
New York Penal Law Article 470.
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regulations and, consequently, has independent authority to 
enforce the BSA.  17 C.F.R. §§ 240.17a-8, 405.4. 

Similarly, BSA examination authority for futures commission 
merchants (“FCMs”) and introducing brokers in commodities 
(“IB-Cs”), which are financial institutions under the BSA, has 
been delegated by FinCEN to the Commodities Futures Trading 
Commission (“CFTC”), as their federal functional regulator.  
The CFTC also has incorporated BSA compliance in its regu-
lations.  17 C.F.R. § 42.2.  The CFTC has delegated authority to 
the National Futures Authority (“NFA”) as that industry’s SRO.

AML Requirements
For the United States, the response to the question of what 
requirements apply is complicated.  The BSA statute generally 
is not self-executing and must be implemented by regulation.  
The scope and details of regulatory requirements for each cate-
gory of financial institutions and financial businesses subject to 
BSA vary.  To further complicate the issue, all these businesses 
are defined as financial institutions under the BSA statute, but 
only certain ones are designated as financial institutions under 
the BSA regulations, i.e., banks, broker-dealers, FCMs, IB-Cs, 
mutual funds, MSBs, casinos, and card clubs.  Some BSA 
requirements only apply to businesses that come within the BSA 
regulatory definition of financial institution. 

There also are three BSA requirements that apply to all 
persons subject to U.S. jurisdiction or to all U.S. trades busi-
nesses, not just to financial institutions or other businesses 
subject to specific BSA regulatory requirements.  See question 
3.13.  

Main Requirements
These are the main requirements that apply under the BSA regu-
lations, most of which are discussed in more detail in Part 3, as 
cross-referenced below. 
■	 AML Programs: All financial institutions and financial 

businesses subject to the BSA regulations are required to 
maintain risk-based AML Programs with certain minimum 
requirements to guard against money laundering.  See ques-
tions 3.1, 3.2 and 3.3.

■	 Currency Transaction Reporting: “Financial institu-
tions,” as defined under the BSA regulations, must file 
Currency Transaction Reports (“CTRs”).  See question 3.4.

■	 Cash Reporting or Form 8300 Reporting: This require-
ment applies to all other businesses that are subject to the 
AML Program requirement, but not defined as financial 
institutions under the BSA regulations, and all other U.S. 
trades and businesses.  See questions 3.4 and 3.13.

■	 Suspicious Transaction Reporting: Financial institu-
tions and other businesses subject to the AML Program 
requirement (except Check Cashers, Operators of Credit 
Card Systems, and Dealers in Precious Metals, Precious 
Stones, or Jewels) must file Suspicious Activity Reports 
(“SARs”).  See question 3.9.

■	 Customer Due Diligence (“CDD”) Programs: Banks, 
broker-dealers, FCMs, IB-Cs, and mutual funds are 
required to maintain CDD programs as part of their AML 
programs.  See question 3.7.

■	 Customer Identification Program (“CIP”): Certain 
BSA financial institutions (banks, broker-dealers, FCMs, 
IB-Cs, and mutual funds) are required to maintain CIP 
programs as part of their CDD and AML Programs.  See 
question 3.7.

■	 Customer Due Diligence Programs for Non-U.S. 
Private Banking Clients and Foreign Correspondents: 
This requirement is applicable to banks, broker-dealers, 
FCMs, IB-Cs, and mutual funds.  See question 3.7.

potential legal consequences or “death penalty” for a bank if it is 
convicted of money laundering.  If a bank is convicted of money 
laundering, subject to a required regulatory (administrative) 
hearing, the bank could lose its charter or federal deposit insur-
ance, i.e., be forced to cease operations.  Such a review is discre-
tionary if a bank is convicted of BSA violations and, in practice, 
not conducted.  See, e.g., 12 U.S.C. § 1818(w) (process for state- 
licensed, federally-insured banks).

Records relating to the criminal settlements are publicly avail-
able, including, in most cases, lengthy statements by the govern-
ment about underlying facts that led to the criminal disposi-
tion.  To our knowledge, there have been no non-public criminal 
settlements with financial institutions.

2 Anti-Money Laundering Regulatory/ 
Administrative Requirements and 
Enforcement

2.1 What are the legal or administrative authorities 
for imposing anti-money laundering requirements on 
financial institutions and other businesses? Please 
provide the details of such anti-money laundering 
requirements.

Authorities
In the United States, the main anti-money laundering (“AML”) 
legal authority is the Bank Secrecy Act, 31 U.S.C. § 5311 et seq., 12 
U.S.C. §§ 1829b and 1951–1959 (the “BSA statute”), and the Bank 
Secrecy Act implementing regulations, 31 C.F.R. Chapter X (the 
“BSA regulations”).  (The BSA statute and regulations collectively 
will be referred to as “the BSA.”)  The BSA statute was originally 
enacted in 1970 and has been amended several times, including 
significantly in 2001 by the USA PATRIOT Act (“PATRIOT 
Act”).  The BSA gives the Secretary of the Treasury the authority 
to implement reporting, recordkeeping, and anti-money laun-
dering program requirements by regulation for financial institu-
tions and other businesses listed in the statute.  31 U.S.C. § 5312(a)
(2).  The Secretary of the Treasury has delegated the authority to 
administer and enforce the BSA to a Department of the Treasury 
bureau, FinCEN.  FinCEN also is the U.S. Financial Intelligence 
Unit.  See question 2.6.  Because FinCEN has no examination 
staff, it has further delegated BSA examination authority for 
various categories of financial institutions to their federal func-
tional regulators (federal bank, securities, and futures regulators).  
Examination authorities for financial institutions and businesses 
without a federal functional regulator is discussed in question 2.5.  

The federal banking regulators (the Office of the Comptroller 
of the Currency (the “OCC”), the Board of Governors of the 
Federal Reserve (“Federal Reserve”), the Federal Deposit 
Insurance Corporation (“FDIC”), and the National Credit 
Union Administration (“NCUA”)) have parallel regulatory 
authority to require BSA compliance programs and suspicious 
activity reporting for the institutions for which they are respon-
sible.  See, e.g., 12 C.F.R. §§ 21.21 (OCC BSA program require-
ment), 21.12 (OCC suspicious activity reporting requirement).  
Consequently, the bank regulators have both delegated exami-
nation authority from FinCEN, as federal functional regulators, 
and independent regulatory enforcement authority.

BSA examination authority for broker-dealers has been dele-
gated to the Securities and Exchange Commission (“SEC”), as 
the federal functional regulator for broker-dealers.  The SEC has 
further delegated authority to the Financial Industry Regulatory 
Authority (“FINRA”), the self-regulatory organization (“SRO”) 
for broker-dealers.  The SEC also has incorporated compli-
ance with the BSA requirements for broker-dealers into SEC 
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2.2 Are there any anti-money laundering requirements 
imposed by self-regulatory organisations or professional 
associations?

As discussed in question 2.1, the SROs for the securities and 
futures industries have imposed requirements on their members 
that are subject to the BSA and share examination and enforce-
ment authority with the federal functional regulators, the SEC 
and CFTC, respectively.  

With the approval of the SEC, FINRA has issued AML 
Program requirements for broker-dealers, under FINRA Rule 
3310, and, with approval of the CFTC, the NFA has issued AML 
Program requirements, under NFA Compliance Rule 2-9(c) for 
FCMs and IB-Cs.  See question 2.1.

2.3 Are self-regulatory organisations or professional 
associations responsible for anti-money laundering 
compliance and enforcement against their members?

FINRA examines broker-dealers for compliance with AML 
Program requirements and, more frequently than any regulatory 
agency, brings enforcement actions against its members, which 
can include civil penalties against firms and individual officers 
and employees (including AML compliance officers), compli-
ance undertakings, and in some cases, termination of firms and 
suspension or revocation of licences of officers and employees.  
The NFA also has brought similar enforcement actions based on 
examinations of FCMs and IB-Cs.  

2.4 Are there requirements only at national level? 

Many states impose parallel requirements on state-licensed 
financial institutions, e.g., state-licensed banks and money 
services businesses, such as check cashers and money transmit-
ters.  Coverage and requirements vary by state.  

The New York Department of Financial Services (“DFS”) is the 
most active state regulator in AML and sanctions enforcement.  In 
some recent cases, it has brought enforcement actions with large 
civil monetary penalties against New York branches and subsidi-
aries of foreign banks even where no federal regulator has imposed 
a penalty.  The actions are based on the banks’ failures to maintain 
books and records under New York law relating to their alleged 
BSA and sanctions failures.  New York Banking Law §§ 39 (books 
and records provision) and 44 (penalty provisions).  In connection 
with one enforcement action, DFS also required a foreign bank 
to surrender the license of its branch to do business in New York.

New York also requires suspicious activity reporting by New 
York-licensed financial institutions, which has been interpreted 
to include reporting of potential money laundering activity.  3 
N.Y.C.R.R. Part 300. 

New York has implemented a unique requirement in Part 504 
of the Banking Superintendent’s Regulations, which is appli-
cable to New York-licensed banks, check cashers, and money 
transmitters.  Part 504 requires annual compliance statements, 
i.e., certifications, by a resolution of the Board of Directors or 
a “compliance finding” by a senior officer confirming that: 
(1) the financial institution maintains a risk-based transac-
tion monitoring system to identify potential suspicious activity 
for purposes of compliance with the BSA suspicious activity 
reporting requirement (and a risk-based sanctions filtering 
system to comply with sanctions requirements); and (2) certain 
facts relating to the maintenance, design, and implementation 
of those systems.  The first annual board resolution or senior 
officer compliance finding under Rule 504 was due on April 15, 
2018.  NYDFS Superintendent’s Regulations § 504.1-6.  

■	 Recordkeeping: There are BSA general recordkeeping 
requirements applicable to all BSA financial institutions, 
specific recordkeeping requirements for specific types 
of BSA financial institutions, and requirements to main-
tain records related to BSA compliance for all financial 
institutions and financial businesses subject to the BSA.  
Generally, records are required to be maintained for 
five years.  31 C.F.R. § 1010.410 (general recordkeeping 
requirements for financial institutions); see, e.g., 31 C.F.R. § 
1023.410 (recordkeeping requirements for broker-dealers).

■	 Cash Sale of Monetary Instruments: There are special 
recordkeeping and identification requirements relating 
to the cash sale of monetary instruments in amounts of 
$3,000 to $10,000 inclusive (bank checks or drafts, cash-
ier’s checks, travellers’ cheques, and money orders) by 
banks and other financial institutions under the BSA regu-
lations.  31 C.F.R. § 1010.415.

■	 Funds Transfer Recordkeeping and the Travel Rule: 
This is applicable to banks and other financial institutions 
under the BSA regulations.  See question 3.11. 

■	 Money Services Business Registration: MSBs must 
register (and re-register every two years) with FinCEN.  
MSBs that are only MSBs because they are agents of another 
MSB are not required to register.  MSBs must maintain lists 
of their agents with certain information and provide the 
lists to FinCEN upon request.  Sellers of prepaid access 
(unless MSBs by virtue of other business activities) are 
excepted from registration.  31 C.F.R. § 1022.380.

■	 Government Information Sharing or Section 314(a) 
Sharing: Periodically and on an ad hoc basis, banks, broker-
dealers, and certain large MSBs receive lists from FinCEN 
of persons suspected of terrorist activity or money laun-
dering by law enforcement agencies.  The financial institu-
tions must respond with information about accounts main-
tained for the persons and certain transactions conducted 
by them in accordance with guidance from FinCEN that is 
not public.  The request and response are sent and received 
via a secure network.  Strict confidentiality is required 
about the process.  31 C.F.R. § 1010.520.

■	 Voluntary Financial Institution Information Sharing 
or Section 314(b) Sharing: Financial institutions or other 
businesses required to maintain AML Programs under the 
BSA regulations may voluntarily register with FinCEN to 
participate in sharing information with each other.  The 
request can only be made for the purpose of identifying 
and/or reporting activity that the requestor suspects may be 
involved in terrorist activity or money laundering.  The infor-
mation received may only be used for SAR filing, to deter-
mine whether to open or maintain an account or conduct a 
transaction, or for use in BSA compliance.  Strict confiden-
tiality about the process must be maintained by participants.  
If all requirements are satisfied, there is a safe harbour from 
civil liability based on the disclosure.  31 C.F.R. § 1010.540.

■	 Section 311 Special Measures: Under Section 311 of the 
PATRIOT Act, FinCEN can impose a range of special 
measures against a foreign jurisdiction or foreign finan-
cial institution that is designated as posing primary money 
laundering concern.  One of the measures frequently 
imposed is to prohibit U.S.-covered financial institutions 
(banks, broker-dealers, FCMs, IB-Cs, and mutual funds) 
from providing correspondent accounts directly or indi-
rectly to the financial institutions subject to special meas-
ures and to notify their correspondent accountholders that 
they cannot offer services to the designated financial insti-
tutions through their correspondent account with the U.S. 
institution.
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2.7 What is the applicable statute of limitations for 
competent authorities to bring enforcement actions?

The federal functional regulators have a five-year statute of limi-
tations for BSA-related enforcement actions.  There is a six-year 
statute of limitations for civil actions, and there is a five-year 
statute of limitations for criminal violations of the BSA.  31 
U.S.C. § 5321(b) (civil) and 18 U.S.C. § 3282(a) (criminal).

2.8 What are the maximum penalties for failure to 
comply with the regulatory/administrative anti-money 
laundering requirements and what failures are subject to 
the penalty provisions?

BSA civil and/or criminal penalties may be imposed against 
financial institutions and other businesses subject to the BSA 
and/or their officers, directors, and employees.  The penalties 
vary for different types of violations.  Both civil and criminal 
penalties can be imposed on the same violation, or just civil 
penalties, or, in a few cases, just criminal penalties.  31 U.S.C. § 
5321; 31 C.F.R. § 1010.820.  See question 2.10.

For instance, if there is a willful failure to report a transac-
tion, the maximum BSA civil penalty is generally $25,000 or 
the amount of funds involved in the transaction, not to exceed 
$100,000, whichever is greater, for each transaction involved.  31 
C.F.R. § 1010.820.  

BSA violations of the AML Program requirement are 
punished separately for each day the violation continues.  

The federal functional regulators and SROs have sepa-
rate civil money penalty authorities.  For instance, the federal 
banking regulators have a general civil money penalty authority 
that applies to all violations of laws or regulations, including 
BSA violations.  The maximum penalty depends on the finan-
cial institution or employee’s intent.  Maximum penalties range 
from $5,000 per violation to $1,000,000, or 1% of the assets of 
the institution, whichever is greater, per day that the violation 
continues.  12 U.S.C. § 1818(i).

Penalties generally are assessed for deficiencies in one or more 
of the required elements of the AML Program requirements, 
for failure to file Suspicious Activity Reports, or in combination 
with other BSA violations.

2.9 What other types of sanction can be imposed on 
individuals and legal entities besides monetary fines and 
penalties? 

FinCEN or the federal functional regulators may impose a 
wide range of undertakings in addition to imposing civil money 
penalties depending on the alleged deficiencies.  For instance, a 
financial institution could be required to hire a competent BSA/
AML Officer, hire qualified independent third parties accept-
able to the regulators to perform certain functions, conduct 
“look-backs” to review transactions to identify previously unre-
ported suspicious activity, or conduct Know Your Customer 
“look-backs” to upgrade customer files.

FinCEN, the federal functional regulators, and the SROs 
also can impose monetary penalties on directors, officers and 
employees.  In the most egregious cases, individuals can be 
suspended, restricted, or barred from future employment in the 
sector, or in the case of FinCEN, from employment at any BSA 
financial institution. 

In March 2020, FinCEN imposed a civil money penalty, 
based on BSA violations, against the former Chief Risk Officer 
of a major American bank.

2.5 Which government agencies/competent authorities 
are responsible for examination for compliance and 
enforcement of anti-money laundering requirements?  If 
so, are the criteria for examination publicly available?

Responsible Authorities
As discussed in question 2.1, FinCEN does not have exami-
nation staff and has delegated an examination authority to the 
federal functional regulators for the financial institutions for 
which they are responsible.  The federal functional regulators 
are: the OCC; Federal Reserve; FDIC; NCUA; SEC (broker-
dealers and mutual funds); and CFTC (FCMs and IB-Cs).  
The SEC and CFTC retain authority, but also have delegated 
authority to the SROs, FINRA and NFA.

Examination responsibility for the housing government-spon-
sored enterprises (the Federal Home Loan Mortgage Corporation 
(“Freddie Mac”) and the Federal National Mortgage Association 
(“Fannie Mae”)) is with the Federal Housing Finance Agency, 
the conservator for these entities.

For all other financial institutions and businesses subject to 
AML Program requirements, the examination authority has been 
delegated to the Internal Revenue Service (“IRS”).  This includes 
money services businesses, casinos, card clubs, insurance compa-
nies (with respect to certain products), dealers in precious metals, 
precious stones, and jewels, operators of credit card systems and 
non-bank residential mortgage originators and lenders. 

FinCEN has entered a number of agreements with state insur-
ance commissioners providing for BSA examinations of insur-
ance companies by state insurance examiners. 

Examination Criteria
The most useful public guidance is the Federal Financial Institutions 
Examination Council, Bank Secrecy Act/Anti-Money Laundering 
Examination Manual for banks (“FFIEC Manual”), available 
at https://www.ffiec.gov/bsa_aml_infobase/pages_manual/
manual_online.htm.

This manual was originally compiled by FinCEN and other 
federal banking agencies in 2006 and, with the exception of 
two chapters (the CDD chapter and a new chapter on benefi-
cial ownership) updated in 2018, was last updated in 2014.  A 
comprehensive update is expected to be issued in segments over 
the course of 2020.

There is no analogous published examination guidance for 
the securities industry.

FinCEN and the IRS published a Bank Secrecy Act/Anti-Money 
Laundering Examination Manual for Money Services Businesses 
in 2008, which has not been updated, available at https://www.
fincen.gov/sites/default/files/shared/MSB_Exam_Manual.pdf.

The IRS Manual provides information on BSA “examination 
techniques” for BSA examination for the sectors for which IRS 
has examination responsibility.  This is available at https://www.
irs.gov/irm/part4/irm_04-026-009#idm140691809929120.

2.6 Is there a government Financial Intelligence Unit 
(“FIU”) responsible for analysing information reported 
by financial institutions and businesses subject to anti-
money laundering requirements? 

FinCEN is the U.S. FIU responsible for analysing and dissemi-
nating information reported under the BSA in addition to inter-
preting the BSA, promulgating BSA regulatory requirements, 
and exercising civil (administrative) BSA enforcement authority.
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As discussed in question 2.1, all of the above are subject to 
either CTR reporting or Form 8300 cash reporting.  All but 
Cheque Cashers, Dealers in Precious Metals, Precious Stones, 
or Jewels, and Operators of Credit Card Systems are required to 
file SARs.  All have recordkeeping requirements and can partic-
ipate in Section 314(b) information sharing.

As discussed in question 2.1, certain requirements only apply 
to banks, broker-dealers, FCM, IB-Cs, and mutual funds:
■	 CIP.
■	 Section	 312	 due	 diligence	 programs	 for	 private	 banking	

accounts for non-U.S. persons and foreign correspondent 
accounts.

■	 Prohibition	on	shell	banks.
■	 CDD	Program	requirements.

Certain requirements only apply to those within the BSA defi-
nition of financial institution, i.e., banks, broker-dealers, FCMs, 
IB-Cs, mutual funds, MSBs, casinos, and card clubs:
■	 CTR	reporting.
■	 Funds	transfer	recordkeeping	and	the	Travel	Rule.
■	 Recordkeeping	for	cash	sales	of	monetary	instruments.

Companies that offer new payment technologies or alterna-
tive currencies may be subject to BSA requirements as MSBs, 
including the requirement to register with FinCEN, if their 
activities come under the definition of MSB as a money trans-
mitter or provider of prepaid access.  These companies can 
apply to FinCEN for an administrative ruling to determine their 
status under the BSA if it is not clear under the regulations.  As 
discussed in question 3.2, FinCEN considers administrators and 
exchangers of virtual currency to be MSBs. 

Currently, investment funds other than mutual funds are not 
subject to AML requirements.  There are pending BSA regu-
lations that will require SEC-registered investment advisers to 
maintain AML Programs and file Suspicious Activity Reports.  
Most investment funds will then be subject to AML require-
ments indirectly because of the obligations of their investment 
advisers.  It is not clear whether the proposal will be finalized.  
80 Federal Register 52680 (Sept. 1, 2015).  

Non-bank finance companies, other than residential mort-
gage lenders and originators, are not subject to BSA regula-
tory requirements, although the BSA statute provides authority 
to apply BSA requirements to a loan or finance company or 
pawnbroker.

Gatekeepers – lawyers, accountants, company formation 
agents – are not subject to any BSA requirements.

Title insurance companies and other persons involved in real 
estate closings and settlements are not subject to routine BSA 
requirements, although the BSA statute provides authority to 
apply BSA requirements to them.  However, as discussed in 
question 3.14 below, on a temporary basis, title insurance compa-
nies in nine U.S. metropolitan areas have been subject to certain 
reporting requirements.  FinCEN also encourages real estate 
agents, escrow agents, title companies, and others involved in 
real estate transactions to file SARs voluntarily. 

3.2 To what extent have anti-money laundering 
requirements been applied to the cryptocurrency 
industry?

In 2013, FinCEN issued guidance that administrators and 
exchangers of virtual currency are money transmitters under 
the BSA and consequently, are subject to the BSA MSB require-
ments for AML programs, suspicious activity reporting, and 
FinCEN registration.  FIN-2013-G001, Application of FinCEN’s 
Regulations to Persons Administering, Exchanging or Using Virtual 
Currencies (Mar. 18, 2013), https://www.fincen.gov/sites/default/

2.10  Are the penalties only administrative/civil? Are 
violations of anti-money laundering obligations also 
subject to criminal sanctions? 

As noted, both criminal and civil money penalties can be 
imposed for the same violation.  In general, the maximum BSA 
criminal penalty is $250,000 and five years’ imprisonment for 
individuals for each violation, or if part of a pattern involving 
more than $100,000 in a 12-month period while violating 
another U.S. criminal law, $500,000 and 10 years’ imprisonment 
for individuals.  31 U.S.C. § 5322. 

2.11  What is the process for assessment and 
collection of sanctions and appeal of administrative 
decisions? a) Are all resolutions of penalty actions 
by competent authorities public? b) Have financial 
institutions challenged penalty assessments in judicial 
or administrative proceedings?

The process varies depending on the regulator or SRO.  There 
are formal administrative appeals processes by all competent 
authorities except FinCEN.  While FinCEN provides an oppor-
tunity to be heard when an enforcement action is proposed, the 
process is informal and not required by law or regulation.  

All actions that include civil money penalties are public.  Bank 
regulators may take “informal” enforcement actions for less 
serious deficiencies without imposing monetary penalties, which 
are not public.  A party could challenge the terms of enforcement  
in a judicial action, but that happens rarely because financial insti-
tutions generally conclude settlements with relevant authorities.

3 Anti-Money Laundering Requirements 
for Financial Institutions and Other 
Designated Businesses 

3.1 What financial institutions and other businesses 
are subject to anti-money laundering requirements? 
Describe which professional activities are subject to 
such requirements and the obligations of the financial 
institutions and other businesses. 

The following are subject to the requirement to maintain risk-
based AML Programs:
■	 Banks,	 including	 savings	 associations,	 trust	 companies,	

credit unions, branches and subsidiaries of foreign banks 
in the United States, and Edge corporations.

■	 Broker-dealers	in	securities.
■	 Mutual	funds.
■	 Futures	Commission	Merchants	and	Introducing	Brokers	

in Commodities.
■	 Money	Services	Businesses.

i. Dealers in foreign exchange.
ii. Cheque cashers.
iii. Money transmitters
iv. Issuers and sellers of travellers’ cheques and money 

orders.
v. Providers and sellers of prepaid access.

■	 Insurance	companies	 (only	with	respect	 to	 life	 insurance	
and insurance products with investment features).

■	 Casinos	and	Card	Clubs.
■	 Operators	of	Credit	Card	Systems.
■	 Non-bank	Mortgage	Lenders	and	Originators.
■	 Dealers	in	Precious	Metals,	Precious	Stones,	or	Jewels.
■	 Housing	Government-Sponsored	Enterprises.
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cash-equivalent monetary instruments (bank cheques or drafts, 
cashier’s cheques, money orders, and travellers’ cheques) for 
reporting purposes.  Insurance companies, operators of credit 
card systems, dealers in precious metals, precious stones, or jewels, 
non-bank mortgage lenders and originators, and housing govern-
ment-sponsored enterprises are subject to Form 8300 reporting, 
and not to CTR reporting, to the extent they receive currency.

Under the BSA and parallel requirements under the Internal 
Revenue Code, the same cash reporting requirements apply to all 
trades or businesses in the United States without respect to whether 
other BSA requirements apply to them.  31 C.F.R. § 1010.330.  

3.5 Are there any requirements to report routinely 
transactions other than large cash transactions? If 
so, please describe the types of transactions, where 
reports should be filed and at what thresholds, and any 
exceptions.

No, with the exception of requirements imposed on a temporary 
basis under BSA Geographic Targeting Orders.  See question 3.14.

3.6 Are there cross-border transactions reporting 
requirements? Who is subject to the requirements and 
what must be reported under what circumstances?

With some exceptions for financial institutions, all persons who 
transport, mail, or ship (or cause to be transported, mailed, or 
shipped) currency and/or other “monetary instruments” into or 
out of the United States in the amount of $10,000 or more (or the 
foreign equivalent) must file a Currency and Other Monetary 
Instrument Report (“CMIR”) with U.S. Customs and Border 
Protection.  

Monetary instruments in this context include travellers’ 
cheques in any form, checks signed with the payee name blank, 
negotiable instruments, and securities in bearer form, in addi-
tion to currency.  31 C.F.R. §§ 1010.340 (CMIR requirement), 
1010.100(dd) (definition of monetary instrument).

3.7 Describe the customer identification and due 
diligence requirements for financial institutions and 
other businesses subject to the anti-money laundering 
requirements. Are there any special or enhanced due 
diligence requirements for certain types of customers? 

Customer Due Diligence
Pursuant to regulatory requirements, which became effective 
May 11, 2018, as part of their AML Programmes, certain finan-
cial institutions (banks, broker-dealers, mutual funds, FCMs 
and IB-Cs) must implement formal risk-based CDD programs 
that include certain minimum elements, including customer 
identification and verification (under a Customer Identification 
Program), obtaining information about the nature and purpose of 
a customer’s account, ongoing monitoring of customer accounts, 
obtaining beneficial ownership information at a 25% threshold 
for legal entity customers and identifying a control person for 
legal entity customers (with certain exceptions).  See, e.g., 31 
C.F.R. § 1020.210 (AML Program requirements for banks); 31 
C.F.R. § 1010.230 (beneficial ownership requirements).  

There also is a specific BSA requirement to maintain CDD 
programs for non-U.S. persons’ private banking accounts and 
foreign correspondent accounts.  The same covered financial 
institutions as for CDD programs (banks, broker-dealers, mutual 
funds, FCMs and IB-Cs) must maintain a CDD program for 
non-U.S. private banking accounts established on behalf of, or 

files/shared/FIN-2013-G001.pdf.  Further guidance was issued 
in 2019 clarifying FinCEN’s position on which virtual currency 
business models will be subject to the BSA.  FIN-2019-G001, 
Application of FinCEN’s Regulations to Certain Business Models 
Involving Convertible Virtual Currencies (May 9, 2019), https://
www.fincen.gov/news/news-releases/new-fincen-guidance-af-
firms-its-longstanding-regulatory-framework-virtual.

In February 2020, the Secretary of the Treasury stated 
publicly that additional AML requirements will be imposed on 
the virtual currency industry.

3.3 Are certain financial institutions or 
designated businesses required to maintain 
compliance programmes? What are the required 
elements of the programmes?

All the financial institutions and financial businesses subject to 
the BSA (listed in question 3.1) are required to maintain risk-
based AML Programs to guard against money laundering with 
four minimum requirements, sometimes referred to as the 
four pillars of a program: (1) policies, procedures and internal 
controls; (2) designation of a compliance officer; (3) training; 
and (4) periodic independent testing of the program.  For finan-
cial institutions subject to the CIP requirements (banks, broker-
dealers, FCMs and IB-Cs, and mutual funds), the financial insti-
tution’s CIP must be part of the AML Program.  Similarly, for 
these same financial institutions, new CDD Program require-
ments and due diligence programs under Section 312 must be 
part of their AML Programs.

There is a regulatory expectation that the program be 
executed in accordance with a formal risk assessment.  As noted, 
the authority for specific program requirements may be found 
in the BSA regulations, the regulations of the federal functional 
regulator or a rule of the SRO.  31 U.S.C.  § 5318(h) (statutory 
requirement for AML Programs); see, e.g., 31 C.F.R. § 1022.210 
(AML Program requirements for MSBs).

3.4 What are the requirements for recordkeeping 
or reporting large currency transactions? When 
must reports be filed and at what thresholds?

Currency Transaction Reporting
Financial institutions (defined as financial institutions under the 
BSA regulations) must file CTRs with FinCEN on all transac-
tions in (physical) currency in excess of $10,000 (or the foreign 
equivalent) conducted by, through, or to the financial institu-
tion, by or on behalf of the same person, on the same day.  31 
C.F.R. § 1010.310–315.

It is prohibited to “structure” transactions to cause a finan-
cial institution not to file a CTR or to file an inaccurate CTR 
by breaking down transactions into smaller amounts at one or 
more financial institutions over one or more days.  31 C.F.R. § 
1010.314.

Banks (and only banks) may exempt the transactions of certain 
customers from CTR reporting if BSA requirements relating to 
exemptions are followed.  31 C.F.R. § 1020.315.

Cash Reporting or Form 8300 Reporting
Other businesses subject to the AML Program requirements, 
but not defined as financial institutions under the BSA regula-
tions, are subject to the requirement to report on cash received in 
excess of $10,000 (or the foreign equivalent) by the same person 
on the same day or in one or a series of related transactions on 
one or more days.  Under some circumstances, cash can include 
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There are very few exceptions to the SAR requirements.  For 
instance, securities broker-dealers and FCMs and IB-Cs are not 
required to file SARs on violations of securities or future laws by 
their employees unless they otherwise involve BSA violations, if 
the information is filed with the SEC, CFTC or their SRO.  See, 
e.g., 31 C.F.R. § 1023.330 (SAR exceptions for broker-dealers).

SARs generally must be filed within 30 calendar days after the 
date of initial detection of the facts that may constitute a basis for 
filing.  Where there are back-end monitoring systems, a reason-
able time is allowed to investigate alerts before the 30-day “clock” 
begins to run.  With very few exceptions, there are strict confiden-
tiality requirements pertaining to SARs and the fact that a SAR 
was or was not filed.  See, e.g., 31 C.F.R. § 1020.320(e) (SAR confi-
dentiality for banks).  Tipping off would be a crime under the BSA.

There is a safe harbour protection for any business under the 
BSA statute and their officers, directors, and employees from civil 
liability for disclosures by filing a SAR.  31 U.S.C. § 5318(g)(3); 
see, e.g. 31 C.F.R. § 1020.320(f) (safe harbour for banks).   There is 
no safe harbour from criminal liability.  If a financial institution 
identified potential suspicious activity, it must decide whether 
to terminate the customer relationship if further dealing could 
lead to liability for money laundering.  With very rare exceptions, 
regulators will not direct a financial institution to terminate a 
customer relationship.

Generally, there is no requirement to notify any government 
agency that a SAR is being filed.  However, FinCEN has issued 
guidance recommending that prior to closing an account when 
the financial institution is aware of an ongoing government 
investigation of the customer, there should be notification to the 
investigating agency.  The agency may request that the financial 
institution retain the relationship for a period of time to facili-
tate the investigation.

3.10  Does the government maintain current and 
adequate information about legal entities and their 
management and ownership, i.e., corporate registries 
to assist financial institutions with their anti-money 
laundering customer due diligence responsibilities, 
including obtaining current beneficial ownership 
information about legal entity customers?

The requirements vary by state.  In many, if not most states, 
the answer is no.  Federal legislation to rectify the situation has 
been proposed several times, but has not been enacted mainly 
because of the cost and complexity of building a reliable corpo-
rate registry with accurate and current ownership information 
and harmonising state practices.

On October 22, 2019, the U.S. House of Representatives 
passed legislation (H.R. 2513 – The Corporate Transparency Act 
of 2019) that would establish a corporate registry with benefi-
cial ownership information for corporations and limited liability 
companies (with exceptions) at FinCEN.  A parallel bill is 
pending in the U.S. Senate (S. 2563 – the ILLICIT CASH Act).

3.11  Is it a requirement that accurate information 
about originators and beneficiaries be included in 
payment orders for a funds transfer? Should such 
information also be included in payment instructions to 
other financial institutions?

Banks and other financial institutions under the BSA must 
maintain accurate records relating to funds transfers of $3,000 
or more originated by customers and non-customers and verify 
the identity of non-customers originating funds transfers.  The 
information required to be maintained depends on the role of 
the financial institution in the payment chain, i.e., originator, 

for the benefit of, a non-U.S. person and foreign correspondent 
customers and an enhanced due diligence (“EDD”) program 
for those relationships posing a higher risk.  These programs 
must be designed to detect and report suspicious activity with 
certain minimum standards.  These requirements are based on 
Section 312 of the PATRIOT Act and are often referred to as 
Section 312 requirements.  31 C.F.R. §§ 1010.610 (due diligence 
for foreign correspondent accounts), 1010.620 (due diligence for 
private banking for non-U.S. persons). 

Even before the new CDD requirements, for many years, 
FinCEN and the federal functional regulators expected risk-
based CDD to be a core component of AML Programs, with 
EDD expected for higher risk customers.  The FFIEC Manual 
is a useful reference for which customers should be consid-
ered higher risk, e.g., MSBs, non-government organisations, and 
Politically-Exposed Persons (“PEPs”). 

Customer Identification Program
The same financial institutions subject to the CDD requirements, 
(banks, broker-dealers, mutual funds, and FCMs and IB-Cs) are 
required to maintain CIPs setting forth how they will comply with 
the CIP regulatory requirements.  The CIP regulations require 
financial institutions to obtain and record basic identification 
information (name, street address, date of birth, and identification 
number for an individual), and verify the identity of the customer 
through reliable documentary or non-documentary means.  See, 
e.g., 31 C.F.R. § 1020.220 (CIP requirements for banks).

3.8  Are financial institution accounts for foreign shell 
banks (banks with no physical presence in the countries 
where they are licensed and no effective supervision) 
prohibited? Which types of financial institutions are 
subject to the prohibition?

Banks, broker-dealers, mutual funds, FCMs and IB-Cs are 
prohibited from establishing, maintaining, administering, or 
managing accounts for foreign shell banks, which are enti-
ties effectively unregulated by any prudential supervisor.  Shell 
banks are banks with offshore licences and no physical presence 
in the country where they are licensed (no offices, employees, or 
records).  Shell banks do not include affiliates of regulated finan-
cial institutions (banks that have physical locations and are regu-
lated by a supervisor in the licensing jurisdiction) with offshore 
licences.  31 C.F.R. § 1010.630.

3.9 What is the criteria for reporting suspicious 
activity? 

Financial institutions and other businesses subject to the AML 
Program requirement (except Check Cashers, Operators of Credit 
Card Systems, and Dealers in Precious Metals, Precious Stones, or 
Jewels) are required to file SARs with FinCEN under the BSA (and 
for banks, under parallel requirements of their federal functional 
regulators).  SARs are required where the filer “knows, suspects, or 
has reason to suspect” a transaction conducted or attempted by, at 
or through the financial institution: (1) involves money laundering; 
(2) is designed to evade any BSA regulation or requirement; (3) has 
no business or apparent lawful purpose or is not the sort in which 
a particular customer would engage; or (4) involves the use of the 
financial institution to facilitate criminal activity or involves any 
known or suspected violation of federal criminal law.  See, e.g., 31 
C.F.R. § 1023.320(c) (SAR requirements for broker-dealers).  

Generally, the reporting threshold is $5,000 or more.  For 
banks, if the suspect is unknown, it is $25,000 or more.  For 
MSBs, generally, it is $2,000 or more.
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It is not clear at this time whether the proposal will be finalized.     
80 Fed. Reg. 52680 (Sept. 1, 2015).

On April 4, 2016, FinCEN issued a Notice of Proposed 
Rulemaking in the Federal Reserve that proposed amending the 
definition of broker-dealers under the BSA to include persons 
registered with the SEC as a “funding portal” to offer or sell 
crowdfunding.  81 Fed. Reg. 19086.  This proposal also has not 
been finalized.

FinCEN intends to finalize a proposed regulation that would 
impose certain BSA requirements on banks without a federal 
functional regulator, i.e., banks and credit unions that are not 
federally insured, uninsured private banks, and a specialized 
class of financial institution licensed by Puerto Rico.  This 
action was proposed on August 25, 2016.  81 Fed. Reg. 58425.  

The same pending legislation referenced in question 3.10, 
above, also would make a number of improvements to the BSA.

4.2 Are there any significant ways in which the anti-
money laundering regime of your country fails to meet 
the recommendations of the Financial Action Task Force 
(“FATF”)? What are the impediments to compliance?

As discussed in detail in the report on the 2016 FATF mutual 
evaluation of the United States and the FATF’s March 2020 3rd 

Enhanced Followup Report and Technical Compliance Re Rating, there 
remain a few areas where the United States is not compliant, or 
is not fully in compliance with the FATF recommendations.  As 
noted, in question 3.9, pending legislation would address FATF’s 
criticism about the lack of a corporate registry with reliable bene-
ficial ownership information.  The U.S. has not imposed AML 
requirements on “gatekeepers” consistent with FATF guidance, 
has not finalised proposed requirements for investment advisers, 
and has not imposed requirements on real estate agents and 
trust and company service providers.  There has been significant 
opposition by the legal community to imposing requirements on 
lawyers as gatekeepers.  FinCEN and the federal functional regu-
lators have not specifically addressed the issues of domestic PEPs.

4.3 Has your country’s anti-money laundering regime 
been subject to evaluation by an outside organisation, 
such as the FATF, regional FATFs, Council of Europe 
(Moneyval) or IMF? If so, when was the last review?  

The United States was last evaluated by the Financial Action 
Task Force in 2016.  The FATF report is available at: http://
www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER- 
United-States-2016.pdf.

4.4 Please provide information for how to obtain 
relevant anti-money laundering laws, regulations, 
administrative decrees and guidance from the Internet. 
Are the materials publicly available in English? 

The state and federal statutes cited are available from a number 
of internet sources.  The federal regulations (“C.F.R.”) are avail-
able at www.ecfr.gov.  FinCEN, the federal functional regula-
tors, and SROs all provide access to guidance, advisories, and 
public enforcement actions through their websites.  The FinCEN 
website is particularly useful with links to statutes, regulations, 
and Federal Register notices, which provide helpful explana-
tions of proposed and final regulations.  See, e.g., FinCEN, www.
FINCEN.gov.  As noted in question 2.5, the FFIEC manual sets 
forth extensive guidance for banks.

intermediary, or beneficiary institution.  Financial institutions 
acting as originator or intermediary financial institutions must 
cause the information to “travel” to the next financial institu-
tion under the BSA Travel Rule.  31 C.F.R. §§ 1010.410 (e) (funds 
transfer recordkeeping for BSA financial institution and other 
banks) and 1010.410(f) (the Travel Rule).

3.12  Is ownership of legal entities in the form of 
bearer shares permitted?

Ownership in the form of bearer shares is not permitted for legal 
entities organized under the laws of the states of the U.S.  There 
is no prohibition on providing financial services to entities whose 
shares are held or authorized to be held in bearer form, but as an 
AML practice many financial institutions prohibit or restrict rela-
tionships with legal entities whose shares are held in bearer form.

3.13  Are there specific anti-money laundering 
requirements applied to non-financial institution 
businesses, e.g., currency reporting?  

There are three requirements with general applicability.  As noted, 
all trades or businesses in the United States, unless designated as 
financial institutions under the BSA, are subject to cash reporting 
(Form 8300 reporting).  See question 3.3.  In addition, all persons 
(individuals and legal persons) are subject to cross-border (CMIR) 
reporting.  See question 3.5.  Also, under the BSA, all U.S. persons 
(individuals and legal persons) must report annually all foreign 
financial accounts valued at $10,000 or more in the aggregate at 
any point in the previous calendar year if they have an ownership 
interest in, or (with some exceptions) signatory authority over, the 
account.  This is referred to as the FBAR requirement (Foreign 
Bank and Financial Accounts Report).  31 C.F.R. § 1010.350.

3.14  Are there anti-money laundering requirements 
applicable to certain business sectors, such as persons 
engaged in international trade or persons in certain 
geographic areas such as free trade zones?

Not routinely.  Under the BSA, however, if there is a demon-
strated law enforcement need, FinCEN can impose “geographic 
targeting” – temporary regulatory requirements for financial 
institutions or other trades or businesses to file reports or keep 
records with certain characteristics for a set period of time.  31 
C.F.R. § 1010.370.  For instance, currently, there is a Geographic 
Targeting Order in place in certain major metropolitan areas 
requiring reporting by title insurance companies on cash sales 
(non-financed sales) of residential real estate purchased by legal 
entities over a given threshold amount.  This GTO is currently 
in effect and has been re-issued several times.  

4 General

4.1 If not outlined above, what additional anti-
money laundering measures are proposed or under 
consideration?

As noted, FinCEN has proposed (but not finalised) regulations 
that would impose AML Program and SAR requirements on 
investment advisers registered with the SEC.  This would ensure 
that there would be due diligence on an investor in funds, such 
as hedge funds and private equity funds, and that the funds 
transactions would be monitored to detect suspicious activity.  
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