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Ethics Issues in Government Investigations
ACC Annual Meeting 2010

How the Whistleblower Provisions of the Dodd-Frank Wall Street Reform 
and Consumer Protection Act and the SEC’s Individual Cooperation Policy

Affect Your Company

By Jordan Eth and Justin D. Hoogs

I. Overview of Federal Bounty Programs and Cooperation Policies

Over the years, the federal government has created a patchwork of programs 
offering monetary incentives and protections to individuals who report misconduct to 
enforcement authorities. The qui tam process under the False Claims Act (“FCA”) is the 
primary example of this type of program.1 The FCA allows private citizens to (1) file a 
lawsuit on behalf of the government charging fraud by government contractors, and (2) 
share up to thirty percent of any damages recovered.  Persons who make use of the qui 
tam process are protected by accompanying anti-retaliation provisions.  The FCA’s 
whistleblower bounty model has provided the basis for other programs, including one 
used by the Internal Revenue Service to reward persons who report tax evasion,2 and —
until recently — one used by the Securities and Exchange Commission (“SEC”) to 
reward persons who report insider trading.3

Accompanying the development of federal bounty programs has been an 
emphasis by regulators and enforcement authorities on companies’ cooperation in
government investigations.  Cooperation is considered a key factor in analyzing whether 
and to what extent leniency or credit should be granted to investigated companies.  In 
2003, the Department of Justice (“DOJ”) adopted the Thompson Memorandum, named 
for then-Deputy Attorney General Larry Thompson, which made mandatory the use of 
nine factors by which companies’ cooperation would be assessed in federal criminal 
investigations.4  Before the adoption of the Thompson Memorandum, similar factors 
existed in formal DOJ policies, but were considered advisory.

In 2006, the Thompson Memorandum was superseded by the McNulty 
Memorandum, named for then-Deputy Attorney General Paul McNulty, which 
reaffirmed many of the Thompson Memorandum’s factors, but placed greater restrictions 
on prosecutors’ ability to request privilege waivers.5 In August 2008, the DOJ issued the 

  
1 See 31 U.S.C. § 3730.
2 See 26 U.S.C. § 7623(b).
3 See 15 U.S.C. § 78u-1(e).  As discussed in Part II, this program has been repealed and replaced by the 
Dodd-Frank Act’s whistleblower program.
4 U.S. Dep’t of Justice, Memorandum from Deputy Att’y Gen. Larry D. Thompson to Heads of Dep’t 
Components and U.S. Att’ys, Principles of Fed. Prosecution of Bus. Orgs. (Jan. 20, 2003).  The Thompson 
Memorandum is attached at Appendix A.
5 U.S. Dep’t of Justice, Memorandum from Deputy Att’y Gen. Paul J. McNulty to Heads of Dep’t 
Components and U.S. Att’ys, Principles of Fed. Prosecution of Bus. Orgs. (Dec. 12, 2006).  The McNulty 
Memorandum is attached at Appendix B.

ACC's 2010 Annual Meeting Be the Solution.

Copyright © 2010 Association of Corporate Counsel 5 of 166



most recent version of the Principles of Federal Prosecution of Business Organizations, 
which list the factors considered when conducting an investigation, determining whether 
to bring charges, and negotiating plea agreements.6 The Principles modify the McNulty 
Memorandum by no longer allowing prosecutors to request that companies (1) waive 
privilege; (2) refrain from advancing attorneys’ fees to employees; or (3) refrain from 
entering into joint-defense agreements.

The SEC issued a Release announcing its own cooperation policy in 2001, when it 
decided not to pursue an action against the Seaboard Corporation despite evidence that its 
former controller had caused the company’s books and records to be inaccurate and its 
financial reports misstated.7 The SEC took action against the former controller, but did 
not charge the company, pointing to the “nature of the conduct and the company’s 
responses.” In the Release — known as the Seaboard Report — the SEC outlined 
thirteen factors it considers in determining the extent of a company’s cooperation.  The 
SEC updated its standards for imposing civil penalties on corporations in 2006, when it 
reaffirmed that cooperation is a factor the SEC considers in determining the propriety of a 
corporate penalty.8

In the past year, two significant developments have changed the enforcement 
landscape and will require companies to reexamine how they design and implement 
compliance and ethics programs, respond to allegations of misconduct, and decide 
whether and when to disclose potential misconduct to enforcement authorities.  First, the 
recently-passed Dodd-Frank Wall Street Reform and Consumer Protection Act (“Dodd-
Frank” or the “Act”) creates powerful incentives and protections for whistleblowers that
provide information to the SEC regarding violations of the securities laws.9 As noted in 
the Senate Banking Committee Report, part of the impetus for the creation of the new 
whistleblower program was the inadequacy of existing programs in meeting enforcement 
objectives.  The Committee cited a recent SEC Office of the Inspector General (“OIG”) 
report indicating that since the inception of the Insider Trading and Securities Fraud 
Enforcement Act of 1988 whistleblower program, there had been a total of “only seven 
payouts to five whistleblowers for a meager total of $159,537.”10 The OIG concluded 

  
6 Dep’t of Justice, Principles of Fed. Prosecution of Bus. Orgs. (Aug. 2008).  The Principles are attached at 
Appendix C.
7 SEC, Report of Investigation Pursuant to Section 21(a) of the Securities Exchange Act of 1934 and 
Commission Statement on the Relationship of Cooperation to Agency Enforcement Decisions, Exchange 
Act Release No. 44969, 76 SEC Docket 220, Accounting and Auditing Enforcement Release No. 1470 
(Oct. 23, 2001).  The Seaboard Report is attached at Appendix D.
8 SEC, Press Release, Statement of the SEC Concerning Financial Penalties (Jan. 4, 2006).  The Financial 
Penalties Statement is attached at Appendix E.
9 Dodd-Frank Wall Street Reform and Consumer Protection Act, H.R. 4173, 111th Cong. (2010).  The 
whistleblower provisions of Dodd-Frank are attached at Appendix F.
10 S. Rep. No. 111-176, at 111 (2010).  Days after Dodd-Frank passed, however, the SEC paid a bounty of 
$1 million to two individuals who provided information and documents in connection with the successful 
prosecution and collection of civil penalties in an insider trading case.  SEC, Press Release, SEC Charges 
Pequot Capital Management and CEO Arthur Samberg with Insider Trading (May 27, 2010).
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that the SEC’s insider trading bounty program “[was] not fundamentally well-designed to 
be successful.”11

Second, in addition to company cooperation, enforcement authorities are now
placing a greater emphasis on cooperation by individuals in investigations and related 
enforcement actions.  Earlier this year, the SEC issued a policy statement describing the 
analytical framework it uses to evaluate cooperation by individuals.12  The individual 
cooperation policy complements the whistleblower incentive and protection provisions of 
Dodd-Frank.  The details of both of these developments are discussed below.

II. The Dodd-Frank Act’s Whistleblower Provisions and the SEC’s Policy 
Regarding Cooperation By Individuals

A. The Dodd-Frank Act’s Whistleblower Provisions

The Dodd-Frank Act is broadly intended to reform the financial regulatory system 
in response to the recent financial crisis.  As part of this reform, the Act creates new 
provisions intended to encourage whistleblowers to report violations of the securities 
laws to the SEC.  In addition, the Act includes anti-retaliation provisions that enhance 
existing protections for whistleblowers.  Some commentators have referred to the 
provisions as a “secret weapon” against fraud on Wall Street and in corporate America.  
Others are more skeptical and question whether the trend toward informant-based law 
enforcement methods is desirable.  The SEC is expected to issue final regulations 
implementing the changes made by Dodd-Frank by April 2011.

1. The Dodd-Frank Act’s Whistleblower Incentive Provisions

As mentioned above, before Dodd-Frank, the SEC’s authority to pay bounties to 
whistleblowers who reported violations of securities laws was limited to cases of insider 
trading.  Under Section 21A(e) of the Securities Exchange Act of 1934 (the “Exchange 
Act”), the SEC was authorized to award up to ten percent of the civil penalties collected 
in insider trading cases to whistleblowers who provided information contributing to 
successful prosecutions.  Dodd-Frank amends the Exchange Act by adding Section 21F:  
Securities Whistleblower Incentives and Protection.13 Section 21F repeals Section 
21A(e) and requires the SEC to reward whistleblowers who voluntarily provide “original 
information” relating to a violation of the securities laws that results in successful 
prosecution of specified enforcement actions.

To qualify as “original,” the information must be (a) “derived from the 
independent knowledge or analysis of a whistleblower”; (b) “not known to the [SEC] 
from any other source, unless the whistleblower is the original source of the 

  
11 H. David Kotz, Inspector General, SEC, Assessment of the SEC’s Bounty Program, Report No. 474 
(Mar. 29, 2010).
12 SEC, Policy Statement Concerning Cooperation by Individuals in its Investigations and Related 
Enforcement Actions, 17 C.F.R. § 202.12, Release No. 34-61340 (Jan. 19, 2010).  The Policy Statement 
Concerning Cooperation by Individuals is attached at Appendix G.
13 H.R. 4173, 111th Cong. § 922(a).
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information”; and (c) “not exclusively derived from an allegation made in a judicial or 
administrative hearing, in a governmental report, hearing, audit, or investigation, or from 
the news media, unless the whistleblower is a source of the information.”14 Specified 
enforcement actions include “any judicial or administrative action brought by the [SEC] 
under the securities laws” resulting in monetary sanctions exceeding $1 million.15

The whistleblower is entitled to an award “not less than [ten] percent” and “not 
more than [thirty] percent” of the monetary sanctions collected in the action and in 
related actions brought by the Attorney General of the United States, an appropriate 
regulatory authority, a self-regulatory organization, or a state attorney general in a 
criminal proceeding.16 The Act defines monetary sanctions to include “any monies, 
including penalties, disgorgement, and interest, ordered to be paid” by the SEC.17 The 
bounty amount is determined at the discretion of the SEC subject to the ten- and thirty-
percent outer limits.  As guidance, the Act provides that the SEC “shall take into 
consideration” the significance of the information to the success of the enforcement 
action; the degree of assistance provided by the whistleblower; and the programmatic 
interest in deterring violations of the securities laws.18 While bounty determinations are 
subject to abuse-of-discretion review in an appropriate federal court of appeals, bounty 
amounts cannot be appealed.

Whistleblowers may submit information to the SEC anonymously.  If they choose 
to do so, they must be represented by counsel, and the whistleblower’s identity must be 
disclosed before receiving a bounty.19  A company’s officers, directors, employees, 
shareholders, business competitors, employees of agents, consultants, distributors, 
vendors, contractors, service providers, or customers can all receive bounties under the 
Act.  Certain individuals are prohibited from receiving award payments, including 
persons convicted of crimes related to the violation, those who learned of the disclosed 
information through the performance of an audit of financial statements as required by 
the securities laws, and certain federal regulatory and law enforcement employees.20 The 
Act also excludes “any whistleblower who fails to submit information to the [SEC] in 
such form as the [SEC] may, by rule, require.”21 Finally, the Act bars rewards to persons 
who knowingly and willfully make false, fictitious, or fraudulent statements or 
representations, or who use any false writing or document knowing that it contains a 
false, fictitious, or fraudulent statement or entry.

  
14 Id. The Senate Banking Committee report explains that in “circumstances when bits and pieces of the 
whistleblower’s information were known to the media prior to the emergence of the whistleblower . . . [but] 
the critical components of the information [were] supplied by the whistleblower, the intent of the 
Committee is to require the SEC to reward such person(s) in accordance with the degree of assistance that 
was provided.”  S. Rep. No. 111-176, at 111.
15 H.R. 4173, 111th Cong. § 922(a).
16 Id.
17 Id.
18 Id.
19 Id.
20 Id.
21 Id.
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2. The Dodd-Frank Act’s Protection Provisions

In addition to the incentive provisions, Dodd-Frank significantly enhances 
whistleblower protections.  Under the Act, employers are prohibited from discharging, 
demoting, suspending, threatening, harassing, or otherwise discriminating against 
whistleblowers who provide information to enforcement authorities.22 The Act creates a 
new private right of action for employees who experience retaliation as a result of “any 
lawful act done by the whistleblower [] (i) in providing information to the [SEC] in 
accordance with [the incentive provisions]; (ii) in initiating, testifying in, or assisting in 
any investigation or judicial or administrative action of the [SEC] based upon or related 
to such information; or (iii) in making disclosures that are required or protected” under 
the Sarbanes-Oxley Act, the Exchange Act, and “any other law, rule, or regulation 
subject to the jurisdiction of the [SEC].”23

Under Dodd-Frank, for the first time, employees can bypass administrative 
remedies by bringing their claim in federal court from the outset.24 The Act also provides 
greater remedies than previously available.  In addition to reinstatement without loss of 
seniority and litigation costs (including expert witness fees and reasonable attorneys’ 
fees), employees can now recover double their lost wages with interest, instead of just 
lost wages.25 Employees also have six years from the date of the violation to bring suit, 
or three years from the date when they knew or should reasonably have known of facts 
material to their right of action.26 No action, however, may be brought more than ten 
years after the date of the violation.27

Besides creating a private right of action, the Act contains provisions amending 
and strengthening the existing Sarbanes-Oxley anti-retaliation protections.28 The Dodd-
Frank provisions broaden the scope of coverage, extend the statute of limitations, exempt 
employee claims from arbitration, and clarify that claims removed to federal court can be 
tried before a jury.  Dodd-Frank amends Section 806 of Sarbanes-Oxley to broaden the 
scope of coverage by clarifying that Section 806’s whistleblower provisions apply to 
employees of subsidiaries of publicly traded parent companies “whose financial 
information is included in the consolidated financial statements of [parent companies].”29  

  
22 Id.
23 Id. Dodd-Frank also creates a private right of action for employees in the financial services industry who 
experience retaliation in connection with their disclosure of information regarding fraudulent or unlawful 
conduct related to the offering or provision of a consumer financial product or service.  H.R. 4173, 111th 
Cong. § 1057.
24 H.R. 4173, 111th Cong. § 922(a).
25 Id.
26 Id.
27 Id.
28 In addition to amending the Sarbanes-Oxley Act, Dodd-Frank amends the Commodity Exchange Act, 7 
U.S.C. § 1 et seq., to create an incentive program and whistleblower provisions similar to those now 
provided by Section 21F of the Exchange Act, including a new private right of action.  H.R. 4173, 111th 
Cong. § 748.  Dodd-Frank also amends the anti-retaliation provisions of the False Claims Act, 31 U.S.C. § 
3730(h), by expanding coverage of protected conduct to include associational discrimination and by 
clarifying the statute of limitations for actions brought under the False Claims Act.  H.R. 4173, 111th Cong. 
§ 1079A.
29 H.R. 4173, 111th Cong. § 929A.
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This amendment closes a loophole that, in the past, permitted parent companies that 
employed most of their workforce through non-publicly traded subsidiaries to avoid 
Sarbanes-Oxley liability.  In addition to employees of subsidiaries, Dodd-Frank further 
expands the reach of Sarbanes-Oxley to include protection for employees of nationally-
recognized statistical ratings organizations.30

Instead of a ninety-day statute of limitations, employees now have 180 days to 
initiate a Sarbanes-Oxley action and also may elect to try their cases in federal court 
before a jury.31 Finally, Dodd-Frank reverses judicial precedent and amends Section 806 
of Sarbanes-Oxley by declaring void any “agreement, policy form, or condition of 
employment, including by a predispute arbitration agreement” that waives an employee’s 
rights and remedies against retaliation in connection with a whistleblowing event.32

B. The SEC’s Policy Regarding Cooperation By Individuals

The Dodd-Frank whistleblower incentive and protection provisions complement
the SEC’s release earlier this year of a policy statement describing the analytical 
framework it uses to evaluate cooperation by individuals.  When Robert Khuzami, the 
SEC’s Director of the Division of Enforcement, introduced the policy, he described it as 
“a potential game-changer for the Division of Enforcement.”33 The policy — part of a 
larger initiative intended to encourage individual and company cooperation — is 
designed to incentivize early and extensive cooperation with SEC investigations and 
enforcement actions by allowing diminished sanctions for individuals providing 
information regarding violations of the securities laws.  The initiative also authorizes new 
cooperation tools, including cooperation agreements, deferred prosecution agreements, 
non-prosecution agreements, expedited immunity requests, and proffer agreements and 
oral assurances.34

The policy statement describes four general considerations the SEC analyzes 
when evaluating an individual’s cooperation.  These include:  (1) the level of assistance 
provided by the individual; (2) the importance of the underlying investigation or 
enforcement matter; (3) the societal interest in ensuring the individual is held accountable 
for his or her misconduct; and (4) the appropriateness of cooperation credit based on 
future risk of wrongdoing.  The policy statement details numerous specific factors that 
inform each of the four considerations.

First, in analyzing the assistance provided by the cooperating individual, the SEC 
will consider the “value” and “nature” of the individual’s cooperation.  Among other 
factors, the SEC will weigh the extent, quality, and timeliness of the individual’s 
cooperation.  The SEC will also consider whether cooperation is voluntary, the types of 

  
30 H.R. 4173, 111th Cong. § 922(b).
31 H.R. 3763, 107th Cong. § 806 (2002); H.R. 4173, 111th Cong. § 922(c).
32 H.R. 4173, 111th Cong. § 922(c).
33 SEC, SEC Announces Initiative to Encourage Individuals and Companies to Cooperate and Assist in 
Investigations (Jan. 13, 2010).
34 The initiative is contained in the SEC’s Enforcement Manual in a chapter entitled “Fostering 
Cooperation.”  An excerpt from the Manual is attached at Appendix H.
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assistance provided by the individual, whether the individual encouraged or authorized 
others to cooperate, and whether the individual disclosed information not otherwise 
obtainable.

Second, in analyzing the importance of the underlying matter, the SEC will 
consider the “character of the investigation” and the dangers presented by the underlying 
violations to investors and others.  The character of the investigation is assessed by 
considering whether the subject matter is an enforcement priority, the type of securities 
violation, the age and duration of misconduct, and the number and frequency of 
violations.  In analyzing the dangers presented by the underlying violations, the SEC will 
consider the amount of harm or potential harm caused by the misconduct, the type of 
harm, and the number of individuals or entities harmed.

Third, in analyzing the “societal interest in holding the cooperating individual 
fully accountable” for misconduct, the SEC will consider, among other factors, the 
severity of the misconduct, the culpability or intent of the individual, the degree to which 
the individual tolerated illegal activity, the individual’s efforts to remedy any harm 
caused, and the sanctions imposed by other authorities.

Finally, in analyzing the appropriateness of cooperation credit, the SEC will 
examine the “[p]rofile of the individual.”  Enforcement officials will consider, among 
other factors, the individual’s history of lawfulness, acceptance of responsibility, and 
whether the individual will have an opportunity to commit future violations of the 
securities laws based on his or her occupation or position within a company.

While the initiative also reiterates the SEC’s policy on cooperation by companies 
contained in the Seaboard Report and makes available to companies the same tools 
available to individuals, it reflects — along with the Dodd-Frank provisions — a new 
emphasis and reliance by the SEC on individuals in meeting its enforcement objectives.

III. A New Dynamic and the Changing Role of the SEC

Over the past two years, SEC reforms have focused on restoring confidence 
through the more aggressive pursuit of violators and new enforcement structures and 
tactics.  To that end, the SEC has implemented extensive policy and procedural changes 
intended to give enforcement authorities greater discretion in initiating and conducting 
investigations, bringing enforcement actions, and imposing penalties.  This has created a 
new enforcement dynamic that is more prosecutorial, faster, and more complex for 
companies to navigate.

Many of the changes permit the SEC to operate more like a criminal prosecutor.  
The new cooperation initiative, for example, authorizes the use of deferred prosecution 
agreements and non-prosecution agreements in exchange for cooperation, which are tools 
routinely used as part of corporate crime investigations by the DOJ. In a speech before 
the Society of American Business Editors and Writers, Khuzami noted that “cooperator 
testimony is the lifeblood of criminal prosecutions . . . [and] cooperating witnesses can be 
the master key that unlocks the intricacies of cases involving complex transactions that 
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might otherwise escape detection, or enable authorities to apprehend the higher-ups 
whose culpability can be the most challenging to establish.”35

There are also initiatives to speed up investigations and make them more efficient.  
Senior officers at each regional SEC office now have delegated authority to issue formal 
orders of investigation, which allows the enforcement staff to serve subpoenas.  Before 
2009, all formal orders were required to be issued by the SEC itself.  The change allows 
the SEC to obtain evidence faster, freeze assets earlier, and better coordinate enforcement 
efforts.  In addition, the SEC has streamlined the process for submitting witness 
immunity requests to the DOJ for cooperating individuals. Specialized units have also 
been created in specific enforcement areas.

While these changes themselves have already resulted in increased enforcement, 
companies now have to navigate even more complex investigations.  This is especially 
the case now that individuals can trade information for (1) the promise of a large bounty; 
(2) powerful protections against employer retaliation; and (3) reduced exposure and 
cooperation credit.

IV. How Companies Can Respond

The new whistleblower provisions and the encouragement of individual 
cooperation bring with them the likelihood of increased enforcement actions against 
companies based on alleged violations of the securities laws. In light of this new 
environment, companies should consider changes in each of the following areas:

A. Compliance and Ethics Programs

The whistleblower provisions and the potential to collect a substantial cash 
bounty incentivize employees to ignore corporate compliance systems and ethics 
programs.  In light of Dodd-Frank’s whistleblower incentive provisions, companies 
should review their compliance and ethics programs.  This should be done with an eye 
toward ensuring that the programs allow companies to identify, investigate, and handle 
potential misconduct quickly and effectively.

Competing directly with the whistleblower provisions and finding ways to learn 
information first and incentivize employees to report up (instead of out) will be 
challenging.  To encourage employees to voice concerns internally, companies should 
cultivate a compliance culture that emphasizes, values, and rewards ethical behavior, 
integrity, and accountability.  Companies should make clear that adherence to the 
securities laws is a consistent and core value and that concerns raised internally will be 
taken seriously. Often, whistleblowers go outside the company only after they conclude 
that the company has not listened to them.

Although the specific circumstances of companies differ, general areas companies 
can consider when evaluating their compliance and ethics programs include:

  
35 Robert Khuzami, SEC Director of the Division of Enforcement, Speech to the Society of American 
Business Editors and Writers (Mar. 19, 2010).
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• Ensuring that company personnel are regularly educated and trained on the 
requirements of securities laws and how to comply with them to prevent 
uninformed individuals from making false or misguided reports;

• Ensuring that management is trained to recognize whistleblower 
complaints, report complaints, and respond to complaints;

• Ensuring that programs are reviewed and updated periodically to account 
for changes in the law and the company’s business;

• Ensuring appropriate disciplinary procedures are in place that address 
conduct that violates the securities laws and the failure to take reasonable 
steps to prevent and detect misconduct by others;

• Verifying that compliance audits and risk assessments are regularly 
performed to detect potential risks or offenses before they turn into 
violations and before discovery outside the company is likely;

• Verifying that internal reporting mechanisms such as anonymous hotlines 
are clearly established and ensuring that reported information and tips are 
quickly and appropriately escalated;

• Assessing which subsidiaries or affiliates are now covered by Sarbanes-
Oxley and strengthening internal reporting procedures to encourage 
employees to raise concerns internally;

• Ensuring that employee conduct manuals expressly require employees to 
report potential misconduct, and that employees are regularly trained on 
and acknowledge this obligation; and

• Ensuring that third-party contracts include an obligation that the third 
party provides notice of potential compliance issues.

In reviewing their compliance and ethics programs, companies can also consider 
the pending amendments to the U.S. Sentencing Guidelines (the “Guidelines”) scheduled 
to take effect in November 2010 (absent congressional action otherwise), which provide a 
reduction in culpability score for companies that have in place an “effective” compliance 
and ethics program at the time of a violation.36 Enforcement authorities use the 
Guidelines as a starting point when calculating fines and settlement figures.  Under the 
amendments, sentencing credit is available to companies that meet the criteria for having 
“effective compliance and ethics programs,” which include:

• Direct reporting obligations.  The persons with operational responsibility 
for the corporation’s compliance and ethics program must have “direct 

  
36 U.S. Sent’g Comm’n, Amendments to the Sentencing Guidelines §§ 8B2.1, 8C2.5 (May 3, 2010).  An 
excerpt from the amendments to the Guidelines is attached at Appendix I.
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reporting obligations” to the governing authority including, for example, 
the board of directors or the audit committee.  A reporting obligation to 
the general counsel or another high-level officer would not meet this 
requirement.

• Discovery of offense.  The compliance and ethics program must detect the 
offense before discovery outside the corporation is reasonably likely.

• Reporting of offense.  The organization must promptly report the offense 
to the appropriate federal authorities.

• Involvement of compliance personnel.  No person with operational 
responsibility for the compliance and ethics program participated in, 
condoned, or was willfully ignorant of the offense.37

The commentary to the amendments provides additional guidance regarding how 
a company can establish an effective compliance and ethics program.  “Direct reporting 
authority,” for example, is the autonomy and authority granted to the person in charge of 
the compliance program to “communicate personally” with the board or its audit 
committee where there is suspected criminal conduct.  In addition, the person in charge of 
the compliance program must report to the board at least annually regarding the 
implementation and effectiveness of the compliance program.  Companies should thus 
ensure that their written policies provide for direct reporting to the board to maximize 
their chances of qualifying for the sentencing credit based on a finding that their 
compliance and ethics program is “effective.”

Finally, companies can participate in the comment process associated with SEC 
rule-making to communicate their concerns regarding the potential of the Dodd-Frank 
whistleblower provisions to undermine corporate compliance programs.  Companies 
should emphasize that the goal of such programs is to detect misconduct early on and 
promptly implement remedial measures.  For compliance and ethics programs to remain 
effective, the regulations could provide that whistleblowers should at least attempt to 
exhaust internal remedies before reporting to the government.

B. Anti-Retaliation Policies

In addition to finding ways to minimize violations and events that create 
whistleblowing opportunities, companies need to take steps to minimize the risk of 
whistleblower retaliation claims.  While the whistleblower incentive provisions will 
likely cause an increase in the number of whistleblower claims, the protection provisions 
will also likely cause an increase in the costs and risks associated with defending 
potential retaliation claims.  In light of the enhanced protections and remedies provided to 
whistleblowers in Dodd-Frank, companies should review the effectiveness of personnel 
and anti-retaliation policies.

  
37 See id. at § 8C2.5.
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Anti-retaliation policies should ensure that measures are in place to prevent actual 
or perceived mistreatment of known whistleblowers.  Disciplinary and evaluation 
procedures should require that the reasons for taking specific employment actions are 
clearly and adequately documented.  In evaluating anti-retaliation policies, companies 
must be careful not to discourage employees from turning to enforcement authorities, as 
such action could be used by employees as evidence of retaliatory intent.  In addition, 
companies should revise their document-retention policies to retain personnel files and 
other records that could be used to defend against a potential retaliation claim for at least 
ten years, the maximum statute of limitations period under the newly-created private right 
of action.

Under the amendments to Sarbanes-Oxley, companies can no longer avoid 
litigation of retaliation claims through pre-dispute arbitration agreements or general 
release and settlement agreements.  In addition, anti-retaliation policies will need to be 
updated and modified to include subsidiaries and affiliates that are now subject to 
potential whistleblower exposure.

C. Responding to Potential Misconduct

In light of the new whistleblower provisions and emphasis on individual 
cooperation, as well as the faster and more streamlined processes at the SEC, companies 
will need to respond to potential misconduct much more frequently and quickly. No 
company will want to “lose the race” to get on top of the facts.  For that reason, 
companies should consider having procedures (and counsel) in place and ready to 
respond promptly to discoveries of potential misconduct that could create liability.  A fast 
and effective response will boost a company’s credibility and possibly translate into more 
lenient treatment if enforcement authorities eventually become involved.

D. Self-Reporting Violations, Cooperating With Enforcement 
Authorities, and Public Disclosure

In the past, companies faced a delicate and complex assessment when deciding 
whether and when to self-report potential misconduct to enforcement authorities.  On one 
hand, making a voluntary disclosure increases the possibility of mitigating civil and 
criminal penalties, or avoiding prosecution altogether.  The Seaboard Report, for 
example, states that the SEC will consider a number of factors, including voluntary 
disclosure and cooperation, when determining whether to initiate an enforcement action 
or civil proceedings against a company for violations of the securities laws.  Other 
benefits of self-reporting include the ability to define the misconduct and put in place 
remedial measures.

On the other hand, self-reporting contains significant risks.  It could bring undue 
enforcement attention to a minor matter that would otherwise go unnoticed.  It could also 
prompt the filing of shareholder lawsuits.

The new incentives change this balance.  Now, it is more likely that individuals
— who may not even be company employees — will take action that triggers a 
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government investigation.  Companies will likely self-report earlier and more often to 
maximize the chance of receiving cooperation credit.

E. Ancillary Effects

The potential for more investigations, enforcement actions, and retaliation claims 
will have additional effects.  First, in dealing with increased legal exposure, companies 
will need to be prepared to address public and investor relations issues that these actions 
and related disclosures will cause.

Second, plaintiffs’ lawyers may draw on the fact of an SEC investigation, or a 
whistleblower claim, to bring derivative or securities class action lawsuits. In doing so,
plaintiffs’ lawyers may attempt to use the Freedom of Information Act to obtain 
documents related to SEC investigations, or information disclosed in whistleblower 
lawsuits as a means to bolster their complaints.

F. Insurance

The likely increase in enforcement actions, investigations, and private securities 
litigation also raises questions about the adequacy of companies’ insurance coverage.  In 
light of the new whistleblower provisions and emphasis on individual cooperation, 
companies should consider:

• Whether covered “claims” include internal investigations; 

• Whether covered “claims” include civil, criminal, administrative, and 
regulatory investigations, both informal and formal; and

• Whether existing policy limits are adequate.
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Extras from ACC 
 
We are providing you with an index of all our InfoPAKs, Leading Practices Profiles, 
QuickCounsels and Top Tens, by substantive areas. We have also indexed for you those 
resources that are applicable to Canada and Europe.  
 
Click on the link to index above or visit http://www.acc.com/annualmeetingextras. 
  
The resources listed are just the tip of the iceberg!  We have many more, including 
ACC Docket articles, sample forms and policies, and webcasts at 
http://www.acc.com/LegalResources. 
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