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Faculty Biographies

Marty Hansen

Marty Hansen is executive vice president, technology group at Jordan Lawrence, a
leading solution provider for records retention, data privacy and information governance.
He has over 15 years of experience in information technology and governance. He plays
a key role in the development of technology that helps companies develop effective,
defensible and cost effective information governance programs.

Mr. Hansen led a team in developing the Jordan Lawrence SharePoint Integration
Feature, a proprietary product that integrates with SharePoint to automatically provision
content types and records libraries within a client's SharePoint site collection. He also led
his team in the development of Jordan Lawrence's Assessment for Records Risks™,
which is the basis for Gartner, Inc.'s recognition of Jordan Lawrence as a cool vendor in
risk management, privacy and compliance, 2011.

He is a Certified Information Privacy Professional (CIPP/IT) and frequent contributor
and speaker in the legal, privacy and technology communities. Most recently he was a
featured speaker on "Inside the Records Room" at the 2011 ARMA International Expo in
Washington, D.C. and is a regular speaker at SharePoint Saturday events.

Prior to joining Jordan Lawrence, Mr. Hansen spent 10 years in the technology industry
where he worked as a consultant to Fortune 500 Companies implementing enterprise
resource planning (ERP) solutions.

He is a graduate of Indiana University's Kelley School of Business.

Chidi Ogene

Chidi Ogene is the general counsel and secretary of InfiLaw Corporation, a higher
education management company headquartered in Naples, FL. His responsibilities
include providing legal counsel to InfiLaw and its subsidiaries. He also is a member of
the academic affairs team.

Prior to joining InfiLaw, Mr. Ogene was a partner in Gilbert LLP in Washington, D.C.,
where he practiced commercial and corporate law. Before joining Gilbert LLP, he was an
associate in the corporate finance group with Sullivan and Cromwell LLP, in New York
and Washington, D.C.

Mr. Ogene received a joint JD and MBA from Georgetown University, where he was a
member of the Law and Policy in International Business Journal and a law and
economics Fellow. Mr. Ogene also received an LLB from the University of Nigeria. He
is a member of the Georgetown University Law Alumni Board, Nigerian Lawyers
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Association, National Black MBA Association, and the New York, Washington, D.C.,
and Nigeria bars.

Anthony Oliver

Anthony Oliver is a senior attorney with Microsoft Corporation based in Redmond, WA.
Mr. Oliver is legal counsel to Microsoft's CIO and the Microsoft IT (MSIT) department.
His responsibilities include providing legal guidance to MSIT globally, including
supporting legal compliance obligations related to privacy, data security and data
management. In addition, Mr. Oliver provides general legal support for Microsoft's
product registration security services and citizenship and public affairs teams.

Prior to joining Microsoft, Mr. Oliver was an attorney with the law firm of Davis Wright
Tremaine LLP in Seattle, WA. While at DWT, he provided counseling to large multi-
national companies related to technology licensing and services, financial services and
commercial contracting.

Mr. Oliver received a BA from Denison University in Granville, OH and his JD from the
Georgetown University Law Center in Washington, D.C.

Dean Van Dyke

Dean Van Dyke is the head of Microsoft's corporate records and information
management team in the legal and corporate affairs department. In addition, he is a
Certified Lean Six Sigma Black Belt, AIIM electronic records management practitioner,
and SharePoint practitioner. His expertise includes development of policies and
procedures, retention schedules, on and off-site storage considerations, change
management, Lean Six Sigma implementation, curriculum development, project
management, statistical analysis, team facilitation, balanced scorecards, capturing voice-
of-the-customer and evaluation and implementation of technology solutions.

Mr. Van Dyke is an active member of ARMA International and the local ARMA
Bellevue Chapter.
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Leveraging Technology to Defensibly
Manage Electronic Records

Presented by:

The
Jordan Lawrence Microsoft gg?t%%vﬂ

A Consortium of Independent Law Schools
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Introductions

InfiLaw
System =

A Consortium of Independent Law Schools

* Chidi Ogene, General Counsel
Microsoft

* Tony Oliver, Sr. Attorney
* Dean Van Dyke, Sr. Group Mgr. Business & Tech. Solutions

Jordan Lawrence
* Marty Hansen, EVP Technology Development
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Challenges of Electronic Records

— In-House Counsel’s Perspective
* Chidi Ogene, InfiLaw
* Tony Oliver, Microsoft

Key to Managing Electronic Records

InfiLaw’s Approach

Microsoft’s Approach
Q&A
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ERM at InfiLaw
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Records Management is necessary to ensure:

* Records are available to meet business needs
* Compliance with laws and regulations

* Space is optimized and costs minimized

* Proper disposal of obsolete records

* Reduce risks and liabilities

—(=> 6‘ #ACCAM12 AM.ACC.COM /}(C—C\ oot

Records Management = Controlling information throughout its life cycle.

oo @

[ |

e “Big Data”
e Physical space, Servers, Energy & People
e Over 6.5 PB usage and 14.5 PB storage (+50% YOY)

[ |

e Custodians of litigation docs (MS 17.5GB/litigation hold = 2.5x
amount of 3 years ago)

e Over 12% of employees on hold, but only about 1/3 active
litigation (about 20,000 banker boxes of data per matter)

¢ Ultimately only about 25% of those on initial hold provide
relevant data

* For every 2MB of data used, MS preserves over 680GB (340K:1
ratio)

¢ Downside of under-preserving: Spoliation, sanction, bad
outcomes

i =0 6‘ #ACCAM12 Awace.con //\(C—C\ wnt_,
Challenges of Retention - Cost
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Challenges: What to Retain?

o Litigation Retention

e Privacy, PCl, SOX, SEC, Tax/transactional

¢ Small % of docs have legal obligations that require long-term retention

* DISPOSAL!!

* “Records” vs. “Documents”

« Different formats (hardcopy, e-mail, databases, IT systems, etc.)
* Retention based on the business function, not the format

* Bring Your Own Device (BYOD) — phones, tablets & laptops
¢ Consumer Cloud Services — email, storage, doc creation and collaboration

e Social networking

ORLANDO
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How to Get From...
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ABC Company’s Record

Retention Schedule

Retention Period ]ﬁ‘!l Custodian
EEO-1 andEEO-2 Employer Retain 10 years FIRRM. Human Resources
Information Reports and Affirmative
Action Reports CONSIDER retaining until supersededby filing of | Federallaw requires the retention of EEO reports untilthe filing of new annualreponts. 29 CFR. §
new relevant report. 1602.7(2009).
1.9 Immigration Forms. Retam for 3 years nger of either _ TyearOR 3 SCFR. §274A2(0)2)0)NA) | HumanResources
relevant employee 2009)
Employce Benefit Plan Records Retain7 years FIRRM FHuman Resources
(Plan Statements and Descriptions,
Annual Reports) CONSIDER retaining for 6 yearsafterthe filing ofthe | Federallaw requires these records to be retained for the LONGER of 6 years after either the fling of
post-distribution certification following the formerly | the planOR 6 y fling ofthe post.distrib theplan's
ongoing or frozen plan's termination. termination. 29 US.C. § 10272009
29 CFR. § 4007.10 (2! retention subjectto ERISA); 29
USC. §4041.5Q2 subjectto ERISA).
Employee-Specific Beneft Records | Retain 7 years (for ? d5) | FIRRM (for 7 a Human Resources
(Claim Records, COBRA Records,
401(k) Records, Life Insurance Retain3 years (for COBRA reponts). NSB Policy (for COBRA reports),
Distribution Records)
CONSIDER retaining for 6 yearsafterthe filing ofthe | Federal law requires these records to be retained for the LONGER of 6 years after either the filng of
post-distribution certfication following the formerly | the planOR 6 y filing ofthe post-distriby theplan's
ongoing or frozenplan's temmination. termination. 29 US.C. § 1027 (2009) to employ
29 CFR. §4007.10(2 subjectto ERISA), 29
US.C. § 4041.5(2009) (conceming retention of pl subjectto ERISA).
¥ Account Records NSB Polcy. Human Resources
(Files and Deferred Vested Files,
Records Regarding Loansto
Employees, Officers, and Directors,
Thiift Plan Al Reports)
Employee Benefit Plan Annual Fetain for the LONGER. of 5 yearsafter Retain5 y: plan_ Retain6y filing 20 USC. § | Humank
Reports (Form 5500s)and discontinuance ofrelevant plan OR 6 years after 1027(; frecords relating to
[ Supporting
HIPAA Compliance Records Retain for the LONGER of 6 years aRtertemmination | Federal ltw requires these records to be retamned for the LONGER. of 6 the filng of | Human Resourc
of relevant employee OR 6 the planOR 6 y filing ofthe post-distrib rification foll the plan's
relevantplan termination. 29 US.C. § 1027 (2009) to 3
29 CFR. §4007.10(2 subjectto ERISA), 29
USC. §4041500 abjectto ERISA)
HIPAA Disclosure Records Retain for the LONGER of6 LONGER of 6 y: h OR6 Rerth Humank

ofthe record OR 6 years afterthe program to which
the no longer in effect

program to which the relevant record relates is no longer in effect. 45 C.ER. §§ 164.105(c),
164316(b). 164.5306) 2009).
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Browse
; 2. o
2
m Human Resources » Home ¢ o
TikeR  Tags &
Hotes
Home Search this site... p 2]
Libraries
Sie Pages. Welcome to Human Resources!
Shared Documents
e, change this welcome text or 8dd new lists to this
Lists paae by <4<k q(he edit button above e Yon:a :\ :kn Sha red
d Fies or on the cale
Calendar nl me I nks lhe gen ng slar\ed sea u le sha e yo r
= St 20d customize #s 1o
Record Libraries.
Discussions

Affirmative Action Files.
L) 3 Beneficary Cards - Terminated Employees
1 Benefit/ Pension Plans

&
-
]

3 Recycle 8in B Oissbity Records
B
B

2 Al Site Content Orug Screering Records
[EEO Compliance Records

[ Medical Fles personal Libraries

[ Payroll Records
g Personnel Files =Y Chuck Sanders
5§ Turnover Reporting =Y 38500 Creo
(5§ Worker's Compensation Files [ Kevin Molantis
[ Marty Provo
[ Mike Krinkelston
5 Russ Cott
Shared Documents % Tom Goodfellow

] Type  Name  Modified Modified By
e areofemsfoshow b e of o Sored Doomens”doament - Getting Started
ary. To 504 3 new e, ik Tew' o Upoad”
& Share this site
[ change site theme
] set a site icon

% Add document

ANNUAL MEETING
2012

SEPT 30-0CT 3

Processes

Retention
Triggers

Sensitive
Elements
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Engage the business

=Do =Do =Do
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=je =mje =mje

They have the knowledge

ORLANDO @ B
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| Audit
| Corporate Communications
| Customer Service
. | Engineering

Identlfy Areas | Environmental Health & Safety
| Facilities
| Finance & Accounting
| Human Resources
| Insurance
| Inventory Planning & Control
| Legal
| Marketing
| Purchasing
| Quality
| Risk Management
| Sales
| Security
| Tax
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Profile Records

| Identify record types
| Profile information

== @‘ #ACCAMIZ

| Retenti¢r\p
| Audit R

| Banking Records

|C|aim5 i&g§ernmentle
1 Fﬁ];ipyg‘gl Information

hysicalinformation
l BUdget Iﬁ%ggnrtq-lsealth Information
| Direct Mail
.Emai .
| Competifdnfarmation

| Privacy| Be

| LocationLContrag
| Custom
| Genera
| Nonper

| MovempRayroli-Reeoreyai
| Order & S;ﬁrfp:rﬁ%ﬁﬁt Records
| Advertising Records

ACCrzemt.n

Business Need
Tax Support

vuletpgard

Requirements
B3 Hions

€gu

Personal Information

tkaptop

Paper .

e s mation
Ledger Records
FTP -

ferming Assets

racle Financial
| Agency (ﬁgn’&racgs
| Applications —— salesforce.com
Intralinks
eRoom

ORLANDO
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® [ ]

File Plan for SharePoint

== @‘ #ACCAMIZ

ACCrzmt.n
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Information Retention Schedule

Intermediate

Value

Long Term
Value (Records)

General Information

ORLANDO

LT rp——
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Example | SharePoint Information Retention Strategy

My Sites / Short Term Retention

Documents are automatically deleted in these folders
My Sites | 18 months to eliminate nuntessennal information not needed for
long-term retention.

Project or Departmental Team Sites / Mid Term Retention

Employees have separate sites or libraries to save
Team Sites | 3 years d with longer-term busi -
value.

Record Centers or Libraries / Valid Business Record Retention

- Disability Records | 6 years
- Drug Screening Records | 3 years needs per the retention schedule in long-term

- Payroll Records | 8 years

Employees save documents with special retention

retention libraries.

Copyright © 2012 Association of Corporate Counsel
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Welcome to Human Resources!

mm(()sr;r:no @ | =o= @‘ BACCAMIZ  amacccon /}(C? s
Everything Has an Expiration Date
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180 Days 1Year ]

Email Mailbox Team Sites ?Ietentlf)r; Schzdule
Hard Drive Project Sites Mectron/c e:z;r i
File Servers MysSite anagement System

_mc"uilﬁlno @ == (@° mccamiz  wscccon M—C\m&u
Implementation Steps

1. Start your clean-up
1. Email
2.  Harddrive
3.  File Shares

2. Access your MySite
1.  Set up Libraries for your Working Documents
2. Add some details and a picture (if you want)

3. Determine and set up favorites for your SharePoint Sites
1.  Outlook
2. File Manager

4. Request Mobile Solution if needed (Colligo Briefcase)

5. Ask for help if you need it

Copyright © 2012 Association of Corporate Counsel 13 0of 19
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180 days from August 1st for initial review
* Additional 60 days for final cleanup
* Total of 240 days for review and cleanup

L= 0] @‘ HACCAM12 AMACC.con

Sprng Cleaning

/’ \CC 8552k

21

e @ [ ]

&’.’.'J'(‘! Infilaw Records Management System

Welcome to the Infilaw Electronic Records Management System

] C—0—) @ #ACCAM12 AM.ACC.COM

Shareoint at InfiLaw

/’ \CC 8552k

» o

[ 3 submitaRecord
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Email at InfiLaw

View Developer Colligo Launchpad Adobe PDF

. B 23 oat@infilaw.co... [;‘ | l?t /- Search (A3 Move~  [=gUnread/
g i& L
= 2 To Manager - S| TEAS @ colligo ~ | (£ Rules ~ | Categoriz]
Reply Forward &, ~ Move | Col
o 27 | 43 Team E-mail - R ] OneNote | ¥ Follow U
Respond Quick Steps » || History Tags
< -
I R
Search Inbox (Ctrl+E) &8 Security Incident Responses al Virus A
[ Release Notes
Arrange By: Date Newest on
‘Web Requests
4 Tuesday 3 System Requirements k
4 | [ Joan Lancellot Tue11:06 Al L System Design Documentation
SharePoint Training Now in Hedgehog 3 Software Licenses
[ Purchasing and Requisition Records
4 Last Week _ mail account
(4 Joan Lancellot Fri7] M| Other SharePoint Locations... ceived an em
Records Management - Technology Tools T... _| fromslh2011@aol.com to your personal
as an additional active mailbox on your wi
4 Three Weeks Ago please DO NOT open it or click the attad
(-4 Joan Lancellot 6/22/2012 you have already clicked the link, then ple
RE: REMINDER -Records Management - Intr... immediately download the latest virus up
.
{4 sandy Mallen 6/17/2012 com}p»uter 's virus program and run a full s
PLEASE READ: Potential Virus Attack Additionally, change your AOL password
possible.
4 Last Month
-4 Joan Lancellot 6/14/2012
FW: Records Management - Introduction T.

,,_.._,?.i"ﬂno @ =Cm> (@° #ccamiz  wuacceon P(C_C\mcﬁ..a
All Drives Map to SharePoint

finspirational / Motivational =1o/x|
y J |~ Coligo Fie Manager ~ IT Team Site ~ Inspirational / Motivational v §&3 [ search Inspirational / Motivational (2]
rganize ~ &=~ 0O
7 Favorites -l &/ O
8 Desko (WS 1 repiationaldocx e el
ikelt  Tags
8 Dowrloads

Note
%1 Recent Places

|| sharePaint Sites

Business Continuity Planning

~ Technology Records ~ Business Contiuity Planning K2 [ search usiness Continuity

4 Libraries -
) Documents Orgarize ~ g
o Music =
3¢ Favorites 1 (P ]
&) Pictures B Deskton @ mg’;&"""““ e L.P] 02-InfiLaw MEFs - Final.
Vide L i
B videos 18 Downloads
% Recent Places pil 1 . pil
1% Computer = [P} | 03anfLaw MEF Technology [P | o4 tnfiaw Risk Assessmi
@ Oy iies) G) [] sharePoint Sites Mapping.pptx
common (Wisvr-fles) (5: [

£3 CD/DVD Drive (B: on Jean-Pauls-Mac
8 :
! 4 Libraries P ] 05-InfiLaw Risk Mitigation
4 Floppy Disk (A: on Jean-Pauls-MacBo. Lo Strategy.pptx

%) Documents
s Local Disk (C: on Jean-Pauls-MacBool N
N &= Pictures
8 etk Videos
1% Client\
1 1.07-003 -
8 T % Computer
- ;tt;;: 3 common (\Visvr-fies) (5:)
- | & CODVD Drive (B: on Jean-PauisMac
=3 Floppy Disk (A: on Jean-Pauls-MacBo
—Afem =
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Communicate Program

Records Management Training

Ifyou missed out on the Records Management Technology Training Sessions this month, we will be scheduling
eptembes 1 Dates and times wil

oo
- @

oot Wea 8297012822 )

Records Management Update

Recording of

be announced shortly.

In the meantime, we recorded the July 31 Technology Training session and you can listen to the recording at your
. The training session was a kittle over an hour. To access the recording, please click the following link:

Technology Tools Training Session

You il dentials and then Windows Media Player should open.

Ieyou receive an error message (‘C ) whi toviewthet n
o your computer

Lighten Up! - Email Zen

Here are some tps for achieving Email i ; they are just some

helphul . Asa reminder in our extended

© Secmareshout Jon Lancelot.

Records Management Program. This is the time for you to be cleaning up your email and personal folders.
Here are some tips to keep in mind:

Tip 1 - When you check your email, dispose of each one, one at a time, right away. Make a decision on what needs
to be done on each email

Tip 2- Is it junk or some forwarded email? Trash it immedsiately.

ORLANDO @ == (@° mccamiz  wscccon /}(C_C\e%ﬂ:"c&'m
Electronic Records at Microsoft

Records management

Deliver compliance-driven information management solutions

Meet records retention and eDiscovery requirements

Secure buy-in from senior leadership

Pilot program solutions in one business area and then
expand

Focus on adding business capabilities such as
information sharing, search and security

Be sensitive to “change”

Copyright © 2012 Association of Corporate Counsel
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Our Business Case

Mitigate Risks

Deliver compliance- Establish an i

2 g 5 Establish a
driven information information i i
management governance plan g‘a",‘é?,""" LS

solutions that is simple to

follow

Offer seamless collaboration with our clients,
outside counsel and business partners using

cloud computing solutions

== 6“ #ACCAM12 AM.ACC.COM //\(Cé\ wonel

ORLANDO @

Records Management Process
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* Crawl, Walk, Run...

* Secure a Executive
Sponsor who is decisive

* Start with business pilots

* Plan architecture and
delivery methodology

* Pilot solutions

* Keep the drip...have
regular meetings and

with users

=—0=D @ #ACCAMI2

Microoft’s Approach

constant communications

* Results...
— Replaced 15 year old
technology

— My Sites — deleted within
90 days of employee
termination

— Team Sites — expriation
date set 6 — 12 months
from creation & must be
reviewed by owner

— LTR — deployed SharePoint
Records Center

ORLANDO

e st cosed commter

® [ ]

Site (Collaboration Records sent to
or Work Site, Long Record Center on
term) Site Close

In Place Records
Management

Records Disposed
in Site

Copyright © 2012 Association of Corporate Counsel
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Records Architecture

Unified Retention Policies with Content Type Hub

In Place or Hybrid

Records Center

ACCrzmt.n

Site Content Records
Transfer Submission
Link/Move
» Other options (copy,

move) Physical Records
+ Bulk or Individual Management
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Lessons Learned So Far...

Start with Business Pilots

SharePoint Deployment

Secure a Sponsor &
Project Team

« Understand the business
process and learn their
business

« Spend time reviewing current
way of working (document
collaboration and storage)

« Explain and educate
SharePoint capabilities to the
business, then partner to
create a the future state
solution

« Create a “play area” for
business professionals to learn
gain confidence in the system

* Make the business pilots fun
and exciting!

« Keep the drip - have regular
meetings and constant
communication with your pilot

* Adopt a Crawl — Walk — Run
deployment methodology (NO
BIG BANG)

» Pilot solutions to validate
capabilities and capture key
learning's

* Plan your architecture and
solution delivery methodology
early

» Determine needed SharePoint
solution services by conducting
surveys, requirement
workshops, industry
benchmarking, and business
process work

« Secure a Executive Sponsor
Who is Strong Decision Maker
and Advises on Strategy

+ Create a small team with
expertise in SharePoint and
who have passion for the
product

* Team members need to
believe in SharePoint solution
model

« Develop a solution design
model that follows an iterative
configuration approach

« Hire experts who get
SharePoint!

users

Copyright © 2012 Association of Corporate Counsel
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