ACC’s 2012 Annual Meeting September 30-October 3, Orlando, FL

/ CC Association of
Corporate Counsel

Tuesday, October 2, 2012
9:00 AM -10:30 AM

704 — Software as a Service and Cloud
Computing: What Are They and What
Should You Watch Out For?

Karen Boudreau

Attorney
Self

Patrick Jones
Vice President, Associate General Counsel
Fidelity Investments

Jennifer Schlosstein
Associate General Counsel
Walmart

A. J. Zottola
Partner, Technology Transactions & Outsourcing Practice Group
Venable LLP

________________________________________________________________________________________________________________|
This material is protected by copyright. Copyright © 2012 various authors and the Association of Corporate Counsel (ACC).
Materials may not be reproduced without the consent of ACC.
Reprint permission requests should be directed to ACC’s Legal Resources Department at ACC: +1 202.293.4103, x338; legalresources@acc.com



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL
704 Software as a Service and Cloud Computing: What Are They and What Should You Watch Out For?

Faculty Biographies

Karen Boudreau

Karen Boudreau most recently has been in-house counsel for a variety of companies
including IBM, Oracle, GAP, Sony Electronics, Gateway and lomega, and consulted to
Reebok, Hasbro, and Marshalls. She was also group counsel, Americas for Websense,
Inc.

She has lectured on a variety of technology law topics including technology acquisition,
software licensing and e-commerce and she has published several articles in the ACC
Docket.

She received her JD from George Washington University with honors and her BA from
the University of Maine with high honors and highest distinction.

Patrick Jones

Patrick R. Jones is vice president, associate general counsel for Fidelity Investments in
Boston, MA. His responsibilities include providing support and advice to all Fidelity
business units on technology contracts and strategic partnerships, licensing and global
technology law issues, patents, trademarks, copyrights, trade secrets, e-business and
social media law, privacy and data protection, intellectual property dispute resolution,
and information security.

Prior to joining Fidelity Investments, Mr. Jones was a partner with the law firm of
Gesmer Updegrove LLP, in Boston, where he provided counsel on business law and
intellectual property matters, including a wide-ranging experience in the negotiation of
complex domestic and international licensing and technology transfer agreements and
intellectual property strategic planning.

He currently serves as a volunteer member of the board of directors for Worcester
Education and Care, Inc., a provider of affordable education and childcare services to the
underprivileged, and a corporator for the Red Cross of Central Massachusetts. He is the
past chair of the WPI Venture Forum and currently is an emeritus executive board
member of that organization.

Mr. Jones received a BA with honors from the College of the Holy Cross and is a
graduate of the Boston University School of Law.
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Ms. Schlosstein's responsibilities include providing strategic legal advice on commercial,
information technology (IT), technology transactional, licensing and intellectual property
(IP), cloud computing, software development and licensing (enterprise, subscription,
ASP), mobile technology, and operational matters. This work includes overseas
outsourcing, strategic sourcing and procurement, IT vendor, telecommunication,
equipment, and IT consulting contracts and legal issues. Ms. Schlosstein advises on
OEM-related contracts and data center agreements. Her work also includes advising on
audiovisual media and recording issues, open source software matters, and commercial
disputes.

Prior to joining Walmart, Ms. Schlosstein was senior corporate counsel with Expedia, a
publicly-traded online travel company. There, she structured and negotiated complex
technology, IT, outsourcing, cloud computing, and licensing and IP contracts, managed
the patent portfolio, and supported the chief technology officer. She also advised on open
source software use and supported the real estate group. Before Expedia, Ms. Schlosstein
was in-house counsel with SumTotal Systems (a publicly-traded Paul Allen software
company), Western Wireless, and Simpson Investment Company. She began her legal
career with Bogle & Gates law firm in Seattle, WA.

Ms. Schlosstein received her BA in English from the University of Washington, and her
JD from the University of Wisconsin Law School.

A. J. Zottola

Working at the intersection of commerce and technology, A.J. Zottola, a partner with the
national law firm of Venable LLP, in its Washington, DC office, focuses his practice on
the exploitation of intellectual property, intangible, and technology assets in business and
strategic relationships. Mr. Zottola has been recognized in Chambers USA and Legal 500
for his technology transaction and outsourcing work. Prior to joining Venable LLP, Mr.
Zottola worked as an associate with Brobeck, Phleger & Harrison LLP in its business and
technology practice group and with Morgan Lewis & Bockius in its trademark and
copyright practice group.

Mr. Zottola regularly represents U.S. and foreign enterprises, from Fortune 500
companies and small start-ups to trade and professional associations, in a variety of
industries including software, e-commerce, information technology, electronics, media
and entertainment, toys and other consumer products, financial services,
telecommunications, and other newer technologies.
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Software as a Service
and Cloud Computing:
What Are They and What Should
You Watch Out For?

A.J. Zottola
Patrick Jones
Jennifer Schlosstein
Karen Boudreau

ORLANDO

What is Cloud Computing?

In General. ..
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Cloud computing is a model for enabling
ubiquitous, convenient, on-demand
network access to a shared pool of
configurable computing resources (e.g.,
networks, servers, storage, applications,
and services) that can be rapidly
provisioned and released with minimal
management effort or service provider
interaction.

— National Institute of Standards and
Technology

2 Venable LLP
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Know your Cloud Delivery Model

Not all Cloud Solutions are the Same.
There are Different Delivery Models

i.  Cloud Infrastructure as Service
(l.a.a.S.)

ii. Cloud Platform as Service (P.a.a.S.)

iii. Cloud Software as Service (S.a.a.S.)

There are Different Deployment Models

a. Private Cloud

b. Community Cloud

c. Public Cloud

d. Hybrid Cloud

Know Who Hosts Your Data!

Venable LLP

ORLANDO @ D

resources and alternatives)?

« IT business models

public clouds, and hybrid clouds)

Copyright © 2012 Association of Corporate Counsel
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Cloud Computing Business Considerations

« Factors and considerations in your client’s business decision (Highlights)
-- What are the business needs, business benefits, and business problems to solve (internal IT

-- Focus — analyze types of data to place on the cloud (i.e., proprietary, mission critical service, PII,
HIPAA data) and provider’s data protection mechanisms, locations, and processing technologies

-- Do your security, computer, and privacy policies permit cloud use? License reviews involved.

-- Cost Savings vs. Risks — (1) low cost cloud deals can still have high risks, (2) security issues, (3)
outsourced and public SaaS clouds permit clients to begin using software without up-front costs
of equipment but often with recurring usage fees, (4) hardware, power, and computing resources
of cloud providers are scaled (reduced ongoing costs), (5) the need for client’s browsers to be
reliable and secure, (6) cloud reliability, and (7) lack of portability between Saa$ clouds.

-- Different deployment models (general limitations and risks of private clouds, community clouds,
-- Different service models (general limitations and risks of Saa$S, Paa$, laaS). SaaS is like licensing.
« Licensing issues and other upfront considerations

-- Ensure the cloud provider and user properly license all software/data installed into a cloud.
-- Cloud computing is an emerging technology with issues not unique to clouds

XCClmsmston
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Procurement Strategy

Preparation is key

Create a Multidisciplinary Team

Competition will lead to a faster better result.
Best Price does not equal Best Vendor

Signing the contract earlier doesn’t mean the
project will be implemented sooner.

Focus on Meeting your Requirements

Don’t Choose a Vendor until the Contract is fully
negotiated.

ORLANDO
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The SLA:
Where Performance Matters

Details of SLA are often not negotiable with providers unless you
are generating significant business

“The Nines” and High Availability:

— 99% (“two nines”) = 3.65 days per year

— 99.999% (“five nines”) = 5.26 minutes per year

— Does not include scheduled down time/maintenance windows
Response Time vs. Resolution Time
Credit or Refund Structure to address outages/downtime

Measurement of availability is subject to some degree of
interpretation

Consider whether your enterprise has special requirements for
data access or use

NIST: Uniformity of SLA Terms would benefit industry and
consumers

Copyright © 2012 Association of Corporate Counsel
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Subcontractors

Should your client prohibit subcontracting altogether in cloud
computing contracts? Review data classifications involved, which
can dictate approach.

Determine whether cloud computing provider will use
subcontractors to host the data and/or provide the service. Who
are they? Location? Where is the subcontractor’s equipment
located (export and foreign law issues)?

Upfront review and due diligence by your client on the cloud
service provider and all subcontractors.

Cloud computing providers sometimes fully subcontract parts of
the deal.
— Determine whether your client needs to “flow-down” certain terms (i.e.,
SLAs) to the subcontractor
— Consider whether to add the subcontractor as a signatory to your client’s
cloud agreement.
— Consider remedies available to your client if the subcontractor(s) fail to
perform or breaches SLAs.

ORLANDO @ D == @" #ACCAM12 An.acc.con /}@Aw&w

Subcontractors (cont.)

« Subcontracting terms in cloud agreements vary

-- Who will host, provide servers/equipment, provide HelpDesk services, access your client’s data,
provide maintenance services, and provide software support/maintenance services?
-- Closely review the indemnity and consider obtaining copies of third party contracts

* Hosting subcontractors

-- who will host your client’s data and who owns the servers containing the data?

* Does your client have policies/requirements that third-party contracts must
contain certain terms on information assets (i.e, information security
provisions)

* How to bind subcontractors to the cloud contract or to certain contract terms
-- Require cloud provider to be responsible for all subcontractors and flowing down
certain terms
-- Obtain signature from subcontractor (direct contract)
-- Consider binding subcontractor to SLAs, technology requirements, and info. security
terms
-- Reserve right to audit subcontractor’s facilities

* Real challenges with cloud vendors — negotiating with cloud service providers

Copyright © 2012 Association of Corporate Counsel
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Data Management Issues

— It’s All On-line so There Will be Information Security and

Privacy Concerns.

— Implementation and Management is Technical, but

Responsibility is Legal.

— Loss of Control and a Lot of Trust in the Provider.
— Understand How Data will be Stored, Maintained and

Accessed.

* Consider General Access Privileges and Ease of Access to Data.

* Consider Rights to Access and Produce Data in the Event of
Litigation.

* Consider Rights and Access Upon Termination.

How Readily and Quickly will Provider Investigate (or

Facilitate the Investigation of) lllegal or Inappropriate

Activity?

There May be Less Control over Disaster Recovery

Preparation and Response.

May Need to Address the Policy of a Subcontractor Host.

vendor often

security

— 1S0O 27001

Copyright © 2012 Association of Corporate Counsel
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Data Security

* In a Cloud Environment, Security of your
information should be a top concern

* Know your Vendor’s security procedures —

won’t include this in the contract

* Is the data comingled, is vendor a competitor
* Try to have the right to audit the Vendor’s

* Certification may help

— SSAE/16 formerly SAS 70

90f 139
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Privacy and Data Breach
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* Know where your data is stored and where it travels —
make sure you are notified if it changes

* Include language in contract that Vendor will comply with
laws, rules and regulations

* Personally Identifiable Information has special rules —
particularly in Europe

* Make sure you know how and when you will be notified
of a data breach — particularly PlI

* Have a plan for how a breach will be handled

* The laws on this vary and are changing — seek expert help
if you have a breach.

* Consider Cyberliability Insurance

WWMSSHL“A;?DO @ D g =—O= @" #ACCAM12 AMAcc.con /)@m o
Risk Issues:
Breaches, Limitations and Indemnities

* Most terms are one-sided contracts that (a) provide limited or no
warranties; (b) limit liability; (c) make customer responsible for
security and compliance; and (d) are subject to unilateral changes
in terms

* If provider unwilling to negotiate, consider appropriateness of
provider or the proposed use of the Cloud

* Inan ideal world, provider will:

— Provide basic warranties of performance and remedies for breaches of the
same

— Provide you with prompt notice of security breaches
— Provide an indemnification for IP issues or data breaches

— Provide uncapped liability for indemnification and other losses related to
data breaches

— Provide a meaningful recourse and service credits for failure to meet SLAs
* In the absence of robust terms, consider how else to best protect
your business — INSURANCE

Copyright © 2012 Association of Corporate Counsel 10 of 139
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Business Continuity
and Disaster Recovery

Understand the business drivers:
—  How up to date does your data need to be and how much data can you stand
to lose (Recovery Point Objective (RPO))
- l—low quick!P( do Obl.! want to be S)ack up and running after any disaster
Recovery Time Objective (RTO)
—  How much control do you need to retain over your data

Perform due diligence on providers to ensure that BCP/DR plans
align with your needs:

—  Can the provider protect all of your servers and applications?

— Does it protect the OS and applications as well as the data?

—  How do you recover the data/servers? Can this be done without lots of
downtime?

—  Can you actually failover to the Cloud and keep systems up and running?
—  Can you test the failover process to ensure that the process works?
- (C:ﬁ)nuyigu pay only for what you use or do you need dedicated servers in the

—  What BCP/DR does the provider have in place to protect their data centers?

— Canyou inspect the data centers and security controls?

The Cloud can offer smaller companies a viable BCP/DR option to
self-hosted production sites

ORLANDO @ D ] =0= @° memz o /)@w&w
BCP/DR and

Mission Critical Applications
Understand the Cloud is NOT for all applications or uses:
consider the criticality of the solution and the sensitivity of
the data

Does the Cloud offer (a) redundancy from multiple
locations, (b) alternative methods of access, (c) incident
reporting systems, (d) access and usage reports; and (e)
scheduled downtime notice

Some providers may be hesitant to share BCP plans for
security reasons

Examine and monitor financial viability of the provider, in
addition to BCP/DR plans

Think Outside the Box: If client insists, consider creative
BCP/DR plans

Copyright © 2012 Association of Corporate Counsel
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Termination and

Transition Assistance

* Consider termination in the initial agreement so
everyone knows what will happen

* Have a backup plan if you need to terminate the
relationship quickly

* Most important is you need to get all your data
back fast — know how this will be done

* Transition Assistance -- Vendor continues to
provide services for a specific period after
termination

Who Can Terminate and Why

* Vendor Termination
— If your actions will damage their systems (unlikely)

— If you are violating the law Otherwise, have a cure
period

— Nonpayment

— Limit the cure period and watch out for successive
cure periods

* Customer Termination
— Repeated Failure to meet SLAs
— Change of Control by Vendor
— Try for major breach of another’s data

Copyright © 2012 Association of Corporate Counsel 12 of 139
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Regulatory Compliance Issues

No Regulation on Cloud Computing ... Yet.
— Patchwork of Related Federal and State Laws.

—~ — Certain Federal and State Laws/Regulations Require Industry
? Specific Considerations and, Potentially, Commitments.

* Children’s Online Privacy Protection Act (COPPA) --
Children under the Age of 13

* Family Educational Rights and Privacy Act (FERPA) --
Education

* Health Insurance Portability and Accountability Act
(HIPAA) -- Medical

* Gramm-Leach-Bliley Act (GLB) -- Financial
* Cable TV Privacy Act of 1984 (47 U.S.C. 551) -- TV
* Fair Credit Reporting Act -- Credit Records

== (é; #ACCAM12 AM.ACC.CO! N
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* Privacy Act (for federal agencies) -- Government
— Consider Agency Directives or Guidance.
— International Considerations.
— Compelled Disclosure Under Law.

2012 Ve le LLP
17@ 012 Venable
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Protecting the Enterprise:

Cyber Liability Insurance
* Your liability for data breaches results in real dollars being
spent:
— $5.5 million Organizational Cost (Down from $7.2 million)
— $194 Cost Per Record (Down from $214)
» Ponemon Cost of a Data Breach 2011

* Cyber Liability Insurance offers protection from costs arising
from data security breaches, including third party claims,
costs of remediation, breach notification, regulatory
investigation and damage to data

* Investigation of Breach (covered) v. Mitigation of Network
Issues Fnot covered)

* Need to understand what exposure you are insuring against

* You should seek out broker/consultant knowledgeable of
your business/industry and Cyber Liability Insurance

Copyright © 2012 Association of Corporate Counsel 13 of 139
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Internal Governance/ Controls/
Procedures

Company policies, standards, or governance documents on cloud
computing
-- Does your company have a cloud computing policy or need one (simple/
complex)?
» Review your client’s computer use policy, software policy, mobile device
policy, and others
-- Complex cloud computing policies or standards sometimes cover:
» Compliance (putting third-party IP on the cloud)
> Data governance
> Information security (i.e., access controls, encryption, anti-virus software)

» Applications/software (Whether legal review is required before installing on
the cloud and licensing terms)

» Generic interfaces

== @” #ACCAM12 AnAcc.con /}@%’“ o
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Governance (Cont.)

> Use only company-approved tools and methodologies for software
development within the cloud
» Infrastructure
> Legal aspects: (1) NDAs, (2) including certain terms in third-party
agreements, (3) cloud service agreements including SLAs, (4) multi-
tenant environments aligning with classification of data involved, and (5)
data stored in company’s environment must allow for or contain
electronic evidence discovery capabilities and processes that do not
compromise the privacy or security of the data or application
* Cloud computing standards and initiatives (i.e., NIST)
» Company-developed standards for cloud service providers (to require of
potential providers)
» Company-developed standards for subscribers/users of cloud services
* Internal company/client auditing of cloud computing

* Other preventive measures (i.e., mobile access to cloud solutions)

Copyright © 2012 Association of Corporate Counsel
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Data Privacy and Data Breach language

(a) Any [Client Data] collected or generated as a result of use of the [Platform] or [Platform]’s
tracking capabilities shall be the [exclusive property of {[Client]}]. [Vendor] is solely
responsible for any authorized or unauthorized collection, storage, disclosure and use of, and
access to [Client Data] or [Client] Confidential Information in its possession or in the
possession of its service providers, contractors, or agents. Accordingly, if [Vendor] or any of its
service providers, contractors, or agents has access to [Client Data], [Vendor] shall implement
and maintain, or ensure that its service providers, contractors, or agents implement and maintain,
administrative, physical and technical safeguards (“Safeguards”) that prevent any collection, use
or disclosure of, or access to, [Client Data] that this Agreement does not expressly authorize,
including, without limitation, an information security program that meets [best] industry practice
to safeguard such [Client Data]. Such information security program would include: (i) adequate
physical security of all premises in which [Client Data] will be processed and/or stored; (ii)
reasonable precautions taken with respect to the employment of and access given to any and all
personnel furnished or engaged, directly or indirectly, by [Vendor] to perform any part of the
[Services] hereunder; and (iii) an appropriate network security program, including encryption or
other secure form approved in advance by [Client], of any [PII], [Client] Confidential
Information, or any other [Client Data] that is collected, processed, transmitted, stored,
accessed, processed or maintained by [Vendor] or its service providers, contractors, or agents on
its or their networks, systems, and premises (collectively, the “[Vendor Systems]”). Such
network security program shall include, without limitation, (a) appropriate access controls and
data integrity controls, including without limitation, ensuring that (i) authentication credentials
have an expiration period that allows time for the transfer of data, but are not continuously left
open; (ii) password complexity standards are implemented to protect [Client Data] from
malicious access; and (iii) a process is implemented to log individual access to [Client Data]; (b)
testing and auditing of all controls; and (c) appropriate corrective action and incident response
plans. Furthermore, [Vendor| agrees to maintain a current [SAS70 Type II Technical and
Procedural certification] or one that adheres to [ISO27002 Standards]; or such other standard
as provided by [Client] in its sole discretion. In the alternative, [Vendor] must maintain an
acceptable level of security certification or assessment by a qualified third party, as approved by
[Client] in its [sole] discretion, and, additionally, in accordance with any other of [Client]’s
requirements as mutually agreed by the parties. Such certifications shall be provided to [Client]
as reasonably requested.

(b) [Vendor] shall store the [Client Data], for [no less than two (2) years after| termination or
expiration of this Agreement and provide such data to [Client] in a format reasonably requested
by [Client] at [Client]’s request for no additional fee. [Vendor] shall immediately provide the
data to [Client], in the format approved by [Client], at Client’s request at any time during the
term of this Agreement. Once [Vendor] has provided [Client] with the relevant data, the parties
may mutually agree to delete the data. In the event of any loss or corruption of the [Client
Data], [Vendor] shall use best efforts to restore the lost or corrupted data from the latest backup
of such data maintained by [Vendor] in accordance with its archival procedures. Should
[Vendor| be unable or unwilling to comply with [Client] specific requirements it will notify
[Client] in advance that it will not provide such [Services] to [Client] and the parties shall

Copyright © 2012 Association of Corporate Counsel 15 of 139
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mutually agree upon other arrangements acceptable to [Client]. Without limiting the foregoing,
with respect to data collection, [Vendor] will also comply with any and all applicable laws, rules
and regulations in all applicable jurisdictions, including but not limited to self-regulatory
principles, and additionally, in accordance with any other of [Client]’s requirements as mutually
agreed by the parties.

(c) [Vendor] shall immediately notify [Client] of (a) any actual, attempted or reasonably
suspected breach of security of the [Vendor Systems]; (b) any actual, attempted or reasonably
suspected unauthorized access to or acquisition, use, loss, destruction, alteration, compromise or
disclosure of any [PII], [Client Data], or [Client] Confidential Information on [Vendor
Systems], or (¢) any circumstance pursuant to which applicable law requires notification of such
breach to be given to affected parties or other activity in response to such circumstance (each, a
“Security Breach”). In the event of a Security Breach, [Vendor] shall (i) promptly provide to
[Client] a detailed description of the incident, the data accessed, the identity of affected third
parties, if any, and such other information as [Client] may request concerning the Security
Breach; (ii) assist [Client] in investigating, remedying and taking any other action [Client]
deems necessary regarding any Security Breach and any dispute, inquiry or claim that concerns
the Security Breach; (iii) shall take prompt actions that such Security Breach or potential
Security Breach will not recur; and (iv) cooperate with [Client] and any law enforcement or
regulatory official investigating such Security Breach. Notwithstanding the foregoing, to the
extent not prohibited by applicable law, [Client] shall make the final decision on notifying
[Client] customers, users, employees, service vendors and/or the general public of such Security
Breach or any other breach related to security which is not a Security Breach, and the
implementation of the remediation plan. If a notification to a [Client] customer or users is
required under any applicable law, guidelines or best practice, then in addition to all other costs
arising out of or in connection with such Security Breach, and without prejudice to all other
rights and remedies available to [Client] under this Agreement, at law or in equity, [Vendor]
shall reimburse [Client] for all reasonable notification related costs and other expenses incurred
by [Client] arising out of or in connection with any such Security Breach.

(d) At [Client]’s request, [Vendor] will provide [Client] with a copy of its data privacy,
security, and disaster recovery policies and procedures that apply to the [Client Data] provided
for or resulting from the [Services] provided under this Agreement. Subject to reasonable
notice, [Vendor] shall provide [Client] an opportunity to conduct a privacy and security audit of
[Vendor]’s security program and systems and procedures that are applicable to the [Services]
provided by [Vendor] to [Client]. Such audit may be conducted onsite or through surveys and
interviews, at the option of [Client]. In the event [Vendor] has any security reviews of its own
systems, including vulnerability and penetration assessments, it will give [Client] notice of any
current findings that are likely to adversely impact the data provided for or resulting from the
[Services] provided under this Agreement, and will keep [Client] timely informed of its
remediation efforts

Copyright © 2012 Association of Corporate Counsel 16 of 139



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL

NH Special Publication 800-146

National Institute of
Standards and Technology

U.S. Department of Commerce

Cloud Computing Synopsis
and Recommendations

Recommendations of the National Institute
of Standards and Technology

Lee Badger

Tim Grance
Robert Patt-Comer
Jeff Voas

Copyright © 2012 Association of Corporate Counsel 17 of 139



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL

NIST Special Publication 800-146 Cloud Computl'ng Synopsis and
Recommendations

Recommendations of the National
Institute of Standards and Technology

Lee Badger

Tim Grance
Robert Patt-Corner
Jeff Voas

COMPUTER SECURITY

Computer Security Division

Information Technology Laboratory

National Institute of Standards and Technology
Gaithersburg, MD 20899-8930

May 2012

U.S. Department of Commerce
John Bryson, Secretary
National Institute of Standards and Technology

Patrick D. Gallagher, Under Secretary of Commerce for
Standards and Technology and Director
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CLouD COMPUTING SYNOPSIS AND RECOMMENDATIONS

Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at the National Institute of Standards and Technology
(NIST) promotes the U.S. economy and public welfare by providing technical leadership for the nation’s
measurement and standards infrastructure. ITL develops tests, test methods, reference data, proof of
concept implementations, and technical analysis to advance the development and productive use of
information technology. ITL’s responsibilities include the development of management, administrative,
technical, and physical standards and guidelines for the cost-effective security and privacy of other than
national security-related information in Federal information systems. This Special Publication 800-series
reports on ITL’s research, guidance, and outreach efforts in computer security and its collaborative
activities with industry, government, and academic organizations.

National Institute of Standards and Technology Special Publication 800-146
Natl. Inst. Stand. Technol. Spec. Publ. 800-146, 81 pages (May 2012)

Certain commercial entities, equipment, or materials may be identified in this
document in order to describe an experimental procedure or concept adequately.
Such identification is not intended to imply recommendation or endorsement by the
National Institute of Standards and Technology, nor is it intended to imply that the
entities, materials, or equipment are necessarily the best available for the purpose.
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Executive Summary

Cloud computing allows computer users to conveniently rent access to fully featured applications, to
software development and deployment environments, and to computing infrastructure assets such as
network-accessible data storage and processing.

This document reprises the NIST-established definition of cloud computing, describes cloud computing
benefits and open issues, presents an overview of major classes of cloud technology, and provides
guidelines and recommendations on how organizations should consider the relative opportunities and
risks of cloud computing. Cloud computing has been the subject of a great deal of commentary.
Attempts to describe cloud computing in general terms, however, have been problematic because cloud
computing is not a single kind of system, but instead spans a spectrum of underlying technologies,
configuration possibilities, service models, and deployment models. This document describes cloud
systems and discusses their strengths and weaknesses.

Depending on an organization's requirements, different technologies and configurations are appropriate.
To understand which part of the spectrum of cloud systems is most appropriate for a given need, an
organization should consider how clouds can be deployed (deployment models), what kinds of services
can be provided to customers (service models), the economic opportunities and risks of using cloud
services (economic considerations), the technical characteristics of cloud services such as performance
and reliability (operational characteristics), typical terms of service (service level agreements), and the
security opportunities and risks (security).

Deployment Models. A cloud computing system may be deployed privately or hosted on the premises of
a cloud customer, may be shared among a limited number of trusted partners, may be hosted by a third
party, or may be a publically accessible service, i.e., a public cloud. Depending on the kind of cloud
deployment, the cloud may have limited private computing resources, or may have access to large
guantities of remotely accessed resources. The different deployment models present a number of
tradeoffs in how customers can control their resources, and the scale, cost, and availability of resources.

Service Models. A cloud can provide access to software applications such as email or office productivity
tools (the Software as a Service, or SaaS, service model), or can provide an environment for customers to
use to build and operate their own software (the Platform as a Service, or PaaS, service model), or can
provide network access to traditional computing resources such as processing power and storage (the
Infrastructure as a Service, or laaS, service model). The different service models have different strengths
and are suitable for different customers and business objectives. Generally, interoperability and
portability of customer workloads is more achievable in the 1aaS service model because the building
blocks of laaS offerings are relatively well-defined, e.g., network protocols, CPU instruction sets, and
legacy device interfaces.

Economic Considerations. In outsourced and public deployment models, cloud computing provides
convenient rental of computing resources: users pay service charges while using a service but need not
pay large up-front acquisition costs to build a computing infrastructure. The reduction of up-front costs
reduces the risks for pilot projects and experimental efforts, thus reducing a barrier to organizational
flexibility, or agility. In outsourced and public deployment models, cloud computing also can provide
elasticity, that is, the ability for customers to quickly request, receive, and later release as many resources
as needed. By using an elastic cloud, customers may be able to avoid excessive costs from over-
provisioning, i.e., building enough capacity for peak demand and then not using the capacity in non-peak
periods. Whether or not cloud computing reduces overall costs for an organization depends on a careful
analysis of all the costs of operation, compliance, and security, including costs to migrate to and, if
necessary, migrate from a cloud.

ES-1
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Operational Characteristics. Cloud computing favors applications that can be broken up into small
independent parts. Cloud systems generally depend on networking and hence any limitations on
networking, such as data import/export bottlenecks or service disruptions, reduce cloud utility, especially
for applications that are not tolerant of disruptions.

Service Agreements, including Service Level Agreements. Organizations should understand the terms
of the service agreements that define the legal relationships between cloud customers and cloud providers.
An organization should understand customer responsibilities, and those of the service provider, before
using a cloud service.

Security. Organizations should be aware of the security issues that exist in cloud computing and of
applicable NIST publications such as NIST Special Publication (SP) 800-53 “Recommended Security
Controls For Federal Information Systems and Organizations.” As complex networked systems, clouds
are affected by traditional computer and network security issues such as the needs to provide data
confidentiality, data integrity, and system availability. By imposing uniform management practices,
clouds may be able to improve on some security update and response issues. Clouds, however, also have
potential to aggregate an unprecedented quantity and variety of customer data in cloud data centers. This
potential vulnerability requires a high degree of confidence and transparency that cloud providers can
keep customer data isolated and protected. Also, cloud users and administrators rely heavily on Web
browsers, so browser security failures can lead to cloud security breaches. The privacy and security of
cloud computing depend primarily on whether the cloud service provider has implemented robust security
controls and a sound privacy policy desired by their customers, the visibility that customers have into its
performance, and how well it is managed.

Inherently, the move to cloud computing is a business decision in which the business case should consider
the relevant factors, some of which include readiness of existing applications for cloud deployment,
transition costs and life-cycle costs, maturity of service orientation in existing infrastructure, and other
factors including security and privacy requirements.

ES-2
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1. Introduction

1.1 Authority

The National Institute of Standards and Technology (NIST) developed this document in furtherance of its
statutory responsibilities under the Federal Information Security Management Act (FISMA) of 2002,
Public Law 107-347.

NIST is responsible for developing standards and guidelines, including minimum requirements, for
providing adequate information security for all agency operations and assets; but such standards and
guidelines shall not apply to national security systems. This guideline is consistent with the requirements
of the Office of Management and Budget (OMB) Circular A-130, Section 8b(3), “Securing Agency
Information Systems,” as analyzed in A-130, Appendix I1V: Analysis of Key Sections. Supplemental
information is provided in A-130, Appendix Il1.

This guideline has been prepared for use by Federal agencies. It may be used by nongovernmental
organizations on a voluntary basis and is not subject to copyright, though attribution is desired.

Nothing in this document should be taken to contradict standards and guidelines made mandatory and
binding on Federal agencies by the Secretary of Commerce under statutory authority, nor should these
guidelines be interpreted as altering or superseding the existing authorities of the Secretary of Commerce,
Director of the OMB, or any other Federal official.

1.2 Purpose and Scope

The purpose of this document is to explain the cloud computing technology area in plain terms, and to
provide recommendations for information technology decision makers.

Cloud computing is a developing area and its ultimate strengths and weakness are not yet fully
researched, documented and tested. This document gives recommendations on how and when cloud
computing is an appropriate tool, and indicates the limits of current knowledge and areas for future
analysis.

1.3 Audience

This publication is intended to serve a diverse enterprise audience of information systems professionals
including chief information officers, information systems developers, project managers, system designers,
systems programmers, application programmers, system and network administrators, information system
security officers, and system owners.

1.4 Document Structure
The remainder of this document is organized into the following major sections:

W Section 2 reprises the NIST definition of cloud computing.
B Section 3 surveys typical commercial terms of usage for cloud computing systems.

B Section 4 provides a breakdown of how cloud computing solutions may be deployed and describes
general implications for different deployment options.

W Section 5 provides a high-level view of how Software as a Service (SaaS) clouds work.

1-1
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Section 6 provides a high-level view of how Platform as a Service (PaaS) clouds work.
Section 7 provides a high-level view of how Infrastructure as a Service (laaS) clouds work.

Section 8 presents open issues.

Section 9 gives recommendations.

The document also contains appendices with supporting material.

B Appendix A discusses the sharing of responsibilities between providers and consumers for the
implementation of security controls.

Appendix B lists acronyms used in this document.
Appendix C contains a glossary of terms used in this document.

Appendix D lists external resources referenced in this document.

Appendix E lists NIST publications referenced in this document.

1-2
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2. Cloud Computing Definition

This document uses the NIST Cloud Computing Definition, NIST SP 800-145, to explain characteristics
of cloud computing. For the convenience of the reader, the following is excerpted from NIST SP 800-
145:

"Cloud computing is a model for enabling convenient, on-demand network access to a shared pool of
configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be
rapidly provisioned and released with minimal management effort or service provider interaction. This
cloud model is composed of five essential characteristics, three service models, and four deployment
models.

Essential Characteristics:

On-demand self-service. A consumer can unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without requiring human interaction with each
service’s provider.

Broad network access. Capabilities are available over the network and accessed through standard
mechanisms that promote use by heterogeneous thin or thick client platforms (e.g., mobile phones,
tablets, laptops, and workstations).

Resource pooling. The provider’s computing resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual resources dynamically assigned and reassigned
according to consumer demand. There is a sense of location independence in that the customer generally
has no control or knowledge over the exact location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state, or datacenter). Examples of resources include
storage, processing, memory, and network bandwidth.

Rapid elasticity. Capabilities can be rapidly and elastically provisioned, in some cases automatically, to
scale rapidly outward and inward commensurate with demand. To the consumer, the capabilities available
for provisioning often appear to be unlimited and can be appropriated in any quantity at any time.

Measured Service. Cloud systems automatically control and optimize resource use by leveraging a
metering capability’ at some level of abstraction appropriate to the type of service (e.g., storage,
processing, bandwidth, and active user accounts). Resource usage can be monitored, controlled, and
reported, providing transparency for both the provider and consumer of the utilized service.

Service Models:

Cloud Software as a Service (SaaS). The capability provided to the consumer is to use the provider’s
applications running on a cloud infrastructure.? The applications are accessible from various client
devices through a thin client interface such as a Web browser (e.g., Web-based email), or a program
interface. The consumer does not manage or control the underlying cloud infrastructure including

! Typically this is done on a pay-per-use or charge-per-use basis.

2 A cloud infrastructure is the collection of hardware and software that enables the five essential characteristics of cloud
computing. The cloud infrastructure can be viewed as containing both a physical layer and an abstraction layer. The physical
layer consists of the hardware resources that are necessary to support the cloud services being provided, and typically
includes server, storage and network components. The abstraction layer consists of the software deployed across the
physical layer, which manifests the essential cloud characteristics. Conceptually the abstraction layer sits above the physical
layer.

2-1
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network, servers, operating systems, storage, or even individual application capabilities, with the possible
exception of limited user-specific application configuration settings.

Cloud Platform as a Service (PaaS). The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or -acquired applications created using programming languages and tools
supported by the provider.® The consumer does not manage or control the underlying cloud infrastructure
including network, servers, operating systems, or storage, but has control over the deployed applications
and possibly application hosting environment configurations.

Cloud Infrastructure as a Service (laaS). The capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer is able to
deploy and run arbitrary software, which can include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastructure but has control over operating systems,
storage, deployed applications; and possibly limited control of select networking components (e.g., host
firewalls).

Deployment Models:

Private cloud. The cloud infrastructure is provisioned for exclusive use by a single organization
comprising multiple consumers (e.g., business units). It may be owned, managed, and operated by the
organization, a third party, or some combination of them, and it may exist on or off premises.

Community cloud. The cloud infrastructure is provisioned for exclusive use by a specific community of
consumers from organizations that have shared concerns (e.g., mission, security requirements, policy, and
compliance considerations). It may be owned, managed, and operated by one or more of the organizations
in the community, a third party, or some combination of them, and it may exist on or off premises.

Public cloud. The cloud infrastructure is provisioned for open use by the general public. It may be owned,
managed, and operated by a business, academic, or government organization, or some combination of
them. It exists on the premises of the cloud provider.

Hybrid cloud. The cloud infrastructure is a composition of two or more distinct cloud infrastructures
(private, community, or public) that remain unique entities, but are bound together by standardized or
proprietary technology that enables data and application portability (e.g., cloud bursting for load
balancing between clouds).”

Throughout this document, any general use of the term “cloud” or “cloud system” should be assumed to
apply to each of the four deployment models. Care is taken to specify a specific deployment model when
a statement is not applicable to all four models.

To add clarity, this document uses the following terms consistently:
cloud consumer or customer: a person or organization that is a customer of a cloud; note that a

cloud customer may itself be a cloud and that clouds may offer services to one another;

client: a machine or software application that accesses a cloud over a network connection,
perhaps on behalf of a consumer; and

cloud provider or provider: an organization that provides cloud services.

% This capability does not necessarily preclude the use of compatible programming languages, libraries, services, and tools from
other sources.
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3. Typical Commercial Terms of Service

A consumer’s terms of service for a cloud are determined by a legally binding agreement between the two
parties often contained in two parts: (1) a service agreement, and (2) a Service Level Agreement (SLA).
Generally, the service agreement is a legal document specifying the rules of the legal contract between a
consumer and provider, and the SLA is a shorter document stating the technical performance promises
made by a provider including remedies for performance failures. For simplicity, this publication refers to
the combination of these two documents as a service agreement.”

Service Agreements of various types exist. Service agreements are sometimes used internally between
the information systems units and other organizational units of an enterprise to ensure that the information
technology services provided are aligned with the mission objectives of the organization. Service
agreements are normally not used in agreements for services acquired by one government organization
from another. Instead, a Memorandum of Understanding (MOU) or Inter-Agency Agreement (IAA) is
typically used to codify the terms of service.

Section 3 discusses certain elements of typical commercial cloud service agreements that directly express
the quality of service and security that providers offer. Although the self-service aspect of clouds as
defined in the Section 2 implies that a consumer either: (1) accepts a provider’s pricing and other terms,
or (2) finds a provider with more acceptable terms, potential consumers anticipating heavy use of cloud
resources may be able to negotiate more favorable terms. For the typical consumer, however, a cloud’s
pricing policy and service agreement are nonnegotiable.

Published service agreements between consumers and providers can typically be terminated at any time
by either party, either “for cause” such as a consumer’s violation of a cloud’s acceptable use policies, or
for failure of a consumer to pay in a timely manner. Further, an agreement can be terminated for no
reason at all. Consumers should analyze provider termination and data retention policies.

Provider promises, including explicit statements regarding limitations, are codified in their service
agreements. A provider’s service agreement has three basic parts: (1) a collection of promises made to
consumers, (2) a collection of promises explicitly not made to consumers, i.e., limitations, and (3) a set of
obligations that consumers must accept.

3.1 Promises
Generally, providers make four key promises to consumers:

B Availability. Providers typically advertise availability promises as uptime percentages ranging from
99.5% to 100.0%. These are strong claims, and care is needed to understand how these percentages
are calculated. Often, the percentage applies to the number of time intervals within a billing cycle (or
longer periods such as a year) in which services are not “up” for the entire interval. Examples of time
intervals used by prominent providers are 5 minutes, 15 minutes, and 1 hour. For example, if a
provider specifies an availability interval of 15 minutes, and the service is not functional for 14
minutes, 100% availability is preserved using this metric. Generally, the definition of “up” is
intuitively defined as service responsiveness, but in some cases, multiple cloud subsystems must fail
before the service is judged as unavailable. Providers may also limit availability promises if failures
are specific to particular functions or Virtual Machines (VMs).

* Some cloud providers historically have not provided service agreements, or have provided them only to large or persistent
users. An service agreement is extremely important to understand a cloud provider’s promises.
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B Remedies for Failure to Perform. If a provider fails to give the promised availability, a provider
should compensate consumers in good faith with a service credit for future use of cloud services.
Service credits can be computed in different ways, but are usually determined by how long the service
was unavailable within a specific billing period. Service credits are generally capped not to exceed a
percentage of a consumer’s costs in the billing period in which downtime occurred. Typical caps
range from 10% to 100% of a consumer’s current costs, depending on the provider. Responsibility
for obtaining a service credit is generally placed on the consumer, who must provide timely
information about the nature of the outage and the time length of the outage. It is unclear whether a
provider will voluntarily inform a consumer of a service disruption. None of the providers recently
surveyed (in their standard service agreements) offer a refund or any other remedy for failure to
perform; however, all providers should understand that a poor reputation to perform offers few long-
term business benefits.

B Data Preservation. If a consumer’s access to cloud services is terminated “for cause,” i.e., because
the consumer has violated the clouds' acceptable use policies or for nonpayment, most providers state
that they have no obligation to preserve any consumer data remaining in cloud storage. Further, after
a consumer voluntarily stops using a cloud, providers generally state that they will not intentionally
erase the consumer’s data for a period of 30 days. Some providers preserve only a snapshot of
consumer data, or recommend that consumers: (1) backup their data outside that provider’s cloud
inside another provider’s cloud, or (2) back it up locally.

B Legal Care of Consumer Information. Generally, providers promise not to sell, license, or disclose
consumer data except in response to legal requests. Providers, however, usually reserve the right to
monitor consumer actions in a cloud, and they may even demand a copy of consumer software to
assist in that monitoring.

3.2 Limitations
Generally, provider policies include five key limitations:

B Scheduled Outages. If a provider announces a scheduled service outage, the outage does not count
as failure to perform. For some providers, outages must be announced in advance, or must be
bounded in duration.

B Force majeure events. Providers generally disclaim responsibility for events outside their realistic
control. Examples include power failures, natural disasters, and failures in network connectivity
between consumers and providers.

B Service Agreement Changes. Providers generally reserve the right to change the terms of the
service agreement at any time, and to change pricing with limited advanced notice. For standard
service agreement changes, notice is generally given by a provider by posting the change to a Web
site. It is then the consumer’s responsibility to periodically check the Web site for changes. Changes
may take effect immediately or after a delay of several weeks. For changes that affect an individual
consumer’s account, notice may be delivered via email or a delivery service.

B Security. Providers generally assert that they are not responsible for the impacts of security breaches
or for security in general, i.e., unauthorized modification or disclosure of consumer data, or service
interruptions caused by malicious activity. Generally, service agreements are explicit about placing
security risks on consumers. In some cases, providers promise to use best efforts to protect consumer
data, but all of the providers surveyed disclaim security responsibility for data breach, data loss, or
service interruptions by limiting remedies to service credits for failure to meet availability promises.
Further, it is unclear how easy it would be for a consumer to determine that a service disruption was
maliciously induced versus induction from another source.
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Service APl Changes. Providers generally reserve the right to change or delete service Application
Programming Interfaces (APIs) at any time.

3.3 Obligations

Generally, consumers must agree to three key obligations:

Acceptable Use Polices. Consumers generally must agree to refrain from storing illegal content,
such as child pornography, and from conducting illegal activities such as: (1) gambling, (2) sending
spam, (3) conducting security attacks (e.g., denial of service or hacking), (4) distributing spyware, (5)
intrusive monitoring, and (6) attempting to subvert cloud system infrastructures. Acceptable use
policies vary among providers.

Licensed Software. All providers state that third-party software running in their clouds must
conform to the software’s license terms. In some cases, providers bundle such software and include
monitoring to ensure that license restrictions are enforced.

Timely Payments. Cloud service costs are generally incurred gradually over a billing period, with
the fee due to the provider at the period’s end. Failure to pay, after a grace period, usually subjects a
consumer to suspension or termination “for cause” which can result in loss of consumer data.

3.4 Recommendations

Terminology. Consumers should pay close attention to the terms that are used in service agreements.
Common terms may be redefined by a cloud provider in ways that are specific to that provider's
offerings.

Remedies. Unless a specific service agreement has been negotiated with a provider, remedies for any
failures are likely to be extremely limited; consumers may wish to formulate and negotiate remedies
that are commensurate with damage that might be sustained.

Compliance. Consumers should carefully assess whether the service agreement specifies compliance
with appropriate laws and regulations governing consumer data.

Security, Criticality, and Backup. Consumers should carefully examine the service agreement for
any disclaimers relating to security or critical processing, and should also search for any comment on
whether the provider recommends independent backup of data stored in their cloud.

Negotiated Service Agreement. If the terms of the default service agreement do not address all
consumer needs, the consumer should discuss modifications of the service agreement with the
provider prior to use.

Service Agreement Changes. Be aware that, depending on the details of the service agreement, a
provider may change the terms of service with a specified level of advance notice. Changes may
affect both price and quality of service. It is prudent to develop a plan to migrate workloads to
alternate cloud providers, or back on-premise, in the event that a change in service terms is
unacceptable.

3-3

Copyright © 2012 Association of Corporate Counsel 33 0of 139



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL

CLouD COMPUTING SYNOPSIS AND RECOMMENDATIONS

4. General Cloud Environments

At the time of this writing, many individuals and organizations have made general statements about cloud
computing, its advantages, and its weaknesses. It is important to understand, however, that the term
"cloud computing™ encompasses a variety of systems and technologies as well as service and deployment
models, and business models. A number of claims that are sometimes made about cloud computing, e.g.,
that it "scales,"” or that it converts capital expenses to operational expenses, are only true for some kinds of
cloud systems. The goal of this section is to clearly describe a division of cloud computing systems into
five significant scenarios and, for each scenario, to explain general issues about cloud computing, such as
scalability, and how those issues apply in that scenario.’

As implied by the NIST cloud computing definition, a cloud system is a collection of network-accessible
computing resources that customers (i.e., cloud consumers) can access over a network. In general terms,
a cloud system and its consumers employ the client-server model [Com88], which means that consumers
(the clients) send messages over a network to server computers, which then perform work in response to
the messages received.
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Figure 1: General Cloud and Consumer View

Figure 1 gives a general view of a cloud and its clients: the cloud's computing resources are depicted as a
grid of computer systems where clients access a cloud over network connections. As shown in the
figure, new clients may arrive, existing clients may depart, and the number of clients using a cloud at any
one time is variable. Similarly, a cloud maintains a pool of hardware resources that it manages to
maximize service and minimize costs. To maintain highly available services despite expected component
failures and service life expirations, a cloud incorporates new hardware components as needed and retires
old or failing components. To provide services cost-effectively, a cloud will manage the pool of hardware
resources for resource efficiency; one of the strategies that a cloud provider employs during periods of
reduced consumer demand is to power off unused components. Whether for power management, or for

® This section presents a physical, network-oriented view of how cloud systems can be connected with consumers. An
understanding of cloud software and of which parts of the traditional software "stack" are made available to consumers is
also important, and is presented in Sections 5, 6, and 7.
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hardware refresh, migration of customer workloads (data storage and processing) from one physical
computer to another physical computer [Chr05, Shr10, VMw11, Mic10, Red99] is a key strategy that
allows a provider to refresh hardware or consolidate workloads without inconveniencing consumers.

From Figure 1, a small number of general statements about cloud computing (e.g., strengths and
limitations, performance characteristics) can be inferred; organizations considering the use of cloud
computing should consider these general statements (listed below). Many statements commonly made
about clouds (e.g., that clouds scale for very large workloads or that clouds replace capital expenses with
operational expenses), however, are true only for certain types of clouds. To avoid confusion, this
document explicitly qualifies each such statement with the type of cloud to which it applies; i.e., each
statement has a "scope.” The scopes used in this document are listed in Table 1.

Table 1: Scope Modifiers for Statements Asserted About Clouds

Scope Name Applicability

general Applies to all cloud deployment models.

on-site-private Applies to private clouds implemented at a customer's
premises.

outsourced-private Applies to private clouds where the server side is outsourced to
a hosting company.

on-site-community Applies to community clouds implemented on the premises of
the customers composing a community cloud.

outsourced-community Applies to community clouds where the server side is
outsourced to a hosting company.

public Applies to public clouds.

Each of the scopes is explained below. The following statements are general in their scope, i.e., they
apply regardless of the deployment model or service model:

B Network dependency (general). The consumers, being clients, need a working and secure network
to access a cloud. If the network is not reliable, the cloud will not be reliable from the consumer's
point of view.

B Consumers still need IT skills (general). By operating the server computers, a provider may reduce
the need for IT staff in consumer organizations, but consumers will still access the cloud from on-site
consumer-managed client systems that must be maintained, secure, etc.

B Workload locations are dynamically assigned and are thus hidden from clients (general). To
manage a cloud's hardware resources efficiently, providers must be able to migrate consumer
workloads between machines without inconveniencing the clients, i.e., without the clients being
required to track and adapt to changes and therefore without the clients being aware.®

B Risks from multi-tenancy (general). The workloads of different clients may reside concurrently on
the same system and local network, separated only by access policies implemented by a provider's
software. A flaw in the implementation or in the provider’s management and operational policies and
procedures could compromise the security of consumers.

® In some cases (e.g., the 1aaS service model described in Section 7 below) a workload may exist in a particular location for a
specific time before it migrates; in other cases (e.g., for the PaaS service model described in Section 6 below) a workload
may exist as a fundamentally distributed entity with sequential operations performed for a consumer potentially executing in
different servers, and data existing in a geographically distributed data store.
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B Data import/export, and performance limitations (general). Because consumers access a cloud
over a network, on-demand bulk data import or export may exceed the network's ability to carry the
data in a timely manner. Additionally, real-time or critical processing may be problematic because of
networking latency or other limitations.

Organizations contemplating the use of cloud computing should consider these general statements and
their possible consequences for an organization's mission and business model. Considering only the
general statements, however, is not sufficient. Clouds are also described by one or more of the other (i.e.,
not "general™) scopes listed in Table 1; organizations contemplating the use of cloud computing should
consider the detailed statements made for the kinds of clouds they contemplate using. Each of the
alternatives is broken out below in a separate section focusing on a specific scope.’

4.1 Understanding Who Controls Resources in a Cloud

It is sometimes asserted that when compared to traditional on premises computing, cloud computing
requires consumers to give up (to providers) two important capabilities:

B Control: the ability to decide, with high confidence, who and what is allowed to access consumer
data and programs, and the ability to perform actions (such as erasing data or disconnecting a
network) with high confidence both that the actions have been taken and that no additional actions
were taken that would subvert the consumer's intent (e.g., a consumer request to erase a data object
should not be subverted by the silent generation of a copy).

B Visibility: the ability to monitor, with high confidence, the status of a consumer's data and programs
and how consumer data and programs are being accessed by others.

The extent, however, to which consumers may need to relinquish control or visibility depends on a
number of factors including physical possession and the ability to configure (with high confidence)
protective access boundary mechanisms around a consumer’s computing resources.

This document uses the concept of access boundaries to organize and characterize the different cloud
deployment models. Figure 2 illustrates a key concept from computer security relating to boundaries and
control, the security perimeter [TI1S94, Gas88]. As shown in the figure, a security perimeter is a barrier to
access: entities that are inside the perimeter may freely access resources inside the perimeter; however
entities that are located outside the perimeter may access the resources inside only if allowed by a
boundary controller that enforces a policy over access. Although the term is often used to discuss
firewalls and networks, the concept of the security perimeter is actually more generic and can be used, for
instance, to describe the boundaries between different privilege levels of running software, e.g., between
applications and operating systems. By itself, a security perimeter is NOT an adequate security
mechanism; however, perimeter controls are an important building block for secure systems.

Typical boundary controllers include firewalls [T1S94, Che94], guards [Eps99], and Virtual Private
Networks [R0s99]. By implementing a security perimeter around its important resources, an organization
can achieve both a measure of control over the use of those resources and a means for monitoring access
to them.® Furthermore, via reconfiguration, an organization can adapt a security perimeter to changing
needs (e.g., blocking or allowing protocols or data formats based on changing business circumstances).

" This document does not generally repeat text. However, for specific types of clouds, more can be said about them; in this case,
the name of a general statement may be used again but with an explanation specific to that type of cloud.

8 When uncontrolled paths to computing resources exist, a security perimeter is weakened or may not even exist. Pervasive
wireless communications, e.g., are a threat to security perimeters since there may be no reliable way to interpose a boundary
controller between external entities and internal entities. Similarly, many organizations use mobile devices that are
sometimes connected within an organization's security perimeter, and sometimes exposed directly, e.g., when on travel.
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The various cloud deployment models in the NIST cloud definition have implications for the locations of
consumer-controlled security perimeters and hence for the level of control that consumers can exercise
over resources that they entrust to a cloud.
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Figure 2: The Security Perimeter

The NIST cloud definition lists four deployment models: private, community, public, and hybrid. The
private and community deployment models, however, admit of two variants that should be discussed
separately because they affect the security perimeter: on-site, and outsourced. The hybrid deployment
model is a combination of the others and therefore a hybrid deployment may be subject to the
implications of all of its building blocks as well as unique implications that arise when multiple systems
are composed into more complex integrated systems.

4.2 The On-site Private Cloud Scenario

Figure 3 presents a simple view of an on-site private cloud. As shown in the figure, the security perimeter
extends around both the consumer's on-site resources and the private cloud's resources. The private cloud
may be centralized at a single consumer site or may be distributed over several consumer sites. The
security perimeter will exist only if the consumer implements it. If implemented, the security perimeter
will not guarantee control over the private cloud's resources, but its existence gives an opportunity for a
consumer to exercise control over resources entrusted to the on-site private cloud.
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Figure 3: On-site Private Cloud
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Although the general implications remain true with an on-site private cloud, the on-site-private scenario
allows for additional and more detailed implications that organizations considering the use of an on-site
private cloud should consider:

B Network dependency (on-site-private). Depending on the configuration (e.g., single physical site,
protected cloud network), the network dependency for an on-site private cloud may be limited to
dependence on networking resources over which a consumer has control (e.g., local area networking).
In this scenario, larger-scale network problems, such as Internet congestion or communications with
remote Internet Domain Name Servers (DNS) [Moc87-1, Moc87-2] may be avoided.

If a consumer organization spans multiple physical sites and wishes different sites to access the same
private cloud, however, the consumer must either provision a controlled inter-site communications
media, such as an encrypted leased line, or must use cryptography (e.g., with a VPN) over less
controlled communications media such as the public Internet. Both of these options introduce risks to
a private cloud's networking availability and security because performance dependencies are
established to resources that exist off of the consumer's site and that are not directly under the
consumer's control, and because any failure to implement and configure cryptographic mechanisms
could allow outsiders access. The consumer organization must also ensure that remote sites are
maintained at an appropriate security level for the private cloud or that boundary devices are installed
to prevent inconsistencies in security levels.

B Consumers still need IT skills (on-site-private). Consumer organizations will need the traditional
IT skills required to manage user devices that access the private cloud, and will require cloud IT skills
as well. Early in the rollout of an on-site private cloud, consumer organizations may wish to maintain
parallel cloud and non-cloud operations for an evaluation period. During any such evaluation period,
traditional IT skills will be required. Even after an evaluation period, however, traditional IT staff
will be needed (perhaps at reduced levels) to manage legacy licensing agreements, special hardware
or system requirements, unique security needs for special projects, and legacy investments in
equipment and training.

In addition, new skills for working in clouds may be required. For example, an organization that
performs compute-intensive jobs may need to eventually reorganize those jobs so that they can run
using a higher level of parallelism on the cloud's resources [Dea04]; an organization that processes
large data sets in the cloud will need to develop skills with cloud-based storage [Cha06, Ghe03,
Ama06, SNI10, Msf11].°

B Workload locations are hidden from clients (on-site-private). As in the general case, to manage a
cloud's hardware resources, a private cloud must be able to migrate workloads between machines
without inconveniencing clients, i.e., without the clients being aware. In some situations, to avoid
creating a single point of failure, it may also be necessary to provision and operate redundant cloud
facilities at geographically diverse locations. With an on-site private cloud, however, a consumer
organization chooses the physical infrastructure in which the private cloud operates, and hence
determines the possible geographical locations of workloads. While individual clients still may not
know where their workloads physically exist within the consumer organization's infrastructure at any
given time, the consumer organization has both visibility and control over where workloads are
allowed to reside.

B Risks from multi-tenancy (on-site-private). As in the general case, the workloads of different
clients may reside concurrently on the same systems and local networks, separated only by access
policies implemented by a cloud provider's software. A flaw in the implementation or in the

® Note: this is not a comprehensive list of cloud storage systems.
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provider’s management and operational policies and procedures could compromise the security of a
consumer organization by exposing client workloads to one another contrary to the consumer's
security policy. Logical segregation techniques at the network layer, such as VPN Routing and
Forwarding (VRF), can help mitigate risks. An on-site private cloud mitigates these risks somewhat
further by restricting the number of possible attackers; all of the clients would typically be members
of the consumer organization or authorized guests or partners, but the on-site private cloud is still
vulnerable to attack conducted by authorized but also malicious insiders. Different organizational
functions, such as payroll, storage of sensitive personally identifiable information, or the generation
of intellectual property may be merged as a consequence of such security failures, which can provide
access to users who are not authorized to access specific classes of data and who then may disclose
data from the on-site private cloud.

B Data import/export, and performance limitations (on-site-private). As with the general case, on-
demand bulk data import/export is limited by the on-site private cloud's network capacity, and real-
time or critical processing may be problematic because of networking limitations. In the on-site
private cloud scenario, however, these limits may be adjusted, although not eliminated, by
provisioning high-performance and/or high-reliability networking within the consumer's
infrastructure. Particularly if a consumer has only one site that requires access to the on-site private
cloud, a consumer may be able to provision local networks that provide higher performance than can
practically be achieved via wide area networks.

B Potentially strong security from external threats (on-site-private). In an on-site private cloud, a
consumer has the option of implementing an appropriately strong security perimeter to protect private
cloud resources against external threats to the same level of security as can be achieved for non-cloud
resources. For low-impact data and processing, the security perimeter may consist of commercial
firewall rule sets and VPNs. For higher-impact data, security perimeters can be constructed via more
restrictive firewall policies [Zwi00, Ran99], multi-factor authentication [SP-800-63], encryption
[Sch94, Ros99], intrusion detection and prevention, and even physical isolation.

B Significant-to-high up-front costs to migrate into the cloud (on-site-private). An on-site private
cloud requires that cloud management software be installed on computer systems within a consumer
organization. If the cloud is intended to support process-intensive or data-intensive workloads, the
software will need to be installed on numerous commodity systems or on a more limited number of
high-performance systems. Installing cloud software and managing the installations will incur
significant up-front costs, even if the cloud software itself is free, and even if much of the hardware
already exists within a consumer organization. Three potential approaches to accomplish this are:

New Data Center: The most direct approach is for a consumer to provision a data center in which
to deploy the cloud software. In this case, the on-site private cloud incurs up-front costs that are
similar to those of a typical data center and the consumer can provision the data center for
anticipated workloads.

Converted Data Center: As an alternative to provisioning a new data center, a consumer may
convert part or all of an existing data center to support the on-site private cloud. This approach,
however, may not be compatible with running parallel cloud and non-cloud systems during the
initial evaluation period.

Scavenged Resources: Another alternative approach, supported by [Nur-08, Nur-08-2], is for
cloud software to be installed primarily on computers that already exist within an organization.

In this scenario, cloud systems share hardware resources with other uses of the hardware and
essentially can harvest cycles that might otherwise be wasted. This approach offers the advantage
that cloud services can be made available on an experimental basis without a large hardware
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investment; however, the resources available to such a configuration will be limited to the
previously-surplus resources in the organization's infrastructure (unless the former uses of the
hardware are reduced in favor of the cloud). Additional limitations are that: (1) hardware
resources must be incorporated into the on-site private cloud from wherever they exist in a
consumer organization's infrastructure (via networking) rather than being co-located for
efficiency, and (2) the available hardware may not be homogeneous and thus may be somewhat
more difficult to administer.

B Limited resources (on-site-private). An on-site private cloud, at any specific time, has a fixed
computing and storage capacity that has been sized to correspond to anticipated workloads and cost
restrictions. If an organization is large enough and supports a sufficient diversity of workloads, an
on-site private cloud may be able to provide elasticity to clients within the consumer organization.
Smaller on-site private clouds will, however, exhibit maximum capacity limits similar to those of
traditional data centers. An on-site private cloud also requires that some costs, e.g., for equipment, be
paid up-front.

4.3 The Outsourced Private Cloud Scenario

Figure 4 depicts an outsourced private cloud. As shown in the figure, an outsourced private cloud has two
security perimeters, one implemented by a cloud consumer (on the right) and one implemented by a
provider™ (left). The two security perimeters are joined by a protected communications link. As is
apparent from the figure, the security of data and processing conducted in the outsourced private cloud
depends on the strength and availability of both security perimeters and of the protected communication
link. The provider thus accepts a responsibility to enforce the provider-implemented security perimeter
and to prevent mingling of private cloud resources with other cloud resources that are outside the
provider-controlled security perimeter. The suitability of various mechanisms for achieving an
appropriate strength of separation between private cloud resources and other cloud resources depends on
the consumer's security requirements. A number of possible mechanisms could be used with various
tradeoffs between separation strength and cost/convenience (e.g., Virtual Local Area Network (VLAN),
VPN, separate network segments or clusters). This scenario, however, should, not merely employ
separation mechanisms that are identical to the normal mechanisms (e.g., hardware virtualization,
VLANS) that separate customers in a public cloud. If those mechanisms alone were used, this scenario
would essentially become the public cloud scenario.

10 Byt perhaps configured by the consumer.
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Figure 4: Outsourced Private Cloud

Although the general statements remain true for the outsourced private scenario, the outsourced private
scenario also allows for a more detailed understanding of some of the general statements plus additional
statements that organizations considering the use of an outsourced private cloud should consider:

B Network Dependency (outsourced-private). In the outsourced private scenario, consumers may
have an option to provision dedicated protected and reliable communication links with the provider.
Although network dependence does not appear to be avoidable, in this scenario the impact of the
network dependency may be ameliorated at a negotiated price (e.g., dedicated leased network
connections supporting enhanced performance, reliability, and security).

B Workload locations are hidden from clients (outsourced-private). As in the general case, to
manage a cloud's hardware resources, an outsourced private cloud must be able to migrate workloads
between machines without inconveniencing the clients, i.e., without the clients being aware of the
migrations. The outsourced private cloud scenario, however, provides an opportunity for the
consumer's organization to have some visibility and control regarding workload locations. Assuming
that the provider faithfully implements the security perimeter agreed upon with the consumer, the
consumer organization workloads move only within the agreed-upon security perimeter. Depending
on the mechanisms chosen to implement the perimeter, the consumer may know the physical location
(e.g., cluster, network segments) of the resources devoted to the outsourced private cloud even though
the clients are unaware.

B Risks from multi-tenancy (outsourced-private). The implications are the same as those for an on-
site private cloud. FISMA and OMB policy require that external cloud providers handling federal
information or operating information systems on behalf of the federal government meet the same
security requirements as federal agencies.

B Data import/export, and performance limitations (outsourced-private). As with the general case,
on-demand bulk data import/export is limited by the network capacity between a provider and
consumer, and real-time or critical processing may be problematic because of networking limitations.
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In the outsourced private cloud scenario, however, these limits may be adjusted, although not
eliminated, by provisioning high-performance and/or high-reliability networking between the
provider and consumer. This provisioning, however, would require a special contract and incur
significant costs.

B Potentially strong security from external threats (outsourced-private). As with the on-site
private cloud scenario, a variety of techniques exist to harden a security perimeter. The main
difference with the outsourced private cloud is that the techniques need to be applied both to a
consumer's perimeter and to a provider's perimeter, and that the communications link needs to be
protected.

B Modest-to-significant up-front costs to migrate into the cloud (outsourced-private). Unlike the
case of an on-site private cloud, where physical computing resources need to be provisioned or
scavenged by a consumer before the cloud can start operating, in the outsourced private cloud
scenario, the resources are provisioned by the provider, and the main startup costs for the consumer
relate to: (1) negotiating the terms of the service level agreement (e.g., agreeing on suitable protection
mechanisms), (2) possibly upgrading the consumer's network to connect to the outsourced private
cloud, (3) switching from traditional applications to cloud-hosted applications, (4) porting existing
non-cloud operations to the cloud, and (5) training. Although these costs may be significant, they do
not include server-side equipment and its supporting infrastructure.

B Extensive resources available (outsourced-private). Unlike the case of an on-site private cloud, in
which the resources must be provisioned by a consumer up front, in the case of the outsourced private
cloud, a consumer can rent resources in any quantity offered by the provider. Provisioning and
operating computing equipment at scale is a core competency of providers. Hence it is likely that a
provider can provision relatively large private clouds as needed. As with the on-site private cloud, an
outsourced private cloud has a fixed capacity at any given time, and providing elasticity for clients is
achievable only if the cloud is large enough and there is sufficient diversity of workloads. As with an
on-site private cloud, an outsourced private cloud will exhibit maximum capacity limits similar to
those of traditional data centers.

4.4 The On-site Community Cloud Scenario

Figure 5 depicts an on-site community cloud. The community depicted in the figure is made up of a set
of participant organizations. Each participant organization may provide cloud services, consume cloud
services, or both. It is necessary for at least one community member to provide cloud services for a
community cloud to be functional. The figure depicts members that provide cloud services (and possibly
consume them also) on the left and those that consume-only on the right. Assuming that each
organization implements a security perimeter, the participant organizations are connected via links
between the boundary controllers that allow access through their security perimeters. Optionally,
organizations may implement extra security perimeters to isolate the local cloud resources from other
local resources. Many network configurations are possible; the figure shows the extra security perimeter
as being inside an organization's "non-cloud" security perimeter although it could be located outside as
well. The boundary controllers in any configuration should grant appropriate access to the cloud
resources both to local clients and to clients of other participant organizations. Importantly, providing
access to local cloud resources should not grant access to non-cloud resources unless granting such access
is a specific policy goal.
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Figure 5: On-site Community Cloud

In Figure 5 it is easy to see that the access policy of a community cloud may be complex: if there are N
community members, a decision must be made, either implicitly or explicitly, on how to share a member's
local cloud resources with each of the other members. A number of policy specification techniques (e.g.,
discretionary access control using a standard such as XACML [Mos05], or following a security model
such as role-based access control [Fer92] or attribute-based access control [Kar09]) might be used to
express sharing policies. Besides controlling access to resources, identity management [Oid11, Rag08,
Oix10] is important in this scenario since clients from multiple participant organizations access a common

pool of resources.

As with the on-site private cloud and the outsourced private cloud, although the general statements remain
true for the on-site community scenario, the on-site community cloud scenario also allows for a more
detailed understanding of some of the general statements as well as additional statements that
organizations considering the use of an on-site community cloud should consider:

B Network Dependency (on-site community). As with the on-site private scenario, where the
organization spans multiple sites, the consumers in an on-site community cloud need to either
provision controlled inter-site communication links or use cryptography over a less controlled
communications media (such as the public Internet). The reliability and security of the community
cloud will depend on the reliability and security of the communication links. Dedicated leased
network connections can also be used to support enhanced performance, reliability, and security. In
the on-site community case, in addition, care should be taken to understand the actual dependencies
between member organizations since there are multiple organizations participating and any subset of
them could suffer a cloud infrastructure failure (e.g., going offline). Additionally, local clouds will
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probably need to be taken offline for maintenance at various times and therefore two-way
communication in advance among the community members is essential to achieving a clear
understanding of the service levels that they offer to one another and require from one another.

B Consumers still need IT skills (on-site-community). In an on-site community cloud, there are
potentially two classes of participant organizations: those who provide cloud services to the
community, and those who only consume cloud resources. For the participant organizations that
provide cloud resources, the IT skills required are similar to those required for the on-site private
cloud scenario except that the overall cloud configuration may be more complex and hence require a
higher skill level. If any participant organizations are consumers only, the IT skills required are
similar to those of the general case except that if there are multiple participant organizations
providing cloud services, the configuration from the consuming side may be more complex, e.g.,
forcing clients to maintain multiple authentication credentials or to commit to an identity management
framework.

Identity and access control configurations among the participant organizations may be complex;
organizations considering a community cloud should ensure that the IT staff from the participant
organizations negotiate and clearly document the access policies that are planned within the
community cloud.

B  Workload locations are hidden from clients (on-site-community). As with the outsourced private
cloud scenario, assuming that participant organizations faithfully implement their security perimeters
and have policies to keep workloads onsite, workloads should remain within participant
organizations. Variations on this scenario are possible, however. For example, a participant
organization providing cloud services to the community cloud may wish to employ an outsourced
private cloud as a part of its implementation strategy. An organization that is concerned with
knowing workload locations should discuss potential outsourcing configurations prior to joining a
community cloud, and should ensure that the outsourcing policies are clearly documented for the
participant organizations.

B Risks from multi-tenancy (on-site-community). As with the on-site private scenario, the on-site
community scenario mitigates some of the multi-tenancy risks by restricting the number of possible
attackers. In the on-site community scenario, however, the cloud encompasses more organizations
and hence may restrict the set of potential attackers less than in the case of the on-site private
scenario.

B Data import/export, and performance limitations (on-site-community). The communication links
between the various participant organizations in a community cloud can be provisioned to various
levels of performance, security and reliability, based on the needs of the participant organizations.
The network-based limitations are thus similar to those of the outsourced-private cloud scenario.

B Potentially strong security from external threats (on-site-community). The security of a
community cloud from external threats depends on the security of all the security perimeters of the
participant organizations and the strength of the communications links. These dependencies are
essentially similar to those of the outsourced private cloud scenario, but with possibly more links and
security perimeters and greater configuration complexity.

B Highly variable up-front costs to migrate into the cloud (on-site-community). The up-front costs
of an on-site community cloud for a participant organization depend greatly on whether the
organization plans to consume cloud services only or also to provide cloud services. For the
consume-only scenario, the up-front costs appear to be similar to those for an outsourced private
cloud (i.e., modest-to-significant). For a participant organization that intends to provide cloud
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services within the community cloud, the costs appear to be similar to those for the on-site private
cloud scenario (i.e., significant-to-high).

Limited resources (on-site community). As with the on-site private cloud scenario, resources for an
on-site community cloud must be provisioned or scavenged locally. Therefore the resource limitations
appear to be similar to those of the on-site private cloud, i.e., relatively limited.

4.5 The Outsourced Community Cloud Scenario

Clignts accessing
the community cloud
Community member fram within their
security perimeaters. security perimeters.

A Cloud Providqr

p——
- -

- . . -
',- Organization X ¥

-

’,#—thw

- )
7' A Community™s_

Cloud A

10N ..
'E_E_ boundary
eveBimes B ... | CONMTONEr
AN t' j

-
-

-

’-f
-

Blocked
access.

L
C

baundary

. &
~, Inside _-

fal TR

g

Qutside

Provider-controlled
security perimeter.

- = -
“w._lnside .-

s

Qutside
1 ; l oy J
| |

Community organizations
consuming cloud resources.

Cloud provider’'s facility.

Figure 6: Outsourced Community Cloud

Figure 6 depicts an outsourced community cloud. The community depicted in the figure is made up of a
set of participant organizations that consume cloud services. This scenario is very similar to the
outsourced private cloud scenario: server-side responsibilities are managed by a cloud provider that
implements a security perimeter and that prevents mingling of community cloud resources with other
cloud resources that are outside the provider-controlled security perimeter. A significant difference is that

the cloud provider may need to enforce a sharing policy among participant organizations in the
community cloud.

Although the general statements remain true for the outsourced community cloud scenario, the outsourced

community cloud scenario also allows for a more detailed view of some of the general statements as
follows:

B Network dependency (outsourced-community). As can be seen from Figure 6, the network
dependency of the outsourced community cloud is similar to that of the outsourced private cloud.

The primary difference is that multiple protected communications links are likely from the
community members to the provider's facility.
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B Workload locations are hidden from clients (outsourced-community). The implications appear to
be the same as for the outsourced private cloud scenario.

B Risks from multi-tenancy (outsourced-community). The implications appear to be the same as for
the on-site community cloud scenario.

B Data import/export, and performance limitations (outsourced-community). The implications
appear to be the same as for the outsourced private cloud scenario.

B Potentially strong security from external threats (outsourced-community). The implications
appear to be the similar to those for the on-site community cloud scenario.

B Modest-to-significant up-front costs to migrate into the cloud (outsourced-community). The
implications appear to be the same as for the outsourced private cloud scenario.

B Extensive resources available (outsourced-community). The implications appear to be the same as
for the outsourced private cloud scenario.

4.6 The Public Cloud Scenario

Figure 7 depicts a public cloud. This diagram is essentially similar to Figure 1 except that a consumer
facility implementing a security perimeter is shown. In the case of a public cloud, however, more
statements can be made based on the diagram than could be made based on Figure 1. For example, in the
public setting, the provider's computing and storage resources are potentially large; the communication
links can be assumed to be implemented over the public Internet; and the cloud serves a diverse pool of
clients (and possibly attackers).
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Figure 7: Public Cloud

As with the other scenarios, although the general statements remain true for the public cloud scenario, the
public cloud scenario also allows for a more detailed view of some of the general statements:
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B Network dependency (public). In the public scenario, consumers connect to providers via the public
Internet. The dependability of connections thus depends on the Internet's infrastructure of Domain
Name System (DNS) servers, the router infrastructure, and the inter-router links. The reliability of
connections can thus be affected by misconfiguration [Opp03] or failure of these components as well
as network congestion or attack. Additionally, consumers require a connection via an Internet
Service Provider, often designated the "last mile." This connection must also be functional for the
cloud to be accessible.

B Workload locations are hidden from clients (public). In the public scenario, a provider may
migrate a consumer's workload, whether processing or data, at any time. One of the central
arguments for cost efficiency in public cloud computing is that data centers (and hence workloads)
can be located where costs are low. Generally, workloads in a public cloud may be relocated
anywhere at any time unless the provider has offered (optional) location restriction policies and the
consumer has configured their account to request specific location restrictions. Generally, location
restrictions in a public cloud are somewhat coarse grained (e.g., the east coast of the US). The
confidence that restrictions are actually enforced rests upon protection of consumer credentials (e.g.,
that the account has not been hijacked and had its location preferences changed) and the faithfulness
with which the provider implements the advertised policies. Generally, consumers are not in a
position to verify that location restrictions have been enforced.

B Risks from multi-tenancy (public). In a public cloud, a single machine may be shared by the
workloads of any combination of consumers. In practice, this means that a consumer's workload may
be co-resident with the workloads of competitors or adversaries. As summarized in the general case,
this introduces both reliability and security risk. A failure could occur or an attack could be
perpetrated by any consumer. Scaling to larger sets of consumers and resources is one of the
important strategies for public clouds to achieve low costs and elasticity; if this scaling is achieved,
however, it also implies a large collection of potential attackers.

B Limited visibility and control over data regarding security (public). The details of provider
system operation are usually considered proprietary information and are not divulged to consumers.
In many cases, the software employed by a provider is proprietary and likely not available for
examination by consumers. Consequently, consumers do not (at the time of this writing) have a
guaranteed way to monitor or authorize access to their resources in the cloud. Although providers
may make strong efforts to carry out the requests of consumers and some may provide monitoring
services, consumers must either trust that the provider is performing operations with fidelity or, if the
provider has contracted with a third party auditing organization, trust that the auditing is accurate and
timely. As an example of this limitation, a consumer cannot currently verify that data has been
completely deleted from a provider's systems.

B Low up-front costs to migrate into the cloud (public). The implications appear to be the same as
for the outsourced private cloud scenario.

B Elasticity: illusion of unlimited resource availability (public). Public clouds are generally
unrestricted in their location or size. Additionally, they can generally use multi-tenancy without
being limited by static security perimeters, which allows a potentially high degree of flexibility in the
movement of consumer workloads to correspond with available resources. As a consequence, public
clouds have unique advantages in achieving elasticity, or the illusion (to consumers) of unlimited
resource availability.

B Restrictive default service level agreements (public). The default service level agreements of
public clouds specify limited promises that providers make to subscribers, limit the remedies
available to subscribers, and outline subscriber obligations in obtaining such remedies.
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B Although marketing literature may make broad claims about cloud system reliability, security, etc.,
the terms of the service agreements define the actual (legal) obligations of providers. Section 3
describes these terms in greater detail.

4.7 The Hybrid Cloud Scenario

As given by the cloud definition in Section 2, a hybrid cloud is composed of two or more private,
community, or public clouds. As presented in this section, both the private and the community
deployment models have two significant variations: on-site and outsourced. The variations are significant
because they have different performance, reliability, and security properties, among others. A hybrid
cloud, consequently, is a composition of clouds where each constituent cloud is one of the five variants.
There are many conceivable configurations of hybrid clouds and it is not realistic to enumerate them.
However, the space of possibilities and the potential challenges can be illustrated.

Figure 8 depicts a theoretical hybrid cloud composed of a number of constituent clouds representing all of
the deployment model variants. The figure depicts access points into the constituent clouds as well as the
network connectivity between them. Security policies governing the flow of information and access to
resources could be implemented in a wide variety of ways, e.g., based on policies applied by each
individual constituent cloud. Additionally, global issues such as identity management and shared
standards for authentication and information protection within the hybrid cloud are not shown. A further
complication not shown is that a hybrid cloud may change over time with constituent clouds joining and
leaving.

b -

-
S

On-site Private Cloud

On-site Community Cloud Outsourced Community Cloud =

Fublic Cloud

Figure 8: Hybrid Cloud
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As depicted in Figure 8, a hybrid cloud can be extremely complex. However many less complex and
highly useful hybrid cloud configurations are possible. For example, "cloud bursting" is an often-
discussed concept in which a consumer uses a private cloud for routine workloads, but optionally accesses
one or more external clouds during periods of high demand. Using one type of cloud to provide backup
resources to another [SN109] is another hybrid possibility as well as using one cloud for disaster recovery
[SNI09] for a second. For new software developed specifically to run on cloud platforms (e.g., [Msf11-2,
Gooll, Sall11]), multi-cloud configurations are possible and even likely. For example, Web request
handling platform clouds (see Section 6) can be very efficient for making Web applications continuously
available at low cost while on-site or community infrastructure clouds may be more suitable for
performing necessary background work to support the applications. Different cloud deployment variants
may also be appropriate for particular organizational functions or roles; for example, an organization may
elect to process sensitive data such as payroll information in an outsourced private cloud but use a public
cloud for new software development and testing activities.
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5. Software-as-a-Service Environments

The purpose of this section is to describe the architecture and basic operation of SaaS, or Software as a
Service, in a cloud-computing environment. This information is important for readers who need to
evaluate whether a SaaS cloud offering can satisfy particular reliability, compliance, or security
requirements, and also for readers who want to understand operational mechanisms.

The term SaaS dates from the 1990s and thus predates the term cloud computing. SaaS is also known
commonly as “Web services.” SaaS systems can be implemented in a number of different ways; using
the SaaS maturity model of [Cho06], the most advanced architectures for SaaS appear to satisfy the NIST
definition of cloud computing. While many slightly different definitions of SaaS are possible, a simple
and usable definition has already been formulated:

“Software deployed as a hosted service and accessed over the Internet.” [ChoO6]

Fundamentally, cloud computing provides convenient rental of computing resources. These resources,
which are typically accessed by consumers over a network, must be measurable in units that can be

SaaS
Who are the consumers?
1. Organizations providing their members or employees with access to typical software
applications such as office productivity or email.
2. End users who directly use software applications, whether on their own behalf or that of
their organization.
3. Software application administrators who configure an application for end users.

What does a consumer get? The right to use specific applications on demand, and application data
management, such as backup and data sharing between consumers.

How are usage fees calculated? Typically, based on the number of users, the time in use, per-
execution, per-record-processed, network bandwidth consumed, and quantity/duration of
data stored.

individually allocated to specific consumers, and paid for based on factors such as how long the units are
retained, who has access to them, how they are used, etc. In the case of SaaS, what is being rented is
access to an application [Sii01]. Typically, access to the application is over a network connecting the
SaaS provider with the consumer. For public or outsourced SaaS, most application program logic is
executed on the cloud provider's servers. The consumer's browser! provides: (1) the consumer interface
that captures consumer keystrokes and other inputs, and produces output in the form of graphics/sound,
and (2) the data export that outputs data to local storage devices such as USB devices or printers. To
protect application data exchanged between the consumer's browser and the cloud provider over the
network, cryptography is required. Typically, the consumer's browser and the cloud provider's server
begin a session by first negotiating a shared key using one of several standard key exchange protocols
(e.g., TLS[Die08] or SSL[Net96]). The consumer's browser and the cloud provider can then use the key
to encrypt communications.*” The consumer and provider can then exchange credentials to prove their

! The consumer may use a browser or other thin-client application to communicate with a SaaS cloud; in practice, browsers are
often used as they require no additional installation. For simplicity, this document describes the consumer-side software
simply as a "browser."

12 This protection is not without risk however because past implementation errors or protocol flaws have enabled man-in-the-
middle attacks that could allow an attacker to hijack a consumer’s cloud resources [Mar09].
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identities to one another. Generally, a consumer provides an account name and password or other
authentication credential such as a time-based hardware token value.

The SaaS provider’s main responsibility to the consumer is to ensure that the software that it supplies is
solidly supported and tested. Another key requirement is that SaaS applications be scalable to
increasingly larger consumer workloads. Maintaining an infrastructure to carry this out in a secure
environment with specified uptime for the consumer is a critical aspect. Many consumers may have
valuable organizational data stored in the cloud and some of this information may be proprietary and
business-sensitive; therefore a secure environment is paramount.

The following six subsections describe several important characteristics of SaaS offerings: Abstract
Interaction Dynamics; Software Stack and Provider/Consumer Scopes of Control; Benefits; Issues and
Concerns; Candidate Application Classes; and Recommendations.

5.1 Abstract Interaction Dynamics
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Figure 9: SaaS Consumer/Provider Interaction Dynamics

To provide an understanding of SaaS cloud offerings, this section abstractly describes the dynamics of an
interaction between clients of a typical consumer and the SaaS cloud service through a simplified model.
One such model is shown in Figure 9. Figure 9.A depicts a cloud providing services to two clients, C,
and C,. In a private cloud, the clients will belong to (or be associated with) a single consumer
organization; in other deployment models, as covered in Section 4, the clients may represent different
consumers. Abstractly, the cloud provider possesses an inventory of software applications ("apps" in the
figure) that it is offering to clients for use over the network. In addition, the cloud provider possesses (or
can rent) application execution resources (labeled "exr" in the figure). In Figure 9.A, client C, is
currently using two applications, B and C. To execute the apps for client C,, the cloud provider has
allocated two execution resources, exr; and exr,, with exr; supplying the processing power and other
resources to run the B application (denoted by B—exr; in the figure), and exr, supplying the processing
power and other resources to run the C application (denoted by C—exr, in the figure). An execution
resource might be, e.g., a physical computer, a virtual machine (discussed in Section 7), or a running
server program that can service client requests, start a virtual machine, or even rent computing cycles and
storage from another organization. Similarly, client C,, is using one application, C, which is supported by
execution resource exrs. Note that the same application (C in this case) can be rented out to multiple
clients at the same time, as long as the cloud provider can marshal the execution resources to support the
application. As shown in Figure 9.B, when an additional client requests applications from the cloud, the
cloud provider allocates extra execution resources to support the requested applications.
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5.2 Software Stack and Provider/Consumer Scope of Control

In SaaS, the cloud provider controls most of the software stack. Figure 10 illustrates how control and
management responsibilities are shared. In the center, the figure depicts a traditional software stack
comprising layers for the hardware, operating system, middleware, and application. The figure also
depicts an assignment of responsibility either to the cloud provider, the cloud consumer, or both.

| Cloud Provider | {Cloud Consumer |

1
1 Limited Admin Control
User Level Control

Admin Control —— | Application e.g., mail

Middleware e.g., Java
Operating System

No Control

Hardware

Figure 10: SaaS Provider/Consumer Scope of Control

In the SaaS service model, a consumer possesses control over the application-specific resources that a
SaaS application makes available. For example, if a provider supplies an email application, the consumer
will typically have the ability to create, send, and store email messages. Figure 10 depicts this as "user
level” control. In some cases, a consumer also has limited administrative control of an application. For
example, in the example of an email application, selected consumers may have the ability to create email
accounts for other consumers, review the activities of other consumers, etc.

In contrast, a provider typically maintains significantly more administrative control at the application
level. A provider is responsible for deploying, configuring, updating, and managing the operation of the
application so that it provides expected service levels to consumers. A provider's responsibilities also
extend to enforcing acceptable usage policies, billing, problem resolution, etc. To discharge these
obligations a provider must exercise final authority over the application. Although a consumer may
possess limited administrative control, the control possessed by the consumer exists only at the discretion
of the provider.

The middleware layer depicted in Figure 10 provides software building blocks for the application. A
middleware layer can take a number of forms, ranging from: (1) traditional software libraries, to (2)
software interpreters (e.g., the Java Virtual Machine [Lind99] or the Python runtime environment [Pyt11]
or implementations of the Common Language Infrastructure [ISO/IEC 23271:2006]), to (3) invocations
of remote network services. Middleware components may provide database services, user authentication
services, identity management, account management, etc. In general, a cloud consumer needs and
possesses no direct access to this layer. Similarly, consumers require and generally possess no direct
access to the operating system layer or the hardware layer. Optionally, a provider may employ a Virtual
Machine Monitor (VMM) as part of the software stack. In this case (not shown in Figure 10), the VMM
resides between the hardware and the operating-system layers. A VMM can be a useful tool to help a
provider manage available hardware resources, however SaaS consumers do not require or generally
possess direct access to it.

5.3 Benefits

Compared with traditional computing and software distribution solutions, SaaS clouds provide scalability
and also shift significant burdens from consumers to providers, resulting in a number of opportunities for
greater efficiency and, in some cases, performance. The following sections describe five key benefits of
Saa$ clouds.
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5.3.1 Very Modest Software Tool Footprint

As browsers that are capable of efficiently displaying interactive content have become ubiquitous, SaaS
application deployment has become increasingly convenient and efficient with little or no client-side
software required. Several factors contribute to this value proposition:

B Unlike shrink-wrapped software applications, SaaS applications can be accessed without waiting for
complex installation procedures.

B Because SaaS applications have very small footprints on client computers, risk of configuration
interference between applications on client computers is reduced.

B Distribution costs for the software are fundamentally reduced. As discussed in [Cho06], lower
distribution costs allow for economical development and deployment of software features even if they
appeal to only a small portion of consumers.

5.3.2 Efficient Use of Software Licenses

License management overheads can be dramatically reduced using SaaS. As discussed in [Sii01],
consumers can employ a single license on multiple computers at different times instead of purchasing
extra licenses for separate computers that may not be used and thus over-provisioning the license.
Additionally, traditional license management protocols and license servers are not needed to protect the
intellectual property of application developers because the software runs in the provider's infrastructure
and can be directly metered and billed.

5.3.3 Centralized Management and Data

For public and outsourced scenarios, the SaaS service model implies that the majority of the data
managed by an application resides on the servers of the cloud provider. The provider may store this data
in a decentralized manner for redundancy and reliability, but it is centralized from the point of view of
consumers. This logical centralization of data has important implications for consumers. One implication
is that, for public and outsourced scenarios, the SaaS provider can supply professional management of the
data, including for example, compliance checking, security scanning, backup, and disaster recovery.
When these services are provided away from the consumer's premises in public and outsourced scenarios,
SaaS management of data gives consumers protection against the possibility of a single catastrophe
destroying both the consumer's facility and data. This benefit, however, is contingent upon the SaaS
provider protecting its facilities from catastrophic attack or other undesirable events. For on-site private
and community SaaS clouds, the benefits of centralized management are similar however there is less
resilience against catastrophic losses unless consumers explicitly plan for those contingencies. The “on
demand” network access of SaaS applications also relieves consumers from the need to carry their data
with them in some settings, thus potentially reducing risks from loss or theft. When supported by the
application's logic, remote data management also facilitates sharing among other consumers.

5.3.4 Platform Responsibilities Managed by Providers

Generally, for outsourced or public SaaS clouds, consumers need not become involved with the
management of a provider's infrastructure. For example, consumers need not be distracted by which
operating system, hardware devices or configuration choices, or software library versions underlie a SaaS
application. In particular, providers have responsibility for operational issues such as backups, system
maintenance, security patches, power management, hardware refresh, physical plant security, etc.
Providers also have an obligation to field services that guard against known exploits at the application
level. Further, consumers are not required to maintain on premises IT support to perform these tasks, with
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an exception that on premises IT support is still necessary to connect consumer browsers securely to the
network. Because SaaS providers implement new application features and provide the server side
hardware that runs them, SaaS providers also have advantages in managing the introduction of new
features while mitigating the need for consumers to upgrade their hardware systems to use the new
features.

5.3.5 Savings in Up-front Costs

Outsourced and public SaaS clouds allow a consumer to begin using an application without the up-front
costs of equipment acquisition, but potentially with a recurring usage fee. Additionally, cloud providers
should be able to provision their hardware, power, and other computing resources at scale and more
efficiently than individual consumers, which may reduce ongoing costs to consumers. This provides a
basis for cost savings to consumers (assuming a competitive marketplace). As with any buy vs. rent
decision, a careful analysis of all the cost considerations should be performed, including anticipated future
prices, before committing to a single approach.

5.4 Issues and Concerns

Compared with traditional computing and software distribution solutions, outsourced and public SaaS
clouds perform more application-level logic at provider facilities. For all scenarios, SaaS clouds place
significant reliance on consumer browsers to be both reliable and secure. These constraints raise a
number of issues and concerns, and affect the types of applications that are good fits for SaaS.

5.4.1 Browser-based Risks and Risk Remediation

Although browsers encrypt their communications with cloud providers, subtle disclosures of information
are still possible. For example, the very presence or absence of message traffic, or the sizes of messages
sent, or the originating locations may leak information that is indirect but still of importance to some
consumers. Additionally, even strong cryptography can be weakened by implementation mistakes; a
common mistake is to generate keys or passwords in a manner that reduces their strength, thus making the
cryptography vulnerable to brute-force guessing attacks. Furthermore, man-in-the-middle attacks on the
cryptographic protocols used by browsers [Mar09] can allow an attacker to hijack a consumer's cloud
resources. These risks apply to non-cloud environments as well; however in cloud computing, the
reliance upon safe, end-user, client applications and networking may be greater.

By relying on a consumer’s browser for software application interfaces, the SaaS approach also raises a
risk that, if a consumer visits a malicious Web site and the browser becomes contaminated, subsequent
access to a SaaS application might compromise the consumer's data. Another risk is that data from
different SaaS applications might be inadvertently mixed on consumer systems within consumer Web
browsers. In Figure 9, for example, client C; is concurrently running applications B and C. Depending on
the data processed by B and C, it may be important to keep them separated. Additionally, although
Figure 9 depicts applications B and C as being served by the same provider, in other scenarios they may
originate from different organizations and require careful separation. Prominent Web browsers provide
features, such as sandboxes to separate Web pages (and the interactive code that they contain) from one
another, but sandboxing relies on Web browsers' robust resistance to attack. Unfortunately, as is
evidenced by numerous competitions [Por10, Mar09], Web browsers are often vulnerable to malicious
Web sites. One work-around to this issue is for consumers to use multiple browsers and to dedicate
specific browsers to important SaaS applications and not to perform general-purpose Web surfing that
may expose them to attack. Another work-around is for consumers to use a virtual desktop when
connecting to cloud-hosted applications, which provides a secure, fully functional work platform that is
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governed by strict policies for limiting what can or cannot be accessed elsewhere, while connected to a
cloud.

5.4.2 Network Dependence

The availability of a SaaS application depends on a reliable and continuously available network. In the
public SaaS cloud scenario, the network’s reliability cannot be guaranteed either by the cloud consumer or
by the cloud provider because the Internet is not under the control of either one. In outsourced private or
community SaaS scenarios, network security and reliability can be achieved using dedicated, protected
communications links, but at a cost. Although a SaaS application may include a "disconnected mode" for
continued processing during network outages, the fundamental organization of SaaS, with application
logic implemented on the cloud provider's servers, implies that the actual functionality of the application
will be dependent on its ability to access a reliable network.

5.4.3 Lack of Portability between SaaS Clouds

Portability in SaaS is a concern for transitioning workloads from one SaaS cloud to another. Formats for
exporting and importing data may not be fully compatible among SaaS clouds. Customized workflow
and business rules, user interface and application settings, support scripts, data extensions, and add-ons
developed over time can also be provider specific and not easily transferable.

5.4.4 Isolation vs. Efficiency (Security vs. Cost Tradeoffs)

The execution resources exr; ... exrs depicted in Figure 9 are abstract and raise questions of how SaaS
application software is actually executed by a SaaS provider, and whether a SaaS provider has a fixed or
variable ability to execute software for its consumers. Figure 11 provides a more concrete view of one
way such execution can be accomplished (several options are discussed in [Cho08].
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Figure 11: SaaS Isolation vs. Efficiency Favoring Isolation

In the scenario depicted in Figure 11, the cloud provider runs a separate instance (active copy) of the
application for each client, and configures the application instances as necessary so that they can coexist
on a single physical computer without interference. Since SaaS applications often store data on behalf of
clients (or at least store configuration preferences), the figure also shows separate database systems
connected to the separate application instances. Essentially, each client has a separate running copy of the
application and a separate data store, and the separation between clients is provided by the operating
system. Separation can be provided in numerous ways using the operating system, with various tradeoffs
in the strength of the separation and the cost of implementing it. Higher confidence could be obtained by
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running applications in separate virtual machines or on separate physical computers, but those approaches
are more expensive. Figure 11 allows a single physical machine to serve some number of clients
simultaneously, but this approach is still expensive in that all the overhead costs of a separate copy of an
application and a separate database must be incurred for each active client.
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Figure 12: SaaS Isolation vs. Efficiency Favoring Efficiency

Figure 12 depicts a more efficient approach. In this approach, the provider reengineers the SaaS
application to concurrently serve multiple clients and to save the data in a combined database. The
separation between client processing and data in the approach shown in Figure 12 depends on careful
engineering of the application since the application may be processing data belonging to multiple clients
at a single time. Additionally, the application must manage scheduling issues to prevent the innocent or
malevolent actions of one client from degrading the performance experienced by another. By sharing a
single program and database in this manner, the approach of Figure 12 lowers costs for the provider (but
at an increased security risk to consumers). It should be observed that there are a number of other
potential engineering tradeoffs in how processing and data storage is implemented by a SaaS provider.
For instance, many different SaaS applications could be concurrently implemented in a single unified
application process and data storage system. Additionally, the actual computing resources (processes
running on a physical computer) may be obtained in a variety of ways ranging from direct provision via
the SaaS provider's data center to hardware rentals via an laaS cloud provider. These different types of
service configurations also affect the security of consumer workloads since they affect the mechanisms
protecting consumer data and the locations where client programs and data reside. Additionally,
portability of workloads requires a level of compatibility and interoperability between SaaS applications.
A general discussion of engineering tradeoffs for a SaaS application is presented in [Cho08].

5.5 Candidate Application Classes

SaaS applications can work well when there is reliable, low-latency networking with adequate bandwidth
to import and export expected quantities of consumer data (and assuming no malicious attacks, e.g.,
denial of service). The performance with respect to latency and data transfer speed varies depending on
the type of application. For example, numerous SaaS service offerings exist in the following broad areas:

B Business logic. Applications in this area connect businesses with their suppliers, employees,
investors, and customers. Examples include invoicing, funds transfer, inventory management, and
customer relationship management.
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B Collaboration. Applications in this area help teams of people work together, either within or between
organizations. Examples include calendar systems, email, screen sharing, collaborative document
authoring, conference management, and online gaming.

B Office productivity. Applications in this area implement the applications that typify office
environments such as word processors, spreadsheet programs, presentation programs, and database
programs. In their SaaS incarnations, these applications often offer collaboration features missing
from traditional office productivity applications.

B Software tools. Applications in this area solve security or compatibility problems and support new
software development. Examples include format conversion tools, security scanning and analysis,
compliance checking, and Web development.

It is important to emphasize that the SaaS deployment model is broadly applicable and spans more
groupings of software than are enumerated above. As the ubiquity and performance of the Internet have
increased, SaaS has become nearly universally applicable. There are, however, three classes of software
that may not be good fits for public SaaS:

B Real-time software. Applications, such as flight control systems or factory robot control, that require
precise timing of task completion, are unsuitable for SaaS because of the variable response times that
SaaS systems may experience as well as the typically unavoidable round trip delays for messages to
be exchanged between SaaS consumers and cloud providers.

B Bulk-consumer-data. For some applications, such as monitoring of medical devices or other
physical phenomenon, data originates physically at the consumer and the volume of data can be
extremely large. In such cases, it may not be feasible to transfer the data in real time over wide area
networks to a SaaS provider.

B Critical software. Software is labeled critical if its failure can cause loss of life or loss of significant
property. Critical software may fail either by doing the wrong thing or by doing the right thing too
slowly (or too quickly). Achieving acceptable reliability for critical software is an area of ongoing
research, but one of the key engineering approaches is to reduce the complexity of the critical
software. By its nature, however, SaaS applications depend on the proper operation of a large and
complex software stack that includes a network. In the case of a public SaaS, the network is not a
controlled medium, and hence no guarantees can be given that the network will continue to provide
acceptable levels of service.

It is possible that these issues can be ameliorated, however, with on-site SaaS, or with outsourced or
community SaaS where explicit network provisioning has been performed to ensure network quality to
the needed level of assurance.

Additionally, some applications require high refresh rates to the consumer's display. Although SaaS can
support high refresh rates, the supportable refresh rate falls as the distance between the SaaS provider and
the consumer increases. Historically, higher latencies experienced on long haul networks also imply that
high refresh rates may not be achievable on a continuous basis.

5.6 Recommendations for Software as a Service

For Federal information systems and those operated on behalf of the US Government, the Federal
Information Security Management Act of 2002 and the associated NIST standards and special
publications (e.g. FIPS 199, FIPS 200, SP 800-53, etc.) do apply to SaaS systems. General
recommendations for cloud computing services are given in section 9. See also Appendix A on the
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sharing of roles and responsibilities between customers and cloud providers. The following are additional
recommendations for SaaS systems:

B Data Protection. Analyze the SaaS provider’s data protection mechanisms, data location
configuration and database organization/transaction processing technologies, and assess whether they
will meet the confidentiality, compliance, integrity and availability needs of the organization that will
be using the subscribed SaaS application.

B Client Device/Application Protection. Consistent with the FIPS 199 impact level of the data being
processed, protect the cloud consumer's client device (e.g., a computer running a Web browser) so as
to control the exposure to attacks.

B Encryption. Require that strong encryption using a robust algorithm with keys of required strength
be used for Web sessions whenever the subscribed SaaS application requires the confidentiality of
application interaction and data transfers. Also require that the same diligence be applied to stored
data. Federal agencies must employ government-approved cryptographic algorithms for encryption
and digital signature, and the implementations need to be FIPS 140-2 validated. Understand how
cryptographic keys are managed and who has access to them. Ensure that cryptographic keys are
adequately protected.

B Secure Data Deletion. Require that cloud providers offer a mechanism for reliably deleting data on a
consumer's request.
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Platform-as-a-Service Cloud Environments

A Platform-as-a-Service (PaaS) cloud provides a toolkit for conveniently developing, deploying, and
administering application software that is structured to support large numbers of consumers, process very
large quantities of data, and potentially be accessed from any point in the Internet. PaaS clouds will
typically provide a set of software building blocks and a set of development tools such as programming
languages and supporting run-time environments that facilitate the construction of high-quality, scalable
applications. Additionally, PaaS clouds will typically provide tools that assist with the deployment of
new applications. In some cases, deploying a new software application in a PaaS cloud is not much more
difficult than uploading a file to a Web server. PaaS clouds will also generally provide and maintain the
computing resources (e.g., processing, storage, and networking) that consumer applications need to
operate. In short, PaaS clouds are similar to any traditional computing system (i.e., platform) in that
software applications can be developed for them and run on them.

PaaS

Who are the consumers?

1. Application developers, who design and implement an application's software.

2. Application testers, who run applications in various (possibly cloud-based) testing
environments.

3. Application deployers, who publish completed (or updated) applications into the cloud, and
manage possible conflicts arising from multiple versions of an application.

4. Application administrators, who configure, tune, and monitor application performance on a
platform.

5. Application end users, who subscribe to the applications deployed on a PaaS cloud: to end
users, access to applications is the same as using a SaaS cloud.

What does the consumer get? The use of the PaaS cloud provider's tools and execution resources
to develop, test, deploy and administer applications.

How are usage fees calculated? Typically, based on the number of consumers, the kind of
consumers (e.g., developers vs. application end users), storage, processing, or network
resources consumed by the platform, requests serviced, and the time the platform is in use.

Unlike the case of a traditional system, however, PaaS provides a basis for developers to create scalable
applications. Applications for a public PaaS cloud can: (1) employ large quantities of computing
resources as needed, (2) process large volumes of data as needed, (3) be deployed nearly instantly, (4)
relieve consumers of numerous IT chores, and (5) be purchased incrementally, by paying ongoing usage
fees instead of traditional up-front costs for equipment and IT staff training. Outsourced private or
community PaaS clouds can provide similar abilities though the scale may be restricted depending on the
outsourcing terms. For private or community non-outsourced PaaS clouds (see Sections 4.2 and 4.4), the
scale is restricted by the data center resources.

The following six subsections describe several important characteristics of PaaS offerings: Abstract
Interaction Dynamics; Software Stack and Provider/Consumer Scopes of Control; Benefits; Issues and
Concerns; Candidate Application Classes; and Recommendations.

6.1 Abstract Interaction Dynamics

Figure 13 provides a simplified (four-step) view of the interaction dynamics of a PaaS cloud. Figure 13 A

shows a Paa$S cloud running two applications on behalf of a client, C;. In Figure 13.A, the PaaS provider
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has a current inventory of three applications deployed ("apps™). The cloud provider also maintains a set
of development tools (“dev tools™ in the figure), and a set of execution environments (“exr;" in the figure).
As with the case of a SaaS provider as previously described in Section 5, an execution environment might
be a physical computer, a virtual machine (discussed in Section 7), a running server program that can
service client requests, the ability to start a virtual machine, or even the ability to rent computing cycles
and storage from another organization. Figure 13.A also depicts two active applications, B—exr; and
C—exr, indicating that applications B and C are using separate execution resources (just as they would
in a SaaS environment).
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Figure 13: PaaS Consumer/Provider Interaction Dynamics

In Figure 13.B, a new developer client accesses the development tools of the provider. The development
tools may include programming languages, compilers, interfaces, testing tools, and mechanisms to deploy
an application once it's finished.

Figure 13.C illustrates the developer's use of tools. The developer may download tools and use them
locally in the developer's infrastructure, or the developer may merely access tools in the provider's
infrastructure. In either case, the output of the developer's actions is a new application, D, as shown in the
figure, that is deployed into the provider's infrastructure.

In Figure 13.D, an administrator is shown configuring the new application that has been made available,
and a new client, C,, is shown using the new application.

Figure 13 provides a simplified view of how a PaaS cloud operates, however it illustrates key aspects of
PaaS clouds: PaaS clouds are platforms for which software may be developed, onto which software may
be deployed, and on which software may operate for its entire life cycle. There are many variations on
this basic scenario. For instance, a developer may modify an existing application instead of creating a
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new application, and the normal phases of software development, including testing, version management,
and decommissioning phases, are not shown.

6.2 Software Stack and Provider/Consumer Scope of Control

In Paas, the cloud provider controls the more privileged, lower layers of the software stack. Figure 14
illustrates how control and management responsibilities are shared. In the center, the figure depicts a
traditional software stack comprising layers for the hardware, operating system, middleware, and
application. The figure also depicts an assignment of responsibility either to the cloud provider, the cloud
consumer, or both.
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Figure 14: PaaS Component Stack and Scope of Control

The provider operates and controls the lowest layers, the operating system and hardware; implicit in this
is control over networking infrastructure such as LANSs and routers between data centers. At the
middleware layer, the provider makes programming and utility interfaces available to the consumer; these
interfaces provide the execution environment within which consumer applications run and provide access
to needed resources such as CPU cycles, memory, persistent storage, data stores, data bases, network
connections, etc. The provider determines the programming model, i.e., the circumstances under which
consumer application code gets activated, and monitors the activities of consumer programs for billing
and other management purposes. Once a consumer has used the facilities of the PaaS cloud to implement
and deploy an application, the application essentially is a SaaS deployment as discussed in Section 5 and
the consumer has administrative control over the application subject only to the provider supporting the
consumer according to the terms of use, as discussed in Section 3.

6.3 Benefits

In the public and outsourced PaaS scenarios, a cloud provider is free to locate cloud infrastructure in low-
cost areas, and consumers access cloud services over the open Internet. For all scenarios, by retaining
control over the lower layers of the software stack as illustrated in Figure 14, PaaS providers are able to
manage the lower layers and relieve PaaS consumers of the responsibility for selecting, installing,
maintaining, or operating the platform components. Infrastructure charges are implicitly present in PaaS
offerings because PaaS consumes infrastructure resources in some form, but the infrastructure charges are
bundled in the rates charged for the PaaS execution environment resources (e.g., CPU, bandwidth,
storage).

PasS shares many of the benefits of SaaS as discussed in Section 5.3:
m Very Modest Software Tool Footprint (5.3.1),
B Centralized Management and Data (5.3.3),

B Platform Issues Managed by Providers (5.3.4), and

B Savings in Up-front Costs (5.3.5).
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6.3.1 Facilitated Scalable Application Development and Deployment

PaaS provides a low-cost way of developing and deploying applications. A variety of toolkits exist for
developing PaaS applications and for supporting them both at the server side via data stores and server-
side processing frameworks (e.g., [Msf11-2, Gooll, Salll, Red10, Amal2]), and at the client side via
thin clients and especially browser-based processing frameworks (e.g., [Gar05, Adoll, Gooll-2, Micll,
Djall]). These techniques provide a way for organizations to develop and deploy enterprise applications
and to maintain centralized control over their operation and the data that is processed with them. PaaS
application development frameworks typically provide design patterns supporting a high level of
scalability, thus enabling well-written PaaS applications to operate smoothly through large fluctuations in
demand. In on-site scenarios, scalability will be limited to the resources provided by consumer data
centers; however in outsourced scenarios more resources may be available at the providers' facilities and,
particularly in the public scenario, well-written PaaS applications can be quickly deployed to large
numbers of consumers and provide very large quantities of data and processing services.

6.4 Issues and Concerns

As with SaaS clouds discussed in Section 5, PaaS clouds, perform more application-level logic at
provider facilities than do traditional computing solutions, and PaaS deployments also place significant
burdens on consumer browsers (or thin clients) to maintain reliable and secure connections to provider
systems and to maintain separation between different PaaS applications and accounts. PaaS clouds thus
share Saas issues and concerns as presented in Section 5.4):

B Browser-based Risks and Risk Remediation (5.4.1),
B Network Dependence (5.4.2), and
W |Isolation vs. Efficiency (5.4.4).

In addition, several issues are specific to PaaS clouds.
6.4.1 Lack of Portability between PaaS Clouds

Portability in PaaS is a concern for new application development, particularly when platforms require
proprietary languages and run-time environments. Even when standard languages are used,
implementations of platform services may vary widely between providers — for example, one platform’s
file, queue, or hash-table interface may not be compatible with another’s. Consumers creating new
applications may mitigate portability risks by creating generalized interfaces to platform services instead
of creating specialized implementations for specific platform providers. Such a strategy, however, incurs
costs and also does not entirely mitigate the risks since a general interface that hides provider-specific
variations will likely limit the use of provider-specific value added features, thus resulting in a “lowest
common denominator” for application features.

6.4.2 Event-based Processor Scheduling

PaaS applications may be event driven with the events consisting of HTTP messages. This design is
particularly cost effective in that, absent an outstanding request, few resources are consumed. However it
poses resource constraints on applications, e.g., they must answer a request in a given time interval or
they must continue a long-running request by queuing synthetic messages that then can be serviced. Also,
tasks that execute quickly in a local application may not offer equivalent performance in a PaaS
application.
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6.4.3 Security Engineering of PaaS Applications

A PaaS application developer must manage a number of security exposures. Unlike the case of an
application that can potentially run in an isolated environment using only local resources, PaaS
applications access networks intrinsically. Additionally, PaaS applications must explicitly use
cryptography, and must interact with the presentation features of common Web browsers that provide
output to consumers. PaaS applications typically also require the use of multiple languages and formats,
e.g., HTML, Java, JavaScript, XML, HTTP, .Net, and Web resource archive formats.

6.5 Candidate Application Classes

PaasS toolkits and services can be used to develop a wide variety of applications that can then be used as
SaaS. The application classes that are good fits for PaaS are therefore essentially the same as those for
Saas, as presented in Section 5.5.

6.6 Recommendations for Platform as a Service

For Federal information systems and those operated on behalf of the US Government, the Federal
Information Security Management Act (FISMA) of 2002 and the associated NIST standards and special
publications (e.g. FIPS 199, FIPS 200, SP 800-53, etc.) do apply to PaaS systems. General
recommendations for cloud computing services are given in section 9. See also Appendix A on the
sharing of roles and responsibilities between customers and cloud providers. The following are additional
recommendations for PaaS systems:

B Generic Interfaces. Before a decision is made to develop new applications on a public PaaS cloud
platform, it is recommended to evaluate whether the application infrastructure interfaces (for file,
queue, hash table, etc.) provided in that platform are or could be made generic enough to support
portability and interoperability of the application. PaaS clouds that support generic interfaces are
preferable.

B Standard Languages and Tools. Choose PaaS systems that work with standardized languages and
tools unless the only practical options are PaaS systems that are restricted to proprietary languages
and tools.

B Data Access. Choose PaaS systems that work with standard data access protocols (e.g., SQL) when
practicable.

B Data Protection. Analyze the PaaS provider’s data protection mechanisms, data location
configuration and database organization/transaction processing technologies, and assess whether they
will meet the confidentiality, compliance, integrity and availability needs of the organization that will
be using the subscribed PaaS application.

B Application Frameworks. If available, choose PaaS systems that provide application development
frameworks that include an architecture and tools for mitigating security vulnerabilities.

B Component Testing. Before a decision is made to deploy a new application on a public PaaS cloud
platform (or in some cases composing an application from the building blocks provided by the PaaS
cloud provider), ensure that software libraries included in the compilation phase or called during the
execution phase behave as intended both in terms of functionality and performance.

B Security. Ensure that a PaaS application can be configured to run in a secure manner (e.g., a
dedicated VLAN segment, using cryptography for client-server communications) and can be
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integrated with existing enterprise/agency security frameworks such as identification and
authorization so that enterprise/agency security policies can be enforced.

B Secure Data Deletion. Require that a cloud provider offer a mechanism for reliably deleting data on
a consumer's request.
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Infrastructure-as-a-Service Cloud Environments

The purpose of this section is to describe the architecture and basic operation of Infrastructure as a
Service (laaS) clouds. This information is important for readers who need to evaluate whether laaS
clouds can satisfy particular reliability, compliance, and security requirements, as well as understand
operational mechanisms. It is important to remember, however, that most public cloud implementations
are proprietary, and thus their operational details are not publically available.

laaS
Who are the consumers?
System administrators.

What does a consumer get?
Access to virtual computers, network-accessible storage, and network infrastructure
components such as firewalls, and configuration services.

How are usage fees calculated?
Typically, per cpu hour, data GB stored per hour, network bandwidth consumed,
network infrastructure used (e.g., IP addresses) per hour, value-added services used
(e.g., monitoring, automatic scaling).

The technical information contained in this section is a distillation of information from three sources: (1)
openly published technical work on base technologies such as hardware virtualization [Pop74] that some
cloud providers have publically acknowledged that they leverage, (2) inferences from openly published
cloud system interfaces (e.g., [Amal0, Ama06]), and (3) insights from several Open Source cloud
projects that have made design documentation and source code available (e.g., [Can11, Nas10, War09]).
As such, this section describes how laaS clouds operate in general and not specific terms. Note that this
section refers to specific cloud computing projects by name, but these references do not constitute
endorsements.

The following six subsections describe several important characteristics of laaS offerings: Abstract
Interaction Dynamics; Software Stack and Provider/Consumer Scopes of Control; an Operational View of
an laaS cloud; Benefits; Issues and Concerns; and Recommendations.

7.1 Abstract Interaction Dynamics

Figure 15 presents a simplified view of the interactions within an laaS cloud. Figure 15.A depicts clients
interacting with an laaS cloud over a network. The provider has a number of available virtual machines
(vm’s) that it can allocate to clients. In the figure, client A has access to vm; and vm,, and client B has
access to vmg. The provider retains vm, through vm,, where it is presumed that n is larger than the
number of vms any client is expected to request. Figure 15.B shows the situation just after a new client,
C, has requested and received access to three more vms. At this point, client C has access to vmy, vms
and vme, and the provider now retains only vm, through vmy. Figure 15 is admittedly an extreme
simplification of how an laaS cloud really works, but it is still sufficient to illustrate a number of technical
issues that must be addressed for an laaS cloud to function. Further, Figure 15 only illustrates virtual
machine allocation (by a provider) and interaction (by a consumer). Although it would be possible to
build an l1aaS cloud that provides only simple virtual machines that reset to default values when released,
such a cloud would have limited functionality. Practical laaS cloud systems also provide persistent data
storage and stable network connectivity. They must also track resources that have economic cost, and bill
those costs to consumers.
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Figure 15: laaS Provider/Consumer Interaction Dynamics
7.2 Software Stack and Provider/Consumer Scope of Control

In laaS, the cloud provider controls the most privileged, lower layers of the software stack. Figure 16
illustrates how control and management responsibilities are shared. In the center, the figure depicts a
traditional software stack comprising layers for the hardware, operating system, middleware, and
applications. In the case of laaS, the layer usually occupied by the operating system is split into two
layers. The lower (and more privileged) layer is occupied by the Virtual Machine Monitor (VMM),
which is also called the hypervisor. A hypervisor uses the hardware to synthesize one or more Virtual
Machines (VMs); each VM is "an efficient, isolated duplicate of a real machine" [Pop73]. In essence,
when a consumer rents access to a VM, the VM appears to the consumer as actual computer hardware
that can be administered (e.g., powered on/off, peripherals configured) via commands sent over a network
to the provider. An operating system running within a VM is called a guest operating system; when full
virtualization techniques (see NIST SP 800-125) are used by the provider, the consumer is free (using the
provider's utilities) to load any supported operating system software desired into the VM.

Cloud Provider ! Cloud Consumer
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Figure 16: laaS Component Stack and Scope of Control

As shown in Figure 16, the provider maintains total control over the physical hardware and administrative
control over the hypervisor layer. The consumer may make requests to the cloud (including the
hypervisor layer) to create and manage new VMs but these requests are honored only if they conform to
the provider's policies over resource assignment. Through the hypervisor, the provider will typically
provide interfaces to networking features (such as virtual network switches) that consumers may use to
configure custom virtual networks within the provider's infrastructure. The consumer will typically
maintain complete control over the operation of the guest operating system in each VM, and all software
layers above it. While this structure grants very significant control over the software stack to consumers,
consumers consequently must take on the responsibility to operate, update, and configure these traditional
computing resources for security and reliability. This structure contrasts significantly with SaaS and PaaS
clouds where many of these issues are handled transparently for consumers.
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7.3 Operational View

Proprietary cloud providers do not release detailed technical information about their system architectures
or algorithms; however, three Open Source systems (Ubuntu Enterprise Cloud [War09], NASA Nebula
[Nas10], Eucalyptus [Nur08, Nur08-2], all based on the Eucalyptus source code provide detailed technical
information about specific system architectures.® This section presents a logical view of laaS cloud
structure and operation. This logical view has been substantially informed by documentation from the
Eucalyptus and Ubuntu Enterprise Cloud projects;'* however, the informal model presented here is more
abstract and general. This model is based on intuitive constraints of the provisioning of laaS cloud
services: laaS clouds must provide the resources described above with both performance and cost
efficiency while maintaining centralized control and the capability to scale up without disrupting service.
These constraints imply a natural three-level hierarchy in laaS cloud systems, with the top level
responsible for central control, the middle level responsible for management of possibly large computer
clusters that may be geographically distant from one another, and the bottom level responsible for running
the host computer systems on which virtual machines are created.

Figure 17 illustrates this layered and abstract model. At the top layer is the Cloud Manager with
responsibility for user accounts and high-level allocation of resources within the overall cloud. At the
mid-layer are Cluster Managers with responsibility over large numbers of computers and their
interconnection, as well as local storage. At the bottom layer are the Computer Managers with
responsibility over VMs running on individual computers. A specific implementation may split up and
parallelize some components for performance reasons, may introduce more intermediary layers for
additional coordination, or may locate storage on networks different from the ones indicated in the model.
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Figure 17: Local laaS Cloud Architecture

laaS clouds are computing systems for dynamic resource renting; consumer queries and commands
generally flow into the system at the top and are forwarded down through the layers that either answer the
gueries or execute the commands. Status reports flow in the reverse direction back to the consumer.

13 Other open source projects, some not based on Eucalyptus, are in progress as well.
4 Note: this is not an endorsement of these projects.
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Generally, the Cloud Manager and the Cluster Managers shown in Figure 17 will be connected by fast
networks of IP routers: this reflects the need to add capacity in the form of new data centers as a cloud
expands. Communications between Computer Managers, in contrast, tend to be local and very fast (e.g.,
10GB Ethernet). While there is nothing to prevent all of the links in a cloud from being implemented in
fast local networks, that approach is not scalable and makes a cloud vulnerable to local events that can
disrupt service, e.g., natural disasters. Similarly, there is nothing to prevent a cloud from being
completely dispersed over wide area links, but such a cloud could suffer a performance disadvantage.

The following subsections summarize the operation of the three main layers: the cloud manager, the
cluster manager, and the computer manager.

7.3.1 Operation of the Cloud Manager

The Cloud Manager is the public access point to the cloud where consumers sign up for accounts, manage
the resources they rent from the cloud, and access data stored in the cloud. The Cloud Manager includes
mechanisms for authenticating consumers, and for generating or validating access credentials (e.g.,
cryptographic keys) that consumers then employ when communicating with their virtual machines. The
Cloud Manager also performs top-level resource allocation; when a consumer issues a command to rent a
number of resources, the Cloud Manager must determine if the cloud has enough free resources to satisfy
the request, and if so, which Cluster Manager (or Managers) have some or all the resources. If the request
can be satisfied, the Cloud Manager must commit to the allocation of the resources at the participating
Cluster Managers, and must coordinate the setup of virtual networking so that the consumer can
uniformly access all resources. The Cloud Manager will also enforce any cloud-global policies governing
resource requests.

In addition to coordination with Cluster Managers, Figure 17 shows the Cloud Manager connected to the
cloud’s Data Object Storage (DOS) repository. In actual implementations, the DOS could be distributed
or put on different networks; however, the DOS services need to be available both to running virtual
machines in the cloud and to systems from outside the cloud, and must be coordinated sufficiently with
the Cloud Manager to keep track of valid consumer identities both to allow their administrative actions in
the DOS and for billing. These constraints imply a structure with close ties between the DOS and the
Cloud Manager, and with wide-area network access from the DOS to both running virtual machines and
external systems.

7.3.2 Operation of the Cluster Managers

Each Cluster Manager is responsible for the operation of a collection of computers that are connected via
high speed local area networks. A computer cluster may contain hundreds or thousands of computers. A
Cluster Manager receives resource allocation commands and queries from the Cloud Manager, and
calculates whether part or all of a command can be satisfied using the resources of the computers in the
cluster. A Cluster Manager queries the Computer Managers for the computers in the cluster to determine
resource availability, and returns messages to the Cloud Manager on whether part, or all, of a request can
be satisfied in a cluster. If subsequently directed by the Cloud Manager, a Cluster Manager then instructs
the Computer Managers to perform resource allocation, and reconfigures the virtual network
infrastructure to give the consumer uniform access.

In addition to being connected to individual computers via LAN links, Figure 17 shows each Cluster
Manager also connected to Persistent Local Storage (PLS). As discussed above, virtual machines need
persistent disk-like storage to preserve their work while virtual machines are de-allocated and later
reallocated. The most natural location for this storage is where very high speed connections to virtual
machines are available, but where the storage is not permanently bound to any specific computer system.
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7.3.3 Operation of the Computer Managers

At the lowest layer in the hierarchy, a Computer Manager cooperates with the hypervisor that runs on
each computer system in a cluster. In response to queries from its Cluster Manger, a Computer Manager
returns status information including how many virtual machines are running and how many can still be
started. In response to commands issued from its Cluster Manager, a Computer Manager uses the
command interface of its hypervisor to start, stop, suspend, and reconfigure virtual machines, and to set
the local virtual network configuration. With some hypervisor technologies, network packets exchanged
between different virtual machines running on the same hypervisor can be implemented using very high
performance in-memory messages, thus boosting performance. The Computer Manager is responsible for
configuring such optimizations. As noted above, virtual machines running on behalf of different
consumers must appear to be isolated from one another; the Computer Manager on each computer system
is responsible for using the facilities of its hypervisor to generate this useful illusion to the greatest extent
possible.

As illustrated in Figure 17, the operation of an laaS cloud is a cyclical process of consumer requests
flowing in and down through the hierarchy, and responses flowing back up to consumers. In addition to
virtual machine operations, consumers may directly access data storage servers in the cloud. Even though
the aggregate consumer demand peaks and troughs should be more gradual than individual consumer
demand peaks and troughs, the cloud will sometimes be underutilized and migration of consumer
workloads from computer system to computer system, or even from cluster to cluster, is a strategy that
can concentrate consumer workloads on a set of highly utilized machines and allow others to be turned
off to save some of the costs of their operation or to allow maintenance activities to be performed.
Although Figure 17 shows a static structure of computer systems and networks, in reality physical
hardware wears out or fails, and the cloud’s structure and algorithms must allow for its replacement
without wide-scale service interruptions. Note that the underlying mobility of virtual machines is an
important tool for accommodating the inevitable need for hardware replacement. In addition, providers
can use virtualization to transparently add new capacity in the form of additional computers within
clusters or additional clusters to accommodate growth in demand for cloud services.

7.4 Benefits

As with SaaS and PaaS clouds, in the public and outsourced laaS scenarios, a cloud provider is free to
locate cloud infrastructure in low-cost areas and have consumers access cloud services over the open
Internet; cost savings from lower cost infrastructure may be shared with consumers in the form of lower
service charges. Furthermore, public and outsourced laaS clouds allow for savings in up-front costs as do
public or outsourced PaaS and SaaS clouds:

B Savings in Up-front Costs (5.3.5).

In general, laaS places more system management responsibility on consumers than either SaaS or PaaS;
consumers need to manage the VMs and virtualized infrastructure and need to perform system
administrator work. Although the provider may offer carefully constructed operating system images and
services, replicated storage, cryptography, firewalls, monitoring, demand-based automated VM
startup/shutdown, etc., responsibility for the operation of all software layers above the hypervisor rests
primarily with the consumer. This can be considered as either a benefit or a concern, depending on the
consumer's skill set and special needs.

The following sections discuss key benefits.
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7.4.1 Full Control of the Computing Resource Through Administrative Access to VMs

Consumer access to laaS cloud resources is typically performed through standard network protocols that
use cryptography to prevent eavesdropping or tampering by third parties. Access to cloud resources over
the network takes essentially three distinct forms: (1) a consumer issues administrative commands to the
cloud provider, such as requests to run virtual machines or to save data on the cloud’s servers, (2) a
consumer with administrative access to specific running virtual machines (i.e., the consumer who is
currently renting them) issues administrative commands to the virtual machines, such as starting a Web
server on a virtual machine or installing a new application, and (3) any user, and possibly an anonymous
user, with access to the public network interacts with the virtual machines using the network services
running on the virtual machines that a consumer has previously enabled. As an example, for a UNIX-like
virtual machine, the consumer with administrative access typically has an administratively privileged
account that is accessed via a network protocol such as Secure Shell [Y1006].

7.4.2 Flexible, Efficient Renting of Computing Hardware

Fundamentally, cloud computing provides rental of computing resources. These resources, which are
typically accessed by consumers over a network, must be measurable in units that can be individually
allocated to specific consumers, and paid for based on the length of time a consumer retains a resource.
In the case of an laaS cloud, the primary units of allocation are (administrative access to) VMs, network
bandwidth, storage, and IP addresses. Additional resources include monitoring services, firewalls,
synchronization mechanisms such as queues, databases, etc. A powerful aspect of having administrative
access to a VM is that a consumer can run almost any software the consumer desires, including a custom
operating system.

In addition to providing the functionality of raw hardware access, public and outsourced laaS clouds
provide the ability to quickly rent and then release large numbers of VMs or other cloud resources. This
gives a consumer the ability to quickly set up large networks of VMs running consumer-selected software
to solve large problems without incurring the expense of purchasing and maintaining the necessary
hardware.

7.4.3 Portability, Interoperability with Legacy Applications

Because laaS clouds allow consumers to install and run operating systems of their choosing, a high level
of compatibility can be maintained between legacy applications and workloads in an laaS cloud. For
example, nearly any conventional network application (e.g., Web server, email server, database) that a
consumer normally runs on consumer-owned server hardware can be run from VMs in an laaS cloud.
Furthermore, many user-facing applications can also be run in an laaS cloud by virtual desktop
technology. While many applications can readily be ported to VMSs, however, not all applications can be.
For example, applications that require specialized hardware support are not ideal candidates for porting.

7.5 Issues and Concerns

As with PaaS and SaaS clouds discussed in Section 5, laaS clouds depend on a secure and reliable
network, and also often depend on a secure and reliable browser for account administration.

B Network Dependence (5.4.2), and
B Browser-based Risks and Risk Remediation (5.4.1).

In addition, several issues are specific to laaS clouds.
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7.5.1 Compatibility with Legacy Security Vulnerabilities

By allowing consumers to run legacy software systems in the providers' infrastructures, laaS clouds
expose consumers to all of the security vulnerabilities of those legacy software systems.

7.5.2 Virtual Machine Sprawl

laaS systems allow consumers to create and potentially retain many VMs in various states, e.g., running,
suspended, and off. An inactive VM can easily become out of date with respect to important security
updates; if an out-of-date VM is activated, such a VM may become compromised. Although, in principle,
a provider could update inactive VMs on behalf of consumers, the mechanics of such updating are
complex, and the maintenance of security updates typically is a consumer responsibility.

7.5.3 Verifying Authenticity of an laaS Cloud Provider Web Site

Although the features outlined in Section 7.2 enable establishment of a secure session with laaS cloud
provider resources, the onus for verifying the identity of the provider's Web site still rests with the
consumer through some means, e.g., checking with a third party credential service. The consumer’s
browser will typically use public key cryptography [Mar08, Die08] to establish a private link to the cloud
provider, but it is a consumer’s responsibility to check the identity of the cloud Web site to ensure that the
private link is not with an imposter.

7.5.4 Robustness of VM-level Isolation

As Figure 15 illustrates, virtual machines are allocated for different consumers from a common pool.
Consumers must be protected from potential eavesdropping or tampering on the part of other, possibly
malicious, consumers. That is, consumers must be isolated from one another except to the extent that
they choose to interact. An laaS cloud typically uses a hypervisor (which is a software layer), in
combination with hardware support for virtualization (e.g., AMD-V and Intel VT-x), to split each
physical computer into multiple virtual machines. Isolation of the virtual machines depends on the
correct implementation and configuration of the hypervisor. Hardware virtualization [Per08] provided by
hypervisors has become a widely used technique for providing isolated, or sandboxed, computing
environments, but the strength of the isolation in the presence of sophisticated attackers is an open
research question.

7.5.5 Features for Dynamic Network Configuration for Providing Isolation

It is not evident from Figure 15, but the network infrastructure (e.g., routers, cables, network bandwidth,
etc.) that supports each running VM is also allocated from a common pool of networking resources.
When a VM is allocated by a cloud for a consumer, a network path through the cloud provider’s
infrastructure must be configured to allow that VM to communicate with the originating consumer and
possibly also with arbitrary external entities on the Internet. To prevent undesirable interactions between
consumers, the cloud network must prevent a consumer from observing any packets sent in the cloud by
other consumers, and must also reserve sufficient bandwidth to ensure that each consumer has the
expected level of service. VMs typically are dynamically allocated in only a few minutes, and the
corresponding network configuration must be performed just as quickly. A number of techniques, such as
Virtual Local Area Networks (VLANS) and overlay networks, provide a logical view of a network’s
topology that can be quickly reconfigured. Careful configuration of these features (and perhaps support
in hypervisors as well) is required to prevent interference between networks belonging to different
consumers.

7-7
Copyright © 2012 Association of Corporate Counsel 71 of 139



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL

CLouD COMPUTING SYNOPSIS AND RECOMMENDATIONS

7.5.6 Data Erase Practices

Virtual machines access disk resources maintained by the provider. When a consumer releases such a
resource, the provider must ensure that the next consumer to rent the resource does not observe data
residue from previous tenants. Strong data erase policies (e.g., multiple overwriting of disk blocks) are
time consuming and may not be compatible with high performance when tenants are changing. Data
replication and backup practices also complicate data erase practices.

7.6 Recommendations for Infrastructure as a Service

For Federal information systems and those operated on behalf of the US Government, the Federal
Information Security Management Act (FISMA) of 2002 and the associated NIST standards and special
publications (e.g. FIPS 199, FIPS 200, SP 800-53, etc.) do apply to laaS systems. General
recommendations for cloud computing services are given in section 9. See also Appendix A on the
sharing of roles and responsibilities between customers and cloud providers. The following are additional
recommendations for laaS systems:

B Multi-tenancy. When an laaS cloud provider provides computing resources in the form of Virtual
Machines (VMs), ensure that the provider has mechanisms in place to protect VMs from attacks (a)
from other VMs on the same physical host (b) from the physical host as well as (c) from network
originated attacks. Typical attack detection and prevention mechanisms include Virtual Firewalls,
Virtual IDS/IPS, and Virtual Private Networks.

B Data Protection. Analyze the laaS provider’s data protection mechanisms, data location
configuration and processing technologies, and assess whether they will meet the confidentiality,
compliance, integrity and availability needs of the organization that will be using the provider’s
infrastructure.

B Secure Data Deletion. Require that a cloud provider offer a mechanism for reliably deleting data on
a consumer's request.

B Administrative Access. When renting computing resources from an laaS cloud provider in the form
of virtual machines or physical servers, ensure that a limited set of trained/trusted users (from the
consumer organization) alone are provided administrative access to those resources.

B VM Migration. Formulate a strategy for future migration of Virtual Machines and their associated
storage among alternate cloud providers (e.g., the OVF standard could be a partial basis for such a
strategy).

B Virtualization Best Practices. Follow best practices for the administration of conventional systems
and networks, and for use of virtualization (i.e., NIST Guide to Security for Full Virtualization
Technologies SP 800-125).
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8. Open Issues

Cloud computing is not a solution for all consumers of IT services, nor is it appropriate for all
applications. As an emerging technology, cloud computing contains a number of issues, not all of which
are unique to cloud, that are concerns for all IT hosted services. The purpose of this section is make the
reader aware of how cloud computing relates to open issues in both locally-managed and outsourced IT
computing services.

Some of these issues are traditional distributed computing topics that have remained open for decades but
have now become more relevant because of the emergence of cloud computing. Other issues appear to be
unique to cloud computing.

Complex computing systems are prone to failure and security compromise. Moreover, software that must
accommodate complex requirements such as concurrency, dynamic configuration, and large scale
computations, may exhibit higher defect densities than typical commercial grade software. With this in
mind, it is important to understand that cloud systems, like all complex computing systems, will contain
flaws, experience failures, and experience security compromises. This does not disqualify cloud systems
from performing important work, but it does mean that techniques for detecting failures, understanding
their consequences, isolating their effects, and remediating them, are central to the wide-scale adoption of
clouds.

Cloud computing has potential to foster more efficient markets through swift leasing of computing
resources. In some scenarios, cloud computing offers consumers the ability to forgo capital expenses
(e.g., building internal computing centers) in exchange for variable service fees. Thus clouds offer
consumers potential decreases in IT cash outflow. From a provider's perspective, cloud computing allows
capital expenses to be leveraged into positive revenue streams after initial investments are made. These
are familiar economic concepts that become mixed with the complexities of network and system
configurations as well as the normal risks from exposing data and software assets to any external party.

The technical means of providing the quality of service promised by clouds are usually not disclosed to
the consumer, thus raising questions about how consumers can verify that the promised quality of service
has been provided. Additionally, efficient markets rely on consumers' ability to practically compare
service offerings. This is difficult since service agreements do not all adhere to standard metrics,
terminology, and vocabularies.

In summary, cloud computing raises a variety of issues that are grouped below into five areas in the
remainder of this section: Computing Performance (Section 8.1), Cloud Reliability (Section 8.2),
Economic Goals (Section 8.3), Compliance (Section 8.4), and Information Security (Section 8.5).

8.1 Computing Performance

Different types of applications require differing levels of system performance. For example, email is
generally tolerant of short service interruptions, but industrial automation and real-time processing
generally require both high performance and a high degree of predictability. Cloud computing incurs
several performance issues that are not necessarily dissimilar from performance issues of other forms of
distributed computing, but that are worth noting here.

8.1.1 Latency

Latency is the time delay that a system experiences when processing a request. Latency experienced by
cloud consumers typically includes at least one Internet round-trip time, i.e., the time it takes for a request
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message to travel to a provider plus the time it takes for the response message to be received by a
consumer. Generally, Internet round-trip times are not a single expected number but instead a range, with
a significant amount of variability caused by congestion, configuration error, or failures. These factors
are often not under the control of a provider or consumer. However, wide area network optimization
technologies and web application acceleration services exist that may be employed to mitigate
unacceptable performance. The suitability of an application for such an environment requires a careful
analysis of the application's criticality, its built-in tolerance for variations in network service response
times, and possible remediation(s) that can be applied after the fact. Note that this last statement is not
unique to clouds.

8.1.2 Off-line Data Synchronization

Access to documents stored in clouds is problematic when consumers do not have network connectivity.
The ability to synchronize documents and process data, while the consumer is offline and with documents
stored in a cloud, is desirable, especially for SaaS clouds. Accomplishing such synchronization may
require version control, group collaboration, and other synchronization capabilities within a cloud.

8.1.3 Scalable Programming

Programming “in the large” using toolkits such as MapReduce [Dea04], BigTable [Cha06], or even
scalable queue services requires a new examination of application development practices. The ability to
dynamically request additional computing capacity brings well-researched computing models such as grid
computing and parallel processing out of scientific research labs and into more general computing usage.
Cloud users can leverage data- and task-parallelism to take advantage of additional computing capacity,
as well as to better scale computationally intensive tasks. Applications will likely, however, need to be
reengineered to realize the full benefits of the new computing capacity that is now available on demand.

8.1.4 Data Storage Management

When data storage is considered in the context of clouds, consumers require the ability to: (1) provision
additional storage capacity on demand, (2) know and restrict the physical location of the stored data, (3)
verify how data was erased, (4) have access to a documented process for securely disposing of data
storage hardware, and (5) administer access control over data. These are all challenges when data is
hosted by an external party.

8.2 Cloud Reliability

Reliability refers to the probability that a system will offer failure-free service for a specified period of
time within the bounds of a specified environment. For the cloud, reliability is broadly a function of the
reliability of four individual components: (1) the hardware and software facilities offered by providers,
(2) the provider’s personnel, (3) connectivity to the subscribed services, and (4) the consumer’s
personnel.

Note that measuring the reliability of a specific cloud by the provider or consumer will be difficult for two
main reasons. Firstly, a cloud may be a composition of various components, each inheriting a particular
degree of reliability when it was measured as a standalone entity. When these components are combined,
the resulting reliability is difficult to predict and may wind up being too course-grained. Secondly,
reliability measurement is a function of an environment, and it may not be possible to fully understand the
entire environment in which a cloud operates. As stated, the traditional definition of reliability is based
on a context (environment) and a specified period of time for expected failure-free operation. For clouds,
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and most systems of significant scale, each component has a specific reliability given a specific context,
and therefore understanding the union of the contexts is complex and possibly intractable.

8.2.1 Network Dependence

Cloud computing, as well as most enterprise applications, depends on network connectivity. For most
clouds, the Internet must be continuously available for a consumer to access services. If a consumer is
hosting a public network service using a provider, this dependence is similar to normal hosting in that
supporting public network services are often accessed over the Internet. In the case of consumer-facing
applications (e.g., webmail) entrusted to a cloud, this dependence is a risk whenever applications need
continuous service. In numerous instances, consumer-facing applications either cannot access a cloud
because of coverage limitations (e.g., subways, airplanes, remote locations) or are vulnerable to network
disruption.

Network dependence implies that every application is a network application which suggests that the
application is relatively complex: i.e., the risk of errors or security vulnerabilities will be higher than for
non-networked, standalone applications. For example, cloud applications should typically
cryptographically sign requests to providers and cryptographically protect consumer data in transit. In
addition to normal outages or no-coverage zones, this dependence makes the application's normal
operation sensitive to: (1) the health of the Internet's routing and naming infrastructure, (2) contention for
local networking resources, and (3) force majeure events.

There have been several well-publicized regional Internet outages that have been the result of denial of
service attacks, viruses infiltrating web servers, worms taking down DNS servers, failures in undersea
cables, and fiber optic cables being damaged during earthquakes and subsequent mudslides. Although
these outages are relatively infrequent, they can have an impact on network connectivity for hours.
Contingency planning for these rare but often serious outages should be addressed as part of any
organization’s tactical IT plans. Most substantial applications are using the Internet today regardless of
whether cloud computing is employed; therefore the reader should not assume that by avoiding a cloud a
user automatically avoids risks associated with Internet outages.

8.2.2 Cloud Provider Outages

In spite of clauses in service agreements implying high availability and minimal downtimes for
consumers, service or utility outages are inevitable due to man-made causes (e.g., malicious attacks or
inadvertent administrator errors) or natural causes (e.g., floods, tornados, etc.).

Issues to be considered by consumers with regard to outages should be based on frequency of outages and
expected recovery times. The two main considerations are:

B What is the frequency and duration of outages that the consumer can tolerate without adversely
impacting their business processes?

B What are the resiliency alternatives a consumer has for contingency situations involving a prolonged
outage?

8.2.3 Safety-Critical Processing

Safety-critical systems, both hardware and software, are a class of systems that are usually regulated by
government authorities. Examples are systems that control avionics, nuclear materials, and medical
devices. Such systems typically incur risks for a potential of loss of life or loss of property.
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Such systems inherit “pedigree” as a byproduct of the regulations under which they are controlled,
developed, and tested. Because of the current lack of ability to assess “pedigree” of one of these systems
within a cloud (due to many distinct subcomponents that comprise or support the cloud), employing cloud
technologies as the host for this class of applications is not recommended. However this does not suggest
that for the development of safety-critical systems, cloud technologies should not be considered in
supporting roles (e.g., employing a cloud to run a simulation of a safety-critical system under
development).

More information on high-impact systems can be found in NIST FIPS 199.
8.3 Economic Goals

In public and outsourced scenarios, cloud computing offers an opportunity for consumers to use
computing resources with small or modest up-front costs; furthermore, cloud computing promotes
business agility by reducing the costs of pilot efforts, and may reduce costs to consumers through
economies of scale. Although the benefits can be substantial, a number of economic risks must be
considered as well.

8.3.1 Risk of Business Continuity

With on premises systems, consumers can continue to use products, even when the vendors have
suspended support or have gone out of business. However for public or outsourced cloud computing,
consumers depend on near real-time provisioning of services by providers. Since business shutdown is
normal in any marketplace, this dependence is a risk to consumers with time-critical computing needs.
Various approaches may be used to mitigate this risk, e.g., by employing redundant clouds, by monitoring
the business health of providers, or by employing hybrid clouds.

8.3.2 Service Agreement Evaluation

As presented in Section 3, service agreements may define terms such as availability and security in
specific and limited ways. Additionally, service agreements often place differing responsibilities on
consumers to track changes in service agreements and to determine when to reevaluate service
agreements.

Consumers need practical techniques to evaluate and compare service agreements. Currently, service
agreements are human-generated and human-consumed. The commonality observed in current service
agreement offerings, however, suggests that a basis exists for partial standardization of service agreement
terminology. An open issue is how to design a service agreement template that would practically embody
common service agreement terms. The specification of such templates could allow service agreements to
be partially evaluated mechanically, thus reducing costs to consumers and increasing understanding into
actual cloud service offerings.

Expressing service agreements in a machine-readable format using common ontologies might be a
productive step in supporting automated evaluation of terms and conditions. A template defining common
elements could support a query interface allowing potential consumers to quickly check and compare
important components before investing the effort of manual evaluation of detailed terms and conditions.
This then would support a more efficient cloud marketplace. The template could include standardized
performance metrics that would allow consumers to compare service offerings in an objective manner.
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8.3.3 Portability of Workloads

An initial barrier to cloud adoption is the need to move local workloads into a provider's infrastructure.
For a consumer, this decision is less risky if a provider offers a practical method to move workloads (e.g.,
data workload or a fully encapsulated compute/storage/network workload) back to a consumer’s premises
on demand. Another issue is that a consumer should be able to move a workload from one provider to
another on demand. These two needs would support a competitive cloud marketplace.

Portability relies on standardized interfaces and data formats. Cloud computing relies on both consensus
and de facto standards such as TCP/IP, XML, WSDL, 1A-64, x509, PEM, DNS, SSL/TLS, SOAP, REST,
etc. Cloud service offerings that rent traditional computing resources (such as virtual machines or disk
storage, i.e., laaS) are closely related to existing standards, and hence some usage scenarios illustrating
portability can be expressed using existing standards terminology.

Achieving portability is (and will remain) a challenge, because laaS systems expose low-level details
such as device interfaces, and any mismatch between such interfaces is an obstacle. In contrast, cloud
service offerings that rent synthetic entities, such as access to a middleware stack (PaaS) or rights to use a
given application (SaaS), are less well described by current standards, and hence even common
terminology is lacking for describing how such entities might be transferred from one provider to another.
While some low level details such as device interfaces are hidden by providers and thus helpful for
mobility, the resource definitions are frequently vendor-specific.

8.3.4 Interoperability between Cloud Providers

For operations such as transferring a virtual machine image and data between providers, standardized
formats for the data being transferred, billing, and identity management are needed. Some standards,
such the Open Virtualization Format [DMT09] and the Cloud Data Management Interface [SN110], have
already been developed, but further development and experience is needed to reduce the costs of
interoperation among providers. As a security example, a provider must be able to offer proper
credentials to another provider before a transfer of consumer assets can be accomplished after a consumer
requests the transfer. Further, once legitimacy is determined, the formats for the transferred objects must
be compatible.

8.3.5 Disaster Recovery

Disaster recovery involves both physical and electronic mishaps with consumer assets. For natural
disasters, replication of data at geographically distributed sites is advisable. For other physical disasters
such as hardware theft, law enforcement involvement may offer the only remedy. For electronic mishaps,
fault tolerance approaches such as redundancy, replication, and diversity are all applicable, depending on
what type of electronic mishap is being protected against. Disaster recovery plans are applicable to all
hosted IT services and should be documented and quickly executable. All of these traditional issues are
complicated as consumers may not know where their workloads are hosted.

8.4 Compliance

When data or processing is moved to a cloud, the consumer retains the ultimate responsibility for
compliance but the provider (having direct access to the data) may be in the best position to enforce
compliance rules. A number of issues complicate compliance and should be addressed contractually.
NIST and other US government agencies are evolving paths to help consumers with compliance issues,
e.g., FEDRAMP [Fed10]. Also, see Section 3 and Appendix A.
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8.4.1 Lack of Visibility

Consumers may lack visibility into how clouds operate. If so, they will likely be unable to tell if their
services are being undertaken and delivered in a secure manner. Different models of cloud service
delivery add or remove different levels of control from the consumer and provide different degrees of
visibility. However, the option for a consumer to request that additional monitoring mechanisms are
deployed at a provider’s site is plausible and currently used in a variety of non-cloud systems.

8.4.2 Physical Data Location

Providers make business decisions on where to physically set up their data centers based on a number of
parameters that may include construction costs, energy costs, safety and security concerns, availability of
an educated work force, employee costs, and the quality of public infrastructure.

Consumers, however, may have to comply with international, Federal, or state statutes and directives that
prohibit the storage of data outside certain physical boundaries or borders. Although technologists may
have logical control over the data and employ cryptographic mechanisms to mitigate the risk of
unauthorized disclosure, consumers must still comply with these statutes and regulations [NIST SP800-
144].

8.4.3 Jurisdiction and Regulation

Consumers may be subjected to a variety of regulations such as the Sarbanes-Oxley Act (SOX), the
Payment Card Industry Data Security Standard (PCI DSS), the Health Information Protection and
Accountability Act (HIPAA), the Federal Information Security Management Act (FISMA) of 2002, or the
Gramme-Leach-Bliley Act (GLBA). Consumers, who are ultimately responsible for their data processed
on provider’s systems, will need to require assurances from providers that they are aiding in compliance
of the appropriate regulations.

Consumers also require assurance that appropriate legal jurisdiction exists for cloud services so that if
providers fail to comply; legal remedies are understood in advance. These needs are complicated because
providers typically view the implementation and configuration of their offerings as proprietary
information, and do not offer consumers visibility into such details. This lack of visibility makes it
difficult for consumers to be confident that providers are in compliance with regulations unless the
provider obtains an independent audit from a trusted third party. Even here, the frequency of third party
audits may limit the overall assurance offered, since a cloud system could quietly drift out of compliance,
and continuous monitoring of cloud configurations and health may be desirable.

8.4.4 Support for Forensics

As part of an incident response effort, the goal of digital forensics is to: (1) discern what happened, (2)
understand what portions of the system were affected, (3) learn how to prevent such incidents from
happening again, and (4) collect information for possible future legal actions. Forensics in the cloud,
however, raises a number of new issues, such as:

How are incident handling responsibilities defined in service agreements? (see Appendix A)
How are clocks synchronized across data centers to help reconstruct a chain of events?

How are data breach notifications laws handled in different countries?

What data can a cloud provider look at when capturing an image of a shared hard drive?
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B What is the consumer allowed to see in an audit log, e.g., is information related to other cloud
consumers protected?

B What is the responsibility of a consumer to report an incident in a PaaS model?

B Can a provider legally intervene in stopping an attack on an application in its cloud if it is only an
indirect contractual relationship (e.g., three tiers of customers)?

Forensic analysis in a SaaS model may be the sole responsibility of a provider while forensic analysis in
an laaS model may be the primary responsibility of the consumer (with some collaboration with the
provider). The PaaS model appears to split responsibilities between consumers and providers.

8.5 Information Security

Information security pertains to protecting the confidentiality and integrity of data and ensuring data
availability. An organization that owns and runs its IT operations will normally take the following types
of measures for its data security:

B Organizational/Administrative controls specifying who can perform data related operations such as
creation, access, disclosure, transport, and destruction.

B Physical Controls relating to protecting storage media and the facilities housing storage devices.

B Technical Controls for Identity and Access Management (IAM), encryption of data at rest and in
transit, and other data audit-handling requirements for complying with regulatory requirements.

When an organization subscribes to a cloud, all the data generated and processed will physically reside in
premises owned and operated by a provider. In this context, the fundamental issue is whether a consumer
can obtain an assurance that a provider is implementing the same or equivalent controls as to what the
consumer would have implemented. The following issues arise when a consumer is trying to ensure
coverage for these controls:

B Regulatory compliance requirements, with regard to data that a consumer is intending to move to a
cloud, may call for specific levels and granularities of audit logging, generation of alerts, activity
reporting, and data retention. Since these may not be a part of standard service agreements offered by
providers, the issue becomes whether consumers are willing to: (1) include these procedures as part of
their contractual data protection responsibilities, and (2) enforce them as part of their standard
operating procedures.

B Even in cases where a provider meets the consumer's data protection requirements through
contractual obligations and operational configurations, the provider should offer methods that the
consumer can use to assess whether or not the requirements continue to be met.

B For encryption of data at rest, the strength of the encryption algorithm suite, the key management
schemes a provider supports, and the number of keys for each data owner (individual or shared keys)
should be known by the data owners.

Data processed in a public cloud and applications running in a public cloud may experience different
security exposures than would be the case in an onsite-hosted environment. A number of considerations
affect security of data and processing conducted in a cloud. For example, the quality of a cloud's
implementation, the attack surface of a cloud, the likely pool of attackers, system complexity, and the
expertise level of cloud administrators are a few considerations that affect cloud system security.
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Unfortunately, none of these considerations is decisive regarding cloud security and there are no obvious
answers when comparing cloud to non-cloud systems as to which is likely to be more secure in practice.
One aspect that is pervasive in cloud systems, however, is reliance on "logical separation”, as opposed to
"physical separation™ of user workloads, and the use of logical mechanisms to protect consumer
resources. Although more traditional systems employ logical separation also, they also employ physical
separation (e.g., physically separated networks or systems) and logical separation has not been shown to
be as reliable as physical separation; e.g. in the past, some virtualization systems have experienced
failures under stress testing [Orm07]. The following subsections briefly describe some security issues;
NIST SP 800-144 also discusses security issues for public clouds.

8.5.1 Risk of Unintended Data Disclosure

Unclassified government systems are often operated in a manner where a single system is used to process
PII, FOUO, or proprietary information, as well as to process non-sensitive, public information. In a
typical scenario, a user will store sensitive and nonsensitive information in separate directories on a
system or in separate mail messages on an email server. By doing so, sensitive information is expected to
be carefully managed to avoid unintended distribution. If a consumer wishes to use cloud computing for
non-sensitive computing, while retaining the security advantages of on premises resources for sensitive
computing, care must be taken to store sensitive data in encrypted form only.

8.5.2 Data Privacy

Privacy addresses the confidentiality of data for specific entities, such as consumers or others whose
information is processed in a system. Privacy carries legal and liability concerns, and should be viewed
not only as a technical challenge but also as a legal and ethical concern. Protecting privacy in any
computing system is a technical challenge; in a cloud setting this challenge is complicated by the
distributed nature of clouds and the possible lack of consumer awareness over where data is stored and
who has or can have access.

8.5.3 System Integrity

Clouds require protection against intentional subversion or sabotage of the functionality of a cloud.
Within a cloud there are stakeholders: consumers, providers, and a variety of administrators. The ability
to partition access rights to each of these groups, while keeping malicious attacks at bay, is a key attribute
of maintaining cloud integrity. In a cloud setting, any lack of visibility into a cloud's mechanisms makes
it more difficult for consumers to check the integrity of cloud-hosted applications.

8.5.4 Multi-tenancy

Cloud computing receives significant economic efficiencies from the sharing of resources on the
provider’s side. For laaS clouds, different VMs may share hardware via a hypervisor; for PaaS, different
processes may share an operating system and supporting data and networking services; for SaaS, different
consumers may share the same application or database.

Because the sharing mechanisms employed at a provider’s facility depend on complex utilities to keep
consumer workloads isolated, the risk of isolation failure exists. Flaws in logical separation have been
documented in the past [Orm07].

Building confidence that logical separation is a suitable substitute for physical separation is a long-
standing research problem, but the issue can be somewhat mitigated by encrypting data before entering it
into a cloud. (Note that if the data is encrypted, it will need to be unencrypted to be processed.) For clouds
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that perform computations, mitigation can occur by limiting the kinds of data that are processed in the
cloud or by contracting with providers for specialized isolation mechanisms such as the rental of entire
computer systems rather than VMs (mono-tenancy), Virtual Private Networks (VPNs), segmented
networks, or advanced access controls.

8.5.5 Browsers

Many cloud applications use the consumer's browser as a graphical interface. For example, a number of
technologies (e.g., [Gar05, Adoll, Gooll-2, Micll, Djall]) allow consumer browsers to provide a cloud
experience where the software "feels local" even though it runs in a cloud infrastructure. Although
providers sometimes distribute client-side tools for cloud administration, browsers are also used for
consumer account setup and resource administration, including the provisioning of financial information
necessary to open and use an account with a provider. Unfortunately, browsers are complex, rivaling the
complexity of early operating systems, and browsers have been shown to harbor security flaws and be
vulnerable in nearly every public security challenge (e.g., [Por10, Mar09]). Providers interoperate with a
diversity of consumer browsers and versions, and consumer-administered end systems and browsers may
not be properly managed for security or may not be current. If a consumer's browser is subverted, all of
the consumer's resources entrusted to a cloud provider are at risk.

Whenever browsers are the access points to a cloud, building confidence that browsers have not been
subverted is important. Various approaches can be taken to build confidence, including accessing clouds
from behind application gateway or network packet filtering firewalls, restricting the browser types that
are approved for accessing a cloud, limiting browser plug-ins for browsers providing cloud access,
ensuring that browsers are up-to-date, and locking down systems that access clouds via browsers. While
practical and helpful, most of these techniques, however, raise costs, lower functionality, or reduce
convenience.

8.5.6 Hardware Support for Trust

In some scenarios, hardware support can enable consumers to understand the trustworthiness of remote
systems. As an example, a Trusted Platform Module (TPM)'s purpose is to store a set of checksums that
are generated at system startup, and then attest when asked, that the system did in fact boot from known
components. When virtual machines migrate, this would appear to weaken the trust chain in the TPM.
Different groups have attempted to virtualize the TPM, or to construct an argument in which a re-
awakened VM can reestablish trust on different hardware, but this issue remains open.

8.5.7 Key Management

Proper protection of consumer cryptographic keys appears to require some cooperation from cloud
providers. The issue is that unlike dedicated hardware, zeroing a memory buffer may not delete a key if:
(1) the memory is backed by a hypervisor that makes it persistent, (2) the VM is having a snapshot taken
for recovery purposes, or (3) the VM is being serialized for migration to different hardware. It is an open
issue on how to use cryptography safely from inside a cloud.
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9. General Recommendations

For Federal information systems and those operated on behalf of the US Government, the Federal
Information Security Management Act (FISMA) of 2002 and the associated NIST standards and special
publications (e.g. FIPS 199, FIPS 200, SP 800-53 etc.) do apply to cloud systems. In the context of cloud

computing, the following are additional general recommendations, broken into five groups for readability:

Management, Data Governance, Security and Reliability, Virtual Machines, and Software and
Applications.

9.1 Management

B Migrating Data to and from Clouds. Consumers should identify the specific resources that are
suitable for migrating data into and out of clouds. Resources could be services such as: (1) email, (2)
data repositories such as shared documents, or (3) systems that run in virtualized environments.
Consumers should develop a plan for both migrating the data to and from the cloud, and for
interacting with the data once it is resident in the cloud. Consumers should plan also for an eventual
termination of a provider’s service during the procurement phase of the contract, and should clarify
how assets are to be returned to consumers. Consumers should also plan for migration between
clouds.

B Continuity of Operations. If the cost of losing access to an application is severe, it is recommended
that consumers perform the work locally unless a provider is willing to agree to pay for pre-defined
damages for specific types of service interruptions. Consumers should review the provider’s business
continuity plan and redundancy architecture to understand if their stated availability goals are
supported. Consumers should request assurances that a provider employs established internal
operating procedures and service management techniques for reliable system updates, data transfers,
and other site modifications. Consumers should consider that service agreements usually state that
the provider will reimburse consumers for service outages by only refunding service fees, and not by
compensating for actual damages arising from service interruptions. The level of availability of a
cloud service and its capabilities for data backup and disaster recovery should be addressed in the
organization’s contingency and continuity plan to ensure the recovery and restoration of disrupted
cloud services and operations, using alternate services, equipment, and locations, if required.

B Compliance. A consumer should: (1) determine whether the capabilities for defining the necessary
controls exist within a particular provider, (2) determine whether those controls are being
implemented properly, and (3) ensure that the controls are documented. Traditional forms of direct
assessment may not be feasible and may require working with the cloud provider to gain needed
information and system access, or to allow third-party audits to establish a sufficient level of

assurance. Also, a consumer should scrutinize any certifications (e.g., ISO 27001) or audit statements

(e.g., SAS 70) available from the cloud provider for their scope of coverage and applicability.™

B Administrator Staff. Consumers should make sure that processes are in place to compartmentalize
the job responsibilities of the provider’s administrators from the responsibilities of the consumer’s
administrators. The insider security threat is a well-known issue for most organizations and extends
as well to the cloud provider’s staff. Therefore, consumers should make sure that the cloud provider’s
policy, procedures, and controls to protect against malicious insiders are adequate.

% The Federal Risk and Authorization Management Program has been established to provide a standard approach, to assessing
and authorizing cloud computing services, and products that results in a joint authorization of cloud providers with respect
to a common security risk model. The joint authorization issued can be reused and leveraged across the Federal Government
in cloud computing deployments for which the security risk model applies.
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Legal. Consumers should investigate whether a provider can support ad hoc legal requests for: (1) e-
Discovery, such as litigation freezes, and (2) preservation of data and meta-data.

Operating Policies. Consumers should ascertain the operating policies of providers for their: (1)
willingness to be subjected to external audits and security certifications, (2) incident response and
recovery procedures/practices, including forensic analysis capabilities, (3) internal investigation
processes with respect to illegal or inappropriate usage of IT resources, and (4) policies for vetting of
privileged uses such as the provider’s system and network administrators.

Acceptable Use Policies. Consumers should ensure that all consumer personnel read and understand
the provider’s acceptable use policy, and negotiate an agreement for resolution of specific classes of
policy violations in advance with the provider. Further, it is important that consumers know the
process a priori for how disputes over possible policy violations will be resolved between themselves
and the provider.

Licensing. Consumers should ensure that both the provider and consumer properly license any
proprietary software installed into a cloud.

Patch Management. Consumers and providers should agree on a set of procedures a consumer needs
to perform to take an application offline (whether a software patch is going to be installed by the
provider or consumer), the testing that must be performed to ensure the application continues to
perform as intended, and the procedures needed to bring the application back online. Plans for system
maintenance should be expressed in the service agreement.

9.2 Data Governance

Data Access Standards. Before a decision is made to develop new applications in a cloud,
consumers should ensure that the application infrastructure interfaces provided in that cloud are
generic or at least that data adaptors could be developed so that portability and interoperability of the
application is not significantly impacted. Consumers should choose clouds that work with well-
documented data access protocols.

Data Separation. When data of differing levels of sensitivity are to be processed in a cloud, multiple
distinct clouds can be used concurrently to provide different levels of protection to sensitive and
nonsensitive data. When this approach is taken, protective mechanisms should be required by
consumers for separating sensitive and nonsensitive data at the provider’s site.

Data Integrity. Consumers should employ checksums and replication techniques for data integrity.
Data can be protected from unauthorized modification in a cloud if it is check-summed and validated
on use, and if the check-sums are stored separately.

Data Regulations. A consumer should assess the risks of having their data processed or stored in a
cloud since the consumer is ultimately responsible for all compliances with data-related laws and
regulations. Consumers should require that a cloud provider meet international, Federal, or state
statutes and directives with which they must comply, e.g., that may prohibit the storage of data
outside certain physical boundaries or borders.

Data Disposition. Consumers should require that a cloud provider offer a mechanism for reliably
deleting consumer data on request as well as providing evidence that the data was deleted.

Data Recovery. Consumers should be able to examine the capabilities of providers with respect to:
(1) data backup, (2) archiving, and (3) recovery.
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Security and Reliability

Consumer-Side Vulnerabilities. Consumers should minimize the potential for web browsers or
other client devices to be attacked by employing best practices for the security and hardening of
consumer platforms, and should seek to minimize browser exposure to possibly malicious web sites.

Encryption. Consumers should require that strong (FIP 140-2 compliant) encryption be used for web
sessions and other network communication whenever a rented application requires the confidentiality
of application interactions with other applications or data transfers. Also consumers should require
that the same diligence is applied to stored data.

Physical. Consumers should consider physical plant security practices and plans at provider sites as
part of the overall risk considerations when selecting a provider. Physical attacks require backup
plans just as cyber attacks do. Consumers should write plans for recovery from such attacks.
Consumers should also investigate whether a candidate provider offers redundancy for the sites they
operate, and opt for providers that are not tied to a specific geographic location in case of natural
disasters or other disruptions.

Authentication. Consumers should consider the use of authentication tokens or other appropriate
form of advanced authentication, which some providers offer, to mitigate the risk of account
hijacking and other types of exploits.

Identity and Access Management. Consumers should have visibility into the following capabilities
of a provider: (1) the authentication and access control mechanisms that the provider infrastructure
supports, (2) the tools that are available for consumers to provision authentication information, and
(3) the tools to input and maintain authorizations for consumer users and applications without the
intervention of the provider.

Performance Requirements. Consumers should benchmark current performance scores for an
application, and then establish key performance score requirements before deploying that application
to a provider’s site. Key performance scores include responsiveness for interactive user applications,
and bulk data transfer performance for applications that must input or output large quantities of data
on an ongoing basis.

Visibility. Consumers should request that a provider allow visibility into the operating services that
affect a specific consumer’s data or operations on that data, including monitoring of the system’s
welfare.

9.4 Virtual Machines

VM Vulnerabilities. When providers offer computing resources in the form of VMs, consumers
should ensure that the provider has mechanisms to protect VMs from attacks by: (1) other VMs on the
same physical host, (2) the physical host itself, and (3) the network. Typical attack detection and
prevention mechanisms include Virtual Firewalls, Virtual IDS/IPS, and network segmentation
techniques such as VLANS.

VM Migration. Consumers should formulate a strategy for migration of Virtual Machines and their
associated storage among alternative cloud providers.

9.5 Software and Applications

Time-critical Software. Applications that require precise timing of task completion appear
unsuitable for public and some outsourced cloud computing scenarios because of the variable
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response times that such systems may experience from unexpected and unavoidable round trip delays.
Consumers should avoid using clouds for time-critical applications.

B Safety-critical Software. Because of the lack of ability to fully assess the “pedigree” for all
subsystems composing a cloud, and because of network variability, employing cloud technologies for
safety-critical applications at this time is not recommended.

B Application Development Tools. When available, consumers should choose clouds that provide
application development frameworks that include an architecture and tools for mitigating security
vulnerabilities. Tools that support the intuitive authoring and maintenance of security policies, and
provide an integrated application development environment covering the full system lifecycle, with
an orientation towards facilitating security accreditation, are preferable. Consumers should also assure
that such tools satisfy as appropriate FIPS 140-2.

B Application Runtime Support. Before a decision is made to deploy a new application in a cloud, or
in the case of composing an application from the building blocks offered by a provider, a consumer
should ensure that libraries included in the compilation phase or libraries called during the execution
phase behave as intended, both in terms of functionality and performance.

B Application Configuration. Consumers should ensure that an application can be configured to run in
a secure manner (e.g., a dedicated VLAN segment) and can be integrated with existing
enterprise/agency security frameworks (such as identification and authorization) such that
enterprise/agency security policies are enforced.

B Standard Programming Languages. Consumers should choose clouds that work with standardized
languages and tools wherever feasible.
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Appendix A—Roles and Responsibilities

The partnership between providers and consumers in designing, building, deploying, and operating clouds
presents new challenges in providing adequate security and privacy protection. It becomes a collaborative
process between providers and consumers to share the responsibilities in implementing the necessary
controls.

Cloud business models determine the ownership of the computing resources offered within a cloud. In
the case of private clouds, where the provider is the same organizational entity as the consumer,
discussions on the separations of responsibilities can still be helpful to the owner of a system deployed in
a cloud. It can help that owner map out a comprehensive operational plan based on the collaboration
between the logical roles of providers and consumers.

Thus clarity as to how to divide the roles and responsibilities of implementing security controls is
important to help organizations: (1) define detailed security plans to address cloud security requirements,
(2) develop or procure appropriate security measures during development, (3) objectively compare and
evaluate providers, and (4) execute security protocols during the deployment and throughout operation. In
addition, collaboration between providers and consumers can help ensure that clouds meet specific
security conformance and regulatory requirements, especially for those supporting government agency
operations.

This brief appendix discusses these issues by outlining the main technical security controls from NIST’s
Special Publication 800-53, and then suggests a roadmap for applying them to clouds by considering the
patterns of different provider and consumer relationships for sharing security responsibilities.

The life cycle and life span of a system deployed in a cloud provides another perspective on how to
delineate roles and responsibilities. The system developer and integrator are responsible for implementing
security controls that need to be built into the system at development time. The system administrator and
operator are responsible for implementing security controls that are executed at operation time.

For SaaS clouds, a provider may be both the developer/integrator and administrator/operator, and if so
would normally assume most of the responsibility in implementing security controls. For laaS clouds, a
consumer typically assumes more responsibilities, since the consumer is not only the developer/integrator,
but is also the administrator/operator. But a provider for laaS clouds would still be responsible for
providing protections at infrastructure levels that a consumer does not have control of. For PaaS clouds, a
mixture of the two extremes occurs; while a consumer, as the developer/integrator, needs to build the
necessary application level security controls into the system, a provider is responsible for providing all the
system level protections. (A potential middle ground here involves third-party cloud security services. In
this situation, responsibilities for providing protection to the entire system should be negotiated by all
stakeholders.)

SP800-53 defines a comprehensive list of security controls for protecting IT systems. Each security
control is either a capability deployed in a system, or a set of procedures or activities an organization
carries out to implement security. SP800-53 also provides guidance on how to tailor the list of security
controls to meet an organization's specific needs or accommodate a system’s idiosyncrasies.

The security controls are organized into 17 families based on the domain areas of the security
requirements. Further, as a starting point for consideration in assigning logical areas of responsibility for
implementing security controls, the control families are grouped into three broad classes of management,
technical and operational controls. Table 6 is a listing of the 17 families and the classes they belong to:
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Table 2: 800-53 Control Families and Classes

Technical Operational Management
Access Control Awareness and Training Certification, Accreditation
and Security Assessment

Audit and Accountability Configuration and Management
Planning
Identification and Authentication | Contingency Planning
Risk Assessment
System and Communication Incident Response
Protection System and Services
Maintenance Acquisition

Media Protection

Physical and Environmental
Protection

Personnel Security

System and Information Integrity

The current NIST baselines in SP800-53 are a starting point for cloud applications and services as well as
for the information systems that are providing those applications and services. SP800-53 offers tailoring
guidance that allows adjustments for cloud computing environments. Additional guidance will be
required at lower levels of abstraction as the current security controls in SP800-53 are written to be
technology and policy neutral.

Currently work is being undertaken to develop additional guidance. The following three key observations
are included in those findings:

B Policy and procedure related technical security controls are typically a consumer’s responsibility.
Providers will likely offer input as to the feasibility and cost of enforcing these policies and
procedures, especially if the provider has the responsibilities to implement them. System capability-
related controls are the responsibility of the capability developer at build time or the administrator
during operation. For example, account management controls for privileged users in an laaS cloud are
typically performed by the laaS provider, whereas account management for user and application
consumers of an application deployed in an laaS environment is typically not the provider’s
responsibility. The consumer’s organization is often fully responsible for managing the accounts,
unless the consumer outsources the responsibility to a third-party ID management broker.

B Operational families of security controls are about policies, procedures, and processes. A consumer is
typically responsible for the definitions and the provider shares responsibilities during execution
(since the provider is an operational partner). However, the nature of the cooperation will affect the
extent of the applicability of these controls; for example, a provider would need to be definitive as to
whether regularly held security training is required or is feasible for their staff. These operational
security controls form a checklist when a consumer is comparison-shopping for a provider as well as
during service agreement negotiations.

B The four management class security control families mentioned in Table 6 are similar to operational
class security controls and are the responsibility of a consumer. The provider plays a supporting role

A-2
Copyright © 2012 Association of Corporate Counsel 87 of 139



ACC's 2012 Annual Meeting September 30-October 3, Orlando, FL

CLouD COMPUTING SYNOPSIS AND RECOMMENDATIONS

here to help the consumer by offering necessary documentation and evidence to meet these
requirements. It is possible that some providers may alter their own business process and technical
solutions to fulfill some of the security management requirements from the consumer.
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Appendix B—Acronyms

Selected acronyms and abbreviations used in the guide are defined below.

AJAX

API

CPU

DBMS

DNS

FISMA

HTML

HTTP

HTTPS

laaS

IDS/IPS

ISO

IT

ITL

1A-64

JVM

NIST

PaaS

OMB

OVF

PEM

SaaS

group of Web development methods
Application Programming Interface

Computer Processing Unit

Database Management System

Domain Name Server

Federal Information Security Management Act
Hypertext Markup Language

Hypertext Transfer Protocol

Hypertext Transfer Protocol Secure
Infrastructure as a Service

Intrusion Detection Systems/Intrusion Prevention Systems
International Standards Organization
Information Technology

Information Technology Laboratory

64-bit Intel Itanium architecture

Internet Protocol

Java Virtual Machine

US National Institute of Standards and Technology
Platform as a Service

Office of Management and Budget

Open Virtualization Format

Privacy Enhanced Mail

Software as a Service
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SP Special Publication
SQL Structured Query Language

SSL/TLS Secure Socket Layer/Transport Layer Security

TCP Transmission Control Protocol
VLAN Virtual Local Area Network

VM Virtual Machine

VMM Virtual Machine Monitor

VPN Virtual Private Networks

VRF VPN Routing and Forwarding
WSDL Web Services Description Language
XML Extensible Markup Language
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Appendix C—Glossary

Selected terms used in the publication are defined below.

Authentication: Verifying the identity of a user, process, or device, often as a prerequisite to allowing
access to resources in an information system.

Certificate: A digital representation of information which at least: (1) identifies the certification authority
issuing it, (2) names or identifies its consumer, (3) contains the consumer’s public key, (4) identifies its
operational period, and (5) is digitally signed by the certification authority issuing it.

Compliance: Conformity in fulfilling official requirements.

laaS: Defined in the NIST Cloud Computing Definition, excerpted in Section 2.

PaaS: Defined in the NIST Cloud Computing Definition, excerpted in Section 2.

Public key cryptography: An encryption method that uses a two-part key: a public key and a private key.
Users generally distribute their public key, but keep their private key to themselves. This is also known as
“Asymmetric Cryptography.”

SaaS: Defined in the NIST Cloud Computing Definition, excerpted in Section 2.

Service agreement: A legal document specifying the rules of the legal contract between the cloud user and
the cloud provider.

Service-level agreement: A document stating the technical performance promises made by the cloud
provider, how disputes are to be discovered and handled, and any remedies for performance failures.

Virtual machine (VM): "an efficient, isolated duplicate of a real machine" [Pop74].

Virtualization: "The simulation of the software and/or hardware upon which other software runs" [NIST
SP 800-125].
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Cloud Computing Checklist - Company as Customer:

l. Business Issues/Business Risks

1. Has the scope of the deal been agreed including global considerations?

a. How many business or IT segments are within the scope?

Are the segments and their differences well defined and understood?
What specifically is excluded from the scope?
What is business purpose?
What is the IT purpose?
Other objectives?
How do these vary by segment?
Are there other similar efforts for these segments within the scope? What was
learned from those experiences?

i. How well defined and stable is the business and IT management that will
engage, use and maintain/support the cloud offering from the company
perspective?

j. To what degree will the cloud offering need to integrate, be dependent, feed or
be co-dependent on IT or business capabilities outside the scope of this offering?
Are those external linkages defined and understood?

2. What key business outcomes are required?

a. Do the business outcomes vary by segment?

b. Do the business outcomes vary over time?

¢c. What is the relative priority of the business outcomes?

d. How likely are the business outcomes and their priorities to change over the
contract duration?

3. Whatkey IT outcomes are required?

a. Do the IT outcomes vary by segment?

b. Do the IT outcomes vary over time?

c. What is the relative priority of the IT outcomes?

d. How likely are the IT outcomes and their priorities to change over the contract
duration?

4. What type of Cloud environment?

a. Raw IT Infrastructure

b. Managed Infrastructure as a Service

¢. Platform as a Service

d. Software as a Service

5. What manner of Cloud environment?

Sm 0 o0 T

a. Public
b. Private
c. Hybrid

6. How will integration between the Cloud and the following work?
a. Infrastructure
b. IT systems management (planning, control, architectural review, Business
Failure Impact Analysis, problem recording, problem management, change
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control, release control, operations control, capacity planning, performance
management, load balancing, operating procedures, assurance, etc)
Security, privacy

Existing systems

Existing data bases

New systems

New data bases

S@m 0 a0

Release control
Backup, recovery and business continuity

j. Procurement, administration and billing
k. Compliance with legal and regulatory requirements
|.  Compliance with other licensing agreements
7. Can customer dictate:
a. Location of data?
b. Backup and redundancy of data?
c. Interoperability of data “On the fly” and at rest
8. Ability to increase/decrease usage easily?
a. What options are available?
b. What is the relative pricing of those options?
¢. What is included?
d. What is the relative timeframe for change? For billing of the change?
9. Have Assumptions and Dependencies been assessed
a. By the company?
b. By the provider?
¢. By a qualified, independent third party?
10. What are the mechanism for:
a. Change and impact notification by either party?
Change of ownership?
Notification of exposures?
Upgrade notification and planning?
Linkages to other third parties such as contractors, outsourcers, offshore
providers, other cloud or SaaS providers?
f.  Ongoing and frequent assessment and resolution assumptions and
dependencies?
g. Periodic measurement, benchmarking and satisfaction assessment?
h. Measuring the actual use of the offering?
i. Upgrading and keeping the providers “kit” up to date?
11. What applications are to be put into the Cloud?
a. Core v. Context —
i. Core applications to business v. Context to business (ie apps to help run
the business) — reduce costs of ownership
b. What is the relative technical and functional quality of the applications:
i. To be put on the cloud?
ii. To be interfaced or supported by the applications on the cloud?

®ao o
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12.
13.

14.

15.

16.

17.
18.

19.
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c¢. What is the quality, consistency, efficiency and existing support for the
architecture of the applications:

i. To be put on the cloud?

ii. To be interfaced or supported by the applications on the cloud?
What are the risks of putting specific applications into the cloud?
Is the applications data sensitive?
How sensitive to performance is the application?
To what degree must the application meet consistent availability and
performance metrics on a 24x7, global, all function basis?

h. Have sulfficient licenses been obtained?

i. Are there variations in any of the above?

Who has access to the Service?
Does Supplier have certifications necessary for customer’s industry?

a. IS0 certified?

b. Scarcity of internal resources?

c. Availability of qualified and readily available resources across the segments and
scope of the offering?

d. Compliance with local regulations such as data storage, transactions or
processes allowed?

Back-up/recovery requirements? [Business continuity is a more critical issue]

a. What is the providers backup and business continuity capability?

b. How and how often is that backup and business continuity actually tested?

c. Ifafile is deleted accidently — can supplier restore?

d. Inthe case of the provider getting out of the cloud business, being acquired,
seeing a change in ownership or going out of business.... What is the approach
and remedy?

Limit Subcontracting or be notified of Supplier subcontraction

a. Ability to engage an off-shore provider?

b. Ability to approve sub-contractors involved?

Term of the Agreement?

@ oo

a. Renewal options?
b. Extension or change options?
c. Termination rights?
i. With or without penalty?
Escalation procedures?
What is the pricing for the Service?
a. Will price increase for SLAs?
b. Are there volume discounts?
c. How does supplier support changes in use volume?
d. Isthere usage based pricing?
i. How do you measure usage?
ii. Isitalocal or global usage calendar?
e. Is billing monthly? Yearly?
Encryption required? How handled?
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20.
21.

22.
23.
24,

25.

26.
27.
28.
29.

30. Background checks of those accessing customer cloud/information or operating the
systems?
. Legal/Risks
1. Liability
a. Limitations on bargaining power. Market standard used to determine charges/license
fees as a starting point for a monetary damages cap.
i. As customer, want liability to be as high as possible
b. Include loss of data (difficult to obtain from a Cloud provider)
c. Should include the cost of business impact
d. Liability should be transferred to Cloud provider.
2. SlAs
a. Baseline SLA expected including maximum downtime, accuracy, response time etc. with
service credit regime if possible.
b. Supplier performance assurances are likely to be kept to a minimum
c. Any SLAs to be vetted to ensure fit for purpose and easily reported
d. Levels of support? Responsiveness and quality of support?
e. Only useful to the extent of commercial ramifications

September 30-October 3, Orlando, FL

Are there specific or unusual privacy, compliance or security requirements?

Are the applications to be supported shared with business partners and does that
present any issues?

How is migration handled?

How are a customer’s data/applications protected from other customers?

What capabilities does the provider have to monitor the internal use or access to
sensitive data or transactions?

How are new versions of cloud rolled out?

Notice?

Ability to refuse upgrade?

Relative timeframes to upgrade or change?

Q 0 T w

Can specific requests be made to the cloud provider so that the company can
remain compliant with its other providers?

e. Will upgrade create issue with environment required by Customer?
Set out log levels that are required
Maintenance requirements?
Any redundancy in place to protect information? What types of back-ups are there?
What type of monitoring is being done?

3. Data Protection/Privacy

a.

Comply with relevant data protection legislation

4
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Commitment from Supplier to not store in certain areas
EU vs. US

Safe Harbor?

Will personal data be provided?

I

Is Data Encrypted?
i. If encrypted — issues with encryption in Cloud?
ii. Liability of Cloud provider if provider has no access to data due to encryption?
iii. Liability of Customer if data encrypted?
g. Does supplier’s privacy protections meet company’s requirements?
h. Comply with applicable laws for industry?
i. le HIPAA compliance?
ii. E-911 compliance for FCC
4. Security
a. Data retention policy?
b. Is Supplier offering any data protection/integrity?
i. Customer should try to get
c. Disaster recovery policy —
i. Build in general protections around supplier maintaining industry-
standard/industry-leading disaster recovery policy
ii. obligation to comply with disaster recovery policy in event of a disaster.
iii. Possibly maintain mirror data in different locations.
Any sort of 1SO27001 compliance, SAS 70 compliance, or equivalent
e. Isthere any way a third party could illegally gain access?

o

5. Import-Export issues
a. Storage location
b. If customer premises equipment involved — must understand supply chain and
applicable regulations

6. Indemnities (Supplier to Customer)
a. Should always try to include indemnity for breach of:
i. Any third party IP rights as a result of using the service/software
ii. Applicable law
iii. Data protection legislation
iv. Regulatory breaches
b. Indemnity for any loss suffered as a result of material being unnecessarily removed?

7. Indemnities (Customer to Supplier): Supplier may seek indemnities for:
a. indemnity for IT security/access breaches.
b. indemnity against third party claims related to information or data stored by Customer
c. IP indemnity for any information/data stored in the cloud infringes third party
rights/privacy laws.
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indemnity for breach of services [if you are the customer —resist this]
indemnity for Customer’s failure to secure passwords or allowing unauthorized access

8. Scope of Software License / open source

a.

Customer’s right to use software may be restricted based on (i) number of users, (ii)
hardware, (iii) location, (iv) volume, (v) no right for third party use
Supplier warranty that supplier has the right to license any third party applications
required to use the service.
Open Source Issue?

i. Ensure license permits ability to sub-license to customers (if applicable)

9. Governing Law - may be difficult to choose if customer.

10. Audit
a.
b
c.
d.
e
f.

11

12

13

14

15

16
17

Ability of customer to audit/inspect supplier

Certain Regulated Customers will need audit right

If not control location — may be difficult to obtain adequate audit rights

SAS 70 v. I1SO 270001

Customer may request audits of cloud providers — but unlikely to receive the right —
“trust metrics” should be developed

Auditing of physical security of hosting site

. Due diligence of third parties

a.

At a minimum, agents should be vetted as qualified and trained to perform the function
of their role. Customer should ask for proof of due diligence.

. If third party hardware components are being plugged into the customer network or extend the
customer perimeter, then Customer should work with Cloud provider to determine standards
for installation/operation of such third party equipment. Elements may be auditable.

. Will Third party hosting facilitates be used?

a.

If yes — Customer should require the hosting to be vetted against auditable standards.

. E-Discovery issues?

a.

Ability to recover data if needed?

b. Who is accountable? Customer or Supplier?

. -Discovery issues?

a.

Ability to recover data if needed?

b. Who is accountable? Supplier or customer

. What are the warranties provided, if any
. Ability of supplier to remove data? Notice if content to be removed?
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Cloud Computing Checklist - Company as Customer:

l. Business Issues/Business Risks

1. Has the scope of the deal been agreed including global considerations?

a. How many business or IT segments are within the scope?

Are the segments and their differences well defined and understood?
What specifically is excluded from the scope?
What is business purpose?
What is the IT purpose?
Other objectives?
How do these vary by segment?
Are there other similar efforts for these segments within the scope? What was
learned from those experiences?

i. How well defined and stable is the business and IT management that will
engage, use and maintain/support the cloud offering from the company
perspective?

j. To what degree will the cloud offering need to integrate, be dependent, feed or
be co-dependent on IT or business capabilities outside the scope of this offering?
Are those external linkages defined and understood?

2. What key business outcomes are required?

a. Do the business outcomes vary by segment?

b. Do the business outcomes vary over time?

¢c. What is the relative priority of the business outcomes?

d. How likely are the business outcomes and their priorities to change over the
contract duration?

3. Whatkey IT outcomes are required?

a. Do the IT outcomes vary by segment?

b. Do the IT outcomes vary over time?

c. What is the relative priority of the IT outcomes?

d. How likely are the IT outcomes and their priorities to change over the contract
duration?

4. What type of Cloud environment?

a. Raw IT Infrastructure

b. Managed Infrastructure as a Service

¢. Platform as a Service

d. Software as a Service

5. What manner of Cloud environment?

Sm 0 o0 T

a. Public
b. Private
c. Hybrid

6. How will integration between the Cloud and the following work?
a. Infrastructure
b. IT systems management (planning, control, architectural review, Business
Failure Impact Analysis, problem recording, problem management, change
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control, release control, operations control, capacity planning, performance
management, load balancing, operating procedures, assurance, etc)
Security, privacy

Existing systems

Existing data bases

New systems

New data bases

S@m 0 a0

Release control
Backup, recovery and business continuity

j. Procurement, administration and billing
k. Compliance with legal and regulatory requirements
|.  Compliance with other licensing agreements
7. Can customer dictate:
a. Location of data?
b. Backup and redundancy of data?
c. Interoperability of data “On the fly” and at rest
8. Ability to increase/decrease usage easily?
a. What options are available?
b. What is the relative pricing of those options?
¢. What is included?
d. What is the relative timeframe for change? For billing of the change?
9. Have Assumptions and Dependencies been assessed
a. By the company?
b. By the provider?
¢. By a qualified, independent third party?
10. What are the mechanism for:
a. Change and impact notification by either party?
Change of ownership?
Notification of exposures?
Upgrade notification and planning?
Linkages to other third parties such as contractors, outsourcers, offshore
providers, other cloud or SaaS providers?
f.  Ongoing and frequent assessment and resolution assumptions and
dependencies?
g. Periodic measurement, benchmarking and satisfaction assessment?
h. Measuring the actual use of the offering?
i. Upgrading and keeping the providers “kit” up to date?
11. What applications are to be put into the Cloud?
a. Core v. Context —
i. Core applications to business v. Context to business (ie apps to help run
the business) — reduce costs of ownership
b. What is the relative technical and functional quality of the applications:
i. To be put on the cloud?
ii. To be interfaced or supported by the applications on the cloud?

®ao o
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12.
13.

14.

15.

16.

17.
18.

19.

September 30-October 3, Orlando, FL

c¢. What is the quality, consistency, efficiency and existing support for the
architecture of the applications:

i. To be put on the cloud?

ii. To be interfaced or supported by the applications on the cloud?
What are the risks of putting specific applications into the cloud?
Is the applications data sensitive?
How sensitive to performance is the application?
To what degree must the application meet consistent availability and
performance metrics on a 24x7, global, all function basis?

h. Have sulfficient licenses been obtained?

i. Are there variations in any of the above?

Who has access to the Service?
Does Supplier have certifications necessary for customer’s industry?

a. IS0 certified?

b. Scarcity of internal resources?

c. Availability of qualified and readily available resources across the segments and
scope of the offering?

d. Compliance with local regulations such as data storage, transactions or
processes allowed?

Back-up/recovery requirements? [Business continuity is a more critical issue]

a. What is the providers backup and business continuity capability?

b. How and how often is that backup and business continuity actually tested?

c. Ifafile is deleted accidently — can supplier restore?

d. Inthe case of the provider getting out of the cloud business, being acquired,
seeing a change in ownership or going out of business.... What is the approach
and remedy?

Limit Subcontracting or be notified of Supplier subcontraction

a. Ability to engage an off-shore provider?

b. Ability to approve sub-contractors involved?

Term of the Agreement?

@ oo

a. Renewal options?
b. Extension or change options?
c. Termination rights?
i. With or without penalty?
Escalation procedures?
What is the pricing for the Service?
a. Will price increase for SLAs?
b. Are there volume discounts?
c. How does supplier support changes in use volume?
d. Isthere usage based pricing?
i. How do you measure usage?
ii. Isitalocal or global usage calendar?
e. Is billing monthly? Yearly?
Encryption required? How handled?
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20.
21.

22.
23.
24,

25.

26.
27.
28.
29.

30. Background checks of those accessing customer cloud/information or operating the
systems?
. Legal/Risks
1. Liability
a. Limitations on bargaining power. Market standard used to determine charges/license
fees as a starting point for a monetary damages cap.
i. As customer, want liability to be as high as possible
b. Include loss of data (difficult to obtain from a Cloud provider)
c. Should include the cost of business impact
d. Liability should be transferred to Cloud provider.
2. SlAs
a. Baseline SLA expected including maximum downtime, accuracy, response time etc. with
service credit regime if possible.
b. Supplier performance assurances are likely to be kept to a minimum
c. Any SLAs to be vetted to ensure fit for purpose and easily reported
d. Levels of support? Responsiveness and quality of support?
e. Only useful to the extent of commercial ramifications

September 30-October 3, Orlando, FL

Are there specific or unusual privacy, compliance or security requirements?

Are the applications to be supported shared with business partners and does that
present any issues?

How is migration handled?

How are a customer’s data/applications protected from other customers?

What capabilities does the provider have to monitor the internal use or access to
sensitive data or transactions?

How are new versions of cloud rolled out?

Notice?

Ability to refuse upgrade?

Relative timeframes to upgrade or change?

Q 0 T w

Can specific requests be made to the cloud provider so that the company can
remain compliant with its other providers?

e. Will upgrade create issue with environment required by Customer?
Set out log levels that are required
Maintenance requirements?
Any redundancy in place to protect information? What types of back-ups are there?
What type of monitoring is being done?

3. Data Protection/Privacy

a.

Comply with relevant data protection legislation

4
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Commitment from Supplier to not store in certain areas
EU vs. US

Safe Harbor?

Will personal data be provided?

I

Is Data Encrypted?
i. If encrypted — issues with encryption in Cloud?
ii. Liability of Cloud provider if provider has no access to data due to encryption?
iii. Liability of Customer if data encrypted?
g. Does supplier’s privacy protections meet company’s requirements?
h. Comply with applicable laws for industry?
i. le HIPAA compliance?
ii. E-911 compliance for FCC
4. Security
a. Data retention policy?
b. Is Supplier offering any data protection/integrity?
i. Customer should try to get
c. Disaster recovery policy —
i. Build in general protections around supplier maintaining industry-
standard/industry-leading disaster recovery policy
ii. obligation to comply with disaster recovery policy in event of a disaster.
iii. Possibly maintain mirror data in different locations.
Any sort of 1SO27001 compliance, SAS 70 compliance, or equivalent
e. Isthere any way a third party could illegally gain access?

o

5. Import-Export issues
a. Storage location
b. If customer premises equipment involved — must understand supply chain and
applicable regulations

6. Indemnities (Supplier to Customer)
a. Should always try to include indemnity for breach of:
i. Any third party IP rights as a result of using the service/software
ii. Applicable law
iii. Data protection legislation
iv. Regulatory breaches
b. Indemnity for any loss suffered as a result of material being unnecessarily removed?

7. Indemnities (Customer to Supplier): Supplier may seek indemnities for:
a. indemnity for IT security/access breaches.
b. indemnity against third party claims related to information or data stored by Customer
c. IP indemnity for any information/data stored in the cloud infringes third party
rights/privacy laws.
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indemnity for breach of services [if you are the customer —resist this]
indemnity for Customer’s failure to secure passwords or allowing unauthorized access

8. Scope of Software License / open source

a.

Customer’s right to use software may be restricted based on (i) number of users, (ii)
hardware, (iii) location, (iv) volume, (v) no right for third party use
Supplier warranty that supplier has the right to license any third party applications
required to use the service.
Open Source Issue?

i. Ensure license permits ability to sub-license to customers (if applicable)

9. Governing Law - may be difficult to choose if customer.

10. Audit
a.
b
c.
d.
e
f.

11

12

13

14

15

16
17

Ability of customer to audit/inspect supplier

Certain Regulated Customers will need audit right

If not control location — may be difficult to obtain adequate audit rights

SAS 70 v. I1SO 270001

Customer may request audits of cloud providers — but unlikely to receive the right —
“trust metrics” should be developed

Auditing of physical security of hosting site

. Due diligence of third parties

a.

At a minimum, agents should be vetted as qualified and trained to perform the function
of their role. Customer should ask for proof of due diligence.

. If third party hardware components are being plugged into the customer network or extend the
customer perimeter, then Customer should work with Cloud provider to determine standards
for installation/operation of such third party equipment. Elements may be auditable.

. Will Third party hosting facilitates be used?

a.

If yes — Customer should require the hosting to be vetted against auditable standards.

. E-Discovery issues?

a.

Ability to recover data if needed?

b. Who is accountable? Customer or Supplier?

. -Discovery issues?

a.

Ability to recover data if needed?

b. Who is accountable? Supplier or customer

. What are the warranties provided, if any
. Ability of supplier to remove data? Notice if content to be removed?
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Legal Considerations in

Migrating to

the Cloud

BY H. WARD CLASSEN AND WALTER S. DELACRUZ

Clients are increasingly asking law firms and corporate
legal departments to review cloud computing service
agreements, which service providers often propose
following an RFP process. This may be a cost-cutting
initiative. By migrating to the cloud, businesses can
reduce information technology related expenses
and often secure a wider array of services and im-
proved service levels.! The move to a cloud services
provider, however, should only be undertaken after
the company has reviewed the data and processes it
seeks to outsource to the cloud, and the controls it
desires to maintain over those data and processes.

ACC Docket E December 2011
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What is cloud computing?

Cloud computing allows a company to
outsource its IT infrastructure and move to
a subscription model to receive software and
information technology related services. The
National Institute of Standards and Technol-
ogy has defined cloud computing as “a model
for enabling convenient, on demand network
access to a shared pool of configurable comput-
ing resources (e.g., networks, servers, storage,
applications and services) that can be rapidly
provisioned with minimal management effort
or services provider interaction.”

Under this model, a customer’s software
and data are located on the vendor’s servers
and other infrastructure, and the customer
accesses it over the public internet via a web
browser. A customer often experiences im-
mediate advantages including:

e improved server deployment

time? (the time to go through a
click-through agreement);

H. WARD CLASSEN is
deputy general counsel for
Computer Sciences
Corporation (CSC), and the
author of A Practical Guide
to Software Licensing for
Licensees and Licensors
(ABA Press). Classen can
be contacted at
hclassen@csc.com.

WALTER S. DELACRUZ is of
counsel in Moses & Singer
LLP's Intellectual
Property and Global
Outsourcing and
Procurement practices. He
has extensive experience in
IP counseling, and
transactions in the
telecommunications
and financial services
industries. Delacruz can
be contacted at wdelacruz@
mosessinger.com.
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the service descriptions to ensure the business
receives the services it desires.

SaaS is the most common service model,
providing fully functional software applica-
tions through the web. The user is accessing
third-party software on another party’s infra-
structure. The software is updated and the
data backed up by the third party. Examples
of SaaS offerings include Salesforce.com’s
Customer Relationship Management tools,
Facebook and Google’s Gmail.

PaaS provides application-virtual hardware
and middleware systems, allowing customers to
build their own software applications. Custom-
ers can utilize as many virtual machines as they
need, creating increased flexibility and rapid
elasticity. Examples of PaaS offerings include Mi-
crosoft’s Azure platform and Rackspace Cloud’s
Cloud Sites platform.

laaS provides a complete virtual platform
(servers, storage space, network devices, etc.)
for a customer to undertake all of its com-

e a financially flexible pay-as-you-go
utility model to use critical technology

puting activities using its own applications
and operating systems. Customers have the

infrastructure and software;® and
¢ the ability to quickly increase the scale of the
customer’s information technology infrastructure.

Definition
Most definitions of cloud computing, including that of the
National Institute of Standards and Technology (NIST),* de-
scribe cloud computing’s critical characteristics as including:
¢ self service by a customer;
¢ on-demand access (allowing a business, for
example, to sign up for email services for a certain
number of employees during one week and then
for additional numbers of employees at later
time periods, all on a pay-as-you-go basis);
¢ broad access to the provider’s services via any
number of customer devices (including handheld
devices, desktop PC, laptop, tablet); and
e resource pooling, allowing “spikes” in any
individual business’s usage to be covered
by the overall capacity of the system.

Service models

Cloud-based service offerings are generally consid-
ered to fall into one of three areas: Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as
a Service (IaaS). These classifications are general mar-
keting concepts, however, so a business contemplating a
migration to a cloud environment must carefully review

Copyright © 2012 Association of Corporate CounRElC Docket m December 2011

ability to provision and configure the vendor’s
virtual machines. Examples of IaaS include Amazon’s
Elastic Compute Cloud and Rackspace’s Cloud Servers
service offerings.

Delivery models

There are four standard delivery models for cloud com-
puting: a private cloud, a public cloud, a hybrid cloud and a
community cloud.

Private cloud. A private cloud is dedicated to a single
user, with dedicated physical infrastructure and dedicated
staff. A private cloud is most appropriate for heavily regu-
lated industries, including financial services and health-
related services, where financial, personally identifiable, or
other private or sensitive data is handled and/or stored by
the customer.

Public cloud. A public cloud has many users, without
an infrastructure dedicated to any particular user. Public
clouds are the most common form of cloud computing and
are what most people think of when they think of cloud
computing.

Hybrid cloud. A hybrid could consists of two or
more clouds bound together by standardized or propri-
etary technology that allows data and application por-
tability. As an example, a company using a hybrid cloud
can move usage from their private cloud to the other
cloud in the event of capacity spikes, or for backup or
other purposes.
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Community cloud. Community clouds are developed
to address the needs of certain industries, with technical
specifications tailored to meet regulatory or other busi-
ness requirements. An example of a community cloud is
the Capital Markets Community Platform, launched on
July 1, 2011, by NYSE Technologies. This platform pro-
vides cloud computing services to broker dealers, insti-
tutional investors and hedge funds with latency sensitive
operations requirements.’

The identification of processes and data
appropriate for cloud computing

At the outset, a company contemplating a move to the
cloud needs to have a good understanding of the data it col-
lects, and understand the different kinds of processes that are
applied, or will be applied, against that data. The company
would also need to assess the sensitivity of the data, including
its proprietary or confidential nature, and determine whether
the data includes personally identifiable information. The
processing of certain kinds of data (e.g., financial or consum-
er credit data, or health-related data) is subject to regulatory
oversight including federal and state law.

Also, as part of the analysis, the company needs to map
its data flows, from generation or collection, to processing
and storage. In the event that processing protocols move data
between different legal jurisdictions, more than one state’s
privacy and data protection law will attach. The company
will need to be aware of the corresponding legal require-
ments and potential cost implications.

After the company has completed a data census, mapped
its data flow, and determined the sensitivity of its data and
processes — including determining (if applicable) the regu-
latory requirements corresponding to personally identifiable
information and other confidential and proprietary informa-
tion — it will be better able to assess the offerings among
cloud providers. The company may also determine that
mission-critical processes, or proprietary or confidential in-
formation, may not be appropriate for migration to anything
other than a private cloud.

Legal and regulatory implications of cloud computing
in the United States and Europe
United States

In considering a migration to the cloud, companies need
to be mindful of the specific regulatory requirements cover-
ing their industry. For example, in the United States, financial
services companies need to comply with Gramm-Leach-
Bliley,® which holds companies responsible for developing,
implementing and maintaining a comprehensive information
security program to protect nonpublic customer information.
For financial services companies with broker dealer opera-
tions, FINRA’s proposed Rule 31907 may limit the use of

Copyright © 2012 Association of Corporate Coun}gf:lC Docket m December 2011
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A public cloud has
many users, without an
infrastructure dedicated
to any particular user.

cloud computing in this activity because of the limits on out-
sourcing placed on broker dealer operations. The proposed
FINRA rule clarifies obligations and supervisory responsibili-
ties regarding outsourcing arrangements, and imposes ad-
ditional requirements, including establishing and maintaining
a supervisory system and written procedures for any func-
tions performed by a services provider that are reasonably
designed to comply with applicable requirements. The Rule
makes clear that a firm’s delegation of a function or activity
related to a firm’s business as a regulated broker dealer to a
third party (including a corporate affiliate) does not relieve
the firm of the ultimate responsibility for compliance with
applicable securities laws and regulations, and FINRA and
Municipal Securities Rulemaking Board (MSRB) rules. In
addition, a firm may not delegate its responsibilities for, or
control over, any outsourced functions or activities.

Companies that process or store non-financial personally
identifiable information or other sensitive data, including
health services-related information, or that provide services
accessed or used by minors under the age of 13, need to
comply with the federal law treating such information.®
Other federal laws that apply to the storage or processing of
information, and the accessing of such data by government
or law enforcement authorities, are the Electronic Commu-
nications Privacy Act and the United States Patriot Act.’ The
array of applicable federal laws that attach depends upon the
kinds of data processed and compels well-advised companies
to understand their data flows. Companies need to be clear
about what data they are capturing, what processes are be-
ing applied against such data, and where the data are being
transported for processing or storage.

In addition to the federal rules, 46 states plus Puerto Rico,
the Virgin Islands and the District of Columbia have laws that
attach in connection with data governance, breach notifica-
tion, and stored and moving data encryption requirements.'°

Europe

In Europe, rules regarding the use of cloud computing
are similarly layered. The EU Data Protection Directive
(Directive 95/46/EC) provides that transfers of personal
data originating in any one of the 27 member states of the
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Thingsc/au Go Wrong

Companies contemplating a migration to a cloud or data
center virtualization services provider would do well to
consider the move carefully. An example of where things can
go very wrong, even for large, sophisticated customers and
large, sophisticated services providers, is presented by the
case of the Texas Department of Information Resources (DIR)
and IBM Corporation. On March 31, 2006, the Texas DIR is-
sued a Request for Offer (RFQ) to outsource the consolidation
of 27 separate state agency data centers, into two.

IBM was the successful bidder, and on Nov. 22, 2006,
the parties entered into a seven-year agreement for IBM to
complete the project within 24 months. The contract was
worth $863 million. Problems consolidating the data centers
developed, with charges by the Texas DIR that IBM was
not investing sufficient resources into the project,’ and by
IBM that the Texas DIR was not doing enough to improve its
commitment to improve the governance of the project, and
to compel state agencies to move control of their IT environ-
ments to a centralized, common system.?

On July 16, 2010, the Texas DIR issued a Thirty Day
Notice to Cure Breaches?, and then, a second letter on Aug.
16, 2010, providing notice to IBM of DIR’s intent to terminate
the agreement for cause. At the time of the first DIR letter,
the project was considered to be only 12 percent completed,
with only five state agencies having been migrated, and with
no schedules in place to migrate the remaining 22 agencies.
In the second DIR letter to IBM, DIR further indicated that it
would rebid the contract.* During the months following the
notice letters, the parties failed to reach agreement regard-
ing remedies. In November 2010, the Texas DIR published
a call for new bids from other suppliers to finish the data
center consolidation project. The new procurement process

European Union'! may be made only to member states and
to jurisdictions that have been determined by the Euro-
pean Union to have adequate data security standards.'? The
United States is not among those states deemed to have
adequate data security standards. To meet the EU adequacy
test, US companies moving personal information and data
from Europe to the United States can do so lawfully by:

1. the Safe Harbor provision,'

2. Model Contractual Clauses,'* and

3. Binding Corporate Rules.!

Because of the strong privacy rights reserved to Euro-
pean citizens under European privacy laws, there may be a
general presumption against the legitimacy of cloud comput-
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will be done as two separate projects, one for infrastructure
support and one for services.®

The Texas DIR/IBM experience underscores the need for
careful planning regarding the migration of data and informa-
tion management services to a services provider. Key factors
for a successful migration include understanding the scope of
the project, and confirming that there is agreement regard-
ing basic assumptions and each party’s obligations under the
agreement. In addition, the data, its sensitivity (whether itis
personally identifiable information or proprietary information)
and data flows need to be understood by the parties in order
to plan for its appropriate treatment under the agreement.

ENDNOTES

1 Letter from Karen Robinson, executive director, Texas Department
of Information Resources, to Cynthia McLean, vice president and
global project executive (July 16,2010), available online at http.//
alt.coxnewsweb.com/stateman/pdf/08/0818ibmletter.pdf.

2 Lee, Justin, “IBM Blames Texas' DIR in Data Center Contract Dispute.”
Webhostindustryreview.com, posted on Aug. 23,2010, accessed on Aug.
30, 2011, available online at
http://thewhir.com/web-hosting-news/082310_IBM_Blames_
Texas_DIR_in_Data_Center_Contract_Dispute.

3 Karen Robinson Letter of July 16, 2010.

4 Towns, Steve, “Texas Warns IBM of Outsourcing Contract
Failures,” Governmenttechnology.com. Posted on July 16, 2010,
accessed on Aug. 30, 2011, available online at www.govtech.
com/pcio/Texas-Warns-IBM-of-Outsourcing-Contract.html.

5  Pariseau, Beth and Carl Brooks, “Texas rebids IBM data center
consolidation project,” Searchdatacenter.com. Posted on Jan. 31,2011,
accessed on Aug. 30,2011, available online at
http.//searchdatacenter.techtarget.com/news/2240031466/
Texas-rebids-IBM-data-center-consolidation-project.

ing in Europe. On June 18, 2010, it was reported that the
Data Protection Authority of Schleswig-Holstein, one of the
16 German states, issued a legal opinion that clouds located
outside of the European Union that are used in connection
with a European data subject are unlawful per se, even if the
EU Commission had issued an adequacy determination in
favor of the foreign country in question, or if the company
moving the data had self-certified to the Department of
Commerce’s Safe Harbor framework.!® Under this ruling, for
example, it would be illegal for a European company to use a
Canadian cloud services provider, or Amazon Web Services
(AWS) (which has certified that it complies with the US Safe
Harbor data security requirements) to process, transport or
store data belonging to a European data subject.
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An opening for legal use of the cloud in Europe is
provided by the European Commission’s Public Consulta-
tion on Cloud Computing for the purpose of determining a
road map for use of cloud computing in Europe.”” The EU
Digital Agenda Commissioner initiated a public request for
comment period seeking discussion from users and devel-
opers regarding cross-border data protection and liability,
standards and operability, uptake of cloud services, and
ways to promote research and innovation. The comment
period closed on Aug. 31, 2011, and the Commission’s
strategy on cloud computing will be released in 2012.

Significant issues in negotiating
cloud computing agreements

Cloud services were originally considered to be commodi-
ties, resulting in the use of non-negotiable form agreements
by vendors. As cloud services have matured and increased in
complexity, customers are able to negotiate their agreements
instead of being forced to accept the vendor’s standard terms.
The use of negotiated contracts rather than click-through
agreements is changing the nature of cloud computing.

Because a company may be migrating mission-critical
functions or data to the cloud, success will require manage-
ment’s commitment to a strategic plan and the adoption of
a process to ensure the selection of an optimally qualified
services provider. It will also be necessary to negotiate a
sound agreement with the selected services provider, and
to ensure the ongoing oversight and management of the
services provider. Set forth below is a brief discussion of
some of the important contractual issues, as well as poten-
tial resolutions to the parties’ competing interests.

Contract term

Companies and their counsel should carefully consider
the optimal length of the term of the agreement, especially
because technology can change very rapidly, and there may
be concern about locking into an agreement for too long
a time with the services provider. The counter-balancing
point is that the services provider does not want to commit
to too short a time, especially if there is a long investment
in learning and the provider doesn’t reap the benefits until
later in the contract. A mechanism for periodic benchmark-
ing and adjustment may be appropriate.

Availability

Availability is also extremely important to the customer as
network outage seriously impacts a corporation’s operations.
“Availability” should be carefully defined and negotiated.
The failure to do so may leave the customer with little re-
course in the event of an outage. Similarly, the parties should
carefully define “force majeure” to prevent the vendor
from claiming all outages were because of an event of force

Copyright © 2012 Association of Corporate Coun}gf:lC Docket m December 2011
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majeure. A prudent customer should tie availability to the
agreement’s service levels, which will financially incentiv-
ize the vendor to meet its obligations. Network outages can
occur in any organization, as illustrated by recent outages at
Amazon, Microsoft’s Hotmail, Skype and Google’s Gmail.
Outages reported earlier this year underscore the risks pre-
sented to businesses that want to move to cloud computing.
When AWS experienced an outage in April 2011, hundreds
of its business customers were unable to conduct business for
four days. The affected companies included Twitter, Hoot-
suite, Reddit, Quora and Foursquare, but also many smaller,
lesser known ecommerce companies that conduct their
businesses only over the Internet, and would not have been
able to get started or operate their businesses without AWS.
Other major outages include Microsoft’s Hotmail outage in
December 2010, which temporarily deleted user inboxes for
more than 17,000 users, and the March 2011 outage in which
150,000 Google Gmail users had their mailboxes erased.'®

Data security and confidentiality

From the customer’s perspective, data security is para-
mount. Failure to protect the customer’s data and its cli-
ent data can have far-reaching consequences. In addition
to the financial consequences, the customer faces signifi-
cant reputational risk. Customers who have experienced
breach of data security are likely to be less attractive to
potential clients than their competitors.

A prudent customer should thoroughly understand
how its data will be protected. It should scrutinize the
vendor’s security standards, practices and procedures.
These practices and procedures should be subject to peri-
odic audit by the customer. In addition, to further ensure
that the vendor has robust data security practices, the
cloud services provider should be contractually obligated
to provide the customer with an SSAE/16 certification on
an annual basis. The SSAE/16 process was designed by
the Auditing Standards Board of the American Institute
of Certified Public Accountants to assist companies that
have outsourced functions and activities to third-party
service providers. Such companies would engage a CPA
organization to audit the services provider’s systems to
determine whether they are adequately described by its
management as of the specific date, and whether the
controls related to the control objectives stated in the
management description were suitably designed to achieve
those control objectives as of the specified date.

In addition, the services provider should indemnify the
customer for all losses suffered in the event of a data breach.
This indemnification should be carved out from any limita-
tion of liability contained on the underlying agreement.

Hacking does not usually result in a breach of the
service provider’s confidentiality obligations. As such,
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Public Sector Entities See Increase in Cloud Computing

Public sector entities are driven by the same incentives as On June 22, 2011, the state of Wyoming announced that
private companies to cloud computing. The US federal gov- it had completed transitioning its 10,000 state government
ernment’s “Cloud First Strategy” directs federal agencies to employees to Google’'s Apps for Government Platform. The
look first to cloud solutions to meet IT infrastructure needs.! solution chosen by Wyoming includes email, documents, cal-
A driver of the federal government's initiative is to reduce the endar and video, disaster recovery, and Federal Information
number of federal data centers by 39 percent by 2015.2 The Security Management Act (FISMA) certification. In connec-
strategy document has estimated that up to $20 billion of the tion with the migration, the state projects that it will save $1
US federal government’s annual $80 billion IT budget should million annually.®

be directed to cloud computing solutions.® One of the first
federal agencies to adopt a cloud solution is the General Ser-
vices Administration (GSA), which on July 27, 2011, completed
a move of more than 17,000 employees and contractors to the

ENDNOTES

1 The Cloud First Strategy announced in November 2010 directs federal
agencies to identify and migrate three IP capabilities into the cloud
within 18 months. See Federal Cloud Computing Strategy, available online

Google Apps for Government platform.* The GSA estimates at www.cio.gov/documents/federal-cloud-computing-strategy.pdf.
that email operation costs will be reduced by 50 percent over 2 See Bloomberg Government Briefing, Federal Cloud Computing and
the next five years, and savings will be $15.2 million, attribut- Data Center Consolidation, by Afzal Bari, March 2011. The number of
able to the decreased use of data centers requiring hardware, federal data centers would be reduced from 2094, to 1286.

3 Federal Cloud Computing Strategy. p.1.

4 Johnson, Martha, “GSA Is In The Cloud,” The GSA Blog. Posted on July
26,2011, accessed on Aug.22,2011, available online at http://gsablogs.gsa.
gov/gsablog/2011/07/26/gsa-is-in-the-cloud.

software licenses, maintenance and contractor support.
State and local governments are also turning to cloud
providers for projected cost savings and improved provision-

ing of services to consumers. C|ty government agencies in 5 “Cloud Computing in State and Local Government, Who's in the cloud?
Andover, Minnesota; Boulder, Colorado; Carlshad, California; Your Peers, That's Who" available online at http://microsoft.com/
Chicago, lllinois; Miami, Florida; New Hanover County, North Industry/government/guides/cloud_computing/slg/default.aspx.
Carolina; New York, New York; Plano, Texas; and Virginia 6 Jackson, Joab, “Microsoft Signs Cloud Deals with California, New York
Beach, Virginia have signed up for a Microsoft cloud services City,” PCWorld.com. Posted on Oct. 20, 2010, accessed on Aug. 30, 2011,

available online at www.pcworld.com/businesscenter/article/208332/
microsoft_signs_cloud_deals_with_california_new_york_city.html.

solution.?
In New York City, in connection with the deal announced
on Oct. 20, 2010, New York City government projected that it

7  Johnston, Stuart, “New York City Workers Going to Microsoft's
Cloud,” internet.com. Posted on Oct.21, 2010, accessed on August 29,

would save $50 million over a five-year period by migrating 2011, available online at http://itmanagement.earthweb.com/netsys/
100,000 New York City government workers to the messag- article.php/3909276/new-york-city-workers-going-to-microsofts-cloud.
ing and collaboration applications of Microsoft's Business htm.

Productivity Online Suite (BPOS). The move consolidates 8  Gaudin, Sharon, “San Francisco moves onto the cloud with Microsoft,”

more than 40 separate city agency license agreements into Computerworld.com. posted on May 18, 2011, accessed on Aug. 29,

. . . . 2011, available online at www.computerworld.com/s/article/9216832/
a single one.® For the New York City transaction, the parties P

san_francisco_moves_onto_the_cloud_with_microsoft.

anticipated that the application services would be upgraded 9 “Wyoming spurns Microsoft, chooses Google Apps. State completes
and superceded by Microsoft's Office 365.” In early 2010, migration to Google Cloud Platform,” Electronista.com, updated on June
Microsoft had announced that it already had 40 million paying 22,2011, accessed Aug. 30, 2011, available online at http:/electronista.
users of its various online services, including 500 governmen- com/articles/11/06/22/state.completes.migration.to.google.cloud.platform.
tal entities.

In San Francisco, the city and county government an-
nounced on May 18, 2011, that it was moving from multiple
email systems to Microsoft’s cloud-based offering.? Email
services for more than 23,000 employees across 60 depart-
ments and agencies will be provided. The service will cost
$1.2 million per year and help the city achieve a mandated 20
percent budget reduction.
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the customer should carefully negotiate the terms of any
underlying non-disclosure agreement to ensure it is pro-
tected in the event its data and confidential information is
compromised by a successful hacking event. The services
provider should be obligated to notify the customer of
any attempted hacking and any known security breaches
affecting the confidentiality of the customer’s information
or the security of the customer’s data.

The major network data breach experienced by the
Sony PlayStation Network in April 2011 underscores
risks created by data in the cloud. Between April 17 and
April 19, 2011, Sony Network Entertainment America
PlayStation was hacked, reportedly by the hacking group
Anonymous." Sony did not acknowledge the breach until
April 26, 2011, almost 10 days after it occurred. Sony
shut down the network and Qriocity, its media stream-
ing service, for 25 days. It was reported that personal
information for more than 77 accounts and 12 million
credit card numbers was compromised. A number of
class action lawsuits were subsequently filed against Sony,
alleging Sony failed to take reasonable care to protect,
encrypt and secure the private and sensitive data of its
users, and seeking monetary compensation for data loss,
credit monitoring and other relief.?°

There have been other major data breaches in 2011,
including at Lockheed Martin in which over 100,000 net-
work users were affected,?' and the Epsilon data breach in
March 2011,2 which affected companies that outsource
their marketing and email communications to Epsilon.
Epsilon’s affected customers included Target, Kroger,
TiVo, JP Morgan Chase, CapitalOne, Citibank, Home-
shopping Network and Ameriprise Financial.

Compliance

A customer cannot delegate its compliance obligations.
As such, although the contract between a company and a
services provider may state that the provider must comply
with flow down requirements imposed on the company, the
provider should also indemnify the company for any breach
of its obligations to comply with the company’s compli-
ance obligations, or failure to comply with any applicable
laws. The most common compliance obligations, which a
company should flow down to the services provider, are
Sarbanes-Oxley (SOX) and privacy obligations such as
the Health Insurance Portability and Accounting Act and
Gramm-Leach-Bliley.

Service levels

Service levels are an important means of ensuring
a services provider meets it obligations. Service levels
should be negotiated for all important aspects of service
delivery, including availability, error corrections and issue

Copyright © 2012 Association of Corporate Coun}gf:lC Docket m December 2011
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resolution, user support and service upgrades/technol-
ogy upgrades. Service-level credits should be attached to
each of these metrics. Service-level credits should apply
after an initial “burn in” period during which the services
provider can bring the company’s systems online without
worrying about financial penalties. The “burn in” period
should be no longer than 60 days from the start of the de-
livery of services. Service-level credits should not be the
company’s sole remedy for the services provider’s breach
of the service levels. At some point, the company should
have the right to terminate the agreement for cause if the
services provider’s failure to meet the service-level met-
rics becomes excessive.

Technology determination

One way that cloud services providers achieve econo-
mies of scale to provide lower cost, is to require all
customers to use a common technology and architecture
platform. A common platform has many benefits but also
has drawbacks. Customers usually have no control over
upgrades and changes in technology. Thus, there may be
an unforeseen impact on a customer’s technology systems.
For example, an upgrade may not be compatible with other
software solutions within the customer’s IT network. Thus,
the customer should carefully consider any mandatory
obligation to upgrade as well as any impact it may have
on its systems. In addition, the customer may also lack the
flexibility to add additional functionality to its system.

Use of subcontractors

Companies considering migrating to the cloud should
generally not be concerned with the services provider’s
use of subcontractors, provided that the services provider
contracts directly with the third-party subcontractor
and is responsible for the subcontractor’s performance.
Companies should ensure that the cloud services provider
directly provides all services. The company should not be
required to contract with a third-party vendor for ancil-
lary services. For example, in the process of switching to
a new cloud services provider, if a company’s data must
be reformatted to avoid potential accountability issues in
the event problems should arise, the incumbent or new
cloud services provider, and not a third party, should be
responsible for such reformatting. The company should
avoid being caught up in finger-pointing and disagree-
ments between the cloud services provider and the third-
party subcontractor.

Termination

From the company’s perspective, the agreement’s
termination provisions are among the most important
provisions in the agreement. The company should ensure
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Well-advised companies
should ensure that the
cloud services provider is
contractually required
to provide transition
services for an agreed-
upon period of time.

that, regardless of the reason for termination, the cloud
services provider will promptly return the company’s
data in a pre-agreed format. The cloud services provider
should not have the ability to withhold the company’s
data for any reason including, but not limited to, any pay-
ment obligation. Of course, from the service provider’s
perspective, withholding the company’s data is one of
the few leverage points it has for ensuring the company’s
prompt payment.

Well-advised companies should ensure that the cloud
services provider is contractually required to provide
transition services for an agreed-upon period of time.
From the company’s perspective, it should be no less than
90 days. Most services providers seek to limit the time
period so that they can focus their resources on other
customers. Cloud services providers do not want to be
committed to providing termination services for a signifi-
cant period of time.

A cloud services provider will usually negotiate to
charge a premium rate and require payment in advance
if it terminates the agreement because of the company’s
breach. If the agreement is terminated for the services pro-
vider’s breach, the provider should be obligated to provide
the services at the rates in effect at the time of termina-
tion. Finally, the services provider should be contractually
required to cooperate with the company and with the com-
pany’s new provider to ensure a smooth transition.

Other issues for consideration

Other issues the parties should consider are which par-
ty’s privacy policy will govern the provision of the services;
the backup processes for data storage, including where and
how often the data will be backed up; and restrictions on
data location and dispute resolution. In the case of dis-
putes, triggers for beginning the dispute-resolution process
and the method for resolving the dispute (i.e, mediation,
arbitration, litigation etc.) should be agreed upon.

Copyright © 2012 Association of Corporate Coun}gf:lC Docket m December 2011
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Public sector contracts

Governmental entities are increasingly negotiating cloud
contracts. One of the largest public entity negotiated con-
tracts is the City of Los Angeles/Google Apps agreement
executed in October 2009.?° The agreement was negoti-
ated with Computer Sciences Corporation as a reseller
using Google, SADA and Appirio as subcontractors, and
provided for the migration from Groupwise Novell to
Google Apps for 40 government departments involving
up to 30,000 users. The total value of the transaction was
announced at $25 million, with the first year valued at ap-
proximately $6 million.?*

Also in California, the city and county of San Francisco
negotiated a cloud service agreement to migrate to the Mi-
crosoft Office Suite email system. Email services for more
than 23,000 employees across 60 departments and agen-
cies will be provided. The service will cost $1.2 million per
year and will help the city achieve a mandated 20 percent
budget reduction.?

In public sector contracts, limitation of liability, war-
ranty and indemnification are usually the most difficult
issues to resolve. Cloud services providers usually seek
to limit their liability to a multiple of the agreement’s
monthly fees charged by them. Most services providers
resist indemnifying a company customer for third-party li-
ability arising from the service provider’s actions or from
breach of the contract.

Another significant issue for governmental entities and
companies with sensitive data is the location where the
data will be stored. Most are concerned with data be-
ing moved outside of the United States, and with security
issues if the data is from sensitive public service depart-
ments, such as fire and police departments. Other issues
relate to accepting government “flow downs,” including
local government regulations, which may significantly in-
crease the cost of providing cloud services, especially when
these additional costs may be applicable to only a single
customer.

User groups

User groups, which are not industry specific, have come
together to drive developments in cloud computing. In Oc-
tober 2010, the Open Data Center Alliance (the Alliance),
an independent IT consortium, was formed to coordinate
standards for the development of data centers that would be
fulfilled by cloud computing. The stated mission of the Alli-
ance is to: identify the customer requirements for corporate
adoption and deployment of cloud computing; define usage
models that outline expected delivery of these requirements
based on open, industry-standard and multi-vendor solutions
towards a vision of secure federation, automation, common
management and transparency; influence industry innova-
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InfoPAKSM

* C(Cloud-Based vs. On-Premise eDiscovery
and Information Governance (Aug. 2011).
www.acc.com/infopaks/cloud-ediscovery_aug11

QuickCounsel
* Cloud Computing: Considerations for Data Safety
(Sept. 2010). www.acc.com/cc-data-safety_sep10/:=

Presentations

e Legal Aspects of Cloud Computing (May 2011).
www.acc.com/legal-aspects-cc_may11

* Reducing Risk for Your Company Through Cloud Computing
(Oct. 2010). www.acc.com/reducing-risk-cc_oct10

Top Ten
e Top Ten Considerations When Using Cloud Computing
(Sept. 2011). www.acc.com/topten/cloud-computing_sep11

Think Tank
e Cloud Computing and Social Media (May 2010).
www.acc.comy/thinktanks/cloud-computing_may10

tion focus with a collective membership commitment to uti-
lize Alliance Usage Models to guide corporate planning and
purchasing of data center resources coupled with Solutions
Provider member commitment to prioritize solution delivery
based on Alliance Usage Model requirements; and collabo-
rate with industry standards bodies to define required indus-
try standard development aligned with Alliance priorities.

Members of the Alliance include more than 150 enter-
prise-level corporations in financial services, energy, tele-
com, industrial manufacturing and media from the United
States, Europe and China. The Alliance is said to represent
more than $100 billion in annual IT spending. The Alli-
ance is guided by a 12-member steering committee.

In June 2011, the Alliance published a list of eight
standards (Usage Models) documenting user requirements
for fostering cloud adoption by Alliance members. The
standards are intended to:

e assure levels of security and enable security

compliance monitoring;

¢ allow interoperability and interfacing between

proprietary clouds; and

* provide a common service catalog so customers can

compare services, features and pricing among the
providers.2

Copyright © 2012 Association of Corporate Counlg\%lC Docket m December 2011

Article
e Cloud Computing (Dec. 2009).
www.acc.com/cloudcomp_dec09

Alliance

e More than a million professionals depend on the easy-
to-use, cloud-based solutions from IntralLinks, an
ACC Alliance partner. IntraLinks lets you collaborate
more effectively, manage risk more efficiently and
share information more securely. ACC members
receive a 20 percent discount on all new subscription
contracts. Find out more at www.acc.com/alliance.

ACC has more material on this subject on our website.
Visit www.acc.com, where you can browse our resources
by practice area or search by keyword.

c—=| The new GLD button lets you click to copy, print or email
«w] g checklist from certain ACC online resources.

Protecting your investment

Cloud computing offers a cost-efficient and effective
means for customers to manage their information technol-
ogy needs. Like any technology, however, cloud computing
is not without its limitations. As such, a prudent customer
should carefully consider and negotiate the terms of the
underlying agreement to ensure it is protected from both a
legal and business perspective. %

NOTES

1 Five-nines reliability (i.e., 99.999 percent) of uptime is being
marketed by some cloud services providers. See Computerworld.
com, article posted on April 26, 2011, by Patrick Thibodeau.
Available online at www.computerworld.com/s/article/9216160/
who_gets_blame_for_amazon_outage.

2 See “A Tale of Two Clouds” by Bill Ahlstrom. Posted May 11,
2009. Available online at www.tmforum.org/community/blogs/
cloud_computing_blog/archive/2009/05/11/a-tale-of-two-
clouds.aspx.
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The pay-as-you-go model is particularly attractive to companies
where the alternative has been investment in infrastructure
software, which is severely underutilized. In a report of a study
conducted by Sun Microsystems, Take Your Business to a
Higher Level (2009), it was reported that server and storage
utilization rates in enterprise data centers typically average

less than 12 percent. Report available online at www.anja.it/
opencms/export/sites/default/documenti/55d915d2-93d9-11de-
a31d-f3c446ddba06_cloud_computing_primer.pdyf.

“Cloud Computing is a model for enabling convenient, on-
demand network access to a shared pool of configurable
computing resources (e.g., networks, servers, storage,
applications and services) that can be rapidly provisioned with
minimal management effort or services provider interaction.
This cloud model consists of five essential characteristics, three
service models and four deployment modes.” The National
Institute of Standards and Technology (US Department of
Commerce).
www.automatedtrader.net/headlines/78807/nyse-technologies-
unveils-cloud-platform.

15 USC §§6801-6809 (1999).

FINRA'’s proposed rule was announced on April 29, 2011. The
initial comment period expired on May 13, 2011.

Respectively, HIPAA and the HITECH Act of 2009; and the
Children’s Online Privacy Protection Act of 15 USC §§6501-
6506 (1998) (COPPA).

For The Electronic Communications Privacy Act, see 18 USC
§§ 2510-2522 (1986); for the USA Patriot Act, see 115 Stat
272 (2001).

As of October 2011, the States that had not yet passed data
breach notification legislation were Alabama, Kentucky, New
Mexico and South Dakota. www.clla.org/documents/breach.
Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Denmark,
Estonia, Finland, France, Germany, Greece, Hungary, Ireland,
Italy, Latvia, Lithuania, Luxembourg, Malta, Netherlands,
Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden
and the United Kingdom.

Argentina, Andorra, Canada, Iceland, Liechtenstein, Norway,
Guernsey Island, Faroe Islands, Isle of Man, Israel, Jersey Island
and Switzerland.

Safe Harbor requires annual self-certification to the US
Department of Commerce. The Safe Harbor certification
provision is not available to US financial services companies.

The European Union provided the Model Contractual Clauses to

service agreements between a services provider and a company.

The Model Contractual Clauses were updated in 2010 to provide

that subprocessors of data are to be held to the same standards
of confidentiality and security as a data importer.

15

16

17

18

19

20

21

22

23
24

25

26

September 30-October 3, Orlando, FL

Binding Corporate Rules allow multinational corporations

to transfer data across borders provided that the Data
Protection Authority in each country from which data are to be
transferred approve of such transfer. The Binding Corporate
Rules must also be otherwise in accordance with the Article 29
Working Party requirements.

See “German DPA Issues Legal Opinion on Cloud Computing”
by Hunton Williams LLP, July 1, 2010. Available online at
www.martindale.com/computer-data-services/article_hunton-
williams-llp_1071518.htm.

Ec.europa.eu/information-society. The description of the
comment period provides that, “The European Commission is
seeking views from citizens, businesses, public administrations
and other interested parties on how to fully benefit from cloud
computing.”

For the AWS Outage see http://money.cnn.com/2011/04/21/
technology/amazon_server_outage/index.htm. For Google’s
2011 outage see www.eweek.com/c/a/Cloud-Computing/Gmail-
Outage-Highlights_Googles-Restoration-Response-838387/.

See www.pcmag.com/article2/0,2817.2384919.00.asp.
Anonymous is a loosely organized computer hacking and activist
group. See http://en.wikipedia.org/wiki/anonymous_(group).
See, e.g., Johns v. Sony Computer Entertainment America LLC
et. al. (complaint available online at http://www.techfirm.com/
storage/johnsvsony-complaint-final.pdf); Maksimovik v. Sony
Japan, Sony USA, Sony Canada et.al. (Toronto Canada ).

See http://reflectionsonsecurity.wordpress.com/2011/05/30/
lockheed-martin-cyber-attack-linked-to-rsa-data-breach.

See www.eweek.com/c/a/Security/Epsilon-Data-Breach-Hits-
Banks-Retail-Giants-154971.

See www.info.apps.gov/content/city-los-angeles-california.

For an outline of the deal see David Huber, “CSC, Google join
forces on LA cloud computing project,” Washington Technology,
May 18, 2010. Available online at http://washingtontechnology.
com/articles/2010/05/03/state-and-local-csc-google-la-cloud.
aspx?page=1.

Sharon Gaudin, “San Francisco moves onto the cloud

with Microsoft,” May 18, 2011. Available online at www.
computerworld.com/s/article/9216832/san_francisco_moves_
onto_the_cloud_with_microsoft.
www.opendatacenteralliance.org.
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Corporate accounting
departments have never been

& so excited!”

)t b

Bringing innovation to Shook,

litigation strategies & legal budgets. ng%lg}’&

GENEVA | HOUSTON | KANSAS CITY | LONDON | MIAMI | ORANGE COUNTY | SAN FRANCISCO | TAMPA | WASHINGTON, D.C.
The choice of a lawyer is an important decision and should not be based solely upon advertisements.

www.shb.com

* The National Law Journal announced as part of its 2010 Billing Survey that among firms utilizing alternative fees,
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LOCKTON COMPANIES, LLC

Data Security and Privacy Liability
Where does my exposure come from?

Network
Security
Liability

Privacy >

Liability
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Your Exposure
Am I a data owner?

Where

< How many individuals’ personal information do you have in your care,
custody, or control

+ What kind of personal information do you have (name, address, CCN,
email address, SSN, etc.)

< Do you host your network and data OR do you outsource your network
and/or data (data including personal information)

< Doesn't matter whether you host or outsource—you are legally liable in
both cases (data is under your care, custody, or control)

« If you have data (as noted above) you ARE a data owner

< You have the duty to notify in the event of a data breach

< You are legally liable for how you: protect, collect , share, and provide
access to . . . personal information

Data in your care, custody and control

Personal

Your employee’s data and
health information

Data you collect from your
consumer customers

LG ELGT Y (names, addresses, SSNs,

Credit Card Numbers, bank
account numbers, etc).

Your customer’s proprietary
or confidential under your
care custody or control;

| 1€ [ 7\"= ISl State Breach Notification Laws

Federal & State Privacy Laws
Clients contracts

Duty to provide reasonable
security

Notify customers in the event of
a data breach

Indemnify customers in the
event of a data breach

Clients contracts

Duty to provide reasonable
security

Notify customers in the event
of a data breach

Indemnify customers in the
event of a data breach

Copyright © 2012 Association of Corporate Counsel
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Data Breaches

Who, How, and Things in Common

HOwW?

¢ 92 percent external

¢ 17 percent internal

* 9 percent multiple parties
¢ 1 percent vendors

¢ 50 percent hacking

¢ 49 percent malware

¢ 29 percent physical
attacks

¢ 17 percent privilege
misuse

¢ 11 percent social
engineering

(are they occurring)

THINGS IN
COMMON

* 96 percent avoidable
through internal controls

¢ 92 percent not very
sophisticated

» 86 percent discovered by
third party

e 76 percent were
compromised on a server

Your Exposure

. .. Is more than a data breach

«Are you collecting zip codes
when you collect credit card
payments (Song Beverly)?

+Does your privacy policy
reflect your current business
practices? And if you
change your business
practices, do you change
your privacy policy and
provide notice first?

<+ Does your privacy policy
address core privacy |
principles such as: notice, \
choice/consent, data
subject access, network/ \
data security controls, \
collection, use and
retention, disclosure,
management and
administration, and
monitoring and
enforcement as it relates to
customer personal
information.

Copyright © 2012 Association of Corporate Counsel

Business
Practices

Technology

« Is your technology compliant
under PCI (PA-DSS)?

« Are your security controls
reasonable and consistent
with your industry peers?

% On your Web site are you
using tracking technologies
such as: cookies, flash
cookies, HTML5, CSS, cache
cookies/Etags . . . and
disclosing them to your
customers, including what is
collected and who you share
it with?
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Important Statutory/Regulatory Developments

Statute/Regulation/

Case Law Decision

Song Beverly—California

Requesting and collecting a cardholder’s
zip codes is a violation (unless it meets
one of the 5 exceptions identified)

California Supreme Court decision created
retroactive liability

Minnesota Plastic Card Security Act

First state to turn a core requirement of
PCI into a law

Companies that suffer a data breach and
are found to have been storing prohibited
credit or debit card data on their systems
will have to reimburse banks and credit
unions for the costs of blocking and
reissuing cards and will be subject to
lawsuits

Massachusetts Security Rules

Strongest state rules re: protection of
personal data of Massachusetts based
employees and residents

Companies can be subject to state
regulatory matters and liability claims,
regardless of where data resides

Connecticut Insurance Commission Bulletin
1C-25

First state breach notification law
mandating 5-day report to state AG of
information security incident

Companies can be subject to a state
regulatory matter

Federal Credit Card Act (2009)—federal
gift card law does not preempt state laws
governing gift card fees and expiration
date if the state law provides greater
consumer protection

Issuing “pre-paid cards,” “gift cards,” or
“gift certificates” (i.e., coupons) with an
expiration date of less than 5 years is not
permitted

Limits fees on gift and stored value cards;
enhances disclosure on fees and requires
minimum expiration dates of at least

5 years

Top Data Breaches

When

What

External intrusion affecting PlayStation network and

2011 its Qriocity service exposing over 130 million

individuals (anonymous)

Company

Sony Play Station

External hack

2011 of 800 million

exposing names and e-mail addresses
individuals

Epsilon

2009 External hack

exposing 130 million records

Heartland Payment Systems

External hack

exposing 32 million RockYou users’

2009 e-mails and passwords that had been stored in

plain text

RockYou

2007

$24 million to

Unencrypted wireless connection allowing intruders to
access over 100 million consumer credit/debit card
numbers—Costs incurred by TIX: $7.25 million for
investigation costs/$2.25 million Consumer Redress
Fund; $40.9 million to VISA payment card issuers/

MasterCard

2005

External hack exposing 40 million records

Card Systems

2005

1

Hackers obtaining consumer credit report data under
false pretenses, providing access to such is a violation
under FCRA—Costs incurred by Choice Point—

$10 million fine plus $5 million for Consumer

Redress Fund

Copyright © 2012 Association of Corporate Counsel
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Privacy Event Loss Model

Number of Records Compromised

Forensics and Crisis Management

Costs $1,300,000 45,850,000 $9,750,000 $43,550,000

Privacy Notification Costs $700,000 $3,150,000 $5,250,000 $17,500,000
Call Center Costs $50,000 $250,000 $500,000 $2,500,000
Credit Monitoring Cost $75,000 $375,000 $750,000 $3,750,000
ID Theft Repair $250,000 $1,000,000 $1,500,000 $6,250,000

$2,375,000 $10,625,000 $17,750,000 $73,550,000

Assumptions: Nature of Incident and Costs

>  Outside experts for forensics and crisis management — $13 per record; Economies of scale: 10% credit for
$500,000, 25% for $1,000,000 and 33% credit for $5,000,000

> Notification costs — $7 per record; Varies if multi-state, includes mailing and tracking; Economies of scale: 10%
credit for $500,000, 25% for $1,000,000 and 50% credit for $5,000,000

>  Call Center Costs — $5 per call (10% expected participation)
>  Credit monitoring — $15 per record (5% expected participation); Costs decline with larger group

»  Credit Card numbers exposed consumers to identity theft; 5% of the group provided credit monitoring
experienced ID theft

>  Credit monitoring and ID theft repair offered on an “opt-in” basis or activated affirmatively by the affected
individual

>  ID Theft Repair and ID theft Insurance — $500 per record (5% of those monitored experience theft); Costs
decline with larger group

Data Security and Privacy Liability Exposure
Types of Exposure

Data Security and Privacy Liability
Exposure

Consumer
Class
Action
Suits

Suits from
your
customers

Settlements
with the FTC,
State AGs,
HHS, FINRA,
SEC, etc.

Copyright © 2012 Association of Corporate Counsel

Privacy
Regulatory
Proceeding

inc. Fines Defense Notification
and costs Costs

Consumer

Redress

Funds

Credit
Monitoring
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Why Data Security/Privacy Liability Insurance?

Investigation

Extortion

Virus/Hacker Attack

POSSIBLE

POSSIBLE

POSSIBLE

General or
Professional | Property D&O Crime CyberLiability
Liability
Data Security Breach POSSIBLE POSSIBLE | POSSIBLE POSSIBLE COVERED
Privacy Breach POSSIBLE POSSIBLE | POSSIBLE POSSIBLE COVERED
Media Liability POSSIBLE COVERED
Virus Transmission POSSIBLE POSSIBLE | POSSIBLE POSSIBLE COVERED
Damage to Data POSSIBLE POSSIBLE | POSSIBLE POSSIBLE COVERED
Breach Notification POSSIBLE POSSIBLE COVERED
Regulatory POSSIBLE | POSSIBLE COVERED

POSSIBLE

COVERED

COVERED

Denial of Service
Attack

Network Business
Interruption

POSSIBLE

POSSIBLE

POSSIBLE

POSSIBLE

POSSIBLE - COVERED

POSSIBLE

Copyright © 2012 Association of Corporate Counsel

COVERED
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Data Security & Privacy Liability Insurance Marketplace
Two different approaches:

Indemnity

Reimbursement policies allow the insured to hire vendors
(with consent from the carrier).

Will vary by carrier and range from recommending vendors
who can manage a data breach response to providing a
risk transfer solution (reimbursement of privacy event
expenses).

Privacy event expenses are typically subject to a sub-limit
and will erode the policy aggregate limit.

Vendor Panels

Automatic vendors provided by carriers—established
breach panels.

Some carriers offer notification costs outside of the
aggregate limit.

Some carriers offer notification costs per affected
individual rather than monetary sublimit .

_ LOCKTON 12

Data Security and Privacy Liability Coverages

September 30-October 3, Orlando, FL

Network Security Liability
> Claim expenses and damages emanating from
network and non-network security breaches
Media Liability
> Claim expenses and damages emanating from
personal injury torts and intellectual property
infringement (except patent infringement)
> Claim expenses and damages emanating from
electronic publishing (Web site) and some will

can utter and disseminate matter

Claim expenses in connection with a privacy

Copyright © 2012 Association of Corporate Counsel

provide coverage for all ways in which a company

Technology and Miscellaneous Professional
Liability
> Claim expenses and damages emanating from a
wrongful act (varies by market) in the performance
of or failure to perform technology services or your
MPL services (tailored by definition in the policy)

> Claim expenses and damages emanating from your
technology products failure to perform or serve the
purpose intended

Privacy Event Expense Reimbursement

> Expense reimbursement for third party forensics
costs

> Public relations costs

> Legal

> Mandatory notification costs (comply with security
breach notification laws)

> Voluntary notification costs

> Credit monitoring

> Call center

Extortion Payments

> Reasonable and necessary expenses and any funds
or property paid (varies by company)
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Lockton Differentiators

Customized
Approach

Improved
Coverage Forms

Unique Wordings

Copyright © 2012 Association of Corporate Counsel

Team

Dedicated

Expert Breach

Security Panel

Management
Consultative
Services
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Specialty Practice — Global Technology & Privacy Practice

Global Specialists

< Global team of specialists

+ Global footprint allows

< Solely focused on

+ Extensive insurance

+ Extensive E&O insurance

with offices in London,
United States and Singapore

practice to stay abreast of
evolving exposures issues
worldwide

Technology, Media, Network
Security and Privacy Liability

company (underwriting)
experience within the
practice

litigation and claims
adjusting experience within
the practice

Unique Process

< Marketing process differs
from competitors — no
centralized placement

< Practice group engaged
throughout process; from
exposure assessment to
policy negotiations to
claims advocacy

< Investor style presentation
to the marketplace in lieu
of lengthy applications

< Thorough due diligence
and exposure analysis
prior to approaching
markets

< Policy language amended
extensively to customize
coverage for specific client
needs

+ Assist with review and

+ Assist with risk

+ Advise on new and

+ Monitor and advise on

< Advocate on claims to

Consultative

drafting of insurance and
indemnity provisions in
customer contracts and
licensing agreements

management review of
key vendor contracts

evolving trends in E&O,
Network Security and
Privacy Liability

new legislative or
regulatory developments

ensure policy responds
consistent with intent of
underwriters

Our Marketing Process

Conduct “investor style” underw
Security and Privacy controls, rather than completing long applications

ng briefing regarding Information

Conduct interviews with key stakeholders: Risk Management, Legal, IT

Provide consultation in preparation for Underwriting briefing to best
position Enova to present its risk profile to Underwriters

Copyright © 2012 Association of Corporate Counsel

Obtain proposal from Underwriters within 10 days while details are fresh
from the meeting
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Our Consultative Services

Gap analysis of existing policies — combining performance failures (E&O),
Media, Intellectual Property and Data Security/Privacy

Manuscript and dedicated exclusive wordings — only one in the
marketplace with reputational harm coverage

Support Risk Management efforts: severity risk analysis and contract review
with clients and vendors

[ )

[Access to various breach panel experts: from law firms, forensics, IT ]

consultants and data breach vendors

Our Mission

To be the worldwide value and service leader in insurance brokerage, employee benefits, and risk management

Our Goal

To be the best place to do business and to work

LOCKTON

www.lockton.com

© 2011 Lockton, Inc. Al rights reserved.
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