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Faculty Biographies
Katherine Choo

Katy Choo is senior counsel, litigation and legal policy, for General Electric and works
from the company’s Stamford, CT office. Ms. Choo focuses her practice on government
and internal investigations (and related litigation), compliance issues in acquisitions,
compliance initiatives of the company, and preventive law.

Prior to joining GE, Ms. Choo served as an assistant US attorney in the Southern District
of New York for 11 years, where she worked as a deputy chief in the criminal division
and as a chief of the general crimes unit. As an AUSA, Ms. Choo specialized in
prosecutions of securities fraud and other white-collar offenses and was twice a recipient
of the Justice Department’s Director’s Award for Superior Performance. Prior to her
work as a federal prosecutor, Ms. Choo worked as a litigation associate at Davis Polk &
Wardwell.

Ms. Choo received a BA from Wellesley College, where she was a Durant Scholar and a
member of Phi Beta Kappa. Ms. Choo is also a graduate of Columbia School of Law,
where she was a Harlan Fiske Stone Scholar.

Drew McKay

Drew McKay is executive vice president, general counsel, and secretary of the Fairfax
Group, LLC in McLean, VA. He has been an executive in private consulting firms for 36
years, working for the Fairfax Group or its related companies.

Immediately prior to joining Fairfax, Mr. McKay was an assistant US Attorney for the
District of Columbia. Mr. McKay also served in a variety of senior staff positions in the
US Congress, including as staff director and general counsel of a joint committee. Mr.
McKay served as the first assistant staff director for disclosure and compliance for the
Federal Election Commission. While there, he administered the first public financing of a
US Presidential election in 1976.

Mr. McKay is active in a number of professional associations, including the ACC where
he has been chair of the national litigation committee, a member of the association
foundation’s board of directors, and a board member and president of the Metropolitan
Washington, DC, Chapter.

Mr. McKay received a BA from Oakland University and is a graduate of the Washington
College of Law at American University.
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Catherine Muldoon

Catherine Muldoon is general counsel and chief global counsel for BDP International,
Inc. (BDP) in Philadelphia. In this role, Ms. Muldoon is head of BDP’s legal department
with direct responsibility for all legal and contractual considerations associated with all
mergers and acquisitions, joint ventures and business partners, tax planning, corporate
structuring and strategy, business services, personnel, banking relations, and real estate.
She is also responsible for managing litigation. Ms. Muldoon takes a lead role in
corporate governance and risk management programs within BDP, ensuring that best
practices are identified to the board of directors and implemented by the business units.

Prior to this position with BDP, Ms. Muldoon worked in private practice concentrating
on commercial matters for corporate clients.

Ms. Muldoon earned a BA from The Johns Hopkins University and is a graduate of Seton
Hall University School of Law.
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Creation of the FCPA

* Created in 1977 in response to global scandals
— Watergate

Foreign Corru pt Practice Act — lllegal payments by Lockheed to Japanese

— Governments of France, Germany, Holland and
Denmark allowed tax deductions for bribes as a

(Wink Wink, Nudge Nudge) cost of doing business.
Key Issues and Restrictions Partner Convention
* Obeying export control laws * Organization for Economic Cooperation and
— Export licenses Development (OECD)
* Abstaining from boycotts — Antibribery Convention 1996
— Businesses prohibited from participating in boycotts not — Ratified by the US in 1998 and added to the FCPA

sanctioned by US government
* Avoiding doing business with prohibited countries
* Adhering to FCPA

— Adopted by 31 global economies
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To Whom does the FCPA apply? Books and Records
 All US citizens, organizations, and employees
operating internationally * Corporation must keep detailed and accurate
* Regardless of where they are physically accounting records of ALL assets and
located transactions.
* Non-US companies and individuals if it — Cash
occurred in the US. — Bank accounts
 Non-US branches, subsidiaries, US owned — Expenses may not be hidden or mischaracterized
companies incorporated in foreign countries. (slush fund)

— SEC penalties would apply

So what is illegal? Internal Controls
* Three main areas of FCPA * Comply with all government regulations on:
— Books and Records — Finance and accounting
— Internal Controls — Contract bidding procedures
— Anti bribery — Contractor selection procedures

— Audit and internal authorizations processes
— Enforced by SEC
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Anti Bribery

* Prohibit authorizing to pay, or paying of anything of
material value to a foreign official with the effort to
obtain or retain business.

* OECD adds a provision prohibit bribes to gain an
advantage

— Payoff to extend a contract such as concession or
production sharing

— Anything that gives an unfair advantage

— Gain a competitive edge through improper means

Grease — OK to expedite a process

* Nominal sum made to secure or expedite
what otherwise might be deemed routine
government actions.

— Processing paperwork (visas, work orders)
— Police protection, mail, utilities, loading and
unloading cargo.

* The difference is that you are not doing it to
gain an advantage
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Promotional Expenses

* Promotional and business expenses are OK if
they are reasonable and bona fide.

* SMALL gifts and gratuities

* Violations are determined by the purpose of
the gift or gratuity.

Agents and Representatives

* Not a “Safe Harbor”

— Cannot us an intermediary to carry out bribe
* Pay a “commission” for expedite services
* Money is used to bribe for an advantage
* Vicarious liability for actions of agent
* Should perform a background check on agent

50f 105



ACC's 2008 Annual Meeting Informed. In-house. Indispensable.

Red Flags Consequences
* Using an agent with a reputation for bribing officials * Costly and embarrassing
* Agent’s refusal to provide written confirmation they will abide — Both the company AND the individual liable

by FCPA
* Agent’s insistence their identity not be disclosed

— Organization fines up to $2.5mm

— Individual fines up to S$1mm

* An agent’s disclosed history of making bribes — Company cannot pay individual fines

* Suspicious requests. Being paid in cash, payment deposited in

. — 5-10+ years at the Graybar Hotel
a foreign bank

* Agent requesting a commission far above the going rate.

Travel Expenses

* OK as long as they are bona fide and
reasonable.

* Permissible to promote company products,
services and executives.

* Must comply with local rules.
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Foreign Corrupt Practices Act
Policy

I. Purpose

The purpose of this Policy is to ensure compliance by XXXXX Inc. (“XXX”) and its
directors, officers, employees, agents, consultants and representatives with the US
Foreign Corrupt Practices Act (“FCPA”) and related laws of other countries in which
XXX does or intends to do business. XXX reserves the right to amend, rescind or
replace this Policy at any time.

Il. FCPA

2.1 Anti-Bribery

The FCPA is a US Federal Statute prohibiting US companies and their officers,
directors, employees and agents from giving, promising or offering anything of value,
whether directly or indirectly, to any foreign official (including an official of a public
international organization) with the intention of obtaining or retaining business or
obtaining an improper business advantage.

2.2 Record-Keeping and Internal Accounting Controls

The FCPA also requires US companies such as XXX to keep books and records that
accurately reflect transactions and dispositions of assets and to maintain a system of
internal accounting controls.

2.3 Penalties for Breach

Where the anti-bribery provisions of the FCPA are breached, the following penalties
may be imposed:

(a)  Fines of up to US$2 million against the company;

(b) Prison terms of up to five years and fines of up to US$100,000 per
violation for individuals involved;

(c) The Securities and Exchange Commission (“SEC”) may seek further civil
penalties; and

(d)  Where the record-keeping and accounting provisions of the FCPA are
breached, SEC penalties for violation of securities laws may be invoked.
Willful violations of the record-keeping provisions may result in up to 20
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years imprisonment and US$5 million fines for individuals and up to
US$25 million for companies.

lll. Policy
3.1 Prohibition of Bribery of Foreign Official

Under no circumstance shall any XXX director, officer, employee, agent, consultant or
representative (each of whom is covered herein by the term “XXX person”) give, pay,
offer, promise to pay, or authorise the giving or payment of money or other thing of
value to any foreign official or to any person while knowing or being aware of a
probability that the payment or promise to pay is being made to or will be passed on to a
foreign official.

3.2 Prohibition of Payment or Gift in Violation of Local Law

Under no circumstance shall any XXX person make, offer, promise or authorize any
payment or gift in violation of local law in any country.

3.3 Prohibition of Circumvention of Law

Under no circumstance shall any XXX person enter into any transaction that is intended
or designed to circumvent the laws of any country. Any transaction that has the
appearance of circumventing the laws of any country must be avoided.

3.4 Prohibition of Lawful Payment without Prior Approval

Under no circumstance shall any XXX person offer, pay, promise or give any money or
other thing of value to any foreign official without the prior written approval of the
President and Chief Executive Officer of XXX (“President”). While facilitating payments
for routine, non-discretionary government functions are allowed by the FCPA, it is strict
XXX policy that no such payment shall be made without the prior written approval of the
President. Similarly, no political contribution or donation allowed by the FCPA shall be
made by any XXX person without the prior written approval of the President.

3.5 Clarification of Uncertainty
Without prejudice to the foregoing requirement for written approval, an XXX person
must promptly contact the President when questions arise concerning the FCPA’s anti-

bribery provisions including:

(@)  Whether a particular individual or entity must be treated as a “foreign
official’;

(b)  Whether something qualifies as anything of value; and

7 of 105



ACC's 2008 Annual Meeting

(c)  Whether a proposed payment would be made or seen to be made to
obtain, retain or direct business.

3.6 Due Diligence and Third-Party Certification

To avoid being held liable for corrupt third-party payments, XXX and any XXX person
acting on its behalf must exercise due diligence at all times and take all necessary
precautions to ensure that business relationships are formed only with reputable and
qualified partners, agents and representatives. In negotiating any business relationship,
it shall be recommended practice for XXX or any XXX person acting on XXX’s behalf to
require potential partners, agents or representatives to provide FCPA-compliance
certification. Such certification shall include a covenant by the person providing it not to
make or cause to be made any unlawful offer, promise, or payment to a foreign public
official and not to do anything that would cause XXX to be in violation of the FCPA.

3.7 Record Keeping

All transactions involving XXX funds or assets should be recorded accurately and in
reasonable detail. The record must completely reflect the transactions and asset
dispositions of XXX wherever they take place.

3.8 Prohibition of Improper Accounting

Direct or indirect participation by any XXX person in any “improper transaction” or
deviation from established XXX accounting practices, including omitted or falsified
expense reports, is strictly prohibited.

3.9 Compulsory Compliance

Every XXX person shall comply with this Policy and be familiar with the Guidelines
appended hereto. XXX may require XXX persons to undergo such FCPA compliance
training or to obtain such FCPA compliance certifications as XXX may deem necessary
from time to time.

3.10 Chief Compliance Officer

The President is the Chief Compliance Officer of XXX on FCPA matters. Any question
regarding activities under consideration with regard to the FCPA or this Policy should be
promptly directed to the President.

3.11 Sanction for Breach

This Policy is an integral part of XXX’s Compliance Program. Any breach of this Policy
by an XXX person may result in disciplinary action, termination, disengagement, civil
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proceedings, criminal prosecution or such other remedial or punitive action as shall be
appropriate in the circumstances. Such action may be taken or initiated by XXX,

governmental authority or other competent body. XXX will not directly or indirectly pay
any fine imposed on any individual as a result of breach of the FCPA or of this Policy.

3.12 Zero Tolerance

XXX will not tolerate any XXX person that achieves or purports to achieve results for
XXX in violation of law or by acting dishonestly. Conversely, XXX will fully support any
XXX person who declines an opportunity or advantage, the securing of which would
place XXX'’s ethical principles and reputation at risk.

IV. FCPA Background

The FCPA was originally enacted by the US Congress in 1977 and has been amended
several times since. The FCPA is aimed at preventing corrupt practices by US business
organisations doing or seeking business in foreign countries. In recent years, a number
of large US companies involved in bribery in Nigeria, India, Venezuela, South Korea
and elsewhere have been sanctioned by the US Government under the FCPA.

XXX is a publicly-traded US company registered with the US Securities and Exchange
Commission (“SEC”) and is covered by the provisions of the FCPA. XXX and its
subsidiaries as well as every XXX person must therefore abide by the FCPA. Neither
the complexity of the FCPA nor costs of compliance (including the loss of business)
diminishes the responsibility to comply with the FCPA. It is imperative therefore that
each and every XXX person becomes familiar with the FCPA’s provisions.

V. Anti- Bribery and Keeping of Records

The FCPA has two parts. The anti-bribery part prohibits bribery of non-US public
officials. The second part requires good record-keeping and internal accounting
controls. The US Department of Justice (“DOJ”) is responsible for the criminal
enforcement of the anti-bribery provisions. The DOJ and the Securities and Exchange
Commission (“SEC”) share responsibility for administering civil penalties for breach of
the anti-bribery provisions. SEC enforces the record-keeping and internal controls
provisions.

VI. Anti-Bribery Provisions

6.1 Prohibition of Bribery of Foreign Officials

The FCPA prohibits XXX and any XXX person, whether acting in the United States or
abroad, from giving or offering bribes to foreign officials in order to obtain or retain

business, secure an improper advantage or direct business to any person. The
business obtained or retained does not need to be with a foreign government or foreign
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government instrumentality in order for the FCPA to apply.
6.2 Prohibited Conduct

For the avoidance of doubt, the elements of forbidden conduct under the anti-bribery
provisions are as follows:

(@)  Knowingly paying, offering, promising or authorizing to pay...
(b) Money or anything of value...

(c) Directly or indirectly...

(d)  To any foreign official or political party...

(e)  With the intention of influencing...

(f) The obtaining or retaining of business or otherwise securing any improper
business advantage.

All of the elements must exist for the FCPA to have been breached. Each element is
however explained separately, for purposes of clarity, in the following section.

V. Elements of FCPA Bribery
7.1 Knowingly Paying, Offering, Promising or Authorizing to Pay

The FCPA prohibits paying, offering, promising to pay (or authorizing to pay or offer)
money or anything of value. A mere promise or offer of money or anything of value is
sufficient to breach the FCPA, whether or not the promise was kept or offer fulfilled.
Furthermore, the FCPA does not require that a forbidden act succeed in its purpose.
The mere fact that the act was done, with or without achievement of its purpose, is a
breach of the FCPA.

7.2 Money or Anything of Value

The use of the phrase “anything of value” means that the FCPA forbids not only money
bribes but also bribes constituting such things as gifts, stock, entertainment, discounts
on products and services not readily available to the public, offers of employment,
assumption or forgiveness of debt, payment of travel expenses and personal favors.

7.3 Directly or Indirectly

The payment, offer or promise to pay does not have to be made directly by XXX or an
XXX person. It is sufficient that it was made through an intermediary such as a broker,
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representative (including a stockholder when acting on behalf of XXX), joint-venture
partner or subsidiary. It is also sufficient to breach the FCPA if the payment is made to
an intermediary of a foreign official or foreign political party. Under the FCPA, it is
unlawful to make a payment to a third party, while knowing that all or a portion of the
payment will go directly or indirectly to a foreign official or a foreign political party. The
term “knowing” here includes conscious disregard and deliberate ignorance.

7.4 Foreign Official or Foreign Political Party

The FCPA defines a “foreign official” as any officer or employee of a foreign government
or any department, agency, or instrumentality of a foreign government. The term also
includes any officer or employee of a public international organization such as the World
Bank or the African Union. Furthermore, any person acting in an official capacity for any
foreign-government agency, department or instrumentality, or for a public international
organization is a ‘foreign official.” An entity hired to review bids on behalf of a
government agency would be covered by the term.

The DOJ has also stipulated that the following persons would be included in the
definition of “foreign official”:

(@)  Officers and employees of foreign state-owned companies;

(b) Uncompensated honorary officials if such officials can influence the
awarding of business; and

(c) Members of royal families who have proprietary or managerial interests in
industries and companies owned or controlled by the government.

The FCPA also prohibits bribes to foreign political parties and their officials as well as to
candidates for foreign political office.

The FCPA applies to bribes or offers of bribes to the said officials, regardless of rank or
position. The FCPA focuses on the purpose of the payment and not the duties or
powers of the official receiving the payment, offer, or promise of payment.

7.5 Obtaining or retaining of business or otherwise securing any improper business
advantage

The FCPA prohibits bribes or offers of bribes made in order to assist XXX in obtaining
or retaining business for or with, or directing business to, any person. The DOJ
interprets "obtaining or retaining business" broadly, to cover more than the mere award
or renewal of a contract. For instance, payments made to reduce customs duties or
other taxes are prohibited by the FCPA.

VIIl. Permissible Payments and Affirmative Defenses
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8.1 Exceptions to Anti-Bribery Provisions

The FCPA provides exceptions to the bribery prohibition. “Facilitating payments” made
for “routine governmental action” do not constitute a breach of the FCPA. The FCPA
also provides affirmative defenses against alleged violations of the FCPA.

8.2 Facilitating Payments for Routine Governmental Actions

The FCPA permits the payment of small sums to facilitate routine, non-discretionary
government functions. However, each XXX person should always remember that under
XXX’s FCPA Policy, facilitating payments cannot be made without the prior written
approval of the XXX President and Chief Executive Officer (“President”).

The FCPA lists the following examples of routine governmental action:
(a) Issuance of permits, licenses, or other official documents;

(b) Processing governmental papers, such as visas and work permits
providing police protection and mail pick-up and delivery;

(c) Providing phone service, power and water supply, loading and unloading
cargo, or protecting perishable products; and

(d)  Scheduling inspections associated with contract performance or transit of
goods across country.

"Routine governmental action" does not include any decision by a foreign official to
award new business or to continue business with a particular party.

8.3 Affirmative Defenses

It is a defense to a charge under the FCPA that the payment was lawful under the
written laws of the foreign country or that the money was a bona fide, reasonable
expense for the promotion of a product or performance of a contractual obligation.
These are "affirmative defenses." It is the responsibility of any person that has made
such payments to prove that the payments met the requirements for the defenses.
Whether a payment was lawful under the written laws of a foreign country or is
otherwise excused by the affirmative-defense provisions may be difficult to determine.
It is for this reason that XXX’s FCPA Policy expressly prohibits payments to foreign
officials without the prior written approval of the XXX President. The Policy intends
thereby to ensure that all circumstances are properly considered before any payment is
made.

IX. Penalties for Breach of Anti-Bribery Provisions
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9.1 Criminal Penalties

The following criminal penalties may be imposed for violations of the FCPA's
anti-bribery provisions:

(a) XXX may be fined up to US$2,000,000;

(b)  Any XXX person found in violation is subject to a fine of up to US$100,000
and imprisonment for up to five years; and

(c) Under the Alternative Fines Act, higher fines may be imposed. The actual
fine may be up to twice the benefit sought to be obtained by making the
corrupt payment. It is forbidden for any fines imposed on an XXX person
to be paid by XXX.

9.2 Civil Penalties

The Attorney General or SEC, as the case may be, may bring civil proceedings for a
fine of up to $10,000 against XXX and any XXX person who violates the anti-bribery
provisions. In a SEC enforcement action, the court may impose an additional fine not to
exceed the greater of (i) the gross amount of the pecuniary gain to the defendant as a
result of the violation, or (ii) a specified dollar limitation. The specified dollar limitation
depends on the seriousness of the violation and will range from $5,000 to $100,000 for
a natural person and $50,000 to $500,000 for any other person.

The Attorney General or SEC, as the case may be, may also bring a civil action to
enjoin any activity of XXX or an XXX person which is violating or about to violate the
anti-bribery provisions.

9.3 Other Governmental Action

The Office of Management and Budget (“OMB”) has guidelines under which any person
or entity found in violation of the FCPA may be barred from doing business with the
Federal government. The mere fact of indictment can lead to suspension of the right to
do business with the US government.

In addition, a person or firm found guilty of violating the FCPA may be declared
ineligible for export licenses. SEC may suspend or bar persons in violation of the FCPA
from the securities business and impose civil penalties. The Commodity Futures
Trading Commission and the Overseas Private Investment Corporation may impose
suspension or debarment from agency programs for violation of the FCPA. Any
payment that violates the FCPA cannot be deducted as a business expense for tax
purposes.

10 of 105



ACC's 2008 Annual Meeting

9.4 Private Cause of Action

Violating the FCPA may also form the basis for a private cause of action for treble
damages under the Racketeer Influenced and Corrupt Organizations Act (“RICO”). It
may also give rise to actions under other federal or state laws. For example, a
competitor may bring an action under RICO on the ground that the defendant won
foreign contract under RICO.

X. Internal Accounting Controls and Record Keeping
10.1 Maintenance of Books and Controls

Apart from the compliance with its anti-bribery provisions, the FCPA requires XXX to
abide by the provisions of the Act that require:

(@) Maintenance of books and records which in reasonable detail, accurately
and fairly reflect each transaction and disposition of XXX assets; and

(b)  Maintenance of a system of internal accounting controls sufficient to
provide reasonable assurances that, among other things, transactions
have been executed in accordance with management’s specific
authorization and recorded in accordance with generally accepted
accounting principles (“GAAP”).

10.2 Criminal Offence in Breach

It is a criminal offence for any person to knowingly circumvent or fail to maintain a
system of internal accounting controls. It is also a crime to knowingly falsify any books
or records pertaining to XXX transactions. These provisions are intended to discourage
fraudulent accounting practices and to prevent the concealment of bribes to foreign
public officials.

10.3 Responsibility for Subsidiaries

Under the FCPA, XXX is responsible for ensuring that its wholly owned subsidiaries
comply with the provisions. Where XXX owns less 50% of less of the voting power of a
subsidiary, XXX must in good faith use its influence to the extent reasonable in the
circumstances to cause the subsidiary to maintain proper records and accounting
control.

10.4 Reasonable Detail and Assurance

“Reasonable detail” and “reasonable assurance” mean such level of detail and degree
of assurance as would satisfy prudent officials in the conduct of their own business.
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10.5 Penalties for Breach

Breach of the recordkeeping and accounting provisions of the FCPA are currently
punishable as follows:

(a) Imprisonment of up to 20 years and fines of up to US$25 million for
individuals; and

(b) Fines of up to US$25 million for companies.

The Sarbanes-Oxley Act (“SOX”) also provides fines and up to 20 years imprisonment
for certain acts connected with recordkeeping failures. SOX prohibits criminally altering,
destroying or concealing any record with intent to obstruct the investigation or
administration of any matter within the jurisdiction of the US government.

Adoption by the Board of XXX

The forgoing FCPA Policy was adopted by the Board of Directors of XXXXX Inc. on the
__ dayof 2008.

This FCPA Policy is not represented to be an exhaustive explanation of all the specific
provisions or intricacies of the FCPA. The full text of the Act is available on the website
of the US Department of Justice at www.usdoj.gov/criminal/fraud/fcpa/fcpastat.htm.
Any questions regarding the applicability or effect of the FCPA with regard to any
transaction or activity by XXX or by any XXX person on behalf of XXX should be
directed to XXX’s President and Chief Executive Officer (“President”). It should
however be borne in mind at all times that each XXX person has direct, personal
responsibility for complying with the FCPA. Each XXX person may therefore wish to
seek guidance from his or her own counsel as well.
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Provisions of The Foreign Corrupt Practices Act
Current through Pub. L. 105-366 (November 10, 1998)
UNITED STATES CODE TITLE 15.
COMMERCE AND TRADE CHAPTER 2B--SECURITIES EXCHANGES

§ 78m. Periodical and other reports
(a) Reports by issuer of security; contents

Every issuer of a security registered pursuant to section 78I of this title shall file with the
Commission, in accordance with such rules and regulations as the Commission may prescribe as
necessary or appropriate for the proper protection of investors and to insure fair dealing in the
security--

(1) such information and documents (and such copies thereof) as the Commission shall require to
keep reasonably current the information and documents required to be included in or filed with an
application or registration statement filed pursuant to section 78l of this title, except that the
Commission may not require the filing of any material contract wholly executed before July 1,
1962.

(2) such annual reports (and such copies thereof), certified if required by the rules and regulations
of the Commission by independent public accountants, and such quarterly reports (and such
copies thereof), as the Commission may prescribe.

Every issuer of a security registered on a national securities exchange shall also file a duplicate
original of such information, documents, and reports with the exchange.

(b) Form of report; books, records, and internal accounting; directives

* %ok

(2) Every issuer which has a class of securities registered pursuant to section 78l of this title and
every issuer which is required to file reports pursuant to section 780(d) of this title shall--

(A) make and keep books, records, and accounts, which, in reasonable detail, accurately and
fairly reflect the transactions and dispositions of the assets of the issuer; and

(B) devise and maintain a system of internal accounting controls sufficient to provide reasonable
assurances that--

(i) transactions are executed in accordance with management's general or specific authorization;

(ii) transactions are recorded as necessary () to permit preparation of financial statements in
conformity with generally accepted accounting principles or any other criteria applicable to such
statements, and (l1) to maintain accountability for assets;

(iii) access to assets is permitted only in accordance with management's general or specific
authorization; and

(iv) the recorded accountability for assets is compared with the existing assets at reasonable
intervals and appropriate action is taken with respect to any differences.

(3) (A) With respect to matters concerning the national security of the United States, no duty
or liability under paragraph (2) of this subsection shall be imposed upon any person
acting in cooperation with the head of any Federal department or agency responsible for
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such matters if such act in cooperation with such head of a department or agency was
done upon the specific, written directive of the head of such department or agency
pursuant to Presidential authority to issue such directives. Each directive issued under
this paragraph shall set forth the specific facts and circumstances with respect to which
the provisions of this paragraph are to be invoked. Each such directive shall, unless
renewed in writing, expire one year after the date of issuance.

(B) Each head of a Federal department or agency of the United States who issues such
a directive pursuant to this paragraph shall maintain a complete file of all such directives
and shall, on October 1 of each year, transmit a summary of matters covered by such
directives in force at any time during the previous year to the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate.

(4) No criminal liability shall be imposed for failing to comply with the requirements of paragraph
(2) of this subsection except as provided in paragraph (5) of this subsection.

(5) No person shall knowingly circumvent or knowingly fail to implement a system of internal
accounting controls or knowingly falsify any book, record, or account described in paragraph (2).

(6) Where an issuer which has a class of securities registered pursuant to section 78l of this title
or an issuer which is required to file reports pursuant to section 780(d) of this title holds 50 per
centum or less of the voting power with respect to a domestic or foreign firm, the provisions of
paragraph (2) require only that the issuer proceed in good faith to use its influence, to the extent
reasonable under the issuer's circumstances, to cause such domestic or foreign firm to devise
and maintain a system of internal accounting controls consistent with paragraph (2). Such
circumstances include the relative degree of the issuer's ownership of the domestic or foreign firm
and the laws and practices governing the business operations of the country in which such firm is
located. An issuer which demonstrates good faith efforts to use such influence shall be
conclusively presumed to have complied with the requirements of paragraph (2).

(7) For the purpose of paragraph (2) of this subsection, the terms "reasonable assurances" and
"reasonable detail" mean such level of detail and degree of assurance as would satisfy prudent
officials in the conduct of their own affairs.

* ok x

§ 78dd-1 [Section 30A of the Securities & Exchange Act of 1934].
Prohibited foreign trade practices by issuers
(a) Prohibition

It shall be unlawful for any issuer which has a class of securities registered pursuant to section
78l of this title or which is required to file reports under section 780(d) of this title, or for any
officer, director, employee, or agent of such issuer or any stockholder thereof acting on behalf of
such issuer, to make use of the mails or any means or instrumentality of interstate commerce
corruptly in furtherance of an offer, payment, promise to pay, or authorization of the payment of
any money, or offer, gift, promise to give, or authorization of the giving of anything of value to--

(1) any foreign official for purposes of--
(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing

such foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)
securing any improper advantage; or
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(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business
to, any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for
purposes of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official
capacity, (ii) inducing such party, official, or candidate to do or omit to do an act in violation of the
lawful duty of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government
or instrumentality thereof to affect or influence any act or decision of such government or
instrumentality.

in order to assist such issuer in obtaining or retaining business for or with, or directing business
to, any person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or
official thereof, or to any candidate for foreign political office, for purposes of--

(A\) (i) influencing any act or decision of such foreign official, political party, party official, or
candidate in his or its official capacity, (ii) inducing such foreign official, political party, party
official, or candidate to do or omit to do any act in violation of the lawful duty of such foreign
official, political party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its
influence with a foreign government or instrumentality thereof to affect or influence any act or
decision of such government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business
to, any person.

(b) Exception for routine governmental action

Subsections (a) and (g) of this section shall not apply to any facilitating or expediting payment to
a foreign official, political party, or party official the purpose of which is to expedite or to secure
the performance of a routine governmental action by a foreign official, political party, or party
official.

(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) or (g) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the
written laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s
country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and

bona fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign
official, party, party official, or candidate and was directly related to--
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(A) the promotion, demonstration, or explanation of products or services; or
(B) the execution or performance of a contract with a foreign government or agency thereof.
(d) Guidelines by Attorney General

Not later than one year after August 23, 1988, the Attorney General, after consultation with the
Commission, the Secretary of Commerce, the United States Trade Representative, the Secretary
of State, and the Secretary of the Treasury, and after obtaining the views of all interested persons
through public notice and comment procedures, shall determine to what extent compliance with
this section would be enhanced and the business community would be assisted by further
clarification of the preceding provisions of this section and may, based on such determination and
to the extent necessary and appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’s present

enforcement policy, the Attorney General determines would be in conformance with the preceding
provisions of this section; and

(2) general precautionary procedures which issuers may use on a voluntary basis to conform their
conduct to the Department of Justice’s present enforcement policy regarding the preceding
provisions of this section.

The Attorney General shall issue the guidelines and procedures referred to in the preceding
sentence in accordance with the provisions of subchapter Il of chapter 5 of Title 5 and those
guidelines and procedures shall be subject to the provisions of chapter 7 of that title.

(e) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the
United States and after obtaining the views of all interested persons through public notice and
comment procedures, shall establish a procedure to provide responses to specific inquiries by
issuers concerning conformance of their conduct with the Department of Justice’s present
enforcement policy regarding the preceding provisions of this section. The Attorney General shall,
within 30 days after receiving such a request, issue an opinion in response to that request. The
opinion shall state whether or not certain specified prospective conduct would, for purposes of the
Department of Justice’s present enforcement policy, violate the preceding provisions of this
section. Additional requests for opinions may be filed with the Attorney General regarding other
specified prospective conduct that is beyond the scope of conduct specified in previous requests.
In any action brought under the applicable provisions of this section, there shall be a rebuttable
presumption that conduct, which is specified in a request by an issuer and for which the Attorney
General has issued an opinion that such conduct is in conformity with the Department of Justice’s
present enforcement policy, is in compliance with the preceding provisions of this section. Such a
presumption may be rebutted by a preponderance of the evidence. In considering the
presumption for purposes of this paragraph, a court shall weight all relevant factors, including but
not limited to whether the information submitted to the Attorney General was accurate and
complete and whether it was within the scope of the conduct specified in any request received by
the Attorney General. The Attorney General shall establish the procedure required by this
paragraph in accordance with the provisions of subchapter Il of chapter 5 of Title 5 and that
procedure shall be subject to the provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the
Department of Justice or any other department or agency of the United States in connection with
a request by an issuer under the procedure established under paragraph (1), shall be exempt
from disclosure under section 552 of Title 5 and shall not, except with the consent of the issuer,
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be made publicly available, regardless of whether the Attorney General responds to such a
request or the issuer withdraws such request before receiving a response.

(3) Any issuer who has made a request to the Attorney General under paragraph (1) may
withdraw such request prior to the time the Attorney General issues an opinion in response to
such request. Any request so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance
concerning the Department of Justice’s present enforcement policy with respect to the preceding
provisions of this section to potential exporters and small businesses that are unable to obtain
specialized counsel on issues pertaining to such provisions. Such guidance shall be limited to
responses to requests under paragraph (1) concerning conformity of specified prospective
conduct with the Department of Justice’s present enforcement policy regarding the preceding
provisions of this section and general explanations of compliance responsibilities and of potential
liabilities under the preceding provisions of this section.

(f) Definitions
For purposes of this section:

(1) A) The term “foreign official” means any officer or employee of a foreign
government or any department, agency, or instrumentality thereof, or of a public
international organization, or any person acting in an official capacity for or on
behalf of any such government or department, agency, or instrumentality, or for or
on behalf of any such public international organization.

(B) For purposes of subparagraph (A), the term “public international organization”

means--

(i)  an organization that is designated by Executive Order pursuant to section 1
of the International Organizations Immunities Act (22 U.S.C. § 288); or

(ii)  any other international organization that is designated by the President by
Executive order for the purposes of this section, effective as of the date of
publication of such order in the Federal Register.

(2) (A) A person’s state of mind is “knowing” with respect to conduct, a circumstance,
or a result if--

(i)  such person is aware that such person is engaging in such conduct, that
such circumstance exists, or that such result is substantially certain to occur;
or
such person has a firm belief that such circumstance exists or that such

(ii)  result is substantially certain to occur.

(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(3) (A) The term “routine governmental action” means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a

foreign country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated
with contract performance or inspections related to transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
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perishable products or commodities from deterioration; or
(v) actions of a similar nature.

(B) The term “routine governmental action” does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular
party, or any action taken by a foreign official involved in the decision-making process to
encourage a decision to award new business to or continue business with a particular party.

(g) Alternative Jurisdiction

(1) It shall also be unlawful for any issuer organized under the laws of the United States, or a
State, territory, possession, or commonwealth of the United States or a political subdivision
thereof and which has a class of securities registered pursuant to section 12 of this title or which
is required to file reports under section 15(d) of this title, or for any United States person that is an
officer, director, employee, or agent of such issuer or a stockholder thereof acting on behalf of
such issuer, to corruptly do any act outside the United States in furtherance of an offer, payment,
promise to pay, or authorization of the payment of any money, or offer, gift, promise to give, or
authorization of the giving of anything of value to any of the persons or entities set forth in
paragraphs (1), (2), and (3) of this subsection (a) of this section for the purposes set forth therein,
irrespective of whether such issuer or such officer, director, employee, agent, or stockholder
makes use of the mails or any means or instrumentality of interstate commerce in furtherance of
such offer, gift, payment, promise, or authorization.

(2) As used in this subsection, the term “United States person” means a national of the United
States (as defined in section 101 of the Immigration and Nationality Act (8 U.S.C. § 1101)) or any
corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship organized under the laws of the United States or any State,
territory, possession, or commonwealth of the United States, or any political subdivision thereof.

§ 78dd-2. Prohibited foreign trade practices by domestic concerns
(a) Prohibition

It shall be unlawful for any domestic concern, other than an issuer which is subject to section
78dd-1 of this title, or for any officer, director, employee, or agent of such domestic concern or
any stockholder thereof acting on behalf of such domestic concern, to make use of the mails or
any means or instrumentality of interstate commerce corruptly in furtherance of an offer, payment,
promise to pay, or authorization of the payment of any money, or offer, gift, promise to give, or
authorization of the giving of anything of value to--

(1) any foreign official for purposes of--
(A\) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing
such foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)

securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for
purposes of--
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(A) (i) influencing any act or decision of such party, official, or candidate in its or his official
capacity, (ii) inducing such party, official, or candidate to do or omit to do an act in violation of the
lawful duty of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government
or instrumentality thereof to affect or influence any act or decision of such government or
instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or
official thereof, or to any candidate for foreign political office, for purposes of--

(A\) (i) influencing any act or decision of such foreign official, political party, party official, or
candidate in his or its official capacity, (ii) inducing such foreign official, political party, party
official, or candidate to do or omit to do any act in violation of the lawful duty of such foreign
official, political party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its
influence with a foreign government or instrumentality thereof to affect or influence any act or
decision of such government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person.

(b) Exception for routine governmental action

Subsections (a) and (i) of this section shall not apply to any facilitating or expediting payment to a
foreign official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.
(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) or (i) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the
written laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s
country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and
bona fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign
official, party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.

(d) Injunctive relief

(1) When it appears to the Attorney General that any domestic concern to which this section
applies, or officer, director, employee, agent, or stockholder thereof, is engaged, or about to

engage, in any act or practice constituting a violation of subsection (a) or (i) of this section, the
Attorney General may, in his discretion, bring a civil action in an appropriate district court of the
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United States to enjoin such act or practice, and upon a proper showing, a permanent injunction
or a temporary restraining order shall be granted without bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is
necessary and proper to enforce this section, the Attorney General or his designee are
empowered to administer oaths and affirmations, subpoena witnesses, take evidence, and
require the production of any books, papers, or other documents which the Attorney General
deems relevant or material to such investigation. The attendance of witnesses and the production
of documentary evidence may be required from any place in the United States, or any territory,
possession, or commonwealth of the United States, at any designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney
General may invoke the aid of any court of the United States within the jurisdiction of which such
investigation or proceeding is carried on, or where such person resides or carries on business, in
requiring the attendance and testimony of witnesses and the production of books, papers, or
other documents. Any such court may issue an order requiring such person to appear before the
Attorney General or his designee, there to produce records, if so ordered, or to give testimony
touching the matter under investigation. Any failure to obey such order of the court may be
punished by such court as a contempt thereof.

All process in any such case may be served in the judicial district in which such person resides or
may be found. The Attorney General may make such rules relating to civil investigations as may
be necessary or appropriate to implement the provisions of this subsection.

(e) Guidelines by Attorney General

Not later than 6 months after August 23, 1988, the Attorney General, after consultation with the
Securities and Exchange Commission, the Secretary of Commerce, the United States Trade
Representative, the Secretary of State, and the Secretary of the Treasury, and after obtaining the
views of all interested persons through public notice and comment procedures, shall determine to
what extent compliance with this section would be enhanced and the business community would
be assisted by further clarification of the preceding provisions of this section and may, based on
such determination and to the extent necessary and appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’s present

enforcement policy, the Attorney General determines would be in conformance with the preceding
provisions of this section; and

(2) general precautionary procedures which domestic concerns may use on a voluntary basis to
conform their conduct to the Department of Justice’s present enforcement policy regarding the
preceding provisions of this section.

The Attorney General shall issue the guidelines and procedures referred to in the preceding
sentence in accordance with the provisions of subchapter Il of chapter 5 of Title 5 and those
guidelines and procedures shall be subject to the provisions of chapter 7 of that title.

(f) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the
United States and after obtaining the views of all interested persons through public notice and
comment procedures, shall establish a procedure to provide responses to specific inquiries by
domestic concerns concerning conformance of their conduct with the Department of Justice’s
present enforcement policy regarding the preceding provisions of this section. The Attorney
General shall, within 30 days after receiving such a request, issue an opinion in response to that
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request. The opinion shall state whether or not certain specified prospective conduct would, for
purposes of the Department of Justice’s present enforcement policy, violate the preceding
provisions of this section. Additional requests for opinions may be filed with the Attorney General
regarding other specified prospective conduct that is beyond the scope of conduct specified in
previous requests. In any action brought under the applicable provisions of this section, there
shall be a rebuttable presumption that conduct, which is specified in a request by a domestic
concern and for which the Attorney General has issued an opinion that such conduct is in
conformity with the Department of Justice’s present enforcement policy, is in compliance with the
preceding provisions of this section. Such a presumption may be rebutted by a preponderance of
the evidence. In considering the presumption for purposes of this paragraph, a court shall weigh
all relevant factors, including but not limited to whether the information submitted to the Attorney
General was accurate and complete and whether it was within the scope of the conduct specified
in any request received by the Attorney General. The Attorney General shall establish the
procedure required by this paragraph in accordance with the provisions of subchapter Il of
chapter 5 of Title 5 and that procedure shall be subject to the provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the
Department of Justice or any other department or agency of the United States in connection with
a request by a domestic concern under the procedure established under paragraph (1), shall be
exempt from disclosure under section 552 of Title 5 and shall not, except with the consent of the
domestic concern, by made publicly available, regardless of whether the Attorney General
response to such a request or the domestic concern withdraws such request before receiving a
response.

(3) Any domestic concern who has made a request to the Attorney General under paragraph (1)
may withdraw such request prior to the time the Attorney General issues an opinion in response
to such request. Any request so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance
concerning the Department of Justice’s present enforcement policy with respect to the preceding
provisions of this section to potential exporters and small businesses that are unable to obtain
specialized counsel on issues pertaining to such provisions. Such guidance shall be limited to
responses to requests under paragraph (1) concerning conformity of specified prospective
conduct with the Department of Justice’s present enforcement policy regarding the preceding
provisions of this section and general explanations of compliance responsibilities and of potential
liabilities under the preceding provisions of this section.

(g) Penalties

(1) (A) Any domestic concern that is not a natural person and that violates subsection (a) or
(i) of this section shall be fined not more than $2,000,000.

(B) Any domestic concern that is not a natural person and that violates subsection (a) or
(i) of this section shall be subject to a civil penalty of not more than $10,000 imposed in
an action brought by the Attorney General.

(2)  (A) Any natural person that is an officer, director, employee, or agent of a domestic
concern, or stockholder acting on behalf of such domestic concern, who willfully violates
subsection (a) or (i) of this section shall be fined not more than $100,000 or imprisoned
not more than 5 years, or both.

(B) Any natural person that is an officer, director, employee, or agent of a domestic
concern, or stockholder acting on behalf of such domestic concern, who violates
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subsection (a) or (i) of this section shall be subject to a civil penalty of not more than
$10,000 imposed in an action brought by the Attorney General.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee,
agent, or stockholder of a domestic concern, such fine may not be paid, directly or
indirectly, by such domestic concern.

(h) Definitions

For purposes of this section:

(1) The term "domestic concern" means--
(A) any individual who is a citizen, national, or resident of the United States; and

(B) any corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship which has its principal place of business in the United States,
or which is organized under the laws of a State of the United States or a territory, possession, or

commonwealth of the United States.

(2)  (A) The term “foreign official” means any officer or employee of a foreign government or
any department, agency, or instrumentality thereof, or of a public international
organization, or any person acting in an official capacity for or on behalf of any such
government or department, agency, or instrumentality, or for or on behalf of any such
public international organization.

(B) For purposes of subparagraph (A), the term "public international organization" means

(i) an organization that has been designated by Executive order pursuant to Section 1 of the
International Organizations Immunities Act (22 U.S.C. § 288); or

(ii)any other international organization that is designated by the President by Executive order for
the purposes of this section, effective as of the date of publication of such order in the Federal
Register.

3) (A) A person's state of mind is "knowing" with respect to conduct, a circumstance, or a result if--
(i) such person is aware that such person is engaging in such conduct, that such circumstance
exists, or that such result is substantially certain to occur; or

(i) such person has a firm belief that such circumstance exists or that such result is substantially
certain to occur.

(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4) (A) The term "routine governmental action"means only an action which is ordinarily
and commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a

foreign country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated
with contract performance or inspections related to transit of goods across country;
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(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term "routine governmental action" does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular
party, or any action taken by a foreign official involved in the decision-making process to
encourage a decision to award new business to or continue business with a particular party.

(5) The term "interstate commerce"means trade, commerce, transportation, or communication
among the several States, or between any foreign country and any State or between any State
and any place or ship outside thereof, and such term includes the intrastate use of--

(A) a telephone or other interstate means of communication, or
(B) any other interstate instrumentality.
(i) Alternative Jurisdiction

(1) It shall also be unlawful for any United States person to corruptly do any act outside the
United States in furtherance of an offer, payment, promise to pay, or authorization of the
payment of any money, or offer, gift, promise to give, or authorization of the giving of
anything of value to any of the persons or entities set forth in paragraphs (1), (2), and (3)
of subsection (a), for the purposes set forth therein, irrespective of whether such United
States person makes use of the mails or any means or instrumentality of interstate
commerce in furtherance of such offer, gift, payment, promise, or authorization.

(2) As used in this subsection, a "United States person"means a national of the United
States (as defined in section 101 of the Immigration and Nationality Act (8 U.S.C. §
1101)) or any corporation, partnership, association, joint-stock company, business trust,
unincorporated organization, or sole proprietorship organized under the laws of the
United States or any State, territory, possession, or commonwealth of the United States,
or any political subdivision thereof.

§ 78dd-3. Prohibited foreign trade practices by persons other than issuers or domestic
concerns

(a) Prohibition

It shall be unlawful for any person other than an issuer that is subject to section 30A of the
Securities Exchange Act of 1934 or a domestic concern, as defined in section 104 of this Act), or
for any officer, director, employee, or agent of such person or any stockholder thereof acting on
behalf of such person, while in the territory of the United States, corruptly to make use of the
mails or any means or instrumentality of interstate commerce or to do any other act in furtherance
of an offer, payment, promise to pay, or authorization of the payment of any money, or offer, gift,
promise to give, or authorization of the giving of anything of value to--

(1) any foreign official for purposes of--
(A\) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing
such foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)

securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
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thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business
to, any person;

(2) any foreign political party or official thereof or any candidate for foreign political office for
purposes of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official
capacity, (ii) inducing such party, official, or candidate to do or omit to do an act in violation of the
lawful duty of such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government
or instrumentality thereof to affect or influence any act or decision of such government or
instrumentality.

in order to assist such person in obtaining or retaining business for or with, or directing business
to, any person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or
official thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or
candidate in his or its official capacity, (ii) inducing such foreign official, political party, party
official, or candidate to do or omit to do any act in violation of the lawful duty of such foreign
official, political party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its
influence with a foreign government or instrumentality thereof to affect or influence any act or
decision of such government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business
to, any person.

(b) Exception for routine governmental action

Subsection (a) of this section shall not apply to any facilitating or expediting payment to a foreign
official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.
(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the
written laws and regulations of the foreign official's, political party's, party official's, or candidate's
country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and
bona fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign

official, party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or
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(B) the execution or performance of a contract with a foreign government or agency thereof.
(d) Injunctive relief

(1) When it appears to the Attorney General that any person to which this section applies, or
officer, director, employee, agent, or stockholder thereof, is engaged, or about to engage, in any
act or practice constituting a violation of subsection (a) of this section, the Attorney General may,
in his discretion, bring a civil action in an appropriate district court of the United States to enjoin
such act or practice, and upon a proper showing, a permanent injunction or a temporary
restraining order shall be granted without bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is
necessary and proper to enforce this section, the Attorney General or his designee are
empowered to administer oaths and affirmations, subpoena witnesses, take evidence, and
require the production of any books, papers, or other documents which the Attorney General
deems relevant or material to such investigation. The attendance of witnesses and the production
of documentary evidence may be required from any place in the United States, or any territory,
possession, or commonwealth of the United States, at any designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney
General may invoke the aid of any court of the United States within the jurisdiction of which such
investigation or proceeding is carried on, or where such person resides or carries on business, in
requiring the attendance and testimony of witnesses and the production of books, papers, or
other documents. Any such court may issue an order requiring such person to appear before the
Attorney General or his designee, there to produce records, if so ordered, or to give testimony
touching the matter under investigation. Any failure to obey such order of the court may be
punished by such court as a contempt thereof.

(4) All process in any such case may be served in the judicial district in which such person
resides or may be found. The Attorney General may make such rules relating to civil
investigations as may be necessary or appropriate to implement the provisions of this subsection.

(e) Penalties

(1) (A) Any juridical person that violates subsection (a) of this section shall be fined not more
than $2,000,000.

(B) Any juridical person that violates subsection (a) of this section shall be subject to a
civil penalty of not more than $10,000 imposed in an action brought by the Attorney
General.

(2)  (A) Any natural person who willfully violates subsection (a) of this section shall be fined
not more than $100,000 or imprisoned not more than 5 years, or both.

(B) Any natural person who violates subsection (a) of this section shall be subject to a
civil penalty of not more than $10,000 imposed in an action brought by the Attorney
General.

(3)  Whenever a fine is imposed under paragraph (2) upon any officer, director, employee,

agent, or stockholder of a person, such fine may not be paid, directly or indirectly, by
such person.

(f) Definitions
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For purposes of this section:

(1) The term “person,” when referring to an offender, means any natural person other
than a. national of the United States (as defined in 8 U.S.C. § 1101) or any
corporation, partnership, association, joint-stock company, business trust,
unincorporated organization, or sole proprietorship organized under the law of a
foreign nation or a political subdivision thereof

(2) (A) The term “foreign official” means any officer or employee of a foreign
government or any department, agency, or instrumentality thereof, or of a public
international organization, or any person acting in an official capacity for or on
behalf of any such government or department, agency, or instrumentality, or for or
on behalf of any such public international organization.

For purposes of subparagraph (A), the term "public international organization"
means --

(i)  an organization that has been designated by Executive Order pursuant to
Section 1 of the International Organizations Immunities Act (22 U.S.C. § 288);
or

(ii)  any other international organization that is designated by the President by
Executive order for the purposes of this section, effective as of the date of
publication of such order in the Federal Register.
3) (A) A person’s state of mind is "knowing"with respect to conduct, a circumstance, or
aresult if --
(i)  such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or
(ii)  such person has a firm belief that such circumstance exists or that such result
is substantially certain to occur.
(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4) (A) The term "routine governmental action"means only an action which is ordinarily
and commonly performed by a foreign official in--
(i)  obtaining permits, licenses, or other official documents to qualify a person to
do business in a foreign country;

(ii)  processing governmental papers, such as visas and work orders;

(iii)  providing police protection, mail pick-up and delivery, or scheduling
inspections associated with contract performance or inspections related to
transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading
cargo, or protecting perishable products or commodities from deterioration; or
(v) actions of a similar nature.

(B) The term “routine governmental action” does not include any decision by a foreign official
whether, or on what terms, to award new business to or to continue business with a particular
party, or any action taken by a foreign official involved in the decision-making process to
encourage a decision to award new business to or continue business with a particular party.

(5) The term “interstate commerce” means trade, commerce, transportation, or communication
among the several States, or between any foreign country and any State or between any State
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and any place or ship outside thereof, and such term includes the intrastate use of —
(A\) a telephone or other interstate means of communication, or

(B) any other interstate instrumentality.

§ 78ff. Penalties

(a) Willful violations; false and misleading statements

Any person who willfully violates any provision of this chapter (other than section 78dd-1 of this
title), or any rule or regulation thereunder the violation of which is made unlawful or the
observance of which is required under the terms of this chapter, or any person who willfully and
knowingly makes, or causes to be made, any statement in any application, report, or document
required to be filed under this chapter or any rule or regulation thereunder or any undertaking
contained in a registration statement as provided in subsection (d) of section 780 of this title, or
by any self-regulatory organization in connection with an application for membership or
participation therein or to become associated with a member thereof, which statement was false
or misleading with respect to any material fact, shall upon conviction be fined not more than
$5,000,000, or imprisoned not more than 20 years, or both, except that when such person is a
person other than a natural person, a fine not exceeding $25,000,000 may be imposed; but no
person shall be subject to imprisonment under this section for the violation of any rule or
regulation if he proves that he had no knowledge of such rule or regulation.

(b) Failure to file information, documents, or reports

Any issuer which fails to file information, documents, or reports required to be filed under
subsection (d) of section 780 of this title or any rule or regulation thereunder shall forfeit to the
United States the sum of $100 for each and every day such failure to file shall continue. Such
forfeiture, which shall be in lieu of any criminal penalty for such failure to file which might be
deemed to arise under subsection (a) of this section, shall be payable into the Treasury of the
United States and shall be recoverable in a civil suit in the name of the United States.

(c) Violations by issuers, officers, directors, stockholders, employees, or agents of issuers

(1)  (A) Any issuer that violates subsection (a) or (g) of section 30A of this title [15 U.S.C. §
78dd-1] shall be fined not more than $2,000,000.

(B) Any issuer that violates subsection (a) or (g) of section 30A of this title [15 U.S.C. §
78dd-1] shall be subject to a civil penalty of not more than $10,000 imposed in an action
brought by the Commission.

(2) (A) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf
of such issuer, who willfully violates subsection (a) or (g) of section 30A of this title [15
U.S.C. § 78dd-1] shall be fined not more than $100,000, or imprisoned not more than 5
years, or both.

(B) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf
of such issuer, who violates subsection (a) or (g) of section 30A of this title [15 U.S.C. §

78dd-1] shall be subject to a civil penalty of not more than $10,000 imposed in an action
brought by the Commission.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent,
or stockholder of an issuer, such fine may not be paid, directly or indirectly, by such issuer.
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[As of July 22,2004]
Anti-Bribery and Books & Records Provisions of
The Foreign Corrupt Practices Act
Current through Pub. L. 105-366 (November 10, 1998)
UNITED STATES CODE
TITLE 15. COMMERCE AND TRADE
CHAPTER 2B--SECURITIES EXCHANGES
§ 78m. Periodical and other reports
(a) Reports by issuer of security; contents
Every issuer of a security registered pursuant to section 78I of this title shall file with the Commission,
in accordance with such rules and regulations as the Commission may prescribe as necessary or
appropriate for the proper protection of investors and to insure fair dealing in the security--
(1) such information and documents (and such copies thereof) as the Commission shall require to keep
reasonably current the information and documents required to be included in or filed with an application
or registration statement filed pursuant to section 78l of this title, except that the Commission may not
require the filing of any material contract wholly executed before July 1, 1962.
(2) such annual reports (and such copies thereof), certified if required by the rules and regulations of the
Commission by independent public accountants, and such quarterly reports (and such copies thereof), as

the Commission may prescribe.

Every issuer of a security registered on a national securities exchange shall also file a duplicate original
of such information, documents, and reports with the exchange.

(b) Form of report; books, records, and internal accounting; directives

EaE

(2) Every issuer which has a class of securities registered pursuant to section 781 of this title and every
issuer which is required to file reports pursuant to section 780(d) of this title shall--

(A) make and keep books, records, and accounts, which, in reasonable detail, accurately and fairly
reflect the transactions and dispositions of the assets of the issuer; and
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(B) devise and maintain a system of internal accounting controls sufficient to provide reasonable
assurances that--

(i) transactions are executed in accordance with management's general or specific authorization;

(ii) transactions are recorded as necessary (I) to permit preparation of financial statements in conformity
with generally accepted accounting principles or any other criteria applicable to such statements, and (II)
to maintain accountability for assets;

(iii) access to assets is permitted only in accordance with management's general or specific authorization;
and

(iv) the recorded accountability for assets is compared with the existing assets at reasonable intervals
and appropriate action is taken with respect to any differences.

(3) (A) With respect to matters concerning the national security of the United States, no duty or
liability under paragraph (2) of this subsection shall be imposed upon any person acting in
cooperation with the head of any Federal department or agency responsible for such matters
if such act in cooperation with such head of a department or agency was done upon the
specific, written directive of the head of such department or agency pursuant to Presidential
authority to issue such directives. Each directive issued under this paragraph shall set forth
the specific facts and circumstances with respect to which the provisions of this paragraph
are to be invoked. Each such directive shall, unless renewed in writing, expire one year after
the date of issuance.

(B) Each head of a Federal department or agency of the United States who issues such a
directive pursuant to this paragraph shall maintain a complete file of all such directives and
shall, on October 1 of each year, transmit a summary of matters covered by such directives
in force at any time during the previous year to the Permanent Select Committee on
Intelligence of the House of Representatives and the Select Committee on Intelligence of the
Senate.

(4) No criminal liability shall be imposed for failing to comply with the requirements of paragraph (2) of
this subsection except as provided in paragraph (5) of this subsection.

(5) No person shall knowingly circumvent or knowingly fail to implement a system of internal
accounting controls or knowingly falsify any book, record, or account described in paragraph (2).

(6) Where an issuer which has a class of securities registered pursuant to section 781 of this title or an
issuer which is required to file reports pursuant to section 780(d) of this title holds 50 per centum or less
of the voting power with respect to a domestic or foreign firm, the provisions of paragraph (2) require
only that the issuer proceed in good faith to use its influence, to the extent reasonable under the issuer's
circumstances, to cause such domestic or foreign firm to devise and maintain a system of internal
accounting controls consistent with paragraph (2). Such circumstances include the relative degree of the
issuer's ownership of the domestic or foreign firm and the laws and practices governing the business
operations of the country in which such firm is located. An issuer which demonstrates good faith efforts
to use such influence shall be conclusively presumed to have complied with the requirements of
paragraph (2).
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(7) For the purpose of paragraph (2) of this subsection, the terms "reasonable assurances" and
"reasonable detail" mean such level of detail and degree of assurance as would satisfy prudent officials
in the conduct of their own affairs.

EIEE

§ 78dd-1 [Section 30A of the Securities & Exchange Act of 1934].
Prohibited foreign trade practices by issuers
(a) Prohibition

It shall be unlawful for any issuer which has a class of securities registered pursuant to section 781 of
this title or which is required to file reports under section 780(d) of this title, or for any officer, director,
employee, or agent of such issuer or any stockholder thereof acting on behalf of such issuer, to make
use of the mails or any means or instrumentality of interstate commerce corruptly in furtherance of an
offer, payment, promise to pay, or authorization of the payment of any money, or offer, gift, promise to
give, or authorization of the giving of anything of value to--

(1) any foreign official for purposes of--

(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)
securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any
person;

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(ii) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty of
such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such government or instrumentality.

in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any
person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,

given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--
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(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, political
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality,

in order to assist such issuer in obtaining or retaining business for or with, or directing business to, any
person.

(b) Exception for routine governmental action

Subsections (a) and (g) of this section shall not apply to any facilitating or expediting payment to a
foreign official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.

(c) Affirmative defenses
It shall be an affirmative defense to actions under subsection (a) or (g) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the written
laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and bona
fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign official,
party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or
(B) the execution or performance of a contract with a foreign government or agency thereof.
(d) Guidelines by Attorney General

Not later than one year after August 23, 1988, the Attorney General, after consultation with the
Commission, the Secretary of Commerce, the United States Trade Representative, the Secretary of State,
and the Secretary of the Treasury, and after obtaining the views of all interested persons through public
notice and comment procedures, shall determine to what extent compliance with this section would be
enhanced and the business community would be assisted by further clarification of the preceding
provisions of this section and may, based on such determination and to the extent necessary and
appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’s present
enforcement policy, the Attorney General determines would be in conformance with the preceding
provisions of this section; and

Informed. In-house. Indispensable.

(2) general precautionary procedures which issuers may use on a voluntary basis to conform their
conduct to the Department of Justice’s present enforcement policy regarding the preceding provisions of
this section.

The Attorney General shall issue the guidelines and procedures referred to in the preceding sentence in
accordance with the provisions of subchapter II of chapter 5 of Title 5 and those guidelines and
procedures shall be subject to the provisions of chapter 7 of that title.

(e) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the United
States and after obtaining the views of all interested persons through public notice and comment
procedures, shall establish a procedure to provide responses to specific inquiries by issuers concerning
conformance of their conduct with the Department of Justice’s present enforcement policy regarding the
preceding provisions of this section. The Attorney General shall, within 30 days after receiving such a
request, issue an opinion in response to that request. The opinion shall state whether or not certain
specified prospective conduct would, for purposes of the Department of Justice’s present enforcement
policy, violate the preceding provisions of this section. Additional requests for opinions may be filed
with the Attorney General regarding other specified prospective conduct that is beyond the scope of
conduct specified in previous requests. In any action brought under the applicable provisions of this
section, there shall be a rebuttable presumption that conduct, which is specified in a request by an issuer
and for which the Attorney General has issued an opinion that such conduct is in conformity with the
Department of Justice’s present enforcement policy, is in compliance with the preceding provisions of
this section. Such a presumption may be rebutted by a preponderance of the evidence. In considering the
presumption for purposes of this paragraph, a court shall weight all relevant factors, including but not
limited to whether the information submitted to the Attorney General was accurate and complete and
whether it was within the scope of the conduct specified in any request received by the Attorney
General. The Attorney General shall establish the procedure required by this paragraph in accordance
with the provisions of subchapter II of chapter 5 of Title 5 and that procedure shall be subject to the
provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the Department of
Justice or any other department or agency of the United States in connection with a request by an issuer
under the procedure established under paragraph (1), shall be exempt from disclosure under section 552
of Title 5 and shall not, except with the consent of the issuer, be made publicly available, regardless of
whether the Attorney General responds to such a request or the issuer withdraws such request before
receiving a response.

(3) Any issuer who has made a request to the Attorney General under paragraph (1) may withdraw such
request prior to the time the Attorney General issues an opinion in response to such request. Any request
so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance concerning
the Department of Justice’s present enforcement policy with respect to the preceding provisions of this
section to potential exporters and small businesses that are unable to obtain specialized counsel on issues
pertaining to such provisions. Such guidance shall be limited to responses to requests under paragraph
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(1) concerning conformity of specified prospective conduct with the Department of Justice’s present
enforcement policy regarding the preceding provisions of this section and general explanations of
compliance responsibilities and of potential liabilities under the preceding provisions of this section.

(f) Definitions

For purposes of this section:

(1) A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.
(B) For purposes of subparagraph (A), the term “public international organization” means--

(i) an organization that is designated by Executive Order pursuant to section 1 of the
International Organizations Immunities Act (22 U.S.C. § 288); or
(ii) any other international organization that is designated by the President by Executive
order for the purposes of this section, effective as of the date of publication of such
order in the Federal Register.
(2) (A) A person’s state of mind is “knowing” with respect to conduct, a circumstance, or a result if--
(i)  such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or
(i) such person has a firm belief that such circumstance exists or that such result is
substantially certain to occur.
(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(3) (A) The term “routine governmental action” means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a foreign
country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated with
contract performance or inspections related to transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term “routine governmental action” does not include any decision by a foreign official whether,
or on what terms, to award new business to or to continue business with a particular party, or any action
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taken by a foreign official involved in the decision-making process to encourage a decision to award
new business to or continue business with a particular party.

(g) Alternative Jurisdiction

(1) It shall also be unlawful for any issuer organized under the laws of the United States, or a State,
territory, possession, or commonwealth of the United States or a political subdivision thereof and which
has a class of securities registered pursuant to section 12 of this title or which is required to file reports
under section 15(d) of this title, or for any United States person that is an officer, director, employee, or
agent of such issuer or a stockholder thereof acting on behalf of such issuer, to corruptly do any act
outside the United States in furtherance of an offer, payment, promise to pay, or authorization of the
payment of any money, or offer, gift, promise to give, or authorization of the giving of anything of
value to any of the persons or entities set forth in paragraphs (1), (2), and (3) of this subsection (a) of
this section for the purposes set forth therein, irrespective of whether such issuer or such officer,
director, employee, agent, or stockholder makes use of the mails or any means or instrumentality of
interstate commerce in furtherance of such offer, gift, payment, promise, or authorization.

(2) As used in this subsection, the term “United States person” means a national of the United States (as
defined in section 101 of the Immigration and Nationality Act (8 U.S.C. § 1101)) or any corporation,
partnership, association, joint-stock company, business trust, unincorporated organization, or sole
proprietorship organized under the laws of the United States or any State, territory, possession, or
commonwealth of the United States, or any political subdivision thereof.

§ 78dd-2. Prohibited foreign trade practices by domestic concerns
(a) Prohibition

It shall be unlawful for any domestic concern, other than an issuer which is subject to section 78dd-1 of
this title, or for any officer, director, employee, or agent of such domestic concern or any stockholder
thereof acting on behalf of such domestic concern, to make use of the mails or any means or
instrumentality of interstate commerce corruptly in furtherance of an offer, payment, promise to pay, or
authorization of the payment of any money, or offer, gift, promise to give, or authorization of the giving
of anything of value to--

(1) any foreign official for purposes of--
(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)

securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

22 of 105



ACC's 2008 Annual Meeting

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(ii) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty of
such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person;

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, political
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such
government or instrumentality,

in order to assist such domestic concern in obtaining or retaining business for or with, or directing
business to, any person.

(b) Exception for routine governmental action

Subsections (a) and (i) of this section shall not apply to any facilitating or expediting payment to a
foreign official, political party, or party official the purpose of which is to expedite or to secure the
performance of a routine governmental action by a foreign official, political party, or party official.
(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) or (i) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the written
laws and regulations of the foreign official’s, political party’s, party official’s, or candidate’s country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and bona
fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign official,
party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.
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(d) Injunctive relief

(1) When it appears to the Attorney General that any domestic concern to which this section applies, or
officer, director, employee, agent, or stockholder thereof, is engaged, or about to engage, in any act or
practice constituting a violation of subsection (a) or (i) of this section, the Attorney General may, in his
discretion, bring a civil action in an appropriate district court of the United States to enjoin such act or
practice, and upon a proper showing, a permanent injunction or a temporary restraining order shall be
granted without bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is necessary
and proper to enforce this section, the Attorney General or his designee are empowered to administer
oaths and affirmations, subpoena witnesses, take evidence, and require the production of any books,
papers, or other documents which the Attorney General deems relevant or material to such investigation.
The attendance of witnesses and the production of documentary evidence may be required from any
place in the United States, or any territory, possession, or commonwealth of the United States, at any
designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney General
may invoke the aid of any court of the United States within the jurisdiction of which such investigation
or proceeding is carried on, or where such person resides or carries on business, in requiring the
attendance and testimony of witnesses and the production of books, papers, or other documents. Any
such court may issue an order requiring such person to appear before the Attorney General or his
designee, there to produce records, if so ordered, or to give testimony touching the matter under
investigation. Any failure to obey such order of the court may be punished by such court as a contempt
thereof.

All process in any such case may be served in the judicial district in which such person resides or may
be found. The Attorney General may make such rules relating to civil investigations as may be
necessary or appropriate to implement the provisions of this subsection.

(e) Guidelines by Attorney General

* Not later than 6 months after August 23, 1988, the Attorney General, after consultation with the

Securities and Exchange Commission, the Secretary of Commerce, the United States Trade
Representative, the Secretary of State, and the Secretary of the Treasury, and after obtaining the views
of all interested persons through public notice and comment procedures, shall determine to what extent
compliance with this section would be enhanced and the business community would be assisted by
further clarification of the preceding provisions of this section and may, based on such determination
and to the extent necessary and appropriate, issue--

(1) guidelines describing specific types of conduct, associated with common types of export sales
arrangements and business contracts, which for purposes of the Department of Justice’s present
enforcement policy, the Attorney General determines would be in conformance with the preceding
provisions of this section; and

(2) general precautionary procedures which domestic concerns may use on a voluntary basis to conform
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their conduct to the Department of Justice’s present enforcement policy regarding the preceding
provisions of this section.

The Attorney General shall issue the guidelines and procedures referred to in the preceding sentence in
accordance with the provisions of subchapter II of chapter 5 of Title 5 and those guidelines and
procedures shall be subject to the provisions of chapter 7 of that title.

(f) Opinions of Attorney General

(1) The Attorney General, after consultation with appropriate departments and agencies of the United
States and after obtaining the views of all interested persons through public notice and comment
procedures, shall establish a procedure to provide responses to specific inquiries by domestic concerns
concerning conformance of their conduct with the Department of Justice’s present enforcement policy
regarding the preceding provisions of this section. The Attorney General shall, within 30 days after
receiving such a request, issue an opinion in response to that request. The opinion shall state whether or
not certain specified prospective conduct would, for purposes of the Department of Justice’s present
enforcement policy, violate the preceding provisions of this section. Additional requests for opinions
may be filed with the Attorney General regarding other specified prospective conduct that is beyond the
scope of conduct specified in previous requests. In any action brought under the applicable provisions of
this section, there shall be a rebuttable presumption that conduct, which is specified in a request by a
domestic concern and for which the Attorney General has issued an opinion that such conduct is in
conformity with the Department of Justice’s present enforcement policy, is in compliance with the
preceding provisions of this section. Such a presumption may be rebutted by a preponderance of the
evidence. In considering the presumption for purposes of this paragraph, a court shall weigh all relevant
factors, including but not limited to whether the information submitted to the Attorney General was
accurate and complete and whether it was within the scope of the conduct specified in any request
received by the Attorney General. The Attorney General shall establish the procedure required by this
paragraph in accordance with the provisions of subchapter II of chapter 5 of Title 5 and that procedure
shall be subject to the provisions of chapter 7 of that title.

(2) Any document or other material which is provided to, received by, or prepared in the Department of
Justice or any other department or agency of the United States in connection with a request by a
domestic concern under the procedure established under paragraph (1), shall be exempt from disclosure
under section 552 of Title 5 and shall not, except with the consent of the domestic concern, by made
publicly available, regardless of whether the Attorney General response to such a request or the domestic
concern withdraws such request before receiving a response.

(3) Any domestic concern who has made a request to the Attorney General under paragraph (1) may
withdraw such request prior to the time the Attorney General issues an opinion in response to such
request. Any request so withdrawn shall have no force or effect.

(4) The Attorney General shall, to the maximum extent practicable, provide timely guidance concerning
the Department of Justice’s present enforcement policy with respect to the preceding provisions of this
section to potential exporters and small businesses that are unable to obtain specialized counsel on issues
pertaining to such provisions. Such guidance shall be limited to responses to requests under paragraph
(1) concerning conformity of specified prospective conduct with the Department of Justice’s present
enforcement policy regarding the preceding provisions of this section and general explanations of
compliance responsibilities and of potential liabilities under the preceding provisions of this section.
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(g) Penalties

(1)
(A) Any domestic concern that is not a natural person and that violates subsection (a) or (i) of this
section shall be fined not more than $2,000,000.
(B) Any domestic concern that is not a natural person and that violates subsection (a) or (i) of this
section shall be subject to a civil penalty of not more than $10,000 imposed in an action brought
by the Attorney General.

()

(A) Any natural person that is an officer, director, employee, or agent of a domestic concern, or
stockholder acting on behalf of such domestic concern, who willfully violates subsection (a) or (i)
of this section shall be fined not more than $100,000 or imprisoned not more than 5 years, or both.

(B) Any natural person that is an officer, director, employee, or agent of a domestic concern, or
stockholder acting on behalf of such domestic concern, who violates subsection (a) or (i) of this
section shall be subject to a civil penalty of not more than $10,000 imposed in an action brought
by the Attorney General.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent, or
stockholder of a domestic concern, such fine may not be paid, directly or indirectly, by such
domestic concern.

(h) Definitions
For purposes of this section:
(1) The term "domestic concern" means--

(A) any individual who is a citizen, national, or resident of the United States; and

(B) any corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship which has its principal place of business in the United States, or
which is organized under the laws of a State of the United States or a territory, possession, or
commonwealth of the United States.

2)

( (A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.

(B) For purposes of subparagraph (A), the term "public international organization" means --
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(i) an organization that has been designated by Executive order pursuant to Section 1 of the International
Organizations Immunities Act (22 U.S.C. § 288); or

(ii)any other international organization that is designated by the President by Executive order for the
purposes of this section, effective as of the date of publication of such order in the Federal Register.

(3) (A) A person's state of mind is "knowing" with respect to conduct, a circumstance, or a result if--

(i) such person is aware that such person is engaging in such conduct, that such circumstance exists, or
that such result is substantially certain to occur; or

(ii) such person has a firm belief that such circumstance exists or that such result is substantially certain
to occur.

(B) When knowledge of the existence of a particular circumstance is required for an offense, such

knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4) (A) The term "routine governmental action"means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do business in a foreign
country;

(ii) processing governmental papers, such as visas and work orders;

(iii) providing police protection, mail pick-up and delivery, or scheduling inspections associated with
contract performance or inspections related to transit of goods across country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or protecting
perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term "routine governmental action" does not include any decision by a foreign official whether,
or on what terms, to award new business to or to continue business with a particular party, or any action
taken by a foreign official involved in the decision-making process to encourage a decision to award
new business to or continue business with a particular party.

(5) The term "interstate commerce"means trade, commerce, transportation, or communication among the
several States, or between any foreign country and any State or between any State and any place or ship
outside thereof, and such term includes the intrastate use of--

(A) a telephone or other interstate means of communication, or

(B) any other interstate instrumentality.

(i) Alternative Jurisdiction
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(1) It shall also be unlawful for any United States person to corruptly do any act outside the United
States in furtherance of an offer, payment, promise to pay, or authorization of the payment of any
money, or offer, gift, promise to give, or authorization of the giving of anything of value to any of
the persons or entities set forth in paragraphs (1), (2), and (3) of subsection (a), for the purposes
set forth therein, irrespective of whether such United States person makes use of the mails or any
means or instrumentality of interstate commerce in furtherance of such offer, gift, payment,
promise, or authorization.

(2) Asused in this subsection, a "United States person"means a national of the United States (as
defined in section 101 of the Immigration and Nationality Act (8 U.S.C. § 1101)) or any
corporation, partnership, association, joint-stock company, business trust, unincorporated
organization, or sole proprietorship organized under the laws of the United States or any State,
territory, possession, or commonwealth of the United States, or any political subdivision thereof.

§ 78dd-3. Prohibited foreign trade practices by persons other than issuers or domestic concerns
(a) Prohibition

It shall be unlawful for any person other than an issuer that is subject to section 30A of the Securities
Exchange Act of 1934 or a domestic concern, as defined in section 104 of this Act), or for any officer,
director, employee, or agent of such person or any stockholder thereof acting on behalf of such person,
while in the territory of the United States, corruptly to make use of the mails or any means or
instrumentality of interstate commerce or to do any other act in furtherance of an offer, payment,
promise to pay, or authorization of the payment of any money, or offer, gift, promise to give, or
authorization of the giving of anything of value to--

(1) any foreign official for purposes of--
(A) (i) influencing any act or decision of such foreign official in his official capacity, (ii) inducing such
foreign official to do or omit to do any act in violation of the lawful duty of such official, or (iii)

securing any improper advantage; or

(B) inducing such foreign official to use his influence with a foreign government or instrumentality
thereof to affect or influence any act or decision of such government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business to, any
person;

(2) any foreign political party or official thereof or any candidate for foreign political office for purposes
of--

(A) (i) influencing any act or decision of such party, official, or candidate in its or his official capacity,
(ii) inducing such party, official, or candidate to do or omit to do an act in violation of the lawful duty of

such party, official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such party, official, or candidate to use its or his influence with a foreign government or
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instrumentality thereof to affect or influence any act or decision of such government or instrumentality.

in order to assist such person in obtaining or retaining business for or with, or directing business to, any
person; or

(3) any person, while knowing that all or a portion of such money or thing of value will be offered,
given, or promised, directly or indirectly, to any foreign official, to any foreign political party or official
thereof, or to any candidate for foreign political office, for purposes of--

(A) (i) influencing any act or decision of such foreign official, political party, party official, or candidate
in his or its official capacity, (ii) inducing such foreign official, political party, party official, or
candidate to do or omit to do any act in violation of the lawful duty of such foreign official, political
party, party official, or candidate, or (iii) securing any improper advantage; or

(B) inducing such foreign official, political party, party official, or candidate to use his or its influence
with a foreign government or instrumentality thereof to affect or influence any act or decision of such

government or instrumentality,

in order to assist such person in obtaining or retaining business for or with, or directing business to, any
person.

(b) Exception for routine governmental action

Subsection (a) of this section shall not apply to any facilitating or expediting payment to a foreign
official, political party, or party official the purpose of which is to expedite or to secure the performance
of a routine governmental action by a foreign official, political party, or party official.

(c) Affirmative defenses

It shall be an affirmative defense to actions under subsection (a) of this section that--

(1) the payment, gift, offer, or promise of anything of value that was made, was lawful under the written
laws and regulations of the foreign official's, political party's, party official's, or candidate's country; or

(2) the payment, gift, offer, or promise of anything of value that was made, was a reasonable and bona
fide expenditure, such as travel and lodging expenses, incurred by or on behalf of a foreign official,
party, party official, or candidate and was directly related to--

(A) the promotion, demonstration, or explanation of products or services; or

(B) the execution or performance of a contract with a foreign government or agency thereof.

(d) Injunctive relief

(1) When it appears to the Attorney General that any person to which this section applies, or officer,
director, employee, agent, or stockholder thereof, is engaged, or about to engage, in any act or practice
constituting a violation of subsection (a) of this section, the Attorney General may, in his discretion,

bring a civil action in an appropriate district court of the United States to enjoin such act or practice, and
upon a proper showing, a permanent injunction or a temporary restraining order shall be granted without
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bond.

(2) For the purpose of any civil investigation which, in the opinion of the Attorney General, is necessary
and proper to enforce this section, the Attorney General or his designee are empowered to administer
oaths and affirmations, subpoena witnesses, take evidence, and require the production of any books,
papers, or other documents which the Attorney General deems relevant or material to such investigation.
The attendance of witnesses and the production of documentary evidence may be required from any
place in the United States, or any territory, possession, or commonwealth of the United States, at any
designated place of hearing.

(3) In case of contumacy by, or refusal to obey a subpoena issued to, any person, the Attorney General
may invoke the aid of any court of the United States within the jurisdiction of which such investigation
or proceeding is carried on, or where such person resides or carries on business, in requiring the
attendance and testimony of witnesses and the production of books, papers, or other documents. Any
such court may issue an order requiring such person to appear before the Attorney General or his
designee, there to produce records, if so ordered, or to give testimony touching the matter under
investigation. Any failure to obey such order of the court may be punished by such court as a contempt
thereof.

(4) All process in any such case may be served in the judicial district in which such person resides or
may be found. The Attorney General may make such rules relating to civil investigations as may be

necessary or appropriate to implement the provisions of this subsection.

(e) Penalties

@
(A) Any juridical person that violates subsection (a) of this section shall be fined not more than
$2,000,000.
(B) Any juridical person that violates subsection (a) of this section shall be subject to a civil
penalty of not more than $10,000 imposed in an action brought by the Attorney General.

(@)

(A) Any natural person who willfully violates subsection (a) of this section shall be fined not
more than $100,000 or imprisoned not more than 5 years, or both.

(B) Any natural person who violates subsection (a) of this section shall be subject to a civil
penalty of not more than $10,000 imposed in an action brought by the Attorney General.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent, or
stockholder of a person, such fine may not be paid, directly or indirectly, by such person.

(f) Definitions

For purposes of this section:
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(1) The term “person,” when referring to an offender, means any natural person other than a. national
of the United States (as defined in 8 U.S.C. § 1101) or any corporation, partnership, association,
joint-stock company, business trust, unincorporated organization, or sole proprietorship organized
under the law of a foreign nation or a political subdivision thereof

@

(A) The term “foreign official” means any officer or employee of a foreign government or any
department, agency, or instrumentality thereof, or of a public international organization, or any
person acting in an official capacity for or on behalf of any such government or department,
agency, or instrumentality, or for or on behalf of any such public international organization.

For purposes of subparagraph (A), the term "public international organization" means --

(i) an organization that has been designated by Executive Order pursuant to Section 1 of
the International Organizations Immunities Act (22 U.S.C. § 288); or

(ii) any other international organization that is designated by the President by Executive
order for the purposes of this section, effective as of the date of publication of such
order in the Federal Register.

(3) (A) A person’s state of mind is "knowing"with respect to conduct, a circumstance, or a result if --

(i)  such person is aware that such person is engaging in such conduct, that such
circumstance exists, or that such result is substantially certain to occur; or

(i) such person has a firm belief that such circumstance exists or that such result is
substantially certain to occur.

(B) When knowledge of the existence of a particular circumstance is required for an offense, such
knowledge is established if a person is aware of a high probability of the existence of such
circumstance, unless the person actually believes that such circumstance does not exist.

(4) (A) The term "routine governmental action"means only an action which is ordinarily and
commonly performed by a foreign official in--

(i) obtaining permits, licenses, or other official documents to qualify a person to do
business in a foreign country;

(ii) processing governmental papers, such as visas and work orders;
(iii) providing police protection, mail pick-up and delivery, or scheduling inspections

associated with contract performance or inspections related to transit of goods across
country;

(iv) providing phone service, power and water supply, loading and unloading cargo, or
protecting perishable products or commodities from deterioration; or

(v) actions of a similar nature.

(B) The term “routine governmental action” does not include any decision by a foreign official whether,
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or on what terms, to award new business to or to continue business with a particular party, or any action
taken by a foreign official involved in the decision-making process to encourage a decision to award
new business to or continue business with a particular party.

(5) The term “interstate commerce” means trade, commerce, transportation, or communication among
the several States, or between any foreign country and any State or between any State and any place or
ship outside thereof, and such term includes the intrastate use of —

(A) a telephone or other interstate means of communication, or
(B) any other interstate instrumentality.

§ 78ff. Penalties

(a) Willful violations; false and misleading statements

Any person who willfully violates any provision of this chapter (other than section 78dd-1 of this title),
or any rule or regulation thereunder the violation of which is made unlawful or the observance of which
is required under the terms of this chapter, or any person who willfully and knowingly makes, or causes
to be made, any statement in any application, report, or document required to be filed under this chapter
or any rule or regulation thereunder or any undertaking contained in a registration statement as provided
in subsection (d) of section 780 of this title, or by any self-regulatory organization in connection with an
application for membership or participation therein or to become associated with a member thereof,
which statement was false or misleading with respect to any material fact, shall upon conviction be fined
not more than $5,000,000, or imprisoned not more than 20 years, or both, except that when such person
is a person other than a natural person, a fine not exceeding $25,000,000 may be imposed; but no person
shall be subject to imprisonment under this section for the violation of any rule or regulation if he
proves that he had no knowledge of such rule or regulation.

(b) Failure to file information, documents, or reports

Any issuer which fails to file information, documents, or reports required to be filed under subsection
(d) of section 780 of this title or any rule or regulation thereunder shall forfeit to the United States the
sum of $100 for each and every day such failure to file shall continue. Such forfeiture, which shall be in
lieu of any criminal penalty for such failure to file which might be deemed to arise under subsection (a)
of this section, shall be payable into the Treasury of the United States and shall be recoverable in a civil
suit in the name of the United States.

(c) Violations by issuers, officers, directors, stockholders, employees, or agents of issuers

(1
(A) Any issuer that violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-1]
shall be fined not more than $2,000,000.

(B) Any issuer that violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-1]

shall be subject to a civil penalty of not more than $10,000 imposed in an action brought by the
Commission.
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(A) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf of such
issuer, who willfully violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-

1] shall be fined not more than $100,000, or imprisoned not more than 5 years, or both.

(B) Any officer, director, employee, or agent of an issuer, or stockholder acting on behalf of such
issuer, who violates subsection (a) or (g) of section 30A of this title [15 U.S.C. § 78dd-1] shall be
subject to a civil penalty of not more than $10,000 imposed in an action brought by the
Commission.

(3) Whenever a fine is imposed under paragraph (2) upon any officer, director, employee, agent, or
stockholder of an issuer, such fine may not be paid, directly or indirectly, by such issuer.

Informed. In-house. Indispensable.

ACC CLO THINKTANK
SUMMARY/OUTLINE OF DISCUSSION TOPICS

FCPA Enforcement- Success Strategies

The following outline is intended to provide a short overview of some of the issues at the heart of this
discussion topic. There may be other issues we’ve not identified or perspectives on the identified issues
that are not adequately represented in the outline: you should feel free to raise these additional thoughts,
as you like. The outline is merely intended as a starting point to help you identify discussion topics and
tee up your conversation. There is no expectation that all issues will be covered during the discussion;
instead, you’ll be asked to select those most interesting to you so that the group can develop a
consensus agenda at the beginning of the meeting.

A. Organizational Issues/Functional Responsibilities

1. Setting the Tone at the Top: What does ‘tone-at-the-top” mean within your organization
when it comes to setting the tone on anti-corruption/anti-bribery? Is it CEO and C-Suite level tone—or is
it ‘tone-at-the-middle’ (e.g., business leaders in geographic locations around the world), a combination or
other? What practices do you implement to communicate the organization’s
messages/expectations/requirements? If faced with a prosecutor inquiring about whether the company has
an effective program to prevent and detect (and remediate) FCPA violations, what factors would you
describe? What are the “must haves” in setting your company’s tone?

2. Role of CLO & Law Department: What role(s) do the CLO and law department play
with regard to the company’s FCPA/anti-bribery programs?

= CLO’s Role: What are the CLO’s responsibilities when it comes to developing and
implementing FCPA-related measures? When investigations or other problems arise, are in-
house lawyers used in the investigation process, and if so, in what capacity? What role do
you play in assisting the Board in overseeing compliance in this area? Is there a specific
Board committee on point for oversight in this area (e.g., governance/compliance
committee, audit committee, etc.)? Do you provide regular reports regarding FCPA
compliance initiatives to the Board? Do you provide internal compliance certifications
regarding FCPA-related matters?

= Lead FCPA/International Trade Lawyer; Law Department’s Role: Does your law
department have a lead lawyer specializing in FCPA/anti-bribery/international trade
matters? Is this person considered the ‘go-to’ person for advice, guidance and policy
development in this area? Does this person report directly to you? Is that a change in
organizational structure? Does this person provide internal compliance certifications
regarding FCPA-related matters? What is the role of the law department in developing and
implementing the organization’s FCPA/anti-bribery compliance programs? Is the law
department ‘on-point’—or does it play more of a supporting role to other compliance,
controls or ethics groups lead outside of authority of the legal function?

= Role of in-house lawyers outside of the home office: What is your experience with regard to
the role of in-house lawyers outside of your organization’s home office? Do all in-house
lawyers—regardless of where they sit-- have organizational reporting relationships that
ultimately leads on a solid-line basis to you as CLO? What are the pros and cons of this?
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How does “where the lawyer sits” impact how the law department ensures compliance in
this area? Have you implemented practices to help support and maintain a consistent role of
in-house lawyers located in jurisdictions other than the organization’s corporate
headquarters? What are the pros and cons of de-centralized vs. centralized leadership on
this issue?

3. Ethics & Compliance Function(s): If your organization has a centralized ethics &
compliance function, what role does it play with regard to FCPA/anti-bribery (e.g., communicating
guidelines, developing/implementing training, investigating alleged violations, etc.)? Does it have a
specialized anti-bribery function within the department? Does the ethics & compliance function report
organizationally to the law department/you as CLO? Is this function on point for FCPA/anti-bribery
oversight—or is point role handled by a lawyer within the law department or another executive leader
within the company?

4. Chief Compliance /Ethics Officer: Does the company have a chief compliance/ethics
officer? What is the scope of that person's role? Are you as CLO also the chief compliance/ethics
officer? Is this a de facto role or a formal designation? What are the pros and cons of having the CLO as
the Chief Compliance/Ethics Officer? Are FCPA-related issues within the scope of this person’s role?
To whom does the Chief Compliance/Ethics Officer report? Does the compliance/ethics officer have
direct access (and/or an organizational reporting relationship) to the Board? Are the ethics/compliance
officers’ functions coordinated with the legal department, and if so, how?

5. Role of the Board; Oversight: How does the Board view its oversight role in this area?
Does your Board have a designated committee that looks at these issues and what are the key focus areas
for this committee? Are there ‘filters’ or policies outlining the types of matters that need to be brought to
the attention of the Board (and corresponding time frames)? Have you developed a “rule” as to the level
significance of an FCPA concern must rise to before it’s brought to the Board?

6. Other groups: Are there other corporate stakeholders/departments that play a role in
establishing and implementing the organization’s FCPA-related programs?

= Internal functional groups: may include internal audit, finance, risk management,
government relations, human resources, public affairs, corporate social responsibility
officers, others—what key roles do they play?

= Subsidiaries, Affiliates & External agents: are there point persons within these entities
responsible for ensuring compliance with and implementation of the organization’s policies
and systems in this area? What is the law department’s role in supporting these efforts?
What are the key challenges? Is your organization implementing/have you heard about best
or leading practices in this area?

B. FCPA Prevention Practices

1. Policy; Global Approach: How/does your company implement and enforce anti-
corruption/anti-bribery programs on a global level? Given the current trend in the U.S. for greater FCPA
enforcement, are companies/law departments modifying cutrent practices proactively, and if so, how?

= Harmonization among jurisdictions: What practices does your law department implement
to monitor varying jurisdictional requirements (including FCPA, Inter-American Convention
Against Corruption, OECD conventions, Canada’s The Corruption of Foreign Public
Officials Act, United Nations Convention Against Corruption, plus the matrix of local
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customs, practices and laws)? Is your organization’s approach to develop a single set of
standards and to harmonize the varying jurisdictional requirements and expectations in some
way? Who makes decisions on how to harmonize requirements? How are these
expectations communicated within the organization worldwide?

= Setting Minimum Program Requirements for Global Programs: 1f your organization has a
global approach, does the program go beyond the minimum requirements in a given
jurisdiction and use the most stringent requirements as a floor?

= Key Policy/Standards/Principals/Guideline Elements: Is the organization’s program in the
form of a policy, standard, principals or guidelines? Are they expectations or requirements?
What are the key elements? Are they general or specific (e.g., does the document generally
state the organization’s position on anti-bribery/corruption or is it more specific—
articulating standards or prohibitions on things like facilitating payments, kickbacks,
conflicts of interest, political contributions, philanthropic contributions, gifts/hospitality,
extortion, etc..)? What are the pros and cons of these approaches?

= Treatment of Subsidiaries and Affiliates: Do the organization’s standards and policies
extend to subsidiaries and affiliates? What are the challenges in implementing these
expectations? What types of practices have you implemented to help ensure that these
policies and expected conduct standards are effectively communicated and enforced? Do
you require compliance certifications of leaders within these entities? What are the pros and
cons of such certifications? Do you have written agreements with these entities?

= Treatment of Agents, Commercial Intermediaries, Suppliers: Does your organization
provide its policies to these entities? Does the organization have written agreements that
govern the relationships with these entities? Do they specifically address anti-bribery and
prohibitions on assignment, and if so, how?

= Reconciling business practices with local law and customs: How does your organization
reconcile business practice expectations in local jurisdictions with global organizational
standards for ethical conduct?

= Competitive concerns with local industries: Does your organization have concerns
regarding local industries or companies that may not implement global policies and instead
follow local customs and practices that may be less restrictive? How do you address those
concerns?

= Differences for U.S.-based and non-U.S.-based companies: Are/should there be differences
in concerns and processes and practices for companies depending upon whether they are
based within or outside of the United States? What might some of the key differences be?

2. Communications: How is your policy on FCPA compliance communicated throughout
the organization (and, as applicable, to subsidiaries, affiliates, agents, intermediaries, suppliers, etc.)?
How often are these communications reinforced? Are policies available via the organization’s intranet—
to all or only to some? How do you control and make clear to others (e.g., accountants, outside lawyers,
vendors, etc.) the company’s expectations in this arca?

3. Training: Does your organization have specific anti-bribery/FCPA training
tools/modules?

Copyright © 2008, Association of Corporate Counsel
ACC thanks its CLO ThinkTank sponsors for this session, Ogilvy Renault and Sidley Austin LLP

29 of 105



ACC's 2008 Annual Meeting

= Types of training: What constitutes “training” on this issue?: Is training on ethics primarily
web-based, in-person, via video; different types depending upon location around the world?
Is FCPA-related training part of a larger module of general compliance training, or is it a
free-standing training: why? Did the organization develop the training internally? Is it
offered in multiple languages?

= Who receives training: all employees, including the C-Suite and in-house lawyers? Is
training offered to the Board? Is training provided to external service providers, vendors,
affiliates/subsidiaries/joint venture partners? Others?

= Mandatory; Certifications: s this training mandatory (for all or for some)? Does it include
a certification component? What’s the required frequency for completing training modules
(e.g., is it annually, bi-annually, as part of new hire orientation, other)? Does the
organization track who has completed training and are there consequences for failing to
complete required training?

4. Records; Internal Controls: What types of record-keeping practices is your organization
implementing to accurately track payments and transactions? Who is charged with responsibility for
maintaining these records? What type of training is provided to individuals on properly maintaining
books and records? Who has access to them? Are the records regularly audited/how often? By whom
(Internal Audit? Finance? others?)? Do agreements with third party intermediaries/agents/suppliers
provide the right for the organization to inspect and audit their books and records? What are the pros and
cons of including this type of provision? What are the greatest challenges in this area? Are you
implementing/aware of best or leading practices in this area? Have you implemented practices to enhance
efficiencies in this area, and if so, what type(s)?

5. Competence of Employees Who Interact with Government Officials (e.g., sales force,
in-house lobbyists, project managers, etc..): Does your organization review the competence of its
international representatives prior to placing them in situations where corruption may be an issue? Does
your organization review an employee’s family and or business relationships with foreign officials prior
to their placement in the field? Does your organization periodically review the general business reputation
and integrity of its employees within the foreign territory that they operate? If so, how? If not, should
such a review process be put in place? Does your organization provide special training to foreign
employees? What does that training entail? What is missing from the training program? Does your
organization provide support systems on which the representative can rely and access when corruption
issues arise?

Compensation and Payment: s a representative’s compensation considered against
the prevailing market rate in his or her foreign territory? Is the payment unusually
high in the foreign territory? Is there a company policy that governs how payments
are made to foreign employees who interact with government officials? Are
payments made in cash, or directly to a third country bank account? What policies
are in place to ensure that the monies are properly tracked? What channels are
available for reporting financial concerns? Is there a direct line to the Audit
Committee? Is there a direct line to the CLO? Is there an opportunity to submit a
confidential or anonymous report? Are there different mechanisms in place for
different parts of the company or is your program implemented globally?
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= Monitoring Activities: Does your company monitor the activities of its employees in
foreign territories? Who is responsible for the monitoring? How is it done?
Formally? Or informally? Is a formal report produced? If not, should one be? Is the
information circulated within the company? To the CCO, the CLO, the Board,
others? Are there systems in place to evaluate the monitored behaviour for possible
corruption “red flags™? What systems? Does the company follow up on the
information with the employee? With others? Is all information with respect to the
employee maintained in one file? Is the CLO immediately advised of any allegation
of non-compliance with the corruption legislation?

= Red Flags: Does your company have a list of “red flag” behaviours? What does it
consider “red flag” behaviour? Does its list include an employee’s:

i. refusal to provide certain key information, such as ownership structure;
ii. refusal to confirm that it will abide with the corruption legislation;
iii. request to have his or her identity kept secret;
iv. family or business ties to foreign public officials;
v. request to alter or backdate invoices;
vi. request for large bonuses or substantial deposits at the beginning of a contract; and

vii. request to be paid by means other than wire transfer or cheque.

Are there other “red flags”? Should there avoidance be incorporated into company
policies and contracts to avoid any resultant issues?

= Disciplinary/Administrative Procedures: In the event of a violation of a company anti-
corruption policy, or the legislation, how does the company react? Can a representative be
suspended from work, with or without pay, pending an investigation or resolution of the
matter? May the employee be terminated? Will the employees be indemnified by the
company for costs incurred as a result of such violations? Why, or why not? May the
company sue the representative for damages where appropriate? When will it be
appropriate?

6. Screening/Due Diligence re: Third Parties: What screening practices do you implement
prior to entering into relationships with third parties (such as intermediaries, agents, suppliers)? Who
performs the screening—do you perform it internally or do you engage an external service provider?
What are the key factors included within the review? What types of provisions do you include within
third party agreements to help promote compliance (e.g., anti-corruption representations, audit rights,
restrictions on assignment, audit rights, unilateral right to terminate, etc.)? Who is responsible for
managing these relationships? Do you require that third parties sign anti-bribery certifications? Is this a
one-time certification or a periodic one? If periodic, how often? How/do you promote and transfer your
ethical culture/compliance programs to these entities? How do you survey and/or assess effectiveness of
their programs? Is it necessary or a wasted effort? How do you monitor and review these relationships?
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7. Mergers & Acquisitions- Due Diligence: Does the scope of M&A due diligence include
inquiries/inspections designed to assess compliance with anti-bribery/corruption programs? What are the
key areas/red flags that must be considered in connection with these reviews? What is the role of the law
department? Is due diligence generally conducted by in-house counsel or is outside counsel generally on
point? Who are the key players to include on the due diligence team in order to identify any red flags that
may require attention? What are the key challenges? Have you implemented best or leading practices in
this area?

8. Audits: Does your organization audit compliance with anti-bribery/corruption programs,
legal requirements and policies? Who is on point for performing these audits? What types of expertise
specialists are on the audit team? What is the role of the law department? How often are audits
performed? Do audits primarily focus on organizational operations or do they also extend to
subsidiaries/affiliates/third parties? What types of reports are generated? Who receives them/how often?
Are reports made verbally or in writing? Is there technology available to help out? How does your
organization leverage expertise in the organization to assist in identification, analysis and reporting of
compliance risks? What types of scenarios trigger further analysis or re-evaluation?

C. Mechanisms for Reporting Concerns

1. Reporting Concerns; Policy: Does the company have a policy and mechanisms for
allowing employees, contractors and/or others to report concerns?

= Scope: 1s the policy global in scope or does it vary by jurisdiction/country? Is there a
separate policy for reporting information on financial or accounting irregularities? Are there
separate policies for reporting certain types of allegations (e.g., pursuant to SOX or other
compliance-focused regulations)?

= Mandatory vs. Expectation vs. Encouraged: 1s reporting encouraged or required? Does the
program cover questions on ethical conduct as well as potential violations and/or criminal
conduct? Are there different reporting standards (e.g., mandatory vs. encouraged)
depending upon whether the concern relates to an ethical conduct question or a violation?
How are reported concerns about “stupid, but legal” issues handled (assuming they may
involve ERM issues)?

= Nature of Reports; Confidentiality: Is there a preference for verbal versus written reporting?
What does your policy say regarding confidentiality of compliance reporting?

= Whistleblower Considerations: What types of whistleblower or non-retaliation protections
are included in your program?

= Do the expectations for reporting concerns extend to external service providers (e.g.,
vendors, outside counsel, business partners, joint ventures, etc.)?

2. Channels; Implementation: What channels/methods are available for reporting concerns
(e.g., helpline, reporting tools, interview and complaint procedures, open door policy, ombuds system,
etc.)?
= Helplines: are these administered internally or externally? If externally, who/what function
within the organization is on point to receive information on concerns received by the
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outside entity? If internally, who/what function is on point? Does it depend on the nature of
the issue?

= Role of Law Department: What role does the law department play in receiving, evaluating
and investigating ethics-related questions or concerns?

= Role of Other Functional Groups: What are the other functional groups play key roles in
receiving and evaluating/investigating ethics-related questions or concerns?

= Reporting-up: How does the organization determine which issues to report up to senior
management/the Board? What is the role of the CLO in this process?

3. Communicating Expectations to Employees; Certification: How does the company
communicate its interest in encouraging/requiring employee reporting on conduct that may violate
organizational policies/legal requirements regarding anti-bribery/corruption? Are employees and/or
subsidiary representatives or third parties asked to periodically certify compliance with the company’s
policies and/or certify whether they are aware of ethical problems or issues? When are issues
communicated to the Board (or a Board committee), and who communicates such issues?

4. Monitoring Compliance with Reporting Expectations; Metrics: What controls and
programs do you have in place to ensure reporting on ethical considerations at a global level? How
effective are they? How do you document implementation? Are your compliance and ethics
measurement systems adequately designed to uncover red flags, warning the CLO of areas of concern in
areas such as accounting and regulatory compliance? What checks and balances exist between the
Board's committees, CLO and outside experts, such as accountants and consultants?

D. Internal Investigations/Response to Government Investigations/Reporting

1. Process for Determining Action: How are inquiries/reports of concerns regarding anti-
bribery/corruption considerations filtered and investigated? Who makes decisions on strategy for
addressing these concerns and internal investigations? What is the decision process for initiating an
internal investigation? Who generally manages investigations within the company? Does the company
have documented procedures for investigating alleged ethical concerns and/or violations? Is there a
designated team or function on point to generally conduct preliminary internal investigations?

2. Role of CLO; Law Department: What is the role of the CLO/law department in
connection with internal investigations of alleged ethical conduct violations? Does the law department
generally lead these investigations or otherwise play a coordinating or supporting role? Would the law
department’s role change if the investigation is undertaken in response to a government inquiry versus as
follow-up to an internal reported concern regarding a potential allegation of wrongdoing? Is privilege a
consideration? What criteria are considered in determining whether to bring in outside
investigators/outside counsel to help conduct or lead an investigation? How do you deal with legally
mandated disclosures or voluntary disclosures? What role does the CLO play in communicating
investigation outcomes to the Board and/or managing risk?

3. Board’s Role: In light of the Board's fiduciary duty of care and loyalty, are quality
controls in place for your Board institute to ensure that it understands and effectively performs its
oversight role and monitoring of investigations?
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4. Additional Considerations- Documents; Attorneys Fees: Are investigations of anti-
bribery/corruption allegations conducted with an understanding that the results and/or a written report will
likely be provided to the government? Are they handled as other investigations are, or are there separate
processes? Are reports provided or underlying facts discussed? How does this impact the scope and
approach for conducting the investigation?

= What factors are considered in determining whether to prepare a written report?
= Is privilege an issue? What is the role of lawyers (in-house) on the investigative team?

= Are there two internal investigations (one that might be provided to the government and a
second for which privilege may be claimed)?

= Guidance or training on performing the investigation and writing the report?

= How are corporate Miranda-type warnings provided to employee interviewees (verbally, in
writing, signed statement, etc.)?

= What is the organization’s policy on protecting / defending targeted employees? Has it
changed in light of recent decisions in this area (US v. Stein)?

5. Multiple Cross-Border Investigations; Coordination: What are some of the key
steps/additional factors to consider when multiple agencies are involved? How does your role as
CLO/law department’s role change? How do you manage multiple, multi-jurisdictional or cross-border
investigations and the corresponding expectations of different regulators and law enforcement agencies?
Under what circumstances would you choose to meet personally and/or be the point legal person for
discussions with government regulators on enforcement investigations and cases? Do you engage
multiple outside counsel depending upon the countries/agencies involved? What types of practices do
you implement to coordinate your internal investigation and response team?

6. Public disclosure: When does the existence of an investigation trigger a disclosure
obligation or a strategic decision to disclose to a regulatory agency/law enforcement? What standards
have your law department and organization implemented to evaluate when disclosure is appropriate?
What are the key challenges in making these determinations? What role do you play as CLO? Is your
company’s Board involved? Who can/should be told within a company (or at the Board level) about an
investigation of anti-bribery/corruption misconduct allegations?

E. Enforcement Strategies; Remedial Actions; Self-Reporting

1. Remedial Actions within the Organization: What types of processes and practices has
the company implemented to admonish misconduct in this area? Does the organization have disciplinary
procedures to address violations of its ethics and compliance programs? Are they consistently applied?
Do remedial actions vary and depend on the level of the culpable individual? Do/how do you
communicate within the organization remedial steps taken to address confirmed allegations of
misconduct? Who is on point (an executive team, the CLO, head of HR, Chief Ethics Officer, business
leader of the affected business unit, other) to determine the appropriate course of action? What do you
view as best practices in this area?

2. Remedial Actions Regarding Third Parties: What types of protections do you build into
written agreements/arrangements with third parties to protect against misconduct in this area? What
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practices have been most effective? Do you reserve the right to inspect/audit? Does the audit team differ
when auditing third parties versus organizational operations? What are some of the key steps taken to
terminate/unwind the relationship? What are some of the key reporting considerations (internal and
external to regulatory agencies)? What are the greatest challenges?

3. Self-Reporting to Regulators: What are the key criteria/drivers considered in making a
decision to self-report to a regulatory agency? Who is involved in the ultimate decision-process? What is
your role as CLO? What is the role of the Board? Who takes the lead in initiating reporting? Do you
request the opportunity to report in person, via phone, other? What are some of the key considerations in
determining whether an investigation of an allegation is ‘ripe’ to self-report? What are some of the
pitfalls/best practices in self-reporting strategies?

4. Disclosing to Auditors: What are the key considerations in determining whether an
allegation of potential misconduct/government inquiry into potential misconduct is appropriate/timely for
disclosure to auditors? What types of practices have you implemented in making and implementing these
disclosure decisions? Are these conversations or in writing? Is privilege protection a consideration?
What are some of the key challenges?

S. Enforcement; Deferred Prosecution/Non-Prosecution Agreements: What are some of
the strategies you’ve implemented or heard of in connection with successfully resolving enforcement
actions relating to bribery/corruption? What are the most important provisions to include in any
settlement/DPA/NPA? What are some of the most problematic provisions? What are the key steps to
take in the early phases of the self-reporting/strategic resolution discussions? What are the regulators
most concerned about? What types of remedial initiatives have they been most responsive to? When do
you think monitors are appropriate? How do you think they should be selected? What do you view as the
appropriate oversight of a DPA/NPA? What factors do you think the government considers most in
determining whether to enter into a DPA or NPA? Additional ideas on challenges/success factors/leading
practices in this area?
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No. 08-01

Date: January 15, 2008

Foreign Corrupt Practices Act Review
Opinion Procedure Release

The Department has reviewed the FCPA Opinion Procedure request and supporting materials,
dated January 2, 2008 (the “Request”), submitted by a United States issuer (the “Requestor”)
under the Foreign Corrupt Practices Act (“FCPA”) Opinion Procedure, 28 C.F.R. Part 80. The
facts and circumstances are as follows:

Qverview of the Request

The Requestor is a Delaware corporation with its principal place of business in the United States,
and an issuer within the meaning of the FCPA, 15 U.S.C. §§ 78dd-1, et seq. The Requestor has
requested that the Department of Justice issue an Opinion under the FCPA Opinion Procedure,
28 C.F.R. Part 80, stating its enforcement policy with respect to the prospective majority
investment by a wholly-owned foreign subsidiary of the Requestor in a foreign company that is
responsible for managing certain public services for a major foreign municipality. This
anticipated investment (the “Proposed Transaction”) is described more fully below.

The Requestor notes that the Proposed Transaction is a matter of significant importance and
urgency to the Requestor, this opportunity is highly valued, and delay by the Requestor in
committing to the Proposed Transaction will likely forever preclude its consummation.
Accordingly, the Requestor has asked that the Department of Justice consider this opinion
request on an expedited basis. The Department of Justice has agreed to and conducted expedited
TEVIEW.,

The Requestor: Background

The Requestor is a Fortune 500 company headquartered in the United States, located in over 35
countries, including the country at issue in this Request, and with worldwide annual revenues of
several billion dollars. The Requestor’s relevant business unit is one of the largest providers of
the relevant public services to governments worldwide.

The Investment Target and Other Relevant Parties
The Requestor has made the following representations regarding the operation and ownership of
the investment target company in the foreign country (the “Investment Target”) and certain

relevant parties:

Currently, the relevant public services for the foreign municipality are provided by the
Investment Target. The Investment Target currently is jointly owned by a government-owned
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entity of the foreign country (the “Foreign Government Owner”) and a foreign private company
(the “Foreign Private Company 1). A citizen of the foreign country (the “Investment Target
Chairman”) is the Chairman and formal legal representative of the Investment Target.

The Foreign Government Owner, historically, is the majority owner of the Investment Target and
currently holds a 56% ownership share in that company. The Foreign Government Owner’s
indirect majority parent is the foreign country’s governmental entity generally responsible for the
management, reform and restructuring of state-owned enterprises (the “State Enterprises
Management Entity”). In particular, the State Enterprises Management Entity is responsible for
determining from which state-owned companies the government should divest, and for
effectuating public offerings or sales of state-owned assets through another governmental entity
(the “State Enterprises Divestiture Entity”)." In addition to his role at the Investment Target, the
Investment Target Chairman is also the General Manager and formal legal representative of the
Foreign Government Owner.

Foreign Private Company 1, established under the laws of the foreign country, is the 44%
minority owner of the Investment Target. The controlling and ultimate beneficial owner, and the
formal legal representative, of Foreign Private Company 1 is a citizen of the foreign country (the
“Foreign Private Company Owner”). The Foreign Private Company Owner has substantial
business experience in the foreign municipality, and in particular, with the relevant public
services provided by the Investment Target. Foreign Private Company 1 has appointed the
Foreign Private Company Owner as its representative in the Investment Target. In this role, the
Foreign Private Company Owner holds the title of General Manager of the Investment Target.
However, the Foreign Private Company Owner is not an employee of the Investment Target and
receives no salary or other direct compensation from the Investment Target. Further, the Foreign
Private Company Owner has no other formal affiliation with the host country government other
than through his involvement in the Investment Target as its General Manager.

The Investment Target Divestiture and The Requestot’s Business Opportunity
In its Request, the Requestor has described the origin of the investment opportunity as follows:

Some time prior to November 2007, the Foreign Government Owner and the State Enterprises
Management Entity determined to divest the host country government’s interest in the
Investment Target and, thus, fully privatize the business. Around November 2007, the Foreign
Government Owner received formal approval of the State Enterprises Management Entity for
such divestiture and, as required under foreign law, the public bid process managed by the State
Enterprises Divestiture Entity was initiated for the purpose of selling the entirety of the Foreign
Government Owner’s 56% share in the Investment Target. Pursuant to the host country
government’s regulations, the bids themselves were subject to review by the State Enterprises

" The State Enterprises Divestiture Entity is also owned and controlled by the State Enterprises
Management Entity.
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Divestiture Entity, the Foreign Government Owner, and the Foreign Government Owner’s direct
parent corporations. The Foreign Government Owner and its direct corporate parents have final
authority to select and approve a final bid.?

After the announcement of the planned divestiture of the Investment Target shares, the Requestor
engaged in substantial discussions with the Foreign Private Company Owner regarding the
potential entrée of the Requestor into the market for the relevant public services in the foreign
country. The Requestor determined that a potential controlling investment in the Investment
Target presented an opportunity for a long-term, high-yield return of revenue and profit, and,
perhaps more importantly, could provide an unparalleled competitive advantage by securing a
foothold for the Requestor in the regional markets generally.

Prior Negotiations

The Requestor has made the following representations regarding the Requestor’s prior
negotiations with the Foreign Private Company Owner regarding the Investment Target, and the
Requestor’s identification of, and responses to, FCPA concerns identified in connection with the
Proposed Transaction:

In late 2005, the Requestor was first contacted by the Investment Target’s representatives who
were searching for a foreign investor with relevant expertise. In approximately June 2006, the
Requestor began direct discussions with the Foreign Private Company Owner in connection with
a possible joint venture through which the Requestor would purchase a controlling interest in the
Investment Target following the government’s anticipated sale of its portion of the entity. The
parties considered a scenario whereby: (1) the Foreign Private Company Owner (through a new
company controlled and beneficially owned by him, the “Foreign Private Company 2”) would
obtain 100% ownership of the Investment Target by bidding on and hopefully obtaining the
Foreign Government Owner’s shares of the Investment Target through the State-sponsored sale,
and by transferring Foreign Private Company 1’s 44% interest to Foreign Private Company 2;
and (2) the Requestor would then purchase a controlling interest in the Investment Target from
Foreign Private Company 2.3 Thus, this transaction would result in the Requestor acquiring a
controlling interest in the Investment Target, while Foreign Private Company 2 and the Foreign
Private Company Owner would retain a minority ownership interest.

2 As described in more detail below, the bidding process is complete, but the divestiture has not yet
been finalized.

3From a long-term financial perspective, the Requestor valued the potential controlling interest in
the Investment Target at a significant premium above what the Requestor believed the Foreign
Government Owner’s shares would be sold for. Thus, the Requestor was prepared to purchase those
shares at a substantial premium above their initial public purchase price.

3

35 0f 105



ACC's 2008 Annual Meeting

The Requestor’s Initial FCPA Concerns and Due Diligence Efforts

The Requestor has represented the following with respect to the due diligence efforts undertaken
by it in connection with its potential purchase of a controlling interest in the Investment Target
from Foreign Private Company 2, and the Requestor’s assessment of the attendant FCPA risks:

Prior to executing a joint venture agreement with the Foreign Private Company Owner, the
Requestor conducted due diligence of the potential joint venture to assess, among other things,
potential FCPA-related risk. In conducting its due diligence, the Requestor understood that, as
General Manager of the Investment Target, a joint venture whose majority owner is a state-
owned company, the Foreign Private Company Owner would be considered a “foreign official”
for purposes of the FCPA, 15 U.S.C. § 78dd-1(f)(1)(A). Accordingly, the Requestor sought to
assure itself that any payment to the Foreign Private Company Owner for the Foreign Private
Company 2 shares of the Investment Target would not be in violation of the FCPA, and that the
Foreign Private Company Owner did not obtain those shares improperly under foreign law.

The due diligence conducted, none of which identified any negative information regarding the
Foreign Private Company Owner, Foreign Private Company 1, or the Investment Target,
including the following:

1. The Requestor commissioned a report on the Foreign Private Company Owner by a
reputable international investigative firm.

2. The Requestor retained a business consultant in the foreign municipality who provided
advice on possible due diligence procedures in the foreign country.

3. The Requestor commissioned International Company Profiles on the Investment Target
and Foreign Private Company 1 from the U.S. Commercial Service of the Commerce
Department.

4. The Requestor searched the names of all relevant persons and entities, including the
Foreign Private Company Owner, the Investment Target, and Foreign Private Company 1,
through the various services and databases accessible to the Requestor’s International
Trade Department -- including a private due diligence service -- to determine that no
relevant parties are included on lists of designated or denied persons, terrorist watches, or
similar designations.

5. The Requestor met with representatives of the U.S. Embassy in the foreign municipality
and learned that there were no negative records at the Embassy regarding any party to the
Proposed Transaction.

6. OQutside counsel conducted due diligence and issued a preliminary report. An updated
report is being prepared, and will be completed before closing the Proposed Transaction.

Informed. In-house. Indispensable.

7. An outside forensic accounting firm has prepared a preliminary due diligence report and a
final report is being prepared, and will be completed before closing the Proposed
Transaction.

8. A second law firm has reviewed the due diligence.

The Requestor identified two principal FCPA-related risks to be addressed prior to its
consummation of the Proposed Transaction. First, the Requestor originally believed that, as
General Manager of the Investment Target, the Foreign Private Company Owner was subject to
foreign certain foreign privatization regulations {the “privatization regulations™), and as such he
could only legally participate in the purchase of the Foreign Government Owner’s sale of its
shares in the Investment Target if his ownership interests in Foreign Private Company 1 and
Foreign Private Company 2 were adequately disclosed to the Foreign Government Owner and its
State-owned parent organizations. Second, the Requestor believed that, as General Manager of
the Investment Target, the Foreign Private Company Owner was legally prohibited from acting
on corporate opportunities — for example, realizing the purchase price premium from the
Requestor for the Investment Target shares — that arguably belonged to a government-owned
entity (i.e., the Foreign Government Owner), without first seeking approval from the Foreign
Government Qwner.

When presented with these issues by the Requestor in September 2007, the Foreign Private
Company Owner, through counsel, declined to make or accede to disclosures to the Foreign
Govemment Owner and its corporate parents regarding his various roles and beneficial interests
for the stated reasons that in the foreign country it was neither necessary nor customary to do so.
In addition, the Foreign Private Company Owner declined to disclose to the Foreign Government
Owner and its corporate parents information concerning the premium the Requestor would agree
to pay for the proposed controlling stake in the Investment Target. At the time, the Foreign
Private Company Owner informed the Requestor that its disclosure requests were inconsistent
with business practices in the foreign country and that compstitive concerns prevented him from
agreeing to disclose to the Foreign Government Owner and its corporate parents his bid price on
the Investment Target or the spread between his bid and the price for which the Requestor would
agree to purchase the controlling interest in the Investment Target.

Also at that time, the Requestor believed that the Foreign Private Company Owner’s bid for the
government-owned shares in the Investment Target had been accepted and that the State
Enterprises Divestiture Entity-run sale of those shares would be finalized in the immediate
future. In light of the Foreign Private Company Owner’s reluctance to make what the Requestor
believed were necessary disclosures, and because it did not appear to the Requestor that post-sale
disclosures would be sufficient to bring the Foreign Private Company Owner’s acquisition within
the strictures of the foreign country’s laws, the Requestor decided to abandon the proposed joint
venture and so informed the Foreign Private Company Owner.
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Resumption of Negotiations and Renewed FCPA Due Diligence

The Requestor has stated the following with respect to the facts and circumstances of the
Requestor’s resumption of negotiations with the Foreign Private Company Owner and additional
due diligence efforts undertaken by the Requestor:

After a period of approximately three weeks, on or about November 1, 2007, the Foreign Private
Company Owner requested that the Requestor renew negotiations of the Proposed Transaction.
Without engaging the Foreign Private Company Owner in substantive negotiations, the
Requestor first reiterated its concern over disclosure and the Foreign Private Company Owner’s
compliance with the privatization regulations. The Foreign Private Company Owner still resisted
such disclosure, but also indicated his belief that, based on a conversation he had with an
attorney at the State Enterprises Divestiture Entity (the “Divestiture Entity Lawyer”), the
privatization regulations did not apply to him because he was not a paid manager of the
Investment Target, but rather a voluntary minority-owner representative at the Investment Target
with no real control over that entity. In response, prior to agreeing to renew negotiations of the
Proposed Transaction, the Requestor sought to conduct additional due diligence to determine
whether, or to what extent, its initial analysis of the application of the privatization regulations
had been incorrect as to the Foreign Private Company Owner, and to verify his claims as to both
the facts of his involvement at the Investment Target and the foreign law ramifications of the
same. The Foreign Private Company Owner did not object to the Requestor’s pursuit of these
additional due diligence steps.

As part of that additional due diligence, the Requestor learned from the State Enterprises
Divestiture Entity officials that although the Foreign Private Company Owner’s bid for the
Investment Target shares had been accepted by the Foreign Government Owner, the State
Enterprises Divestiture Entity, and the State Enterprises Management Entity,” the Foreign Private
Company Owner was providing the purchase money in installments and that, therefore, his
purchase of the Investment Target had not yet been consummated. The Requestor viewed this
fact as an opportunity to take affirmative steps as part of its additional due diligence to disclose,
prior to finalization of the sale, The Foreign Private Company Owner’s beneficial ownership
interest in Foreign Private Company 1 and Foreign Private Company 2 to legal representatives
and high-ranking officials of relevant government-owned entities. The Foreign Private Company
Owner did not object to the Requestor’s disclosures to government-owned entities regarding his
role and the Proposed Transaction.

Thereafter, the Requestor met with various high-ranking relevant government officials,
confirmed certain information, and made certain disclosures (both orally and in writing). First,
the Requestor’s representatives met with a senior official in the State Enterprises Divestiture
Entity (the “Divestiture Entity Senior Official’), who explained that the State Enterprises

% The State Enterprises Divestiture Entity officials informed the Requestor that the Foreign Private
Company Owner had submitted the only bid.
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Divestiture Entity is responsible for managing the sales of government-owned assets, and that it
reports to the State Enterprises Management Entity. As part of a State-owned asset sale, the
State Enterprises Divestiture Entity is responsible for reviewing the forms required to be filed by
the seller, including reviewing paperwork for purposes of determining compliance with the
privatization regulations. The Requestor’s representatives disclosed to the Divestiture Entity
Senior Official that: (1) the Requestor had been negotiating with the Foreign Private Company
Owner for over a year to purchase a majority interest in the Investment Target; (2) the Foreign
Private Company Owner was in the process of buying the Foreign Government Owner shares in
the Investment Target through a the State Enterprises Divestiture Entity-run State asset sale; (3)
the Foreign Private Company Owner is the current minority beneficial shareholder of the
Investment Target and is the General Manager of the Investment Target; and (4) the Requestor is
offering the Foreign Private Company Owner a very substantial price premium over the price the
Foreign Private Company Owner has agreed to pay for the Foreign Government Owner’s shares
of the Investment Target. During the meeting, the Divestiture Entity Senior Official expressed
no reservations about the appropriateness of the Proposed Transaction and commented
specifically that the premium described would not be unusual or unexpected. Subsequent to this
meeting, the Requestor reiterated these disclosures by letter to the Divestiture Entity Senior
Official.

Soon thereafter, the Requestor’s representatives met with a lawyer for the State Enterprises
Divestiture Entity (the “Divestiture Entity Lawyer”) and disclosed the same details of the
Proposed Transaction as had been relayed to the Divestiture Entity Senior Official. The
Divestiture Entity Lawyer explained that the Foreign Private Company Owner had been selected
as the winning bidder in the Investment Target tender, but that the Foreign Private Company
Owner was making payments for the tendered shares in installments and that, as such, the sale
and transfer of shares was not complete. Further, the Divestiture Entity Lawyer explained that
the State Enterprises Divestiture Entity reviewed the Foreign Private Company Owner’s bid in
light of potential restrictions under the privatization regulations when the bid process formally
began in September 2007, and that the State Enterprises Divestiture Entity had determined that
the Foreign Private Company Owner was not a government official for purposes of those
regulations because the Foreign Private Company Owner served as General Manager of the
Investment Target only in his capacity as the representative of the minority, private owners of the
Investment Target shares. The Divestiture Entity Lawyer represented that he personally had
confirmed this interpretation of the privatization regulations with a senior official with the State
Enterprises Divestiture Entity department responsible for ensuring that the public tender process
is run consistent with the State Enterprises Divestiture Entity’s procedures. Subsequent to this
meeting, via letter to the Divestiture Entity Lawyer, the Requestor reiterated the disclosures noted
above.

That same date, representatives of the Requestor met with the Investment Target Chairman. The
Foreign Private Company Owner also attended this meeting. The Requestor disclosed to the
Investment Target Chairman the same details of the Proposed Transaction as had been relayed to
the Divestiture Entity Senior Official and the Divestiture Entity Lawyer. Specifically, the
Requestor inquired whether the Investment Target Chairman was aware of the Foreign Private

7
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Company Owner’s various roles in the Investment Target and Foreign Private Companies 1 and
2, whether the Investment Target Chairman believed the privatization regulations applied to and
precluded the Foreign Private Company Owner’s participation, and whether the Investment
Target Chairman was aware of the substantial premium the Requestor was prepared to offer the
Foreign Private Company Owner. The Investment Target Chairman indicated that: (1) he was
previously aware of the Foreign Private Company Owner’s role as General Manager and minority
shareholder of the existing joint venture; (2) he was previously aware of the Foreign Private
Company Owner’s role as the shareholder of the acquiring entity (Foreign Private Company 2);
(3) he did not believe that the privatization regulations applied to the Foreign Private Company
Owner in this context because he, the Investment Target Chairman, was the Senior Manager at
the Investment Target, and not the Foreign Private Company Owner; and (4) he understood that
the Requestor would pay a substantial premium for the Investruent Target shares, and he had no
objections.” Subsequent to this meeting, by letter to the Investment Target Chairman, the
Requestor reiterated the oral disclosures and confirmed the substance of the parties’ discussions.

Finally, representatives of the Requestor met with staff members of the State Enterprises
Divestiture Entity and a supervisor in the State-Owned Asset Department of the State Enterprises
Divestiture Entity. The Requestor’s representatives disclosed to these officials the same details
of the Proposed Transaction as had been relayed in each of the prior meetings described above.
One staff member explained that her department at the State Enterprises Divestiture Entity was
responsible for determining whether restrictions under the privatization regulations were
implicated in the context of proposed sales of State-owned assets. She further explained that
pursuant to the State Enterprises Management Entity definitions under privatization regulations,
those regulations only apply to “Senior Managers,” who are defined as an employee of a State-
owned enterprise or an individual assigned by the government to work on behalf of a joint
venture owned in part by the government. Based on the Requestor’s representation that the
Foreign Private Company Owner was the General Manager of the Investment Target, appointed
as the minority-owner’s representative, one staff member indicated that the Foreign Private
Company Owner would not be considered a manager of sufficient authority to come within the
privatization regulations because the Foreign Private Company Owner’s position at the
Investment Target did not convey any state or government status to him.® After reviewing the
official State Enterprises Divestiture Entity files relating to the Investment Target tender, the staff
member confirmed that the State Enterprises Divestiture Entity had explicitly determined that the
privatization regulations do not apply to the Foreign Private Company Owner because he is not a

® The Investment Target Chairman further explained that the government’s decision to divest its
shares of the Investment Target was made by the State Enterprises Management Entity, and that the
decision was approved by the Foreign Government QOwner’s board.

® She further explained that the seller — here the Foreign Government Owner ~ was required to
identify the Senior Managers of the government-owned entity being sold in its tender application to
the State Enterprises Divestiture Entity.
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government official within the meaning of those regulations, despite his status as the General
Manager of The Investment Target.” The supervisor in the State-Owned Asset Department of the
State Enterptises Divestiture Entity, who was the contact person and coordinator of the Foreign
Government Owner share sale, concurred with this interpretation of the privatization regulations.
Subsequent to this meeting, the Requester sent a letter to one of the staff members reiterating the
same basic disclosures noted above, and specifically confirming the State Enterprises Divestiture
Entity’s determination that the privatization regulations do not apply to the Foreign Private
Company Owner.

Revised FCPA Considerations

Despite the initial FCPA risks identified by the Requestor, and the Foreign Private Company
Owner’s initial reluctance to make disclosures believed at that time necessary to alleviate those
risks, based on the Requestor’s original FCPA due diligence efforts together with its additional
due diligence efforts described above, the Requestor has stated that it is prepared to proceed with
the Proposed Transaction.

‘While the Requestor believes that the Foreign Private Company Owner is likely considered a
“foreign official” under the FCPA, at least during the period when the Investment Target remains
a government-owned entity and he is the General Manager of that entity, the Requestor notes and
represents the following:

The Foreign Private Company Owner is purchasing the Investment Target shares without
financial assistance from the Requestor. As represented by high-ranking officials at the State
Enterprises Divestiture Entity, the Foreign Private Company Owner must provide the entirety of
the funds required to purchase the Investment Target shares prior to finalization of the purchase.
The Foreign Private Company Owner is in the process of doing so, through instaliment
payments, without the assistance of the Requestor, A necessary and explicit predicate to the
Requestor’s participation in the Proposed Transaction is Foreign Private Company 2’s full and
legal ownership of 100% of the Investment Target. Thus, the Requestor will not close the
Proposed Transaction until the Foreign Private Company Owner’s purchase of the Foreign
Government Owner’s shares of the Investment Target shares is complete. Further, the Requestor
has not made, and warrants that it will not make, any direct or indirect payment to the Foreign
Private Company Owner to make possible his intended purchase of those shares.

The Requestor will make no extra or unjustified payments to the Foreign Private Company
Owner. The Requestor confirms that it has not made any payments to the Foreign Private
Company Owner to date. The Requestor further warrants that, in connection with the Proposed
Transaction, it will not pay the Foreign Private Company Owner anything other than the agreed-

" The Requestor’s outside counsel has consulted with attorneys in its office in the host country
who have confirmed that the determination whether a manager of a State-controlled enterprise is
a covered person under the privatization regulations is within the discretion of the State
Enterprises Divestiture Entity.
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upon purchase price for the Investment Target shares, and reasonable fees in connection with the
Foreign Private Company Owner’s actual involvement in the management of the Investment
Target joint venture as set out in the final joint venture agreement. The Foreign Private
Company Owner has also assured the Requestor that he will not use any payments from the
Requestor to pay government officials, and the Foreign Private Company Owner will be required
to guarantee as much within the documentation of the Proposed Transaction.

The Requestor will make no payments to any other foreign officials. The Requestor
believes, after reasonable inquiry, that no investor of Foreign Private Company 2 from whom the
Requestor would purchase shares in the Investment Target, with the exception of the Foreign
Private Company Owner, is a foreign official. Moreover, after reasonable inquiry, no owner,
officer, director, consultant, representative or agent of Foreign Private Company 2, or close
relative of the Foreign Private Company Owner, is known to be a foreign official. Further, under
the joint venture agreement, the Foreign Private Company Owner will be required to inform the
Requestor of any instances where the government status of those individuals changes.

The premium between the Foreign Private Company Owner’s purchase price of the
Investment Target shares and the Requestor’s purchase price is justified based on
legitimate business considerations. The Requestor has confirmed through various due
diligence efforts, including conversations with high-ranking State Enterprises Divestiture Entity
officials, that: (1) the Foreign Private Company Owner’s bid price for the Investment Target
shares was appropriate; (2) valuation methodologies in the foreign country differ, sometimes
dramatically, from American valuation methodologies in that the foreign country valuations often
do not include future value calculations for assets such as the Investment Target shares; and thus,
(3) the Requestor’s valuation and purchase of the Investment Target shares at a substantial
premium over the Foreign Private Company Owner’s purchase price is justified based on
legitimate business considerations.® Lastly, in connection with and as an essential condition of
the Proposed Transaction, the Requestor is receiving valuable concessions in the revised joint
venture agreement which include, but are not limited to, services and hardware supply contracts
between the joint venture and the Requestor’s foreign subsidiary, a preferred return, and effective
control of the joint venture board and appointment of all senior management.

The Foreign Private Company Owner’s status as a “foreign official” will soon cease. The
Requestor believes that, upon finalization of the Foreign Private Company Owner’s purchase of
the Foreign Government Owner’s shares of the Investment Target, the Foreign Private Company
Owner could no longer be considered a “foreign official” under the FCPA. At that point, the
Requestor understands that the Foreign Private Company Owner will have no formal or actual
role with any government-owned entity, further decreasing any FCPA risk.

8 Further to this point, the Requestor warrants that its valuation of the controlling interest in the
Investment Target is based both on future anticipated revenue and profit streams from that
investment and the significant derivative financial benefits associated with the acquisition of a
competitively advantageous portion of the relevant regional public services market.

10
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The Foreign Private Company Owner’s purchase of the Foreign Government Owner’s
shares is lawful under the foreign country’s laws. The Requestor has learned that the State
Enterprises Divestiture Entity does not consider the Foreign Private Company Owner subject to
the privatization regulations. This interpretation was stated orally (and confirmed by the
Requestor in writing) by informed government officials specifically responsible for interpreting
the privatization regulations, and appears to reflect the official State Enterprises Divestiture
Entity determination on that issue. The conclusion apparently reflects the government’s
conclusion that the Foreign Private Company Owner is not a member of senior management for
purposes of the privatization regulations and he does not otherwise have government official
status by virtue of any other position he holds. The Requestor is not aware, after making
reasonable inquiry, of any other formal connection between the Foreign Private Company Owner
and the government aside from his current nominal role at the Investment Target. In light of
these facts, the Foreign Private Company Owner’s lack of practical control over any government
entity, and the government’s assertion that the Foreign Private Company Owner does not
represent its interests, the Requestor is prepared to proceed with the Proposed Transaction,

In pursuing the Proposed Transaction, the Foreign Private Company Owner is not illegally
or inappropriately acting on a corporate opportunity belonging to the joint venture. The
State Enterprises Management Entity and the Foreign Government Owner made the decision to
divest their shares in the Investment Target. As is required by law, the sale of State assets, in this
case the shares in the Investment Target owned by the Foreign Government Owner, was
conducted through the public tender process managed by the State Enterprises Divestiture Entity.
Prior to concluding that transaction, the existence of the discussions between the Requestor and
the Foreign Private Company Owner, his various roles and interests, and the details relating to
the Proposed Transaction — including the fact that the Requestor was offering the Foreign Private
Company Owner a substantial premium for a controlling interest in the Investment Target — were
disclosed to high level officials at the State Enterprises Divestiture Entity and the Foreign
Government Owner and its parent shareholders.

The State Enterprises Divestiture Entity officials also have been advised of the Proposed
Transaction, including the fact that the Foreign Private Company Owner will receive from the
Requestor a significant premium over the price at which he acquired the Investment Target, and
such officials have expressed no reservations about the Foreign Private Company Owner’s
participation, the premium he is to receive from the Requestor on his shares, or otherwise. Even
if the Foreign Private Company Owner was subject to the privatization regulations, disclosure
has now been made to the relevant government entities. In particular, the Requestor explicitly
informed high-ranking officials at the Investment Target, the Foreign Government Owner, and
the State Enterprises Divestiture Entity that: (1) the Foreign Private Company Owner was the
General Manager of the Investment Target; (2) the Foreign Private Company Owner was the
ultimate beneficial owner of Foreign Private Company 1 and Foreign Private Company 2; and (3)
the Foreign Private Company Owner, through Foreign Private Company 2, stood to receive a
substantial price premium from the Requestor for a portion of his shares in the Investment
Target. The government officials with whom the Requestor spoke expressed no reservations

11
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about the propriety of the Foreign Private Company Owner’s participation in and profit from the and Release can be relied upon by you only to the extent that the disclosure of facts and
Proposed Transaction. circumstances in your Request is accurate and complete and remains accurate and complete.

Additionally, this Opinion Letter and Release have no binding application on any party that did
Due Diligence Documentation and Contractual Provisions not join in the Request.

The Requestor has represented in its request that it has fully documented all of the due diligence
it conducted with regard to the Proposed Transaction, and will maintain such documentation in
the Requestor’s offices in the United States.

The Requestor has further represented that the Foreign Private Company Owner, as Chairman,
will provide a representation and warranty on behalf of Foreign Private Company 2 that: (1)
neither Foreign Private Company 2 nor its owners, directors, officers, employees, agents, or close
family members thereof, have made any payment directly or indirectly in violation of relevant
anti-corruption laws, including the FCPA; (2) no payment will be made in the future in violation
of relevant anti-corruption laws, including the FCPA; and (3) it has an ongoing obligation to
comply with relevant anti-corruption laws. The Requestor has further represented that under its
joint venture agreement with Foreign Private Company 2, the Requestor will have the right to
withhold payments to Foreign Private Company 2 and/or terminate the joint venture agreement
and dissolve the joint venture entity in the event of a breach of the agreement, including
violations of relevant anti-corruption laws. In addition, the agreement will contain provisions
providing for one party to buy out the other in the event of breach of the agreement.

Conclusion

Based upon all the facts and circumstances as represented by the Requestor, the Department does
not presently intend to take any enforcement action with respect to the Proposed Transaction, a
prospective majority investment by the Requestor in the Investment Target, an entity that would
be responsible for providing certain public services to a municipality in the host country.

This determination is based on several important factors. First, the Requestor conducted and
documented reasonable due diligence of the anticipated seller of privatized shares of the
Investment Target, with attention to both FCPA risks and compliance with local laws and
regulations, and will maintain such documentation in the United States. Second, the Requestor
required and obtained transparency through adequate disclosures to the relevant government
entities of the anticipated purchase at a significant premium from the Foreign Private Company
Owner of the majority of shares in the Investment Target, following the Foreign Private
Company Owner’s completion of his purchase of the Foreign Government Owner’s shares
through the public tender process. Third, the Requestor will obtain from the Foreign Private
Company Owner representations and warranties regarding past and future anti-corruption
compliance. And fourth, the Requestor will retain the contractual rights to discontinue its
business relationship with Foreign Private Company 2 in the event of breach of their joint
venture agreement, including violations of anti-corruption laws.

This Opinion, however, is subject to the following important caveats: the FCPA Opinion Letter

12 13

40 of 105



ACC's 2008 Annual Meeting

SCHEDULE D
COMPLIANCE CERTIFICATE

This certificate is delivered pursuant to Section 11.8 of the Distribution Agreement,

dated as of , 2008 (the “Distribution Agreement”), among

, a corporation organized under the laws of the State
of , USA (the “Company”), and , a corporation
organized under the laws of (the “Distributor”). Any

capitalized terms used herein, unless otherwise defined herein, shall have the meanings
assigned to such terms in the Distribution Agreement.

1, [insert name of certifying officer of Distributor], the
[insert title of certifying officer] of the Distributor, do

hereby certify as follows:

I am the duly qualified and acting [insert title
of certifying officer] of the Distributor, and as such I am familiar with the
Distributor’s business practices, accounting and records systems and I am qualified
to certify the information contained herein. I hereby confirm that the Distributor
and each of its sub-agents, sub-distributors, consultants, directors, officers,
employees, agents and representatives have, for the twelve (12) month period ended
December 31,20, complied in all respects with all applicable laws as required
by the Distribution Agreement, including without limitation Sections 11.1, 11.2,
11.3,11.4,11.5, 11.6 and 11.7 of the Distribution Agreement.

IN WITNESS THEREOF, I have hereunto subscribed my name as of this day of
20
Name:
Title:

Informed. In-house. Indispensable.

PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 745

Public Law 107-204
107th Congress

An Act
To protect investors by improving the accuracy and reliability of corporate disclosures  July 30, 2002
made pursuant to the securities laws, and for other purposes. MR 3763

Be it enacted by the Senate and House of Representatives of

the United States of America in Congress assembled, Sarbanes-Oxley
Act of 2002.

SECTION 1. SHORT TITLE; TABLE OF CONTENTS. Corporate

(a) SHORT TITLE.—This Act may be cited as the “Sarbanes- !esponsibility.

» 15 USC 7201

Oxley Act of 2002”. note.

(b) TABLE OF CONTENTS.—The table of contents for this Act
is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Definitions.
Sec. 3. Commission rules and enforcement.

TITLE I—PUBLIC COMPANY ACCOUNTING OVERSIGHT BOARD

Sec. 101. 5 istrati
Sec. 102. Registration with the Board.
Sec. 103. Auditing, quality control, and independence standards and rules.
Sec. 104. Inspections of registered public accounting firms.

Sec. 105. I igati and disciplinary p; di

Sec. 106. Foreign public accounting firms.

Sec. 107. Commission oversight of the Board.

Sec. 108. Accounting standards.

Sec. 109. Funding.

¢ provisions.

TITLE II—AUDITOR INDEPENDENCE

Sec. 201. Services outside the scope of practice of auditors.

Sec. 202. Preapproval requirements.

Sec. 203. Audit partner rotation.

Sec. 204. Auditor reports to audit committees.

Sec. 205. Conforming amendments.

Sec. 206. Conflicts of interest.

Sec. 207. Study of mandatory rotation of registered public accounting firms.
Sec. 208. Commission authority.

Sec. 209. Considerations by appropriate State regulatory authorities.

TITLE III—CORPORATE RESPONSIBILITY

Sec. 301. Public company audit committees.
Sec. 302. Corporate responsibility for financial reports.

Sec. 303. Improper influence on conduct of audits.

Sec. 304. Forfeiture of certain bonuses and profits.

Sec. 305. Officer and director bars and penalties.

Sec. 306. Insider trades during pension fund blackout periods.
Sec. 307. Rules of professional responsibility for attorneys.
Sec. 308. Fair funds for investors.

TITLE IV—ENHANCED FINANCIAL DISCLOSURES
Sec. 401. Disclosures in periodic reports.
Sec. 402. Enhanced conflict of interest provisions.

Sec. 403. Discl of tr involvin and principal stock-
holders.
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116 STAT. 746

15 USC 7201.

Sec.
Sec.
Sec.
Sec.
Sec.
Sec.

Sec.

Sec.
Sec.
Sec.
Sec.

Sec.
Sec.
Sec.
Sec: 704. Study of enforcement actions.

ec.

Sec.
. 802. Criminal penalties for altering documents.

. 803. Debts nondischargeable if incurred in violation of securities fraud laws.
. 804. Statute of limitations for securities fraud.

. 805. Review of Federal Sentencing Guidelines for obstruction of justice and ex-

Sec.
Sec.
Sec.

Sec.
Sec.

Sec.
Sec.

PUBLIC LAW 107-204—JULY 30, 2002

404. Management assessment of internal controls.

405. Exemption.

406. Code of ethics for senior financial officers.

407. Disclosure of audit committee financial expert.
408. Enhanced review of periodic disclosures by issuers.
409. Real time issuer disclosures.

TITLE V—ANALYST CONFLICTS OF INTEREST

501. Treatment of securities analysts by registered securities associations and
national securities exchanges.

TITLE VI—COMMISSION RESOURCES AND AUTHORITY

601. Authorization of appropriations.
602. Appearance and practice before the Commission.

603. Federal court authority to impose penny stock bars.

604. Qualifications of associated persons of brokers and dealers.

TITLE VII—STUDIES AND REPORTS

701. GAO study and report regarding lidation of public ing firms.
702. Commission study and report regarding credit rating agencies.
703. Study and report on violators and violations

705. Study of investment banks.
TITLE VIII—CORPORATE AND CRIMINAL FRAUD ACCOUNTABILITY
801. Short title.

tensive criminal fraud.

. 806. Protection for employees of publicly traded companies who provide evi-

dence of fraud.

. 807. Criminal 1 for d ding ders of publicly traded compa-

nies.
TITLE IX—WHITE-COLLAR CRIME PENALTY ENHANCEMENTS

. 901. Short title.
- 902. Attempts and conspiracies to commit criminal fraud offenses.

- 903. Criminal penalties for mail and wire fraud.

. 904. Criminal penalties for violations of the Employee Retirement Income Se-

curity Act of 1974.

. 905. to i ideli: relating to certain white-collar of-

fenses.

. 906. Corporate responsibility for financial reports.

TITLE X—CORPORATE TAX RETURNS

. 1001. Sense of the Senate regarding the signing of corporate tax returns by

chief executive officers.
TITLE XI—CORPORATE FRAUD AND ACCOUNTABILITY

1101. Short title.

1102. Tampering with a record or otherwise impeding an official proceeding.

1103. Temporary freeze authority for the Securities and Exchange Commis-
sion.

1104. d to the Federal Guideli

1105. Authority of the Commission to prohlblt persons from serving as officers
or directors.

1106. Increased criminal penalties under Securities Exchange Act of 1934.

1107. Retaliation against informants.

SEC. 2. DEFINITIONS.

(a) IN GENERAL.—In this Act, the following definitions shall

apply:

(1) APPROPRIATE STATE REGULATORY AUTHORITY.—The term
“appropriate State regulatory authority” means the State
agency or other authority responsible for the licensure or other
regulation of the practice of accounting in the State or States
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PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 747

having jurisdiction over a registered public accounting firm
or associated person thereof, with respect to the matter in
question.

(2) AUDIT.—The term “audit” means an examination of
the financial statements of any issuer by an independent public
accounting firm in accordance with the rules of the Board
or the Commission (or, for the period preceding the adoption
of applicable rules of the Board under section 103, in accordance
with then-applicable generally accepted auditing and related
standards for such purposes), for the purpose of expressing
an opinion on such statements.

(3) AuUDIT COMMITTEE.—The term “audit committee”
means—

(A) a committee (or equivalent body) established by
and amongst the board of directors of an issuer for the
purpose of overseeing the accounting and financial
reporting processes of the issuer and audits of the financial
statements of the issuer; and

(B) if no such committee exists with respect to an
issuer, the entire board of directors of the issuer.

(4) AuDIT REPORT.—The term “audit report” means a docu-
ment or other record—

(A) prepared following an audit performed for purposes
of compliance by an issuer with the requirements of the
securities laws; and

(B) in which a public accounting firm either—

(i) sets forth the opinion of that firm regarding

a financial statement, report, or other document; or

(ii) asserts that no such opinion can be expressed.

(5) BOARD.—The term “Board” means the Public Company
Accounting Oversight Board established under section 101.

(6) CoMmMISSION.—The term “Commission” means the Secu-
rities and Exchange Commission.

(7) IsSUER.—The term “issuer” means an issuer (as defined
in section 3 of the Securities Exchange Act of 1934 (15 U.S.C.
78¢)), the securities of which are registered under section 12
of that Act (15 U.S.C. 78l), or that is required to file reports
under section 15(d) (15 U.S.C. 780(d)), or that files or has
filed a registration statement that has not yet become effective
under the Securities Act of 1933 (15 U.S.C. 77a et seq.), and
that it has not withdrawn.

(8) NON-AUDIT SERVICES.—The term “non-audit services”
means any professional services provided to an issuer by a
registered public accounting firm, other than those provided
to an issuer in connection with an audit or a review of the
financial statements of an issuer.

(9) PERSON ASSOCIATED WITH A PUBLIC ACCOUNTING FIRM.—

(A) IN GENERAL.—The terms “person associated with
a public accounting firm” (or with a “registered public
accounting firm”) and “associated person of a public
accounting firm” (or of a “registered public accounting
firm”) mean any individual proprietor, partner, share-
holder, principal, accountant, or other professional
employee of a public accounting firm, or any other inde-
pendent contractor or entity that, in connection with the
preparation or issuance of any audit report—
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(i) shares in the profits of, or receives compensation
in any other form from, that firm; or

(ii) participates as agent or otherwise on behalf
of such accounting firm in any activity of that firm.

(B) EXEMPTION AUTHORITY.—The Board may, by rule,
exempt persons engaged only in ministerial tasks from
the definition in subparagraph (A), to the extent that the
Board determines that any such exemption is consistent
with the purposes of this Act, the public interest, or the
protection of investors.

(10) PROFESSIONAL STANDARDS.—The term “professional
standards” means—

(A) accounting principles that are—

(i) established by the standard setting body

described in section 19(b) of the Securities Act of 1933,

as amended by this Act, or prescribed by the Commis-

sion under section 19(a) of that Act (15 U.S.C. 17a(s))

or section 13(b) of the Securities Exchange Act of 1934

(15 U.S.C. 78a(m)); and

(ii) relevant to audit reports for particular issuers,
or dealt with in the quality control system of a par-
ticular registered public accounting firm; and

(B) auditing standards, standards for attestation
engagements, quality control policies and procedures, eth-
ical and competency standards, and independence stand-
ards (including rules implementing title II) that the Board
or the Commission determines—

(i) relate to the preparation or issuance of audit
reports for issuers; and

(ii) are established or adopted by the Board under
section 103(a), or are promulgated as rules of the

Commission.

(11) PUBLIC ACCOUNTING FIRM.—The term “public
accounting firm” means—

(A) a proprietorship, partnership, incorporated associa-
tion, corporation, limited liability company, limited liability
partnership, or other legal entity that is engaged in the
practice of public accounting or preparing or issuing audit
reports; and

(B) to the extent so designated by the rules of the
Board, any associated person of any entity described in
subparagraph (A).

(12) REGISTERED PUBLIC ACCOUNTING FIRM.—The term “reg-
istered public accounting firm” means a public accounting firm
registered with the Board in accordance with this Act.

(13) RULES OF THE BOARD.—The term “rules of the Board”
means the bylaws and rules of the Board (as submitted to,
and approved, modified, or amended by the Commission, in
accordance with section 107), and those stated policies, prac-
tices, and interpretations of the Board that the Commission,
by rule, may deem to be rules of the Board, as necessary
or appropriate in the public interest or for the protection of
investors.

(14) SECURITY.—The term “security” has the same meaning
as in section 3(a) of the Securities Exchange Act of 1934 (15
U.S.C. 78c(a)).
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(15) SECURITIES LAWS.—The term “securities laws” means
the provisions of law referred to in section 3(a)(47) of the
Securities Exchange Act of 1934 (15 U.S.C. 78c(a)(47)), as
amended by this Act, and includes the rules, regulations, and
orders issued by the Commission thereunder.

(16) STATE.—The term “State” means any State of the
United States, the District of Columbia, Puerto Rico, the Virgin
Islands, or any other territory or possession of the United
States.

(b) CONFORMING AMENDMENT.—Section 3(a)(47) of the Securi-
ties Exchange Act of 1934 (15 U.S.C. 78c(a)(47)) is amended by
inserting “the Sarbanes-Oxley Act of 2002,” before “the Public”.

SEC. 3. COMMISSION RULES AND ENFORCEMENT.

(a) REGULATORY ACTION.—The Commission shall promulgate
such rules and regulations, as may be necessary or appropriate
in the public interest or for the protection of investors, and in
furtherance of this Act.

(b) ENFORCEMENT.—

(1) IN GENERAL.—A violation by any person of this Act,
any rule or regulation of the Commission issued under this
Act, or any rule of the Board shall be treated for all purposes
in the same manner as a violation of the Securities Exchange
Act of 1934 (15 U.S.C. 78a et seq.) or the rules and regulations
issued thereunder, consistent with the provisions of this Act,
and any such person shall be subject to the same penalties,
and to the same extent, as for a violation of that Act or
such rules or regulations.

(2) INVESTIGATIONS, INJUNCTIONS, AND PROSECUTION OF
OFFENSES.—Section 21 of the Securities Exchange Act of 1934
(15 U.S.C. 78u) is amended—

(A) in subsection (a)(1), by inserting “the rules of the

Public Company Accounting Oversight Board, of which such

person is a registered public accounting firm or a person

associated with such a firm,” after “is a participant,”;
(B) in subsection (d)(1), by inserting “the rules of the

Public Company Accounting Oversight Board, of which such

person is a registered public accounting firm or a person

associated with such a firm,” after “is a participant,”;
(C) in subsection (e), by inserting “the rules of the

Public Company Accounting Oversight Board, of which such

person is a registered public accounting firm or a person

associated with such a firm,” after “is a participant,”; and

(D) in subsection (f), by inserting “or the Public Com-
pany Accounting Oversight Board” after “self-regulatory
organization” each place that term appears.

(3) CEASE-AND-DESIST PROCEEDINGS.—Section 21C(c)(2) of
the Securities Exchange Act of 1934 (15 U.S.C. 78u—3(c)(2))
is amended by inserting “registered public accounting firm (as
defined in section 2 of the Sarbanes-Oxley Act of 2002),” after
“government securities dealer,”.

(4) ENFORCEMENT BY FEDERAL BANKING AGENCIES.—Section
12(i) of the Securities Exchange Act of 1934 (15 U.S.C. 781(1)
is amended by—

(A) striking “sections 12,” each place it appears and
inserting “sections 10A(m), 12,”; and
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(B) striking “and 16,” each place it appears and
inserting “and 16 of this Act, and sections 302, 303, 304,
3?%)618‘1“0)’ 404, 406, and 407 of the Sarbanes-Oxley Act
0 .
(c) EFFECT ON COMMISSION AUTHORITY.—Nothing in this Act
or the rules of the Board shall be construed to impair or limit—

(1) the authority of the Commission to regulate the
accounting profession, accounting firms, or persons associated
fﬁth such firms for purposes of enforcement of the securities
aws;

(2) the authority of the Commission to set standards for
accounting or auditing practices or auditor independence,
derived from other provisions of the securities laws or the
rules or regulations thereunder, for purposes of the preparation
1and issuance of any audit report, or otherwise under applicable
aw; or

(3) the ability of the Commission to take, on the initiative
of the Commission, legal, administrative, or disciplinary action
against any registered public accounting firm or any associated
person thereof.

TITLE I—PUBLIC COMPANY
ACCOUNTING OVERSIGHT BOARD

SEC. 101. ESTABLISHMENT; ADMINISTRATIVE PROVISIONS.

(a) ESTABLISHMENT OF BOARD.—There is established the Public
Company Accounting Oversight Board, to oversee the audit of public
companies that are subject to the securities laws, and related mat-
ters, in order to protect the interests of investors and further
the public interest in the preparation of informative, accurate,
and independent audit reports for companies the securities of which
are sold to, and held by and for, public investors. The Board shall
be a body corporate, operate as a nonprofit corporation, and have
succession until dissolved by an Act of Congress.

(b) STATUS.—The Board shall not be an agency or establishment
of the United States Government, and, except as otherwise provided
in this Act, shall be subject to, and have all the powers conferred
upon a nonprofit corporation by, the District of Columbia Nonprofit
Corporation Act. No member or person employed by, or agent for,
the Board shall be deemed to be an officer or employee of or
agent for the Federal Government by reason of such service.

(c) DuTIES OF THE BOARD.—The Board shall, subject to action
by the Commission under section 107, and once a determination
is made by the Commission under subsection (d) of this section—

(1) register public accounting firms that prepare audit
reports for issuers, in accordance with section 102;

(2) establish or adopt, or both, by rule, auditing, quality
control, ethics, independence, and other standards relating to
the preparation of audit reports for issuers, in accordance with
section 103;

(3) conduct inspections of registered public accounting
firms, in accordance with section 104 and the rules of the
Board;

(4) conduct investigations and disciplinary proceedings con-
cerning, and impose appropriate sanctions where justified upon,

Informed. In-house. Indispensable.

PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 751

registered public accounting firms and associated persons of

such firms, in accordance with section 105;

(5) perform such other duties or functions as the Board
(or the Commission, by rule or order) determines are necessary
or appropriate to promote high professional standards among,
and improve the quality of audit services offered by, registered
public accounting firms and associated persons thereof, or other-
wise to carry out this Act, in order to protect investors, or
to further the public interest;

(6) enforce compliance with this Act, the rules of the Board,
professional standards, and the securities laws relating to the
preparation and issuance of audit reports and the obligations
and liabilities of accountants with respect thereto, by registered
public accounting firms and associated persons thereof, and

(7) set the budget and manage the operations of the Board
and the staff of the Board.

(d) CoMMISSION DETERMINATION.—The members of the Board
shall take such action (including hiring of staff, proposal of rules,
and adoption of initial and transitional auditing and other profes-
sional standards) as may be necessary or appropriate to enable
the Commission to determine, not later than 270 days after the
date of enactment of this Act, that the Board is so organized
and has the capacity to carry out the requirements of this title,
and to enforce compliance with this title by registered public
accounting firms and associated persons thereof. The Commission
shall be responsible, prior to the appointment of the Board, for
the planning for the establishment and administrative transition
to the Board’s operation.

(e) BOARD MEMBERSHIP.—

(1) CoMPOSITION.—The Board shall have 5 members,
appointed from among prominent individuals of integrity and
reputation who have a demonstrated commitment to the
interests of investors and the public, and an understanding
of the responsibilities for and nature of the financial disclosures
required of issuers under the securities laws and the obligations
of accountants with respect to the preparation and issuance
of audit reports with respect to such disclosures.

(2) LIMITATION.—Two members, and only 2 members, of
the Board shall be or have been certified public accountants
pursuant to the laws of 1 or more States, provided that, if
1 of those 2 members is the chairperson, he or she may not
have been a practicing certified public accountant for at least
5 years prior to his or her appointment to the Board.

(3) FULL-TIME INDEPENDENT SERVICE.—Each member of the
Board shall serve on a full-time basis, and may not, concurrent
with service on the Board, be employed by any other person
or engage in any other professional or business activity. No
member of the Board may share in any of the profits of,
or receive payments from, a public accounting firm (or any
other person, as determined by rule of the Commission), other
than fixed continuing payments, subject to such conditions as
the Commission may impose, under standard arrangements
for the retirement of members of public accounting firms.

(4) APPOINTMENT OF BOARD MEMBERS.—

(A) INITIAL BOARD.—Not later than 90 days after the
date of enactment of this Act, the Commission, after con-
sultation with the Chairman of the Board of Governors
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of the Federal Reserve System and the Secretary of the

Treasury, shall appoint the chairperson and other initial

members of the Board, and shall designate a term of service

for each.

(B) VACANCIES.—A vacancy on the Board shall not
affect the powers of the Board, but shall be filled in the
same manner as provided for appointments under this
section.

(5) TERM OF SERVICE.—

(A) IN GENERAL.—The term of service of each Board
member shall be 5 years, and until a successor is appointed,
except that—

(i) the terms of office of the initial Board members

(other than the chairperson) shall expire in annual

increments, 1 on each of the first 4 anniversaries of

the initial date of appointment; and

(ii) any Board member appointed to fill a vacancy
occurring before the expiration of the term for which
the predecessor was appointed shall be appointed only
for the remainder of that term.

(B) TERM LIMITATION.—No person may serve as a
member of the Board, or as chairperson of the Board,
for more than 2 terms, whether or not such terms of
service are consecutive.

(6) REMOVAL FROM OFFICE.—A member of the Board may
be removed by the Commission from office, in accordance with
section 107(d)(3), for good cause shown before the expiration
of the term of that member.

(f) POWERS OF THE BOARD.—In addition to any authority

granted to the Board otherwise in this Act, the Board shall have
the power, subject to section 107—

Contracts.

(1) to sue and be sued, complain and defend, in its corporate
name and through its own counsel, with the approval of the
Commission, in any Federal, State, or other court;

(2) to conduct its operations and maintain offices, and
to exercise all other rights and powers authorized by this Act,
in any State, without regard to any qualification, licensing,
or other provision of law in effect in such State (or a political
subdivision thereof);

(3) to lease, purchase, accept gifts or donations of or other-
wise acquire, improve, use, sell, exchange, or convey, all of
or an interest in any property, wherever situated;

(4) to appoint such employees, accountants, attorneys, and
other agents as may be necessary or appropriate, and to deter-
mine their qualifications, define their duties, and fix their
salaries or other compensation (at a level that is comparable
to private sector self-regulatory, accounting, technical, super-
visory, or other staff or management positions);

(5) to allocate, assess, and collect accounting support fees
established pursuant to section 109, for the Board, and other
fees and charges imposed under this title; and

(6) to enter into contracts, execute instruments, incur liabil-
ities, and do any and all other acts and things necessary,
appropriate, or incidental to the conduct of its operations and
the exercise of its obligations, rights, and powers imposed or
granted by this title.
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(g) RULES OF THE BOARD.—The rules of the Board shall, subject
to the approval of the Commission—

(1) provide for the operation and administration of the
Board, the exercise of its authority, and the performance of
its responsibilities under this Act;

(2) permit, as the Board determines necessary or appro-
priate, delegation by the Board of any of its functions to an
individual member or employee of the Board, or to a division
of the Board, including functions with respect to hearing, deter-
mining, ordering, certifying, reporting, or otherwise acting as
to any matter, except that—

(A) the Board shall retain a discretionary right to
review any action pursuant to any such delegated function,
upon its own motion;

(B) a person shall be entitled to a review by the Board
with respect to any matter so delegated, and the decision
of the Board upon such review shall be deemed to be
the action of the Board for all purposes (including appeal
or review thereof); and

(C) if the right to exercise a review described in
subparagraph (A) is declined, or if no such review is sought
within the time stated in the rules of the Board, then
the action taken by the holder of such delegation shall
for all purposes, including appeal or review thereof, be
deemed to be the action of the Board;

(3) establish ethics rules and standards of conduct for Board
members and staff, including a bar on practice before the
Board (and the Commission, with respect to Board-related mat-
ters) of 1 year for former members of the Board, and appropriate
pel('iiods (not to exceed 1 year) for former staff of the Board;
an

(4) provide as otherwise required by this Act.

(h) ANNUAL REPORT TO THE COMMISSION.—The Board shall
submit an annual report (including its audited financial statements)
to the Commission, and the Commission shall transmit a copy
of that report to the Committee on Banking, Housing, and Urban
Affairs of the Senate, and the Committee on Financial Services
of the House of Representatives, not later than 30 days after the
date of receipt of that report by the Commission.

SEC. 102. REGISTRATION WITH THE BOARD.

(a) MANDATORY REGISTRATION.—Beginning 180 days after the
date of the determination of the Commission under section 101(d),
it shall be unlawful for any person that is not a registered public
accounting firm to prepare or issue, or to participate in the prepara-
tion or issuance of, any audit report with respect to any issuer.

(b) APPLICATIONS FOR REGISTRATION.—

(1) FORM OF APPLICATION.—A public accounting firm shall
use such form as the Board may prescribe, by rule, to apply
for registration under this section.

(2) CONTENTS OF APPLICATIONS.—Each public accounting
firm shall submit, as part of its application for registration,
in such detail as the Board shall specify—

(A) the names of all issuers for which the firm prepared
or issued audit reports during the immediately preceding
calendar year, and for which the firm expects to prepare
or issue audit reports during the current calendar year;

Deadline.
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(B) the annual fees received by the firm from each
such issuer for audit services, other accounting services,
and non-audit services, respectively;

(C) such other current financial information for the
most recently completed fiscal year of the firm as the
Board may reasonably request;

(D) a statement of the quality control policies of the
firm for its accounting and auditing practices;

(E) a list of all accountants associated with the firm
who participate in or contribute to the preparation of audit
reports, stating the license or certification number of each
such person, as well as the State license numbers of the
firm itself;

(F) information relating to criminal, civil, or adminis-
trative actions or disciplinary proceedings pending against
the firm or any associated person of the firm in connection
with any audit report;

(G) copies of any periodic or annual disclosure filed
by an issuer with the Commission during the immediately
preceding calendar year which discloses accounting dis-
agreements between such issuer and the firm in connection
with an audit report furnished or prepared by the firm
for such issuer; and

(H) such other information as the rules of the Board
or the Commission shall specify as necessary or appropriate
in the public interest or for the protection of investors.
(3) CONSENTS.—Each application for registration under this

subsection shall include—

(A) a consent executed by the public accounting firm
to cooperation in and compliance with any request for
testimony or the production of documents made by the
Board in the furtherance of its authority and responsibil-
ities under this title (and an agreement to secure and
enforce similar consents from each of the associated persons
of the public accounting firm as a condition of their contin-
ueg employment by or other association with such firm);
an

(B) a statement that such firm understands and agrees
that cooperation and compliance, as described in the con-
sent required by subparagraph (A), and the securing and
enforcement of such consents from its associated persons,
in accordance with the rules of the Board, shall be a
condition to the continuing effectiveness of the registration
of the firm with the Board.

(c) ACTION ON APPLICATIONS.—

(1) TIMING.—The Board shall approve a completed applica-
tion for registration not later than 45 days after the date
of receipt of the application, in accordance with the rules of
the Board, unless the Board, prior to such date, issues a written
notice of disapproval to, or requests more information from,
the prospective registrant.

(2) TREATMENT.—A written notice of disapproval of a com-
pleted application under paragraph (1) for registration shall
be treated as a disciplinary sanction for purposes of sections
105(d) and 107(c).

(d) PERIODIC REPORTS.—Each registered public accounting firm
shall submit an annual report to the Board, and may be required
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to report more frequently, as necessary to update the information
contained in its application for registration under this section, and
to provide to the Board such additional information as the Board
or the Commission may specify, in accordance with subsection (b)(2).

(e) PUBLIC AVAILABILITY.—Registration applications and annual
reports required by this subsection, or such portions of such applica-
tions or reports as may be designated under rules of the Board,
shall be made available for public inspection, subject to rules of
the Board or the Commission, and to applicable laws relating to
the confidentiality of proprietary, personal, or other information
contained in such applications or reports, provided that, in all
events, the Board shall protect from public disclosure information
reasonably identified by the subject accounting firm as proprietary
information.

(f) REGISTRATION AND ANNUAL FEES.—The Board shall assess
and collect a registration fee and an annual fee from each registered
public accounting firm, in amounts that are sufficient to recover
the costs of processing and reviewing applications and annual
reports.

SEC. 103. AUDITING, QUALITY CONTROL, AND INDEPENDENCE STAND-
ARDS AND RULES.

(a) AUDITING, QUALITY CONTROL, AND ETHICS STANDARDS.—

(1) IN GENERAL.—The Board shall, by rule, establish,
including, to the extent it determines appropriate, through
adoption of standards proposed by 1 or more professional groups
of accountants designated pursuant to paragraph (3)(A) or
advisory groups convened pursuant to paragraph (4), and
amend or otherwise modify or alter, such auditing and related
attestation standards, such quality control standards, and such
ethics standards to be used by registered public accounting
firms in the preparation and issuance of audit reports, as
required by this Act or the rules of the Commission, or as
may be necessary or appropriate in the public interest or for
the protection of investors.

(2) RULE REQUIREMENTS.—In carrying out paragraph (1),
the Board—

(A) shall include in the auditing standards that it
adopts, requirements that each registered public accounting
firm shall—

(i) prepare, and maintain for a period of not less
than 7 years, audit work papers, and other information
related to any audit report, in sufficient detail to sup-
port the conclusions reached in such report;

(ii) provide a concurring or second partner review
and approval of such audit report (and other related
information), and concurring approval in its issuance,
by a qualified person (as prescribed by the Board)
associated with the public accounting firm, other than
the person in charge of the audit, or by an independent
reviewer (as prescribed by the Board); and

(iii) describe in each audit report the scope of
the auditor’s testing of the internal control structure
and procedures of the issuer, required by section
404(b), and present (in such report or in a separate
report)—
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(I) the findings of the auditor from such
testing;

(II) an evaluation of whether such internal
control structure and procedures—

(aa) include maintenance of records that
in reasonable detail accurately and fairly
reflect the transactions and dispositions of the
assets of the issuer;

(bb) provide reasonable assurance that
transactions are recorded as necessary to
permit preparation of financial statements in
accordance with generally accepted accounting
principles, and that receipts and expenditures
of the issuer are being made only in accord-
ance with authorizations of management and
directors of the issuer; and
(III) a description, at a minimum, of material

weaknesses in such internal controls, and of any
material noncompliance found on the basis of such
testing.

(B) shall include, in the quality control standards that

it adopts with respect to the issuance of audit reports,
requirements for every registered public accounting firm
relating to—

(i) monitoring of professional ethics and independ-
ence from issuers on behalf of which the firm issues
audit reports;

(ii) consultation within such firm on accounting
and auditing questions;

(iii) supervision of audit work;

(iv) hiring, professional development, and advance-
ment of personnel;

(v) the acceptance and continuation of engage-
ments;

(v1) internal inspection; and

(vii) such other requirements as the Board may
prescribe, subject to subsection (a)(1).

(3) AUTHORITY TO ADOPT OTHER STANDARDS.—

(A) IN GENERAL.—In carrying out this subsection, the

Board—

(i) may adopt as its rules, subject to the terms
of section 107, any portion of any statement of auditing
standards or other professional standards that the
Board determines satisfy the requirements of para-
graph (1), and that were proposed by 1 or more profes-
sional groups of accountants that shall be designated
or recognized by the Board, by rule, for such purpose,
pursuant to this paragraph or 1 or more advisory
groups convened pursuant to paragraph (4); and

(i) notwithstanding clause (i), shall retain full
authority to modify, supplement, revise, or subse-
quently amend, modify, or repeal, in whole or in part,
any portion of any statement described in clause (i).
(B) INITIAL AND TRANSITIONAL STANDARDS.—The Board

shall adopt standards described in subparagraph (A)(i) as
initial or transitional standards, to the extent the Board
determines necessary, prior to a determination of the

Informed. In-house. Indispensable.

PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 757

Commission under section 101(d), and such standards shall
be separately approved by the Commission at the time
of that determination, without regard to the procedures
required by section 107 that otherwise would apply to
the approval of rules of the Board.

(4) ADVISORY GROUPS.—The Board shall convene, or
authorize its staff to convene, such expert advisory groups
as may be appropriate, which may include practicing account-
ants and other experts, as well as representatives of other
interested groups, subject to such rules as the Board may
prescribe to prevent conflicts of interest, to make recommenda-
tions concerning the content (including proposed drafts) of
auditing, quality control, ethics, independence, or other stand-
ards required to be established under this section.

(b) INDEPENDENCE STANDARDS AND RULES.—The Board shall
establish such rules as may be necessary or appropriate in the
public interest or for the protection of investors, to implement,
or as authorized under, title II of this Act.

(c) COOPERATION WITH DESIGNATED PROFESSIONAL GROUPS OF
ACCOUNTANTS AND ADVISORY GROUPS.—

(1) IN GENERAL.—The Board shall cooperate on an ongoing
basis with professional groups of accountants designated under
subsection (a)(3)(A) and advisory groups convened under sub-
section (a)(4) in the examination of the need for changes in
any standards subject to its authority under subsection (a),
recommend issues for inclusion on the agendas of such des-
ignated professional groups of accountants or advisory groups,
and take such other steps as it deems appropriate to increase
the effectiveness of the standard setting process.

(2) BOARD RESPONSES.—The Board shall respond in a timely
fashion to requests from designated professional groups of
accountants and advisory groups referred to in paragraph (1)
for any changes in standards over which the Board has
authority.

(d) EVALUATION OF STANDARD SETTING PROCESS.—The Board
shall include in the annual report required by section 101(h) the
results of its standard setting responsibilities during the period
to which the report relates, including a discussion of the work
of the Board with any designated professional groups of accountants
and advisory groups described in paragraphs (3)(A) and (4) of sub-
section (a), and its pending issues agenda for future standard setting
projects.

SEC. 104. INSPECTIONS OF REGISTERED PUBLIC ACCOUNTING FIRMS.

(a) IN GENERAL.—The Board shall conduct a continuing pro-
gram of inspections to assess the degree of compliance of each
registered public accounting firm and associated persons of that
firm with this Act, the rules of the Board, the rules of the Commis-
sion, or professional standards, in connection with its performance
pf audits, issuance of audit reports, and related matters involving
1ssuers.

(b) INSPECTION FREQUENCY.—

(1) IN GENERAL.—Subject to paragraph (2), inspections
required by this section shall be conducted—
(A) annually with respect to each registered public
accounting firm that regularly provides audit reports for
more than 100 issuers; and
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(B) not less frequently than once every 3 years with
respect to each registered public accounting firm that regu-
larly provides audit reports for 100 or fewer issuers.

(2) ADJUSTMENTS TO SCHEDULES.—The Board may, by rule,
adjust the inspection schedules set under paragraph (1) if the
Board finds that different inspection schedules are consistent
with the purposes of this Act, the public interest, and the
protection of investors. The Board may conduct special inspec-
tions at the request of the Commission or upon its own motion.
(c) PROCEDURES.—The Board shall, in each inspection under

this section, and in accordance with its rules for such inspections—

(1) identify any act or practice or omission to act by the
registered public accounting firm, or by any associated person
thereof, revealed by such inspection that may be in violation
of this Act, the rules of the Board, the rules of the Commission,
the firm’s own quality control policies, or professional stand-
ards;

(2) report any such act, practice, or omission, if appropriate,
to the Commission and each appropriate State regulatory
authority; and

(3) begin a formal investigation or take disciplinary action,
if appropriate, with respect to any such violation, in accordance
with this Act and the rules of the Board.

(d) ConDpUCT OF INSPECTIONS.—In conducting an inspection
of a registered public accounting firm under this section, the Board
shall—

(1) inspect and review selected audit and review engage-
ments of the firm (which may include audit engagements that
are the subject of ongoing litigation or other controversy
between the firm and 1 or more third parties), performed at
various offices and by various associated persons of the firm,
as selected by the Board;

(2) evaluate the sufficiency of the quality control system
of the firm, and the manner of the documentation and commu-
nication of that system by the firm; and

(3) perform such other testing of the audit, supervisory,
and quality control procedures of the firm as are necessary
or appropriate in light of the purpose of the inspection and
the responsibilities of the Board.

(e) RECORD RETENTION.—The rules of the Board may require
the retention by registered public accounting firms for inspection
purposes of records whose retention is not otherwise required by
section 103 or the rules issued thereunder.

(f) PROCEDURES FOR REVIEW.—The rules of the Board shall
provide a procedure for the review of and response to a draft
inspection report by the registered public accounting firm under
inspection. The Board shall take such action with respect to such
response as it considers appropriate (including revising the draft
report or continuing or supplementing its inspection activities before
issuing a final report), but the text of any such response, appro-
priately redacted to protect information reasonably identified by
the accounting firm as confidential, shall be attached to and made
part of the inspection report.

(g) REPORT.—A written report of the findings of the Board
ﬁl? 1ﬁ){:h inspection under this section, subject to subsection (h),
shall be—
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(1) transmitted, in appropriate detail, to the Commission
and each appropriate State regulatory authority, accompanied
by any letter or comments by the Board or the inspector,
and any letter of response from the registered public accounting
firm; and

(2) made available in appropriate detail to the public (sub-
ject to section 105(b)(5)(A), and to the protection of such con-
fidential and proprietary information as the Board may deter-
mine to be appropriate, or as may be required by law), except
that no portions of the inspection report that deal with criti-
cisms of or potential defects in the quality control systems
of the firm under inspection shall be made public if those
criticisms or defects are addressed by the firm, to the satisfac-
tion of the Board, not later than 12 months after the date
of the inspection report.

(h) INTERIM COMMISSION REVIEW.—

(1) REVIEWABLE MATTERS.—A registered public accounting
firm may seek review by the Commission, pursuant to such
rules as the Commission shall promulgate, if the firm—

(A) has provided the Board with a response, pursuant
to rules issued by the Board under subsection (f), to the
substance of particular items in a draft inspection report,
and disagrees with the assessments contained in any final
report prepared by the Board following such response; or

(B) disagrees with the determination of the Board that
criticisms or defects identified in an inspection report have
not been addressed to the satisfaction of the Board within
12 months of the date of the inspection report, for purposes
of subsection (g)(2).

(2) TREATMENT OF REVIEW.—Any decision of the Commis-
sion with respect to a review under paragraph (1) shall not
be reviewable under section 25 of the Securities Exchange
Act of 1934 (15 U.S.C. 78y), or deemed to be “final agency
eéct'iion” for purposes of section 704 of title 5, United States

ode.

(3) TIMING.—Review under paragraph (1) may be sought
during the 30-day period following the date of the event giving
{is)e to the review under subparagraph (A) or (B) of paragraph

1).

SEC. 105. INVESTIGATIONS AND DISCIPLINARY PROCEEDINGS.

(a) IN GENERAL.—The Board shall establish, by rule, subject
to the requirements of this section, fair procedures for the investiga-
tion and disciplining of registered public accounting firms and asso-
ciated persons of such firms.

(b) INVESTIGATIONS.—

(1) AuTHORITY.—In accordance with the rules of the Board,
the Board may conduct an investigation of any act or practice,
or omission to act, by a registered public accounting firm,
any associated person of such firm, or both, that may violate
any provision of this Act, the rules of the Board, the provisions
of the securities laws relating to the preparation and issuance
of audit reports and the obligations and liabilities of account-
ants with respect thereto, including the rules of the Commission
issued under this Act, or professional standards, regardless
of how the act, practice, or omission is brought to the attention
of the Board.

15 USC 7215.
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(2) TESTIMONY AND DOCUMENT PRODUCTION.—In addition

to such other actions as the Board determines to be necessary
or appropriate, the rules of the Board may—

(A) require the testimony of the firm or of any person
associated with a registered public accounting firm, with
respect to any matter that the Board considers relevant
or material to an investigation;

(B) require the production of audit work papers and
any other document or information in the possession of
a registered public accounting firm or any associated person
thereof, wherever domiciled, that the Board considers rel-
evant or material to the investigation, and may inspect
the books and records of such firm or associated person
to verify the accuracy of any documents or information
supplied;

(C) request the testimony of, and production of any
document in the possession of, any other person, including
any client of a registered public accounting firm that the
Board considers relevant or material to an investigation
under this section, with appropriate notice, subject to the
needs of the investigation, as permitted under the rules
of the Board; and

(D) provide for procedures to seek issuance by the
Commission, in a manner established by the Commission,
of a subpoena to require the testimony of, and production
of any document in the possession of, any person, including
any client of a registered public accounting firm, that the
Board considers relevant or material to an investigation
under this section.

(3) NONCOOPERATION WITH INVESTIGATIONS.—

(A) IN GENERAL.—If a registered public accounting firm
or any associated person thereof refuses to testify, produce
documents, or otherwise cooperate with the Board in
connection with an investigation under this section, the
Board may—

(1) suspend or bar such person from being associ-
ated with a registered public accounting firm, or
require the registered public accounting firm to end
such association;

(ii) suspend or revoke the registration of the public
accounting firm; and

(iii) invoke such other lesser sanctions as the Board
considers appropriate, and as specified by rule of the
Board.

(B) PROCEDURE.—Any action taken by the Board under
t1}617s( garagraph shall be subject to the terms of section

c).

(4) COORDINATION AND REFERRAL OF INVESTIGATIONS.—

(A) COORDINATION.—The Board shall notify the
Commission of any pending Board investigation involving
a potential violation of the securities laws, and thereafter
coordinate its work with the work of the Commission’s
Division of Enforcement, as necessary to protect an ongoing
Commission investigation.

(B) REFERRAL.—The Board may refer an investigation
under this section—

(i) to the Commission;
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(ii) to any other Federal functional regulator (as
defined in section 509 of the Gramm-Leach-Bliley Act

(15 U.S.C. 6809)), in the case of an investigation that

concerns an audit report for an institution that is

subject to the jurisdiction of such regulator; and
(iii) at the direction of the Commission, to—
(I) the Attorney General of the United States;
d(II) the attorney general of 1 or more States;
an
(III) the appropriate State regulatory
authority.

(5) USE OF DOCUMENTS.—

(A) CONFIDENTIALITY.—Except as provided in subpara-
graph (B), all documents and information prepared or
received by or specifically for the Board, and deliberations
of the Board and its employees and agents, in connection
with an inspection under section 104 or with an investiga-
tion under this section, shall be confidential and privileged
as an evidentiary matter (and shall not be subject to civil
discovery or other legal process) in any proceeding in any
Federal or State court or administrative agency, and shall
be exempt from disclosure, in the hands of an agency
or establishment of the Federal Government, under the
Freedom of Information Act (5 U.S.C. 552a), or otherwise,
unless and until presented in connection with a public
proceeding or released in accordance with subsection (c).

(B) AVAILABILITY TO GOVERNMENT AGENCIES.—Without
the loss of its status as confidential and privileged in
the hands of the Board, all information referred to in
subparagraph (A) may—

(i) be made available to the Commission; and
(i1) in the discretion of the Board, when determined
by the Board to be necessary to accomplish the pur-
poses of this Act or to protect investors, be made avail-
able to—
(I) the Attorney General of the United States;
(II) the appropriate Federal functional regu-
lator (as defined in section 509 of the Gramm-
Leach-Bliley Act (15 U.S.C. 6809)), other than the
Commission, with respect to an audit report for
an institution subject to the jurisdiction of such
regulator;
(ITI) State attorneys general in connection with
any criminal investigation; and
IV) any appropriate State regulatory
authority,

each of which shall maintain such information as confiden-

tial and privileged.

(6) IMMUNITY.—Any employee of the Board engaged in
carrying out an investigation under this Act shall be immune
from any civil liability arising out of such investigation in
the same manner and to the same extent as an employee
of the Federal Government in similar circumstances.

(c) DISCIPLINARY PROCEDURES.—

(1) NOTIFICATION; RECORDKEEPING.—The rules of the Board

shall provide that in any proceeding by the Board to determine
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whether a registered public accounting firm, or an associated
person thereof, should be disciplined, the Board shall—

(A) bring specific charges with respect to the firm
or associated person;

(B) notify such firm or associated person of, and provide
to the firm or associated person an opportunity to defend
against, such charges; and

(C) keep a record of the proceedings.

(2) PUBLIC HEARINGS.—Hearings under this section shall
not be public, unless otherwise ordered by the Board for good
cause shown, with the consent of the parties to such hearing.

(3) SUPPORTING STATEMENT.—A determination by the Board
to impose a sanction under this subsection shall be supported
by a statement setting forth—

(A) each act or practice in which the registered public
accounting firm, or associated person, has engaged (or
omitted to engage), or that forms a basis for all or a
part of such sanction;

(B) the specific provision of this Act, the securities
laws, the rules of the Board, or professional standards
which the Board determines has been violated; and

(C) the sanction imposed, including a justification for
that sanction.

(4) SancTiOoNS.—If the Board finds, based on all of the
facts and circumstances, that a registered public accounting
firm or associated person thereof has engaged in any act or
practice, or omitted to act, in violation of this Act, the rules
of the Board, the provisions of the securities laws relating
to the preparation and issuance of audit reports and the obliga-
tions and liabilities of accountants with respect thereto,
including the rules of the Commission issued under this Act,
or professional standards, the Board may impose such discipli-
nary or remedial sanctions as it determines appropriate, subject
to applicable limitations under paragraph (5), including—

A) temporary suspension or permanent revocation of
registration under this title;

(B) temporary or permanent suspension or bar of a
person from further association with any registered public
accounting firm;

(C) temporary or permanent limitation on the activi-
ties, functions, or operations of such firm or person (other
than in connection with required additional professional
education or training);

(D) a civil money penalty for each such violation, in
an amount equal to—

(i) not more than $100,000 for a natural person
or $2,000,000 for any other person; and

(i) in any case to which paragraph (5) applies,
not more than $750,000 for a natural person or
$15,000,000 for any other person;

(E) censure;

(F) required additional professional education or
training; or

(G) any other appropriate sanction provided for in the
rules of the Board.
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(5) INTENTIONAL OR OTHER KNOWING CONDUCT.—The sanc-
tions and penalties described in subparagraphs (A) through
(C) and (D)(ii) of paragraph (4) shall only apply to—

(A) intentional or knowing conduct, including reckless
conduct, that results in violation of the apphcable statutory,
regulatory, or professional standard; or

(B) repeated instances of negligent conduct, each
resulting in a violation of the applicable statutory, regu-
latory, or professional standard.

(6) FAILURE TO SUPERVISE.—

(A) IN GENERAL.—The Board may impose sanctions
under this section on a registered accounting firm or upon
tﬁe supervisory personnel of such firm, if the Board finds
that—

(i) the firm has failed reasonably to supervise an
associated person, either as required by the rules of
the Board relating to auditing or quality control stand-
ards, or otherwise, with a view to preventing violations
of this Act, the rules of the Board, the provisions
of the securities laws relating to the preparation and
issuance of audit reports and the obligations and liabil-
ities of accountants with respect thereto, including the
rules of the Commission under this Act, or professional
standards; and

(ii) such associated person commits a violation of
this Act, or any of such rules, laws, or standards.
(B) RULE OF CONSTRUCTION.—No associated person of

a registered public accounting firm shall be deemed to

have failed reasonably to supervise any other person for

purposes of subparagraph (A), if—

(i) there have been established in and for that
firm procedures, and a system for applying such proce-
dures, that comply with applicable rules of the Board
and that would reasonably be expected to prevent and
de‘zlect any such violation by such associated person;
an

(ii) such person has reasonably discharged the
duties and obligations incumbent upon that person
by reason of such procedures and system, and had
no reasonable cause to believe that such procedures
and system were not being complied with.

(7) EFFECT OF SUSPENSION.—

(A) ASSOCIATION WITH A PUBLIC ACCOUNTING FIRM.—
It shall be unlawful for any person that is suspended
or barred from being associated with a registered public
accounting firm under this subsection willfully to become
or remain associated with any registered public accounting
firm, or for any registered public accounting firm that
knew, or, in the exercise of reasonable care should have
known, of the suspension or bar, to permit such an associa-
tion, without the consent of the Board or the Commission.

(B) ASSOCIATION WITH AN ISSUER.—It shall be unlawful
for any person that is suspended or barred from being
associated with an issuer under this subsection willfully
to become or remain associated with any issuer in an
accountancy or a financial management capacity, and for
any issuer that knew, or in the exercise of reasonable
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care should have known, of such suspension or bar, to

permit such an association, without the consent of the

Board or the Commission.

(d) REPORTING OF SANCTIONS.—

(1) RECIPIENTS.—If the Board imposes a disciplinary sanc-
tion, in accordance with this section, the Board shall report
the sanction to—

(A) the Commission;

(B) any appropriate State regulatory authority or any
foreign accountancy licensing board with which such firm
or person is licensed or certified; and

(C) the public (once any stay on the imposition of
such sanction has been lifted).

(2) CONTENTS.—The information reported under paragraph
(1) shall include—

(A) the name of the sanctioned person;

(B) a description of the sanction and the basis for
its imposition; and

(C) such other information as the Board deems appro-
priate.

(e) STAY OF SANCTIONS.—

(1) IN GENERAL.—Application to the Commission for review,
or the institution by the Commission of review, of any discipli-
nary action of the Board shall operate as a stay of any such
disciplinary action, unless and until the Commission orders
(summarily or after notice and opportunity for hearing on the
question of a stay, which hearing may consist solely of the
submission of affidavits or presentation of oral arguments) that
no such stay shall continue to operate.

(2) EXPEDITED PROCEDURES.—The Commission shall estab-
lish for appropriate cases an expedited procedure for consider-
ation and determination of the question of the duration of
a stay pending review of any disciplinary action of the Board
under this subsection.

SEC. 106. FOREIGN PUBLIC ACCOUNTING FIRMS.

(a) APPLICABILITY TO CERTAIN FOREIGN FIRMS.—

(1) IN GENERAL.—Any foreign public accounting firm that
prepares or furnishes an audit report with respect to any issuer,
shall be subject to this Act and the rules of the Board and
the Commission issued under this Act, in the same manner
and to the same extent as a public accounting firm that is
organized and operates under the laws of the United States
or any State, except that registration pursuant to section 102
shall not by itself provide a basis for subjecting such a foreign
public accounting firm to the jurisdiction of the Federal or
State courts, other than with respect to controversies between
such firms and the Board.

(2) BOARD AUTHORITY.—The Board may, by rule, determine
that a foreign public accounting firm (or a class of such firms)
that does not issue audit reports nonetheless plays such a
substantial role in the preparation and furnishing of such
reports for particular issuers, that it is necessary or appro-
priate, in light of the purposes of this Act and in the public
interest or for the protection of investors, that such firm (or
class of firms) should be treated as a public accounting firm
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(or firms) for purposes of registration under, and oversight

by the Board in accordance with, this title.

(b) PRODUCTION OF AUDIT WORKPAPERS.—

(1) CONSENT BY FOREIGN FIRMS.—If a foreign public
accounting firm issues an opinion or otherwise performs mate-
rial services upon which a registered public accounting firm
relies in issuing all or part of any audit report or any opinion
contained in an audit report, that foreign public accounting
firm shall be deemed to have consented—

(A) to produce its audit workpapers for the Board
or the Commission in connection with any investigation
by either body with respect to that audit report; and

(B) to be subject to the jurisdiction of the courts of
the United States for purposes of enforcement of any
request for production of such workpapers.

(2) CONSENT BY DOMESTIC FIRMS.—A registered public
accounting firm that relies upon the opinion of a foreign public
accounting firm, as described in paragraph (1), shall be
deemed—

(A) to have consented to supplying the audit
workpapers of that foreign public accounting firm in
response to a request for production by the Board or the
Commission; and

(B) to have secured the agreement of that foreign public
accounting firm to such production, as a condition of its
}r_eliance on the opinion of that foreign public accounting
rm.

(¢c) EXEMPTION AUTHORITY.—The Commission, and the Board,
subject to the approval of the Commission, may, by rule, regulation,
or order, and as the Commission (or Board) determines necessary
or appropriate in the public interest or for the protection of inves-
tors, either unconditionally or upon specified terms and conditions
exempt any foreign public accounting firm, or any class of such
firms, from any provision of this Act or the rules of the Board
or the Commission issued under this Act.

(d) DEFINITION.—In this section, the term “foreign public
accounting firm” means a public accounting firm that is organized
and operates under the laws of a foreign government or political
subdivision thereof.

SEC. 107. COMMISSION OVERSIGHT OF THE BOARD.

(a) GENERAL OVERSIGHT RESPONSIBILITY.—The Commission
shall have oversight and enforcement authority over the Board,
as provided in this Act. The provisions of section 17(a)(1) of the
Securities Exchange Act of 1934 (15 U.S.C. 78q(a)(1)), and of section
17(b)(1) of the Securities Exchange Act of 1934 (15 U.S.C. 78q(b)(1))
shall apply to the Board as fully as if the Board were a “registered
securities association” for purposes of those sections 17(a)(1) and
17(b)(1).

(b) RULES OF THE BOARD.—

(1) DEFINITION.—In this section, the term “proposed rule”
means any proposed rule of the Board, and any modification
of any such rule.

(2) PRIOR APPROVAL REQUIRED.—No rule of the Board shall
become effective without prior approval of the Commission in
accordance with this section, other than as provided in section
103(a)(3)(B) with respect to initial or transitional standards.
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(3) APPROVAL CRITERIA.—The Commission shall approve
a proposed rule, if it finds that the rule is consistent with
the requirements of this Act and the securities laws, or is
necessary or appropriate in the public interest or for the protec-
tion of investors.

(4) PROPOSED RULE PROCEDURES.—The provisions of para-
graphs (1) through (3) of section 19(b) of the Securities
Exchange Act of 1934 (15 U.S.C. 78s(b)) shall govern the pro-
posed rules of the Board, as fully as if the Board were a
“registered securities association” for purposes of that section
19(b), except that, for purposes of this paragraph—

(A) the phrase “consistent with the requirements of
this title and the rules and regulations thereunder
applicable to such organization” in section 19(b)(2) of that
Act shall be deemed to read “consistent with the require-
ments of title I of the Sarbanes-Oxley Act of 2002, and
the rules and regulations issued thereunder applicable to
such organization, or as necessary or appropriate in the
public interest or for the protection of investors”; and

(B) the phrase “otherwise in furtherance of the pur-
poses of this title” in section 19(b)(3)(C) of that Act shall
be deemed to read “otherwise in furtherance of the purposes
of title I of the Sarbanes-Oxley Act of 2002”.

(5) COMMISSION AUTHORITY TO AMEND RULES OF THE
BOARD.—The provisions of section 19(c) of the Securities
Exchange Act of 1934 (15 U.S.C. 78s(c)) shall govern the abroga-
tion, deletion, or addition to portions of the rules of the Board
by the Commission as fully as if the Board were a “registered
securities association” for purposes of that section 19(c), except
that the phrase “to conform its rules to the requirements of
this title and the rules and regulations thereunder applicable
to such organization, or otherwise in furtherance of the pur-
poses of this title” in section 19(c) of that Act shall, for purposes
of this paragraph, be deemed to read “to assure the fair
administration of the Public Company Accounting Oversight
Board, conform the rules promulgated by that Board to the
requirements of title I of the Sarbanes-Oxley Act of 2002,
or otherwise further the purposes of that Act, the securities
laws, and the rules and regulations thereunder applicable to
that Board”.

(c) COMMISSION REVIEW OF DISCIPLINARY ACTION TAKEN BY

THE BOARD.—

(1) NOTICE OF SANCTION.—The Board shall promptly file
notice with the Commission of any final sanction on any reg-
istered public accounting firm or on any associated person
thereof, in such form and containing such information as the
Commission, by rule, may prescribe.

(2) REVIEW OF SANCTIONS.—The provisions of sections
19(d)(2) and 19(e)(1) of the Securities Exchange Act of 1934
(15 U.S.C. 78s (d)(2) and (e)(1)) shall govern the review by
the Commission of final disciplinary sanctions imposed by the
Board (including sanctions imposed under section 105(b)(3) of
this Act for noncooperation in an investigation of the Board),
as fully as if the Board were a self-regulatory organization
and the Commission were the appropriate regulatory agency
for such organization for purposes of those sections 19(d)(2)
and 19(e)(1), except that, for purposes of this paragraph—
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(A) section 105(e) of this Act (rather than that section
19(d)(2)) shall govern the extent to which application for,
or institution by the Commission on its own motion of,
review of any disciplinary action of the Board operates
as a stay of such action;

(B) references in that section 19(e)(1) to “members”
of such an organization shall be deemed to be references
to registered public accounting firms;

) the phrase “consistent with the purposes of this
title” in that section 19(e)(1) shall be deemed to read “con-
sistent with the purposes of this title and title I of the
Sarbanes-Oxley Act of 2002”;

(D) references to rules of the Municipal Securities Rule-
making Board in that section 19(e)(1) shall not apply; and

(E) the reference to section 19(e)(2) of the Securities
Exchange Act of 1934 shall refer instead to section 107(c)(3)
of this Act.

(3) COMMISSION MODIFICATION AUTHORITY.—The Commis-
sion may enhance, modify, cancel, reduce, or require the remis-
sion of a sanction imposed by the Board upon a registered
public accounting firm or associated person thereof, if the
Commission, having due regard for the public interest and
the protection of investors, finds, after a proceeding in accord-
ance with this subsection, that the sanction—

(A) is not necessary or appropriate in furtherance of
this Act or the securities laws; or

(B) is excessive, oppressive, inadequate, or otherwise
not appropriate to the finding or the basis on which the
sanction was imposed.

(d) CENSURE OF THE BOARD; OTHER SANCTIONS.—

(1) RESCISSION OF BOARD AUTHORITY.—The Commission,
by rule, consistent with the public interest, the protection of
investors, and the other purposes of this Act and the securities
laws, may relieve the Board of any responsibility to enforce
compliance with any provision of this Act, the securities laws,
the rules of the Board, or professional standards.

(2) CENSURE OF THE BOARD; LIMITATIONS.—The Commission
may, by order, as it determines necessary or appropriate in
the public interest, for the protection of investors, or otherwise
in furtherance of the purposes of this Act or the securities
laws, censure or impose limitations upon the activities, func-
tions, and operations of the Board, if the Commission finds,
on the record, after notice and opportunity for a hearing, that
the Board—

(A) has violated or is unable to comply with any provi-
sion of this Act, the rules of the Board, or the securities
laws; or

(B) without reasonable justification or excuse, has
failed to enforce compliance with any such provision or
rule, or any professional standard by a registered public
accounting firm or an associated person thereof.

(3) CENSURE OF BOARD MEMBERS; REMOVAL FROM OFFICE.—
The Commission may, as necessary or appropriate in the public
interest, for the protection of investors, or otherwise in further-
ance of the purposes of this Act or the securities laws, remove
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from office or censure any member of the Board, if the Commis-
sion finds, on the record, after notice and opportunity for a
hearing, that such member—
(A) has willfully violated any provision of this Act,
the rules of the Board, or the securities laws;
(B) has willfully abused the authority of that member;
or
(C) without reasonable justification or excuse, has
failed to enforce compliance with any such provision or
rule, or any professional standard by any registered public
accounting firm or any associated person thereof.

SEC. 108. ACCOUNTING STANDARDS.

(a) AMENDMENT TO SECURITIES ACT OF 1933.—Section 19 of
the Securities Act of 1933 (15 U.S.C. 77s) is amended—

(1) by redesignating subsections (b) and (c) as subsections
(c) and (d), respectively; and

(2) by inserting after subsection (a) the following:

“(b) RECOGNITION OF ACCOUNTING STANDARDS.—

“(1) IN GENERAL.—In carrying out its authority under sub-
section (a) and under section 13(b) of the Securities Exchange
Act of 1934, the Commission may recognize, as ‘generally
accepted’ for purposes of the securities laws, any accounting
principles established by a standard setting body—

“(A) that—

“(i) is organized as a private entity;

“(ii) has, for administrative and operational pur-
poses, a board of trustees (or equivalent body) serving
in the public interest, the majority of whom are not,
concurrent with their service on such board, and have
not been during the 2-year period preceding such
service, associated persons of any registered public
accounting firm;

“(iii) is funded as provided in section 109 of the
Sarbanes-Oxley Act of 2002;

“(iv) has adopted procedures to ensure prompt
consideration, by majority vote of its members, of
changes to accounting principles necessary to reflect
emerging accounting issues and changing business
practices; and

“(v) considers, in adopting accounting principles,
the need to keep standards current in order to reflect
changes in the business environment, the extent to
which international convergence on high quality
accounting standards is necessary or appropriate in
the public interest and for the protection of investors;
and
“(B) that the Commission determines has the capacity

to assist the Commission in fulfilling the requirements

of subsection (a) and section 13(b) of the Securities

Exchange Act of 1934, because, at a minimum, the standard

setting body is capable of improving the accuracy and

effectiveness of financial reporting and the protection of
investors under the securities laws.
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“(2) ANNUAL REPORT.—A standard setting body described
in paragraph (1) shall submit an annual report to the Commis-
sion and the public, containing audited financial statements
of that standard setting body.”.

(b) COMMISSION AUTHORITY.—The Commission shall promul-
gate such rules and regulations to carry out section 19(b) of the
Securities Act of 1933, as added by this section, as it deems nec-
essary or appropriate in the public interest or for the protection
of investors.

(¢c) No EFFECT ON COMMISSION POWERS.—Nothing in this Act,
including this section and the amendment made by this section,
shall be construed to impair or limit the authority of the Commis-
sion to establish accounting principles or standards for purposes
of enforcement of the securities laws.

(d) STUDY AND REPORT ON ADOPTING PRINCIPLES-BASED
ACCOUNTING.—

(1) STUDY.—

(A) IN GENERAL.—The Commission shall conduct a
study on the adoption by the United States financial
reporting system of a principles-based accounting system.

(B) Stupy ToPics.—The study required by subpara-
graph (A) shall include an examination of—

(i) the extent to which principles-based accounting
and financial reporting exists in the United States;

(ii) the length of time required for change from
a rules-based to a principles-based financial reporting
system;

(iii) the feasibility of and proposed methods by
wh&ch a principles-based system may be implemented;
an

(iv) a thorough economic analysis of the

implementation of a principles-based system.

(2) REPORT.—Not later than 1 year after the date of enact-
ment of this Act, the Commission shall submit a report on
the results of the study required by paragraph (1) to the Com-
mittee on Banking, Housing, and Urban Affairs of the Senate
and the Committee on Financial Services of the House of Rep-
resentatives.

SEC. 109. FUNDING.

(a) IN GENERAL.—The Board, and the standard setting body
designated pursuant to section 19(b) of the Securities Act of 1933,
as amended by section 108, shall be funded as provided in this
section.

(b) ANNUAL BUDGETS.—The Board and the standard setting
body referred to in subsection (a) shall each establish a budget
for each fiscal year, which shall be reviewed and approved according
to their respective internal procedures not less than 1 month prior
to the commencement of the fiscal year to which the budget pertains
(or at the beginning of the Board’s first fiscal year, which may
be a short fiscal year). The budget of the Board shall be subject
to approval by the Commission. The budget for the first fiscal
year of the Board shall be prepared and approved promptly fol-
lowing the appointment of the initial five Board members, to permit
action by the Board of the organizational tasks contemplated by
section 101(d).

(c) SOURCES AND USES OF FUNDS.—

Regulations.

15 USC 7219.
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(1) RECOVERABLE BUDGET EXPENSES.—The budget of the
Board (reduced by any registration or annual fees received
under section 102(e) for the year preceding the year for which
the budget is being computed), and all of the budget of the
standard setting body referred to in subsection (a), for each
fiscal year of each of those 2 entities, shall be payable from
annual accounting support fees, in accordance with subsections
(d) and (e). Accounting support fees and other receipts of the
Board and of such standard-setting body shall not be considered
public monies of the United States.

(2) FUNDS GENERATED FROM THE COLLECTION OF MONETARY
PENALTIES.—Subject to the availability in advance in an appro-
priations Act, and notwithstanding subsection (i), all funds
collected by the Board as a result of the assessment of monetary
penalties shall be used to fund a merit scholarship program
for undergraduate and graduate students enrolled in accredited
accounting degree programs, which program is to be adminis-
tered by the Board or by an entity or agent identified by
the Board.

(d) ANNUAL ACCOUNTING SUPPORT FEE FOR THE BOARD.—

(1) ESTABLISHMENT OF FEE.—The Board shall establish,
with the approval of the Commission, a reasonable annual
accounting support fee (or a formula for the computation
thereof), as may be necessary or appropriate to establish and
maintain the Board. Such fee may also cover costs incurred
in the Board’s first fiscal year (which may be a short fiscal
year), or may be levied separately with respect to such short
fiscal year.

(2) AsSESSMENTS.—The rules of the Board under paragraph
(1) shall provide for the equitable allocation, assessment, an
collection by the Board (or an agent appointed by the Board)
of the fee established under paragraph (1), among issuers,
in accordance with subsection (g), allowing for differentiation
among classes of issuers, as appropriate.

(e) ANNUAL ACCOUNTING SUPPORT FEE FOR STANDARD SETTING
Bopy.—The annual accounting support fee for the standard setting
body referred to in subsection (a)—

(1) shall be allocated in accordance with subsection (g),
and assessed and collected against each issuer, on behalf of
the standard setting body, by 1 or more appropriate designated
collection agents, as may be necessary or appropriate to pay
for the budget and provide for the expenses of that standard
setting body, and to provide for an independent, stable source
of (fiunding for such body, subject to review by the Commission;
an

(2) may differentiate among different classes of issuers.
(f) LIMITATION ON FEE.—The amount of fees collected under

this section for a fiscal year on behalf of the Board or the standards
setting body, as the case may be, shall not exceed the recoverable
budget expenses of the Board or body, respectively (which may
include operating, capital, and accrued items), referred to in sub-
section (c)(1).

(g) ALLOCATION OF ACCOUNTING SUPPORT FEES AMONG
ISSUERS.—Any amount due from issuers (or a particular class of
issuers) under this section to fund the budget of the Board or
the standard setting body referred to in subsection (a) shall be
allocated among and payable by each issuer (or each issuer in
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a particular class, as applicable) in an amount equal to the total
of such amount, multiplied by a fraction—

(1) the numerator of which is the average monthly equity
market capitalization of the issuer for the 12-month period
immediately preceding the beginning of the fiscal year to which
such budget relates; and

(2) the denominator of which is the average monthly equity
malfk(tlat capitalization of all such issuers for such 12-month
period.

(h) CONFORMING AMENDMENTS.—Section 13(b)(2) of the Securi-
ties Exchange Act of 1934 (15 U.S.C. 78m(b)(2)) is amended—

d(l) in subparagraph (A), by striking “and” at the end;
an

(2) in subparagraph (B), by striking the period at the
end and inserting the following: ¢; and

“(C) notwithstanding any other provision of law, pay the
allocable share of such issuer of a reasonable annual accounting
support fee or fees, determined in accordance with section 109
of the Sarbanes-Oxley Act of 2002.”.

(i) RULE oF CONSTRUCTION.—Nothing in this section shall be
construed to render either the Board, the standard setting body
referred to in subsection (a), or both, subject to procedures in
Congress to authorize or appropriate public funds, or to prevent
such organization from utilizing additional sources of revenue for
its activities, such as earnings from publication sales, provided
that each additional source of revenue shall not jeopardize, in
the judgment of the Commission, the actual and perceived independ-
ence of such organization.

(j) START-UP EXPENSES OF THE BOARD.—From the unexpended
balances of the appropriations to the Commission for fiscal year
2003, the Secretary of the Treasury is authorized to advance to
the Board not to exceed the amount necessary to cover the expenses
of the Board during its first fiscal year (which may be a short
fiscal year).

TITLE II—AUDITOR INDEPENDENCE

SEC. 201. SERVICES OUTSIDE THE SCOPE OF PRACTICE OF AUDITORS.

(a) PROHIBITED ACTIVITIES.—Section 10A of the Securities
Exchange Act of 1934 (15 U.S.C. 78j-1) is amended by adding
at the end the following:

“(g) PROHIBITED ACTIVITIES.—Except as provided in subsection
(h), it shall be unlawful for a registered public accounting firm
(and any associated person of that firm, to the extent determined
appropriate by the Commission) that performs for any issuer any
audit required by this title or the rules of the Commission under
this title or, beginning 180 days after the date of commencement
of the operations of the Public Company Accounting Oversight
Board established under section 101 of the Sarbanes-Oxley Act
of 2002 (in this section referred to as the ‘Board’), the rules of
the Board, to provide to that issuer, contemporaneously with the
audit, any non-audit service, including—

“(1) bookkeeping or other services related to the accounting
records or financial statements of the audit client;

“(2) financial information systems design and implementa-
tion;
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“(3) appraisal or valuation services, fairness opinions, or
contribution-in-kind reports;

“(4) actuarial services;

“(5) internal audit outsourcing services;

“(6) management functions or human resources;

“(7) broker or dealer, investment adviser, or investment
banking services;

“(8) legal services and expert services unrelated to the
audit; and

“(9) any other service that the Board determines, by regula-
tion, is impermissible.

“(h) PREAPPROVAL REQUIRED FOR NON-AUDIT SERVICES.—A reg-
istered public accounting firm may engage in any non-audit service,
including tax services, that is not described in any of paragraphs
(1) through (9) of subsection (g) for an audit client, only if the
activity is approved in advance by the audit committee of the
issuer, in accordance with subsection (i).”.

(b) EXEMPTION AUTHORITY.—The Board may, on a case by
case basis, exempt any person, issuer, public accounting firm, or
transaction from the prohibition on the provision of services under
section 10A(g) of the Securities Exchange Act of 1934 (as added
by this section), to the extent that such exemption is necessary
or appropriate in the public interest and is consistent with the
protection of investors, and subject to review by the Commission
in the same manner as for rules of the Board under section 107.

SEC. 202. PREAPPROVAL REQUIREMENTS.

Section 10A of the Securities Exchange Act of 1934 (15 U.S.C.
78j-1), as amended by this Act, is amended by adding at the
end the following:

“(i) PREAPPROVAL REQUIREMENTS.—

“(1) IN GENERAL.—

“(A) AUDIT COMMITTEE ACTION.—All auditing services
(which may entail providing comfort letters in connection
with securities underwritings or statutory audits required
for insurance companies for purposes of State law) and
non-audit services, other than as provided in subparagraph
(B), provided to an issuer by the auditor of the issuer
shall be preapproved by the audit committee of the issuer.

“(B) DE MINIMUS EXCEPTION.—The preapproval require-
ment under subparagraph (A) is waived with respect to
the provision of non-audit services for an issuer, if—

“(i) the aggregate amount of all such non-audit
services provided to the issuer constitutes not more
than 5 percent of the total amount of revenues paid
by the issuer to its auditor during the fiscal year
in which the nonaudit services are provided;

“(ii) such services were not recognized by the issuer
at [tlhe time of the engagement to be non-audit services;
an

“(iii) such services are promptly brought to the
attention of the audit committee of the issuer and
approved prior to the completion of the audit by the
audit committee or by 1 or more members of the audit
committee who are members of the board of directors
to whom authority to grant such approvals has been
delegated by the audit committee.
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“(2) DISCLOSURE TO INVESTORS.—Approval by an audit com-
mittee of an issuer under this subsection of a non-audit service
to be performed by the auditor of the issuer shall be disclosed
to investors in periodic reports required by section 13(a).

“(3) DELEGATION AUTHORITY.—The audit committee of an
issuer may delegate to 1 or more designated members of the
audit committee who are independent directors of the board
of directors, the authority to grant preapprovals required by
this subsection. The decisions of any member to whom authority
is delegated under this paragraph to preapprove an activity
under this subsection shall be presented to the full audit com-
mittee at each of its scheduled meetings.

“(4) APPROVAL OF AUDIT SERVICES FOR OTHER PURPOSES.—
In carrying out its duties under subsection (m)(2), if the audit
committee of an issuer approves an audit service within the
scope of the engagement of the auditor, such audit service
shall be deemed to have been preapproved for purposes of
this subsection.”.

SEC. 203. AUDIT PARTNER ROTATION.

Section 10A of the Securities Exchange Act of 1934 (15 U.S.C.
78j-1), as amended by this Act, is amended by adding at the
end the following:

“(j) AUDIT PARTNER ROTATION.—It shall be unlawful for a reg-
istered public accounting firm to provide audit services to an issuer
if the lead (or coordinating) audit partner (having primary responsi-
bility for the audit), or the audit partner responsible for reviewing
the audit, has performed audit services for that issuer in each
of the 5 previous fiscal years of that issuer.”.

SEC. 204. AUDITOR REPORTS TO AUDIT COMMITTEES.

Section 10A of the Securities Exchange Act of 1934 (15 U.S.C.
78j-1), as amended by this Act, is amended by adding at the
end the following:

“(k) REPORTS TO AUDIT COMMITTEES.—Each registered public
accounting firm that performs for any issuer any audit required
by this title shall timely report to the audit committee of the
issuer—

“(1) all critical accounting policies and practices to be used;

“(2) all alternative treatments of financial information
within generally accepted accounting principles that have been
discussed with management officials of the issuer, ramifications
of the use of such alternative disclosures and treatments, and
the treatment preferred by the registered public accounting
firm; and

“(3) other material written communications between the
registered public accounting firm and the management of the
issuer, such as any management letter or schedule of
unadjusted differences.”.

SEC. 205. CONFORMING AMENDMENTS.

(a) DEFINITIONS.—Section 3(a) of the Securities Exchange Act
of 1934 (15 U.S.C. 78c(a)) is amended by adding at the end the
following:

“(58) AuUDIT COMMITTEE.—The term ‘audit committee’
means—

“(A) a committee (or equivalent body) established by

and amongst the board of directors of an issuer for the
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purpose of overseeing the accounting and financial

reporting processes of the issuer and audits of the financial

statements of the issuer; and
“B) if no such committee exists with respect to an
issuer, the entire board of directors of the issuer.

“(59) REGISTERED PUBLIC ACCOUNTING FIRM.—The term
‘registered public accounting firm’ has the same meaning as
in section 2 of the Sarbanes-Oxley Act of 2002.”.

(b) AUDITOR REQUIREMENTS.—Section 10A of the Securities
Exchange Act of 1934 (15 U.S.C. 78j-1) is amended—

(1) by striking “an independent public accountant” each
place that term appears and inserting “a registered public
accounting firm”;

(2) by striking “the independent public accountant” each
place that term appears and inserting “the registered public
accounting firm”;

(3) in subsection (c), by striking “No independent public
accountant” and inserting “No registered public accounting
firm”; and

(4) in subsection (b)—

(A) by striking “the accountant” each place that term
appears and inserting “the firm”;

(B) by striking “such accountant” each place that term
appears and inserting “such firm”; and

(C) in paragraph (4), by striking “the accountant’s
report” and inserting “the report of the firm”.

(c) OTHER REFERENCES.—The Securities Exchange Act of 1934
(15 U.S.C. 78a et seq.) is amended—

(1) in section 12(b)(1) (15 U.S.C. 78l(b)(1)), by striking
“independent public accountants” each place that term appears
and inserting “a registered public accounting firm”; an

(2) in subsections (e) and (i) of section 17 (15 U.S.C. 78q),
by striking “an independent public accountant” each place that
‘fn_erm appears and inserting “a registered public accounting
irm”.

(d) CONFORMING AMENDMENT.—Section 10A(f) of the Securities
Exchange Act of 1934 (15 U.S.C. 78k(f)) is amended—
d (1) by striking “DEFINITION” and inserting “DEFINITIONS”;
an

(2) by adding at the end the following: “As used in this
section, the term ‘issuer’ means an issuer (as defined in section
3), the securities of which are registered under section 12,
or that is required to file reports pursuant to section 15(d),
or that files or has filed a registration statement that has
not yet become effective under the Securities Act of 1933 (15
U.S.C. 77a et seq.), and that it has not withdrawn.”.

SEC. 206. CONFLICTS OF INTEREST.

Section 10A of the Securities Exchange Act of 1934 (15 U.S.C.
78j-1), as amended by this Act, is amended by adding at the
end the following:

“(1) CONFLICTS OF INTEREST.—It shall be unlawful for a reg-
istered public accounting firm to perform for an issuer any audit
service required by this title, if a chief executive officer, controller,
chief financial officer, chief accounting officer, or any person serving
in an equivalent position for the issuer, was employed by that
registered independent public accounting firm and participated in
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any capacity in the audit of that issuer during the 1l-year period
preceding the date of the initiation of the audit.”.

SEC. 207. STUDY OF MANDATORY ROTATION OF REGISTERED PUBLIC
ACCOUNTING FIRMS.

(a) STUDY AND REVIEW REQUIRED.—The Comptroller General
of the United States shall conduct a study and review of the
potential effects of requiring the mandatory rotation of registered
public accounting firms.

(b) REPORT REQUIRED.—Not later than 1 year after the date
of enactment of this Act, the Comptroller General shall submit
a report to the Committee on Banking, Housing, and Urban Affairs
of the Senate and the Committee on Financial Services of the
House of Representatives on the results of the study and review
required by this section.

(c) DEFINITION.—For purposes of this section, the term “manda-
tory rotation” refers to the imposition of a limit on the period
of years in which a particular registered public accounting firm
may be the auditor of record for a particular issuer.

SEC. 208. COMMISSION AUTHORITY.

(a) COMMISSION REGULATIONS.—Not later than 180 days after
the date of enactment of this Act, the Commission shall issue
final regulations to carry out each of subsections (g) through (1)
of section 10A of the Securities Exchange Act of 1934, as added
by this title.

(b) AUDITOR INDEPENDENCE.—It shall be unlawful for any reg-
istered public accounting firm (or an associated person thereof,
as applicable) to prepare or issue any audit report with respect
to any issuer, if the firm or associated person engages in any
activity with respect to that issuer prohibited by any of subsections
(g) through (1) of section 10A of the Securities Exchange Act of
1934, as added by this title, or any rule or regulation of the
Commission or of the Board issued thereunder.

SEC. 209. CONSIDERATIONS BY APPROPRIATE STATE REGULATORY
AUTHORITIES.

In supervising nonregistered public accounting firms and their
associated persons, appropriate State regulatory authorities should
make an independent determination of the proper standards
applicable, particularly taking into consideration the size and
nature of the business of the accounting firms they supervise and
the size and nature of the business of the clients of those firms.
The standards applied by the Board under this Act should not
be presumed to be applicable for purposes of this section for small
and medium sized nonregistered public accounting firms.

TITLE III—CORPORATE
RESPONSIBILITY

SEC. 301. PUBLIC COMPANY AUDIT COMMITTEES.

Section 10A of the Securities Exchange Act of 1934 (15 U.S.C.
78f) is amended by adding at the end the following:
“(m) STANDARDS RELATING TO AUDIT COMMITTEES.—
“(1) COMMISSION RULES.—

15 USC 7232.
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“(A) IN GENERAL.—Effective not later than 270 days
after the date of enactment of this subsection, the Commis-
sion shall, by rule, direct the national securities exchanges
and national securities associations to prohibit the listing
of any security of an issuer that is not in compliance
with the requirements of any portion of paragraphs (2)
through (6).

“(B) OPPORTUNITY TO CURE DEFECTS.—The rules of the
Commission under subparagraph (A) shall provide for
appropriate procedures for an issuer to have an opportunity
to cure any defects that would be the basis for a prohibition
under subparagraph (A), before the imposition of such
prohibition.

“(2) RESPONSIBILITIES RELATING TO REGISTERED PUBLIC
ACCOUNTING FIRMS.—The audit committee of each issuer, in
its capacity as a committee of the board of directors, shall
be directly responsible for the appointment, compensation, and
oversight of the work of any registered public accounting firm
employed by that issuer (including resolution of disagreements
between management and the auditor regarding financial
reporting) for the purpose of preparing or issuing an audit
report or related work, and each such registered public
accounting firm shall report directly to the audit committee.

“(3) INDEPENDENCE.—

“(A) IN GENERAL.—Each member of the audit com-
mittee of the issuer shall be a member of the board of
directors of the issuer, and shall otherwise be independent.

“(B) CRITERIA.—In order to be considered to be inde-
pendent for purposes of this paragraph, a member of an
audit committee of an issuer may not, other than in his
or her capacity as a member of the audit committee, the
board of directors, or any other board committee—

“{1) accept any consulting, advisory, or other
compensatory fee from the issuer; or

“({i) be an affiliated person of the issuer or any
subsidiary thereof.

“(C) EXEMPTION AUTHORITY.—The Commission may
exempt from the requirements of subparagraph (B) a par-
ticular relationship with respect to audit committee mem-
bers, as the Commission determines appropriate in light
of the circumstances.

“(4) CoMPLAINTS.—Each audit committee shall establish
procedures for—

“(A) the receipt, retention, and treatment of complaints
received by the issuer regarding accounting, internal
accounting controls, or auditing matters; and

“ the confidential, anonymous submission by
employees of the issuer of concerns regarding questionable
accounting or auditing matters.

“(5) AUTHORITY TO ENGAGE ADVISERS.—Each audit com-
mittee shall have the authority to engage independent counsel
and other advisers, as it determines necessary to carry out
its duties.

“(6) FUNDING.—Each issuer shall provide for appropriate
funding, as determined by the audit committee, in its capacity
as a committee of the board of directors, for payment of
compensation—
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“(A) to the registered public accounting firm employed
by the issuer for the purpose of rendering or issuing an
audit report; and

“(B) to any advisers employed by the audit committee
under paragraph (5).”.

SEC. 302. CORPORATE RESPONSIBILITY FOR FINANCIAL REPORTS.

(a) REGULATIONS REQUIRED.—The Commission shall, by rule,
require, for each company filing periodic reports under section 13(a)
or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 78m,
780(d)), that the principal executive officer or officers and the prin-
cipal financial officer or officers, or persons performing similar
functions, certify in each annual or quarterly report filed or sub-
mitted under either such section of such Act that—

(1) the signing officer has reviewed the report;

(2) based on the officer’s knowledge, the report does not
contain any untrue statement of a material fact or omit to
state a material fact necessary in order to make the statements
made, in light of the circumstances under which such state-
ments were made, not misleading;

(3) based on such officer’s knowledge, the financial state-
ments, and other financial information included in the report,
fairly present in all material respects the financial condition
and results of operations of the issuer as of, and for, the
periods presented in the report;

(4) the signing officers—

(A) are responsible for establishing and maintaining
internal controls;

(B) have designed such internal controls to ensure
that material information relating to the issuer and its
consolidated subsidiaries is made known to such officers
by others within those entities, particularly during the
period in which the periodic reports are being prepared;

(C) have evaluated the effectiveness of the issuer’s
internal controls as of a date within 90 days prior to
the report; and

(D) have presented in the report their conclusions
about the effectiveness of their internal controls based on
their evaluation as of that date;

(5) the signing officers have disclosed to the issuer’s audi-
tors and the audit committee of the board of directors (or
persons fulfilling the equivalent function)—

(A) all significant deficiencies in the design or operation
of internal controls which could adversely affect the issuer’s
ability to record, process, summarize, and report financial
data and have identified for the issuer’s auditors any mate-
rial weaknesses in internal controls; and

(B) any fraud, whether or not material, that involves
management or other employees who have a significant
role in the issuer’s internal controls; and
(6) the signing officers have indicated in the report whether

or not there were significant changes in internal controls or
in other factors that could significantly affect internal controls
subsequent to the date of their evaluation, including any correc-
tive actions with regard to significant deficiencies and material
weaknesses.

15 USC 7241.
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(b) FOREIGN REINCORPORATIONS HAVE NO EFFECT.—Nothing
in this section 302 shall be interpreted or applied in any way
to allow any issuer to lessen the legal force of the statement
required under this section 302, by an issuer having reincorporated
or having engaged in any other transaction that resulted in the
transfer of the corporate domicile or offices of the issuer from
inside the United States to outside of the United States.

(¢c) DEADLINE.—The rules required by subsection (a) shall be
e}f;fective not later than 30 days after the date of enactment of
this Act.

SEC. 303. IMPROPER INFLUENCE ON CONDUCT OF AUDITS.

(a) RULES To PROHIBIT.—It shall be unlawful, in contravention
of such rules or regulations as the Commission shall prescribe
as necessary and appropriate in the public interest or for the
protection of investors, for any officer or director of an issuer,
or any other person acting under the direction thereof, to take
any action to fraudulently influence, coerce, manipulate, or mislead
any independent public or certified accountant engaged in the
performance of an audit of the financial statements of that issuer
for the purpose of rendering such financial statements materially
misleading.

(b) ENFORCEMENT.—In any civil proceeding, the Commission
shall have exclusive authority to enforce this section and any rule
or regulation issued under this section.

(¢c) No PREEMPTION OF OTHER LAw.—The provisions of sub-
section (a) shall be in addition to, and shall not supersede or
preempt, any other provision of law or any rule or regulation
issued thereunder.

(d) DEADLINE FOR RULEMAKING.—The Commission shall—

(1) propose the rules or regulations required by this section,
not later than 90 days after the date of enactment of this
Act; and

(2) issue final rules or regulations required by this section,
not later than 270 days after that date of enactment.

SEC. 304. FORFEITURE OF CERTAIN BONUSES AND PROFITS.

(a) ADDITIONAL COMPENSATION PRIOR TO NONCOMPLIANCE WITH
CoMMISSION FINANCIAL REPORTING REQUIREMENTS.—If an issuer
is required to prepare an accounting restatement due to the material
noncompliance of the issuer, as a result of misconduct, with any
financial reporting requirement under the securities laws, the chief
executive officer and chief financial officer of the issuer shall
reimburse the issuer for—

(1) any bonus or other incentive-based or equity-based com-
pensation received by that person from the issuer during the
12-month period following the first public issuance or filing
with the Commission (whichever first occurs) of the financial
document embodying such financial reporting requirement; and

(2) any profits realized from the sale of securities of the
issuer during that 12-month period.

(b) COMMISSION EXEMPTION AUTHORITY.—The Commission may
exempt any person from the application of subsection (a), as it
deems necessary and appropriate.

SEC. 305. OFFICER AND DIRECTOR BARS AND PENALTIES.
(a) UNFITNESS STANDARD.—
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(1) SECURITIES EXCHANGE ACT OF 1934.—Section 21(d)(2)
of the Securities Exchange Act of 1934 (15 U.S.C. 78u(d)(2))
is amended by striking “substantial unfitness” and inserting
“unfitness”.

(2) SECURITIES ACT OF 1933.—Section 20(e) of the Securities
Act of 1933 (15 U.S.C. 77t(e)) is amended by striking “substan-
tial unfitness” and inserting “unfitness”.

(b) EQUITABLE RELIEF.—Section 21(d) of the Securities
Exchange Act of 1934 (15 U.S.C. 78u(d)) is amended by adding
at the end the following:

“(5) EQUITABLE RELIEF.—In any action or proceeding brought
or instituted by the Commission under any provision of the securi-
ties laws, the Commission may seek, and any Federal court may
grant, any equitable relief that may be appropriate or necessary
for the benefit of investors.”.

SEC. 306. INSIDER TRADES DURING PENSION FUND BLACKOUT
PERIODS.

(a) PROHIBITION OF INSIDER TRADING DURING PENSION FUND
BLACKOUT PERIODS.—

(1) IN GENERAL.—Except to the extent otherwise provided
by rule of the Commission pursuant to paragraph (3), it shall
be unlawful for any director or executive officer of an issuer
of any equity security (other than an exempted security),
directly or indirectly, to purchase, sell, or otherwise acquire
or transfer any equity security of the issuer (other than an
exempted security) during any blackout period with respect
to such equity security if such director or officer acquires such
equity security in connection with his or her service or employ-
ment as a director or executive officer.

(2) REMEDY.

(A) IN GENERAL.—Any profit realized by a director
or executive officer referred to in paragraph (1) from any
purchase, sale, or other acquisition or transfer in violation
of this subsection shall inure to and be recoverable by
the issuer, irrespective of any intention on the part of
such director or executive officer in entering into the trans-
action.

(B) ACTIONS TO RECOVER PROFITS.—An action to
recover profits in accordance with this subsection may be
instituted at law or in equity in any court of competent
jurisdiction by the issuer, or by the owner of any security
of the issuer in the name and in behalf of the issuer
if the issuer fails or refuses to bring such action within
60 days after the date of request, or fails diligently to
prosecute the action thereafter, except that no such suit
shall be brought more than 2 years after the date on
which such profit was realized.

(3) RULEMAKING AUTHORIZED.—The Commission shall, in
consultation with the Secretary of Labor, issue rules to clarify
the application of this subsection and to prevent evasion thereof.
Such rules shall provide for the application of the requirements
of paragraph (1) with respect to entities treated as a single
employer with respect to an issuer under section 414(b), (c),
(m), or (o) of the Internal Revenue Code of 1986 to the extent
necessary to clarify the application of such requirements and
to prevent evasion thereof. Such rules may also provide for

15 USC 7244.
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appropriate exceptions from the requirements of this sub-
section, including exceptions for purchases pursuant to an auto-
matic dividend reinvestment program or purchases or sales
made pursuant to an advance election.

(4) BLACKOUT PERIOD.—For purposes of this subsection,
the term “blackout period”, with respect to the equity securities
of any issuer—

(A) means any period of more than 3 consecutive busi-

ness days during which the ability of not fewer than 50

percent of the participants or beneficiaries under all indi-

vidual account plans maintained by the issuer to purchase,
sell, or otherwise acquire or transfer an interest in any
equity of such issuer held in such an individual account
plan is temporarily suspended by the issuer or by a fidu-
ciary of the plan; and

(B) does not include, under regulations which shall
be prescribed by the Commission—

(i) a regularly scheduled period in which the
participants and beneficiaries may not purchase, sell,
or otherwise acquire or transfer an interest in any
equity of such issuer, if such period is—

(I) incorporated into the individual account
plan; and

(II) timely disclosed to employees before
becoming participants under the individual
account plan or as a subsequent amendment to
the plan; or

(ii) any suspension described in subparagraph (A)
that is imposed solely in connection with persons
becoming participants or beneficiaries, or ceasing to
be participants or beneficiaries, in an individual
account plan by reason of a corporate merger, acquisi-
tion, divestiture, or similar transaction involving the
plan or plan sponsor.

(5) INDIVIDUAL ACCOUNT PLAN.—For purposes of this sub-
section, the term “individual account plan” has the meaning
provided in section 3(34) of the Employee Retirement Income
Security Act of 1974 (29 U.S.C. 1002(34), except that such
term shall not include a one-participant retirement plan (within
the meaning of section 101()(8)(B) of such Act (29 U.S.C.
1021(i)(8)(B))).

(6) NOTICE TO DIRECTORS, EXECUTIVE OFFICERS, AND THE
COMMISSION.—In any case in which a director or executive
officer is subject to the requirements of this subsection in
connection with a blackout period (as defined in paragraph
(4)) with respect to any equity securities, the issuer of such
equity securities shall timely notify such director or officer
and téle Securities and Exchange Commission of such blackout
period.

(b) NOTICE REQUIREMENTS TO PARTICIPANTS AND BENEFICIARIES

UNDER ERISA.—

(1) IN GENERAL.—Section 101 of the Employee Retirement
Income Security Act of 1974 (29 U.S.C. 1021) is amended by
redesignating the second subsection (h) as subsection (j), and
by inserting after the first subsection (h) the following new
subsection:
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“(i) NOTICE OF BLACKOUT PERIODS TO PARTICIPANT OR BENE-

FICIARY UNDER INDIVIDUAL ACCOUNT PLAN.—

“(1) DUTIES OF PLAN ADMINISTRATOR.—In advance of the
commencement of any blackout period with respect to an indi-
vidual account plan, the plan administrator shall notify the
plan participants and beneficiaries who are affected by such
action in accordance with this subsection.

“(2) NOTICE REQUIREMENTS.—

“(A) IN GENERAL.—The notices described in paragraph
(1) shall be written in a manner calculated to be understood
by the average plan participant and shall include—

“(i) the reasons for the blackout period,

“(ii) an identification of the investments and other
rights affected,

“(iii) the expected beginning date and length of
the blackout period,

“(iv) in the case of investments affected, a state-
ment that the participant or beneficiary should
evaluate the appropriateness of their current invest-
ment decisions in light of their inability to direct or
diversify assets credited to their accounts during the
blackout period, and

“(v) such other matters as the Secretary may
require by regulation.

“(B) NOTICE TO PARTICIPANTS AND BENEFICIARIES.—
Except as otherwise provided in this subsection, notices
described in paragraph (1) shall be furnished to all partici-
pants and beneficiaries under the plan to whom the black-
out period applies at least 30 days in advance of the black-
out period.

“(C) EXCEPTION TO 30-DAY NOTICE REQUIREMENT.—In
any case in which—

“(i) a deferral of the blackout period would violate
the requirements of subparagraph (A) or (B) of section
404(a)(1), and a fiduciary of the plan reasonably so
determines in writing, or

“(ii) the inability to provide the 30-day advance
notice is due to events that were unforeseeable or
circumstances beyond the reasonable control of the
plan administrator, and a fiduciary of the plan reason-
ably so determines in writing,

subparagraph (B) shall not apply, and the notice shall

be furnished to all participants and beneficiaries under

the plan to whom the blackout period applies as soon
as reasonably possible under the circumstances unless such

a notice in advance of the termination of the blackout

period is impracticable.

“(D) WRITTEN NOTICE.—The notice required to be pro-
vided under this subsection shall be in writing, except
that such notice may be in electronic or other form to
the extent that such form is reasonably accessible to the
recipient.

“(E) NOTICE TO ISSUERS OF EMPLOYER SECURITIES SUB-
JECT TO BLACKOUT PERIOD.—In the case of any blackout
period in connection with an individual account plan, the
plan administrator shall provide timely notice of such
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blackout period to the issuer of any employer securities

subject to such blackout period.

“(3) EXCEPTION FOR BLACKOUT PERIODS WITH LIMITED
APPLICABILITY.—In any case in which the blackout period
applies only to 1 or more participants or beneficiaries in connec-
tion with a merger, acquisition, divestiture, or similar trans-
action involving the plan or plan sponsor and occurs solely
in connection with becoming or ceasing to be a participant
or beneficiary under the plan by reason of such merger, acquisi-
tion, divestiture, or transaction, the requirement of this sub-
section that the notice be provided to all participants and
beneficiaries shall be treated as met if the notice required
under paragraph (1) is provided to such participants or bene-
ficiaries to whom the blackout period applies as soon as reason-
ably practicable.

“(4) CHANGES IN LENGTH OF BLACKOUT PERIOD.—If, fol-
lowing the furnishing of the notice pursuant to this subsection,
there is a change in the beginning date or length of the blackout
period (specified in such notice pursuant to paragraph
(2)(A)(iii)), the administrator shall provide affected participants
and beneficiaries notice of the change as soon as reasonably
practicable. In relation to the extended blackout period, such
notice shall meet the requirements of paragraph (2)(D) and
shall specify any material change in the matters referred to
in clauses (i) through (v) of paragraph (2)(A).

“(5) REGULATORY EXCEPTIONS.—The Secretary may provide
by regulation for additional exceptions to the requirements
of this subsection which the Secretary determines are in the
interests of participants and beneficiaries.

“(6) GUIDANCE AND MODEL NOTICES.—The Secretary shall
issue guidance and model notices which meet the requirements
of this subsection.

“(7) BLACKOUT PERIOD.—For purposes of this subsection—

“(A) IN GENERAL.—The term ‘blackout period’ means,
in connection with an individual account plan, any period
for which any ability of participants or beneficiaries under
the plan, which is otherwise available under the terms
of such plan, to direct or diversify assets credited to their
accounts, to obtain loans from the plan, or to obtain dis-
tributions from the plan is temporarily suspended, limited,
or restricted, if such suspension, limitation, or restriction
is for any period of more than 3 consecutive business days.

“(B) ExcLUSIONS.—The term ‘blackout period’ does not
include a suspension, limitation, or restriction—

“(i) which occurs by reason of the application of
the securities laws (as defined in section 3(a)(47) of
the Securities Exchange Act of 1934),

“(ii) which is a change to the plan which provides
for a regularly scheduled suspension, limitation, or
restriction which is disclosed to participants or bene-
ficiaries through any summary of material modifica-
tions, any materials describing specific investment
alternatives under the plan, or any changes thereto,

“(iii) which applies only to 1 or more individuals,
each of whom is the participant, an alternate payee
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(as defined in section 206(d)(3)(K)), or any other bene-

ficiary pursuant to a qualified domestic relations order

(as defined in section 206(d)(3)(B)(i)).

“(8) INDIVIDUAL ACCOUNT PLAN.—

“(A) IN GENERAL.—For purposes of this subsection, the
term ‘individual account plan’ shall have the meaning pro-
vided such term in section 3(34), except that such term
shall not include a one-participant retirement plan.

“(B) ONE-PARTICIPANT RETIREMENT PLAN.—For pur-
poses of subparagraph (A), the term ‘one-participant retire-
ment plan’ means a retirement plan that—

“(1) on the first day of the plan year—

“I) covered only the employer (and the
employer’s spouse) and the employer owned the
entire business (whether or not incorporated), or

“(IT) covered only one or more partners (and
their spouses) in a business partnership (including
partners in an S or C corporation (as defined in
section 1361(a) of the Internal Revenue Code of
1986)),

“(il) meets the minimum coverage requirements
of section 410(b) of the Internal Revenue Code of 1986
(as in effect on the date of the enactment of this
paragraph) without being combined with any other
plan of the business that covers the employees of the
business,

“(iii) does not provide benefits to anyone except
the employer (and the employer’s spouse) or the part-
ners (and their spouses),

“(iv) does not cover a business that is a member
of an affiliated service group, a controlled group of
corporations, or a group of businesses under common
control, and

“(v) does not cover a business that leases
employees.”.

(2) ISSUANCE OF INITIAL GUIDANCE AND MODEL NOTICE.—
The Secretary of Labor shall issue initial guidance and a model
notice pursuant to section 101(i)(6) of the Employee Retirement
Income Security Act of 1974 (as added by this subsection)
not later than January 1, 2003. Not later than 75 days after
the date of the enactment of this Act, the Secretary shall
promulgate interim final rules necessary to carry out the
amendments made by this subsection.

(3) CIVIL PENALTIES FOR FAILURE TO PROVIDE NOTICE.—
Section 502 of such Act (29 U.S.C. 1132) is amended—

(A) in subsection (a)6), by striking “(5), or (6)” and
inserting “(5), (6), or (7)”;

(B) by redesignating paragraph (7) of subsection (c)
as paragraph (8); and

(C) by inserting after paragraph (6) of subsection (c)
the following new paragraph:

“(7) The Secretary may assess a civil penalty against a plan
administrator of up to $100 a day from the date of the plan adminis-
trator’s failure or refusal to provide notice to participants and
beneficiaries in accordance with section 101(i). For purposes of
this paragraph, each violation with respect to any single participant
or beneficiary shall be treated as a separate violation.”.
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(3) PLAN AMENDMENTS.—If any amendment made by this
subsection requires an amendment to any plan, such plan
amendment shall not be required to be made before the first
pflan year beginning on or after the effective date of this section,
if—

(A) during the period after such amendment made
by this subsection takes effect and before such first plan
year, the plan is operated in good faith compliance with
the requirements of such amendment made by this sub-
section, and

(B) such plan amendment applies retroactively to the
period after such amendment made by this subsection takes
effect and before such first plan year.

(¢) EFFECTIVE DATE.—The provisions of this section (including
the amendments made thereby) shall take effect 180 days after
the date of the enactment of this Act. Good faith compliance with
the requirements of such provisions in advance of the issuance
of applicable regulations thereunder shall be treated as compliance
with such provisions.

SEC. 307. RULES OF PROFESSIONAL RESPONSIBILITY FOR ATTORNEYS.

Not later than 180 days after the date of enactment of this
Act, the Commission shall issue rules, in the public interest and
for the protection of investors, setting forth minimum standards
of professional conduct for attorneys appearing and practicing before
the Commission in any way in the representation of issuers,
including a rule—

(1) requiring an attorney to report evidence of a material
violation of securities law or breach of fiduciary duty or similar
violation by the company or any agent thereof, to the chief
legal counsel or the chief executive officer of the company
(or the equivalent thereof); and

(2) if the counsel or officer does not appropriately respond
to the evidence (adopting, as necessary, appropriate remedial
measures or sanctions with respect to the violation), requiring
the attorney to report the evidence to the audit committee
of the board of directors of the issuer or to another committee
of the board of directors comprised solely of directors not
employed directly or indirectly by the issuer, or to the board
of directors.

SEC. 308. FAIR FUNDS FOR INVESTORS.

(a) C1viL PENALTIES ADDED TO DISGORGEMENT FUNDS FOR THE
RELIEF OF VICTIMS.—If in any judicial or administrative action
brought by the Commission under the securities laws (as such
term is defined in section 3(a)(47) of the Securities Exchange Act
of 1934 (15 U.S.C. 78c(a)(47)) the Commission obtains an order
requiring disgorgement against any person for a violation of such
laws or the rules or regulations thereunder, or such person agrees
in settlement of any such action to such disgorgement, and the
Commission also obtains pursuant to such laws a civil penalty
against such person, the amount of such civil penalty shall, on
the motion or at the direction of the Commission, be added to
and become part of the disgorgement fund for the benefit of the
victims of such violation.

(b) ACCEPTANCE OF ADDITIONAL DONATIONS.—The Commission
is authorized to accept, hold, administer, and utilize gifts, bequests
and devises of property, both real and personal, to the United
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States for a disgorgement fund described in subsection (a). Such
gifts, bequests, and devises of money and proceeds from sales of
other property received as gifts, bequests, or devises shall be depos-
ited in the disgorgement fund and shall be available for allocation
in accordance with subsection (a).

(¢) STUDY REQUIRED.—

(1) SUBJECT OF STUDY.—The Commission shall review and
analyze—

(A) enforcement actions by the Commission over the
five years preceding the date of the enactment of this

Act that have included proceedings to obtain civil penalties

or disgorgements to identify areas where such proceedings

may be utilized to efficiently, effectively, and fairly provide
restitution for injured investors; and

(B) other methods to more efficiently, effectively, and
fairly provide restitution to injured investors, including
methods to improve the collection rates for civil penalties
and disgorgements.

(2) REPORT REQUIRED.—The Commission shall report its
findings to the Committee on Financial Services of the House
of Representatives and the Committee on Banking, Housing,
and Urban Affairs of the Senate within 180 days after of
the date of the enactment of this Act, and shall use such
findings to revise its rules and regulations as necessary. The
report shall include a discussion of regulatory or legislative
actions that are recommended or that may be necessary to
address concerns identified in the study.

(d) CONFORMING AMENDMENTS.—Each of the following provi-
sions is amended by inserting “, except as otherwise provided in
section 308 of the Sarbanes-Oxley Act of 2002” after “Treasury
of the United States™

(1) Section 21(d)(3)(C)(i) of the Securities Exchange Act
of 1934 (15 U.S.C. 78u(d)(3)(C)(i)).

(2) Section 21A(d)(1) of such Act (15 U.S.C. 78u-1(d)(1)).

(3) Section 20(d)(3)(A) of the Securities Act of 1933 (15
U.S.C. 77t(d)(3)(A)).

(4) Section 42(e)(3)(A) of the Investment Company Act of
1940 (15 U.S.C. 80a—41(e)(3)(A)).

(5) Section 209(e)(3)(A) of the Investment Advisers Act
of 1940 (15 U.S.C. 80b-9(e)(3)(A)).

(e) DEFINITION.—As wused in this section, the term
“disgorgement fund” means a fund established in any administra-
tive or judicial proceeding described in subsection (a).

TITLE IV—ENHANCED FINANCIAL
DISCLOSURES

SEC. 401. DISCLOSURES IN PERIODIC REPORTS.

(a) DISCLOSURES REQUIRED.—Section 13 of the Securities
Exchange Act of 1934 (15 U.S.C. 78m) is amended by adding at
the end the following:

“(i) AccURACY OF FINANCIAL REPORTS.—Each financial report
that contains financial statements, and that is required to be pre-
pared in accordance with (or reconciled to) generally accepted
accounting principles under this title and filed with the Commission
shall reflect all material correcting adjustments that have been

Deadline.
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identified by a registered public accounting firm in accordance
with generally accepted accounting principles and the rules and
regulations of the Commission.

“(j) OFF-BALANCE SHEET TRANSACTIONS.—Not later than 180
days after the date of enactment of the Sarbanes-Oxley Act of
2002, the Commission shall issue final rules providing that each
annual and quarterly financial report required to be filed with
the Commission shall disclose all material off-balance sheet trans-
actions, arrangements, obligations (including contingent obliga-
tions), and other relationships of the issuer with unconsolidated
entities or other persons, that may have a material current or
future effect on financial condition, changes in financial condition,
results of operations, liquidity, capital expenditures, capital
resources, or significant components of revenues or expenses.”.

(b) CommissiION RULES ON PrRO FormA FIGURES.—Not later
than 180 days after the date of enactment of the Sarbanes-Oxley
Act fo 2002, the Commission shall issue final rules providing that
pro forma financial information included in any periodic or other
report filed with the Commission pursuant to the securities laws,
or in any public disclosure or press or other release, shall be
presented in a manner that—

(1) does not contain an untrue statement of a material
fact or omit to state a material fact necessary in order to
make the pro forma financial information, in light of the cir-
cumstances under which it is presented, not misleading; and

(2) reconciles it with the financial condition and results
of operations of the issuer under generally accepted accounting
principles.

(¢) STUDY AND REPORT ON SPECIAL PURPOSE ENTITIES.—

(1) STUuDY REQUIRED.—The Commission shall, not later
than 1 year after the effective date of adoption of off-balance
sheet disclosure rules required by section 13(j) of the Securities
Exchange Act of 1934, as added by this section, complete a
study of filings by issuers and their disclosures to determine—

( the extent of off-balance sheet transactions,
including assets, liabilities, leases, losses, and the use of
special purpose entities; and

(B) whether generally accepted accounting rules result
in financial statements of issuers reflecting the economics
of such off-balance sheet transactions to investors in a
transparent fashion.

(2) REPORT AND RECOMMENDATIONS.—Not later than 6
months after the date of completion of the study required
by paragraph (1), the Commission shall submit a report to
the President, the Committee on Banking, Housing, and Urban
Affairs of the Senate, and the Committee on Financial Services
of the House of Representatives, setting forth—

(A) the amount or an estimate of the amount of off-
balance sheet transactions, including assets, liabilities,
leases, and losses of, and the use of special purpose entities
by, issuers filing periodic reports pursuant to section 13
or 15 of the Securities Exchange Act of 1934;

(B) the extent to which special purpose entities are
used to facilitate off-balance sheet transactions;
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(C) whether generally accepted accounting principles
or the rules of the Commission result in financial state-
ments of issuers reflecting the economics of such trans-
actions to investors in a transparent fashion;

(D) whether generally accepted accounting principles
specifically result in the consolidation of special purpose
entities sponsored by an issuer in cases in which the issuer
has the majority of the risks and rewards of the special
purpose entity; and

any recommendations of the Commission for
improving the transparency and quality of reporting off-
balance sheet transactions in the financial statements and
disclosures required to be filed by an issuer with the
Commission.

SEC. 402. ENHANCED CONFLICT OF INTEREST PROVISIONS.

(a) PROHIBITION ON PERSONAL LOANS TO EXECUTIVES.—Section
13 of the Securities Exchange Act of 1934 (15 U.S.C. 78m), as
amended by this Act, is amended by adding at the end the following:

“(k) PROHIBITION ON PERSONAL LOANS TO EXECUTIVES.—

“(1) IN GENERAL.—It shall be unlawful for any issuer (as
defined in section 2 of the Sarbanes-Oxley Act of 2002), directly
or indirectly, including through any subsidiary, to extend or
maintain credit, to arrange for the extension of credit, or to
renew an extension of credit, in the form of a personal loan
to or for any director or executive officer (or equivalent thereof)
of that issuer. An extension of credit maintained by the issuer
on the date of enactment of this subsection shall not be subject
to the provisions of this subsection, provided that there is
no material modification to any term of any such extension
of credit or any renewal of any such extension of credit on
or after that date of enactment.

“(2) LIMITATION.—Paragraph (1) does not preclude any
home improvement and manufactured home loans (as that term
is defined in section 5 of the Home Owners’ Loan Act (12
U.S.C. 1464)), consumer credit (as defined in section 103 of
the Truth in Lending Act (15 U.S.C. 1602)), or any extension
of credit under an open end credit plan (as defined in section
103 of the Truth in Lending Act (15 U.S.C. 1602)), or a charge
card (as defined in section 127(c)(4)(e) of the Truth in Lending
Act (15 U.S.C. 1637(c)(4)(e)), or any extension of credit by
a broker or dealer registered under section 15 of this title
to an employee of that broker or dealer to buy, trade, or
carry securities, that is permitted under rules or regulations
of the Board of Governors of the Federal Reserve System pursu-
ant to section 7 of this title (other than an extension of credit
phat would be used to purchase the stock of that issuer), that
is—

“(A) made or provided in the ordinary course of the
consumer credit business of such issuer;

“B) of a type that is generally made available by
such issuer to the public; and

“(C) made by such issuer on market terms, or terms
that are no more favorable than those offered by the issuer
to the general public for such extensions of credit.

“(3) RULE OF CONSTRUCTION FOR CERTAIN LOANS.—Para-
graph (1) does not apply to any loan made or maintained
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by an insured depository institution (as defined in section 3
of the Federal Deposit Insurance Act (12 U.S.C. 1813)), if
the loan is subject to the insider lending restrictions of section
22(h) of the Federal Reserve Act (12 U.S.C. 375b).”.

SEC. 403. DISCLOSURES OF TRANSACTIONS INVOLVING MANAGEMENT
AND PRINCIPAL STOCKHOLDERS.

(a) AMENDMENT.—Section 16 of the Securities Exchange Act
of 1934 (15 U.S.C. 78p) is amended by striking the heading of
such section and subsection (a) and inserting the following:

“SEC. 16. DIRECTORS, OFFICERS, AND PRINCIPAL STOCKHOLDERS.

“(a) DISCLOSURES REQUIRED.—

“(1) DIRECTORS, OFFICERS, AND PRINCIPAL STOCKHOLDERS
REQUIRED TO FILE.—Every person who is directly or indirectly
the beneficial owner of more than 10 percent of any class
of any equity security (other than an exempted security) which
is registered pursuant to section 12, or who is a director or
an officer of the issuer of such security, shall file the statements
required by this subsection with the Commission (and, if such
security is registered on a national securities exchange, also
with the exchange).

“(2) TIME OF FILING.—The statements required by this sub-
section shall be filed

“(A) at the time of the registration of such security
on a national securities exchange or by the effective date
of a registration statement filed pursuant to section 12(g);

“(B) within 10 days after he or she becomes such
beneficial owner, director, or officer;

“(C) if there has been a change in such ownership,
or if such person shall have purchased or sold a security-
based swap agreement (as defined in section 206(b) of
the Gramm-Leach-Bliley Act (15 U.S.C. 78c note)) involving
such equity security, before the end of the second business
day following the day on which the subject transaction
has been executed, or at such other time as the Commission
shall establish, by rule, in any case in which the Commis-
sion determines that such 2-day period is not feasible.
“(3) CONTENTS OF STATEMENTS.—A statement filed—

“(A) under subparagraph (A) or (B) of paragraph (2)
shall contain a statement of the amount of all equity securi-
ties of such issuer of which the filing person is the beneficial
owner; and

“B) under subparagraph (C) of such paragraph shall
indicate ownership by the filing person at the date of
filing, any such changes in such ownership, and such pur-
chases and sales of the security-based swap agreements
as have occurred since the most recent such filing under
such subparagraph.

“(4) ELECTRONIC FILING AND AVAILABILITY.—Beginning not
later than 1 year after the date of enactment of the Sarbanes-
Oxley Act of 2002—

“(A) a statement filed under subparagraph (C) of para-
graph (2) shall be filed electronically;

“B) the Commission shall provide each such statement
on a publicly accessible Internet site not later than the
end of the business day following that filing; and

Informed. In-house. Indispensable.

PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 789

“C) the issuer (if the issuer maintains a corporate
website) shall provide that statement on that corporate
website, not later than the end of the business day following
that filing.”.

(b) EFFECTIVE DATE.—The amendment made by this section
Zhall be effective 30 days after the date of the enactment of this
ct.

SEC. 404. MANAGEMENT ASSESSMENT OF INTERNAL CONTROLS.

(a) RULES REQUIRED.—The Commission shall prescribe rules
requiring each annual report required by section 13(a) or 15(d)
of the Securities Exchange Act of 1934 (15 U.S.C. 78m or 780(d))
to contain an internal control report, which shall—

(1) state the responsibility of management for establishing
and maintaining an adequate internal control structure and
procedures for financial reporting; and

(2) contain an assessment, as of the end of the most recent
fiscal year of the issuer, of the effectiveness of the internal
control structure and procedures of the issuer for financial
reporting.

(b) INTERNAL CONTROL EVALUATION AND REPORTING.—With
respect to the internal control assessment required by subsection
(a), each registered public accounting firm that prepares or issues
the audit report for the issuer shall attest to, and report on, the
assessment made by the management of the issuer. An attestation
made under this subsection shall be made in accordance with stand-
ards for attestation engagements issued or adopted by the Board.
Any such attestation shall not be the subject of a separate engage-
ment.

SEC. 405. EXEMPTION.

Nothing in section 401, 402, or 404, the amendments made
by those sections, or the rules of the Commission under those
sections shall apply to any investment company registered under
section 8 of the Investment Company Act of 1940 (15 U.S.C. 80a—
8).

SEC. 406. CODE OF ETHICS FOR SENIOR FINANCIAL OFFICERS.

(a) CopE oF EtHICS DISCLOSURE.—The Commission shall issue
rules to require each issuer, together with periodic reports required
pursuant to section 13(a) or 15(d) of the Securities Exchange Act
of 1934, to disclose whether or not, and if not, the reason therefor,
such issuer has adopted a code of ethics for senior financial officers,
applicable to its principal financial officer and comptroller or prin-
cipal accounting officer, or persons performing similar functions.

(b) CHANGES IN CODES OF ETHICS.—The Commission shall
revise its regulations concerning matters requiring prompt disclo-
sure on Form 8-K (or any successor thereto) to require the imme-
diate disclosure, by means of the filing of such form, dissemination
by the Internet or by other electronic means, by any issuer of
any change in or waiver of the code of ethics for senior financial
officers.

(c¢) DEFINITION.—In this section, the term “code of ethics” means
such standards as are reasonably necessary to promote—

(1) honest and ethical conduct, including the ethical han-
dling of actual or apparent conflicts of interest between personal
and professional relationships;
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(2) full, fair, accurate, timely, and understandable disclo-
sul:ie in the periodic reports required to be filed by the issuer;
an

(3) compliance with applicable governmental rules and
regulations.

(d) DEADLINE FOR RULEMAKING.—The Commission shall—

(1) propose rules to implement this section, not later than
90 days after the date of enactment of this Act; and

(2) issue final rules to implement this section, not later
than 180 days after that date of enactment.

SEC. 407. DISCLOSURE OF AUDIT COMMITTEE FINANCIAL EXPERT.

(a) RULES DEFINING “FINANCIAL EXPERT”.—The Commission
shall issue rules, as necessary or appropriate in the public interest
and consistent with the protection of investors, to require each
issuer, together with periodic reports required pursuant to sections
13(a) and 15(d) of the Securities Exchange Act of 1934, to disclose
whether or not, and if not, the reasons therefor, the audit committee
of that issuer is comprised of at least 1 member who is a financial
expert, as such term is defined by the Commission.

(b) CONSIDERATIONS.—In defining the term “financial expert”
for purposes of subsection (a), the Commission shall consider
whether a person has, through education and experience as a public
accountant or auditor or a principal financial officer, comptroller,
or principal accounting officer of an issuer, or from a position
involving the performance of similar functions—

(1) an understanding of generally accepted accounting prin-
ciples and financial statements;

(2) experience in—

(A) the preparation or auditing of financial statements
of generally comparable issuers; and

(B) the application of such principles in connection
with the accounting for estimates, accruals, and reserves;
(3) experience with internal accounting controls; and
(4) an understanding of audit committee functions.

(c) DEADLINE FOR RULEMAKING.—The Commission shall—

(1) propose rules to implement this section, not later than

90 days after the date of enactment of this Act; and

(2) issue final rules to implement this section, not later
than 180 days after that date of enactment.

SEC. 408. ENHANCED REVIEW OF PERIODIC DISCLOSURES BY ISSUERS.

(a) REGULAR AND SYSTEMATIC REVIEW.—The Commission shall
review disclosures made by issuers reporting under section 13(a)
of the Securities Exchange Act of 1934 (including reports filed
on Form 10-K), and which have a class of securities listed on
a national securities exchange or traded on an automated quotation
facility of a national securities association, on a regular and system-
atic basis for the protection of investors. Such review shall include
a review of an issuer’s financial statement.

(b) REVIEW CRITERIA.—For purposes of scheduling the reviews
required by subsection (a), the Commission shall consider, among
other factors—

(1) issuers that have issued material restatements of finan-
cial results;

(2) issuers that experience significant volatility in their
stock price as compared to other issuers;

(3) issuers with the largest market capitalization;
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(4) emerging companies with disparities in price to earning
ratios;

(5) issuers whose operations significantly affect any mate-
rial sector of the economy; and

(6) any other factors that the Commission may consider
relevant.

(c) MINIMUM REVIEW PERIOD.—In no event shall an issuer
required to file reports under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 be reviewed under this section less frequently
than once every 3 years.

SEC. 409. REAL TIME ISSUER DISCLOSURES.

Section 13 of the Securities Exchange Act of 1934 (15 U.S.C.
78m), as amended by this Act, is amended by adding at the end
the following:

“1) REAL TIME ISSUER DISCLOSURES.—Each issuer reporting
under section 13(a) or 15(d) shall disclose to the public on a rapid
and current basis such additional information concerning material
changes in the financial condition or operations of the issuer, in
plain English, which may include trend and qualitative information
and graphic presentations, as the Commission determines, by rule,
is necessary or useful for the protection of investors and in the
public interest.”.

TITLE V—ANALYST CONFLICTS OF
INTEREST

SEC. 501. TREATMENT OF SECURITIES ANALYSTS BY REGISTERED
SECURITIES ASSOCIATIONS AND NATIONAL SECURITIES
EXCHANGES.

(a) RULES REGARDING SECURITIES ANALYSTS.—The Securities
Exchange Act of 1934 (15 U.S.C. 78a et seq.) is amended by
inserting after section 15C the following new section:

“SEC. 15D. SECURITIES ANALYSTS AND RESEARCH REPORTS.

“(a) ANALYST PROTECTIONS.—The Commission, or upon the
authorization and direction of the Commission, a registered securi-
ties association or national securities exchange, shall have adopted,
not later than 1 year after the date of enactment of this section,
rules reasonably designed to address conflicts of interest that can
arise when securities analysts recommend equity securities in
research reports and public appearances, in order to improve the
objectivity of research and provide investors with more useful and
reliable information, including rules designed—

“(1) to foster greater public confidence in securities
research, and to protect the objectivity and independence of
securities analysts, by—

(A) restricting the prepublication clearance or
approval of research reports by persons employed by the
broker or dealer who are engaged in investment banking
activities, or persons not directly responsible for investment
research, other than legal or compliance staff;

“(B) limiting the supervision and compensatory evalua-
tion of securities analysts to officials employed by the
broker or dealer who are not engaged in investment
banking activities; and

15 USC 780-6.
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“(C) requiring that a broker or dealer and persons
employed by a broker or dealer who are involved with
investment banking activities may not, directly or
indirectly, retaliate against or threaten to retaliate against
any securities analyst employed by that broker or dealer
or its affiliates as a result of an adverse, negative, or
otherwise unfavorable research report that may adversely
affect the present or prospective investment banking rela-
tionship of the broker or dealer with the issuer that is
the subject of the research report, except that such rules
may not limit the authority of a broker or dealer to dis-
cipline a securities analyst for causes other than such
research report in accordance with the policies and proce-
dures of the firm;

“(2) to define periods during which brokers or dealers who
have participated, or are to participate, in a public offering
of securities as underwriters or dealers should not publish
or otherwise distribute research reports relating to such securi-
ties or to the issuer of such securities;

“(3) to establish structural and institutional safeguards
within registered brokers or dealers to assure that securities
analysts are separated by appropriate informational partitions
within the firm from the review, pressure, or oversight of
those whose involvement in investment banking activities
might potentially bias their judgment or supervision; and

“(4) to address such other issues as the Commission, or
such association or exchange, determines appropriate.

“(b) D1SCLOSURE.—The Commission, or upon the authorization
and direction of the Commission, a registered securities association
or national securities exchange, shall have adopted, not later than
1 year after the date of enactment of this section, rules reasonably
designed to require each securities analyst to disclose in public
appearances, and each registered broker or dealer to disclose in
each research report, as applicable, conflicts of interest that are
known or should have been known by the securities analyst or
the broker or dealer, to exist at the time of the appearance or
the date of distribution of the report, including—

“(1) the extent to which the securities analyst has debt
or equity investments in the issuer that is the subject of the
appearance or research report;

“(2) whether any compensation has been received by the
registered broker or dealer, or any affiliate thereof, including
the securities analyst, from the issuer that is the subject of
the appearance or research report, subject to such exemptions
as the Commission may determine appropriate and necessary
to prevent disclosure by virtue of this paragraph of material
non-public information regarding specific potential future
investment banking transactions of such issuer, as is appro-
priate in the public interest and consistent with the protection
of investors;

“(3) whether an issuer, the securities of which are rec-
ommended in the appearance or research report, currently is,
or during the 1-year period preceding the date of the appearance
or date of distribution of the report has been, a client of the
registered broker or dealer, and if so, stating the types of
services provided to the issuer;
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“(4) whether the securities analyst received compensation
with respect to a research report, based upon (among any
other factors) the investment banking revenues (either gen-
erally or specifically earned from the issuer being analyzed)
of the registered broker or dealer; and

“(5) such other disclosures of conflicts of interest that are
material to investors, research analysts, or the broker or dealer
as the Commission, or such association or exchange, determines
appropriate.

“(c) DEFINITIONS.—In this section—

“(1) the term ‘securities analyst’ means any associated per-
son of a registered broker or dealer that is principally respon-
sible for, and any associated person who reports directly or
indirectly to a securities analyst in connection with, the
preparation of the substance of a research report, whether
or not any such person has the job title of ‘securities analyst’;

“(2) the term ‘research report’ means a written or electronic
communication that includes an analysis of equity securities
of individual companies or industries, and that provides
information reasonably sufficient upon which to base an invest-
ment decision.”.

(b) ENFORCEMENT.—Section 21B(a) of the Securities Exchange
Act of 1934 (15 U.S.C. 78u—2(a)) is amended by inserting “15D,”
before “15B”.

(c) CoMMISSION AUTHORITY.—The Commission may promulgate
and amend its regulations, or direct a registered securities associa-
tion or national securities exchange to promulgate and amend its
rules, to carry out section 15D of the Securities Exchange Act
of 1934, as added by this section, as is necessary for the protection
of investors and in the public interest.

TITLE VI—COMMISSION RESOURCES
AND AUTHORITY

SEC. 601. AUTHORIZATION OF APPROPRIATIONS.

Section 35 of the Securities Exchange Act of 1934 (15 U.S.C.
78Kkk) is amended to read as follows:

“SEC. 35. AUTHORIZATION OF APPROPRIATIONS.

“In addition to any other funds authorized to be appropriated
to the Commission, there are authorized to be appropriated to
carry out the functions, powers, and duties of the Commission,
$776,000,000 for fiscal year 2003, of which—

“(1) $102,700,000 shall be available to fund additional com-
pensation, including salaries and benefits, as authorized in
the Investor and Capital Markets Fee Relief Act (Public Law
107-123; 115 Stat. 2390 et seq.);

“(2) $108,400,000 shall be available for information tech-
nology, security enhancements, and recovery and mitigation
activities in light of the terrorist attacks of September 11,
2001; and

“(3) $98,000,000 shall be available to add not fewer than
an additional 200 qualified professionals to provide enhanced
oversight of auditors and audit services required by the Federal
securities laws, and to improve Commission investigative and

15 USC 780-6
note.

65 of 105



ACC's 2008 Annual Meeting

116 STAT. 794 PUBLIC LAW 107-204—JULY 30, 2002

15 USC 78d-3.

disciplinary efforts with respect to such auditors and services,
as well as for additional professional support staff necessary
to strengthen the programs of the Commission involving Full
Disclosure and Prevention and Suppression of Fraud, risk
management, industry technology review, compliance, inspec-
tions, examinations, market regulation, and investment
management.”.

SEC. 602. APPEARANCE AND PRACTICE BEFORE THE COMMISSION.

The Securities Exchange Act of 1934 (15 U.S.C. 78a et seq.)
is amended by inserting after section 4B the following:

“SEC. 4C. APPEARANCE AND PRACTICE BEFORE THE COMMISSION.

“(a) AUTHORITY TO CENSURE.—The Commission may censure
any person, or deny, temporarily or permanently, to any person
the privilege of appearing or practicing before the Commission
in any way, if that person is found by the Commission, after
notice and opportunity for hearing in the matter—

“(1) not to possess the requisite qualifications to represent
others;

“2) to be lacking in character or integrity, or to have
engaged in unethical or improper professional conduct; or

“(3) to have willfully violated, or willfully aided and abetted
the violation of, any provision of the securities laws or the
rules and regulations issued thereunder.

“(b) DEFINITION.—With respect to any registered public
accounting firm or associated person, for purposes of this section,
the term ‘improper professional conduct’ means—

“(1) intentional or knowing conduct, including reckless con-
duct, that results in a violation of applicable professional stand-
ards; and

“(2) negligent conduct in the form of—

“(A) a single instance of highly unreasonable conduct
that results in a violation of applicable professional stand-
ards in circumstances in which the registered public
accounting firm or associated person knows, or should
know, that heightened scrutiny is warranted; or

“(B) repeated instances of unreasonable conduct, each
resulting in a violation of applicable professional standards,
that indicate a lack of competence to practice before the
Commission.”.

SEC. 603. FEDERAL COURT AUTHORITY TO IMPOSE PENNY STOCK

BARS.

(a) SECURITIES EXCHANGE ACT OF 1934.—Section 21(d) of the
Securities Exchange Act of 1934 (15 U.S.C. 78u(d)), as amended
by this Act, is amended by adding at the end the following:

“(6) AUTHORITY OF A COURT TO PROHIBIT PERSONS FROM PARTICI-
PATING IN AN OFFERING OF PENNY STOCK.—

“(A) IN GENERAL.—In any proceeding under paragraph (1)
against any person participating in, or, at the time of the
alleged misconduct who was participating in, an offering of
penny stock, the court may prohibit that person from partici-
pating in an offering of penny stock, conditionally or uncondi-
tionally, and permanently or for such period of time as the
court shall determine.

“(B) DEFINITION.—For purposes of this paragraph, the term
‘person participating in an offering of penny stock’ includes
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any person engaging in activities with a broker, dealer, or

issuer for purposes of issuing, trading, or inducing or

attempting to induce the purchase or sale of, any penny stock.

The Commission may, by rule or regulation, define such term

to include other activities, and may, by rule, regulation, or

order, exempt any person or class of persons, in whole or
in part, conditionally or unconditionally, from inclusion in such
term.”.

(b) SECURITIES ACT OF 1933.—Section 20 of the Securities Act
of 1933 (15 U.S.C. 77t) is amended by adding at the end the
following:

“(g) AUTHORITY OF A COURT To PROHIBIT PERSONS FRrROM
PARTICIPATING IN AN OFFERING OF PENNY STOCK.—

“(1) IN GENERAL.—In any proceeding under subsection (a)
against any person participating in, or, at the time of the
alleged misconduct, who was participating in, an offering of
penny stock, the court may prohibit that person from partici-
pating in an offering of penny stock, conditionally or uncondi-
tionally, and permanently or for such period of time as the
court shall determine.

“(2) DEFINITION.—For purposes of this subsection, the term
‘person participating in an offering of penny stock’ includes
any person engaging in activities with a broker, dealer, or
issuer for purposes of issuing, trading, or inducing or
attempting to induce the purchase or sale of, any penny stock.
The Commission may, by rule or regulation, define such term
to include other activities, and may, by rule, regulation, or
order, exempt any person or class of persons, in whole or
in part, conditionally or unconditionally, from inclusion in such
term.”.

SEC. 604. QUALIFICATIONS OF ASSOCIATED PERSONS OF BROKERS
AND DEALERS.

(a) BROKERS AND DEALERS.—Section 15(b)(4) of the Securities
Exchange Act of 1934 (15 U.S.C. 780) is amended—

(1) by striking subparagraph (F) and inserting the fol-
lowing:

“(F) is subject to any order of the Commission barring
or suspending the right of the person to be associated with
a broker or dealer;”; and

(2) in subparagraph (G), by striking the period at the
end and inserting the following: ¢ or

“(H) is subject to any final order of a State securities
commission (or any agency or officer performing like functions),
State authority that supervises or examines banks, savings
associations, or credit unions, State insurance commission (or
any agency or office performing like functions), an appropriate
Federal banking agency (as defined in section 3 of the Federal
Deposit Insurance Act (12 U.S.C. 1813(q))), or the National
Credit Union Administration, that—

“(i) bars such person from association with an entity
regulated by such commission, authority, agency, or officer,
or from engaging in the business of securities, insurance,
banking, savings association activities, or credit union
activities; or
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“(ii) constitutes a final order based on violations of
any laws or regulations that prohibit fraudulent, manipula-
tive, or deceptive conduct.”.

(b) INVESTMENT ADVISERS.—Section 203(e) of the Investment
Advisers Act of 1940 (15 U.S.C. 80b-3(e)) is amended—

(1) by striking paragraph (7) and inserting the following:

“(7) is subject to any order of the Commission barring
or suspending the right of the person to be associated with
an investment adviser;”;

(2) in paragraph (8), by striking the period at the end
and inserting “; or”; and

(3) by adding at the end the following:

“(9) is subject to any final order of a State securities
commission (or any agency or officer performing like functions),
State authority that supervises or examines banks, savings
associations, or credit unions, State insurance commission (or
any agency or office performing like functions), an appropriate
Federal banking agency (as defined in section 3 of the Federal
Deposit Insurance Act (12 U.S.C. 1813(q))), or the National
Credit Union Administration, that—

“(A) bars such person from association with an entity
regulated by such commission, authority, agency, or officer,
or from engaging in the business of securities, insurance,
banking, savings association activities, or credit union
activities; or

“(B) constitutes a final order based on violations of
any laws or regulations that prohibit fraudulent, manipula-
tive, or deceptive conduct.”.

(c) CONFORMING AMENDMENTS.—

(1) SECURITIES EXCHANGE ACT OF 1934.—The Securities
Exchange Act of 1934 (15 U.S.C. 78a et seq.) is amended—

(A) in section 3(a)(39)(F) (15 U.S.C. 78c(a)(39)(F))—

d (i) by striking “or (G)” and inserting “(H), or (G)”;
an
(ii) by insertmg , or is subject to an order or
finding,” before “enumerated”;

(B) in each of section 15(b)6)A)H) (15 U.S.C.
780(b)(6)(A)(1)) paragraphs (2) and (4) of section 15B(c)
(15 U.S.C. 780—4(c)), and subparagraphs (A) and (C) of
section 15C(c)(1) (15 U.S.C. 780-5(c)(1)—

(i) by striking “or (G)” each place that term appears
and inserting “(H), or (G)”; and

(i) by striking “or omission” each place that term
appears, and inserting “, or is subject to an order
or finding,”; and

(C) in each of paragraphs (3)(A) and (4)(C) of section
17A(c) (15 U.S.C. 78g—1(c))—

(i) by striking “or (G)” each place that term appears
and inserting “(H), or (G)”; and

(ii) by inserting “, or is subject to an order or
finding,” before “enumerated” each place that term
appears.

(2) INVESTMENT ADVISERS ACT OF 1940.—Section 203(f) of
the Investment Advisers Act of 1940 (15 U.S.C. 80b-3(f)) is
amended—

(A) by striking “or (8)” and 1nsert1ng “8), or (9) and

(B) by inserting “or (3)” after “paragraph (2)”
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TITLE VII—STUDIES AND REPORTS

SEC. 701. GAO STUDY AND REPORT REGARDING CONSOLIDATION OF
PUBLIC ACCOUNTING FIRMS.

(a) STUDY REQUIRED.—The Comptroller General of the United
States shall conduct a study—

(1) to identify—

(A) the factors that have led to the consolidation of
public accounting firms since 1989 and the consequent
reduction in the number of firms capable of providing audit
services to large national and multi-national business
organizations that are subject to the securities laws;

(B) the present and future impact of the condition
described in subparagraph (A) on capital formation and
securities markets, both domestic and international; and

(C) solutions to any problems identified under subpara-
graph (B), including ways to increase competition and the
number of firms capable of providing audit services to
large national and multinational business organizations
that are subject to the securities laws;

(2) of the problems, if any, faced by business organizations
that have resulted from limited competition among public
accounting firms, including—

(A) higher costs;

(B) lower quality of services;

(C) impairment of auditor independence; or

(D) lack of choice; and
(3) whether and to what extent Federal or State regulations

impede competition among public accounting firms.

(b) CONSULTATION.—In planning and conducting the study
under this section, the Comptroller General shall consult with—

(1) the Commission;

(2) the regulatory agencies that perform functions similar
to the Commission within the other member countries of the
Group of Seven Industrialized Nations;

(3) the Department of Justice; and

(4) any other public or pnvate sector organization that
the Comptroller General considers appropriate.

(c) REPORT REQUIRED.—Not later than 1 year after the date
of enactment of this Act, the Comptroller General shall submit
a report on the results of the study required by this section to
the Committee on Banking, Housing, and Urban Affairs of the
Senate and the Committee on Financial Services of the House
of Representatives.

SEC. 702. COMMISSION STUDY AND REPORT REGARDING CREDIT
RATING AGENCIES.

(a) STUDY REQUIRED.—

(1) IN GENERAL.—The Commission shall conduct a study
of the role and function of credit rating agencies in the operation
of the securities market.

(2) AREAS OF CONSIDERATION.—The study required by this
subsection shall examine—

(A) the role of credit rating agencies in the evaluation
of issuers of securities;
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(B) the importance of that role to investors and the
functioning of the securities markets;

(C) any impediments to the accurate appraisal by credit
rating agencies of the financial resources and risks of
issuers of securities;

(D) any barriers to entry into the business of acting
as a credit rating agency, and any measures needed to
remove such barriers;

(E) any measures which may be required to improve
the dissemination of information concerning such resources
and risks when credit rating agencies announce credit
ratings; and

(F) any conflicts of interest in the operation of credit
rating agencies and measures to prevent such conflicts
or ameliorate the consequences of such conflicts.

(b) REPORT REQUIRED.—The Commission shall submit a report
on the study required by subsection (a) to the President, the Com-
mittee on Financial Services of the House of Representatives, and
the Committee on Banking, Housing, and Urban Affairs of the
Shenage not later than 180 days after the date of enactment of
this Act.

SEC. 703. STUDY AND REPORT ON VIOLATORS AND VIOLATIONS.

(a) STUDY.—The Commission shall conduct a study to deter-
mine, based upon information for the period from January 1, 1998,
to December 31, 2001—

(1) the number of securities professionals, defined as public
accountants, public accounting firms, investment bankers,
investment advisers, brokers, dealers, attorneys, and other
securities professionals practicing before the Commission—

(A) who have been found to have aided and abetted
a violation of the Federal securities laws, including rules
or regulations promulgated thereunder (collectively
referred to in this section as “Federal securities laws”),
but who have not been sanctioned, disciplined, or otherwise
penalized as a primary violator in any administrative
action or civil proceeding, including in any settlement of
such an action or proceeding (referred to in this section
as “aiders and abettors”); and

(B) who have been found to have been primary violators
of the Federal securities laws;

(2) a description of the Federal securities laws violations
committed by aiders and abettors and by primary violators,
including—

(A) the specific provision of the Federal securities laws
violated;

(B) the specific sanctions and penalties imposed upon
such aiders and abettors and primary violators, including
the amount of any monetary penalties assessed upon and
collected from such persons;

(C) the occurrence of multiple violations by the same
person or persons, either as an aider or abettor or as
a primary violator; and

(D) whether, as to each such violator, disciplinary sanc-
tions have been imposed, including any censure, suspen-
sion, temporary bar, or permanent bar to practice before
the Commission; and
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(3) the amount of disgorgement, restitution, or any other
fines or payments that the Commission has assessed upon
and collected from, aiders and abettors and from primary viola-
tors.

(b) REPORT.—A report based upon the study conducted pursuant
to subsection (a) shall be submitted to the Committee on Banking,
Housing, and Urban Affairs of the Senate, and the Committee
on Financial Services of the House of Representatives not later
than 6 months after the date of enactment of this Act.

SEC. 704. STUDY OF ENFORCEMENT ACTIONS.

(a) STUDY REQUIRED.—The Commission shall review and ana-
lyze all enforcement actions by the Commission involving violations
of reporting requirements imposed under the securities laws, and
restatements of financial statements, over the 5-year period pre-
ceding the date of enactment of this Act, to identify areas of
reporting that are most susceptible to fraud, inappropriate manipu-
lation, or inappropriate earnings management, such as revenue
recognition and the accounting treatment of off-balance sheet special
purpose entities.

(b) REPORT REQUIRED.—The Commission shall report its
findings to the Committee on Financial Services of the House of
Representatives and the Committee on Banking, Housing, and
Urban Affairs of the Senate, not later than 180 days after the
date of enactment of this Act, and shall use such findings to revise
its rules and regulations, as necessary. The report shall include
a discussion of regulatory or legislative steps that are recommended
or (tihat may be necessary to address concerns identified in the
study.

SEC. 705. STUDY OF INVESTMENT BANKS.

(a) GAO StuDY.—The Comptroller General of the United States
shall conduct a study on whether investment banks and financial
advisers assisted public companies in manipulating their earnings
and obfuscating their true financial condition. The study should
address the rule of investment banks and financial advisers—

(1) in the collapse of the Enron Corporation, including
with respect to the design and implementation of derivatives
transactions, transactions involving special purpose vehicles,
and other financial arrangements that may have had the effect
of altering the company’s reported financial statements in ways
that obscured the true financial picture of the company;

(2) in the failure of Global Crossing, including with respect
to transactions involving swaps of fiberoptic cable capacity,
in the designing transactions that may have had the effect
of altering the company’s reported financial statements in ways
that obscured the true financial picture of the company; and

(3) generally, in creating and marketing transactions which
may have been designed solely to enable companies to manipu-
late revenue streams, obtain loans, or move liabilities off bal-
ance sheets without altering the economic and business risks
faced by the companies or any other mechanism to obscure
a company’s financial picture.

(b) REPORT.—The Comptroller General shall report to Congress
not later than 180 days after the date of enactment of this Act
on the results of the study required by this section. The report
shall include a discussion of regulatory or legislative steps that
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Regulations.

are recommended or that may be necessary to address concerns
identified in the study.

TITLE VIII-CORPORATE AND
CRIMINAL FRAUD ACCOUNTABILITY

SEC. 801. SHORT TITLE.

This title may be cited as the “Corporate and Criminal Fraud
Accountability Act of 2002”.

SEC. 802. CRIMINAL PENALTIES FOR ALTERING DOCUMENTS.

(a) IN GENERAL.—Chapter 73 of title 18, United States Code,
is amended by adding at the end the following:

“§1519. Destruction, alteration, or falsification of records
in Federal investigations and bankruptcy

“Whoever knowingly alters, destroys, mutilates, conceals, covers
up, falsifies, or makes a false entry in any record, document, or
tangible object with the intent to impede, obstruct, or influence
the investigation or proper administration of any matter within
the jurisdiction of any department or agency of the United States
or any case filed under title 11, or in relation to or contemplation
of any such matter or case, shall be fined under this title, impris-
oned not more than 20 years, or both.

“§1520. Destruction of corporate audit records

“(a)(1) Any accountant who conducts an audit of an issuer
of securities to which section 10A(a) of the Securities Exchange
Act of 1934 (15 U.S.C. 78j—1(a)) applies, shall maintain all audit
or review workpapers for a period of 5 years from the end of
the fiscal period in which the audit or review was concluded.

“(2) The Securities and Exchange Commission shall promulgate,
within 180 days, after adequate notice and an opportunity for
comment, such rules and regulations, as are reasonably necessary,
relating to the retention of relevant records such as workpapers,
documents that form the basis of an audit or review, memoranda,
correspondence, communications, other documents, and records
(including electronic records) which are created, sent, or received
in connection with an audit or review and contain conclusions,
opinions, analyses, or financial data relating to such an audit or
review, which is conducted by any accountant who conducts an
audit of an issuer of securities to which section 10A(a) of the
Securities Exchange Act of 1934 (15 U.S.C. 78j-1(a)) applies. The
Commission may, from time to time, amend or supplement the
rules and regulations that it is required to promulgate under this
section, after adequate notice and an opportunity for comment,
in order to ensure that such rules and regulations adequately
comport with the purposes of this section.

“(b) Whoever knowingly and willfully violates subsection (a)(1),
or any rule or regulation promulgated by the Securities and
Exchange Commission under subsection (a)(2), shall be fined under
this title, imprisoned not more than 10 years, or both.

“(c) Nothing in this section shall be deemed to diminish or
relieve any person of any other duty or obligation imposed by
Federal or State law or regulation to maintain, or refrain from
destroying, any document.”.
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(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 73 of title 18, United States Code, is amended
by adding at the end the following new items:

“1519. Destruction, alteration, or falsification of records in Federal investigations
and bankruptey.
“1520. Destruction of corporate audit records.”.

SEC. 803. DEBTS NONDISCHARGEABLE IF INCURRED IN VIOLATION
OF SECURITIES FRAUD LAWS.

Section 523(a) of title 11, United States Code, is amended—
(1) in paragraph (17), by striking “or” after the semicolon;
(2) in paragraph (18), by striking the period at the end

and inserting ; or”; and
(3) by adding at the end, the following:
“(19) that—

“(A) is for—

“(i) the violation of any of the Federal securities
laws (as that term is defined in section 3(a)(47) of
the Securities Exchange Act of 1934), any of the State
securities laws, or any regulation or order issued under
such Federal or State securities laws; or

“(ii) common law fraud, deceit, or manipulation
in gonnection with the purchase or sale of any security;
an
“(B) results from—

“(i) any judgment, order, consent order, or decree
entered in any Federal or State judicial or administra-
tive proceeding;

“(ii) any settlement agreement entered into by the
debtor; or

“(iii) any court or administrative order for any
damages, fine, penalty, citation, restitutionary pay-
ment, disgorgement payment, attorney fee, cost, or

>

other payment owed by the debtor.”.

SEC. 804. STATUTE OF LIMITATIONS FOR SECURITIES FRAUD.

(a) IN GENERAL.—Section 1658 of title 28, United States Code,
is amended—

(1) by inserting “(a)” before “Except”; and
(2) by adding at the end the following:

“(b) Notwithstanding subsection (a), a private right of action
that involves a claim of fraud, deceit, manipulation, or contrivance
in contravention of a regulatory requirement concerning the securi-
ties laws, as defined in section 3(a)(47) of the Securities Exchange
Act of 1934 (15 U.S.C. 78c(a)(47)), may be brought not later than
the earlier of—

“(1) 2 years after the discovery of the facts constituting
the violation; or
“(2) 5 years after such violation.”.

(b) EFFECTIVE DATE.—The limitations period provided by sec-
tion 1658(b) of title 28, United States Code, as added by this
section, shall apply to all proceedings addressed by this section
Zhat are commenced on or after the date of enactment of this

ct.

(c) No CREATION OF ACTIONS.—Nothing in this section shall
create a new, private right of action.

28 USC 1658
note.

28 USC 1658
note.

69 of 105



ACC's 2008 Annual Meeting

116 STAT. 802 PUBLIC LAW 107-204—JULY 30, 2002

28 USC 994 note.

Deadline.

SEC. 805. REVIEW OF FEDERAL SENTENCING GUIDELINES FOR
OBSTRUCTION OF JUSTICE AND EXTENSIVE CRIMINAL
FRAUD.

(a) ENHANCEMENT OF FRAUD AND OBSTRUCTION OF JUSTICE
SENTENCES.—Pursuant to section 994 of title 28, United States
Code, and in accordance with this section, the United States Sen-
tencing Commission shall review and amend, as appropriate, the
Federal Sentencing Guidelines and related policy statements to
ensure that—

(1) the base offense level and existing enhancements con-
tained in United States Sentencing Guideline 2J1.2 relating
to obstruction of justice are sufficient to deter and punish
that activity;

(2) the enhancements and specific offense characteristics
relating to obstruction of justice are adequate in cases where—

(A) the destruction, alteration, or fabrication of evi-
dence involves—

(i) a large amount of evidence, a large number
of participants, or is otherwise extensive;

(ii) the selection of evidence that is particularly
probative or essential to the investigation; or

(iii) more than minimal planning; or
(B) the offense involved abuse of a special skill or

a position of trust;

(3) the guideline offense levels and enhancements for viola-
tions of section 1519 or 1520 of title 18, United States Code,
as added by this title, are sufficient to deter and punish that
activity;

(4) a specific offense characteristic enhancing sentencing
is provided under United States Sentencing Guideline 2B1.1
(as in effect on the date of enactment of this Act) for a fraud
offense that endangers the solvency or financial security of
a substantial number of victims; and

(5) the guidelines that apply to organizations in United
States Sentencing Guidelines, chapter 8, are sufficient to deter
and punish organizational criminal misconduct.

(b) EMERGENCY AUTHORITY AND DEADLINE FOR COMMISSION
AcTION.—The United States Sentencing Commission is requested
to promulgate the guidelines or amendments provided for under
this section as soon as practicable, and in any event not later
than 180 days after the date of enactment of this Act, in accordance
with the prcedures set forth in section 219(a) of the Sentencing
Reform Act of 1987, as though the authority under that Act had
not expired.

SEC. 806. PROTECTION FOR EMPLOYEES OF PUBLICLY TRADED
COMPANIES WHO PROVIDE EVIDENCE OF FRAUD.

(a) IN GENERAL.—Chapter 73 of title 18, United States Code,
is amended by inserting after section 1514 the following:

“§1514A. Civil action to protect against retaliation in fraud
cases

“(a) WHISTLEBLOWER PROTECTION FOR EMPLOYEES OF PUBLICLY
TRADED COMPANIES.—No company with a class of securities reg-
istered under section 12 of the Securities Exchange Act of 1934
(15 U.S.C. 78]), or that is required to file reports under section
15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 780(d)),
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or any officer, employee, contractor, subcontractor, or agent of such
company, may discharge, demote, suspend, threaten, harass, or
in any other manner discriminate against an employee in the terms
and conditions of employment because of any lawful act done by
the employee—

“(1) to provide information, cause information to be pro-
vided, or otherwise assist in an investigation regarding any
conduct which the employee reasonably believes constitutes
a violation of section 1341, 1343, 1344, or 1348, any rule or
regulation of the Securities and Exchange Commission, or any
provision of Federal law relating to fraud against shareholders,
when the information or assistance is provided to or the inves-
tigation is conducted by—

“(A) a Federal regulatory or law enforcement agency;

“(B) any Member of Congress or any committee of
Congress; or

“(C) a person with supervisory authority over the
employee (or such other person working for the employer
who has the authority to investigate, discover, or terminate
misconduct); or
“2) to file, cause to be filed, testify, participate in, or

otherwise assist in a proceeding filed or about to be filed
(with any knowledge of the employer) relating to an alleged
violation of section 1341, 1343, 1344, or 1348, any rule or
regulation of the Securities and Exchange Commission, or any
provision of Federal law relating to fraud against shareholders.
“(b) ENFORCEMENT ACTION.—

“(1) IN GENERAL.—A person who alleges discharge or other
discrimination by any person in violation of subsection (a) may
seek relief under subsection (c), by—

“(A) filing a complaint with the Secretary of Labor;
or

“B) if the Secretary has not issued a final decision
within 180 days of the filing of the complaint and there
is no showing that such delay is due to the bad faith
of the claimant, bringing an action at law or equity for
de novo review in the appropriate district court of the
United States, which shall have jurisdiction over such an
action without regard to the amount in controversy.

“(2) PROCEDURE.—

“(A) IN GENERAL.—An action under paragraph (1)(A)
shall be governed under the rules and procedures set forth
in section 42121(b) of title 49, United States Code.

“(B) EXCEPTION.—Notification made under section
42121(b)(1) of title 49, United States Code, shall be made
to the person named in the complaint and to the employer.

“(C) BURDENS OF PROOF.—An action brought under
paragraph (1)(B) shall be governed by the legal burdens
of proof set forth in section 42121(b) of title 49, United
States Code.

“(D) STATUTE OF LIMITATIONS.—An action under para-
graph (1) shall be commenced not later than 90 days after
the date on which the violation occurs.

“(c) REMEDIES.—

“(1) IN GENERAL.—An employee prevailing in any action
under subsection (b)(1) shall be entitled to all relief necessary
to make the employee whole.
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“(2) COMPENSATORY DAMAGES.—Relief for any action under
paragraph (1) shall include—

“(A) reinstatement with the same seniority status that
the employee would have had, but for the discrimination;

“(B) the amount of back pay, with interest; and

“(C) compensation for any special damages sustained
as a result of the discrimination, including litigation costs,
expert witness fees, and reasonable attorney fees.

“(d) RIGHTS RETAINED BY EMPLOYEE.—Nothing in this section
shall be deemed to diminish the rights, privileges, or remedies
of any employee under any Federal or State law, or under any
collective bargaining agreement.”.

(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 73 of title 18, United States Code, is amended
by inserting after the item relating to section 1514 the following
new item:

“1514A. Civil action to protect against retaliation in fraud cases.”.

SEC. 807. CRIMINAL PENALTIES FOR DEFRAUDING SHAREHOLDERS
OF PUBLICLY TRADED COMPANIES.

(a) IN GENERAL.—Chapter 63 of title 18, United States Code,
is amended by adding at the end the following:

“§1348. Securities fraud

“Whoever knowingly executes, or attempts to execute, a scheme
or artifice—
“(1) to defraud any person in connection with any security
of an issuer with a class of securities registered under section
12 of the Securities Exchange Act of 1934 (15 U.S.C. 781)
or that is required to file reports under section 15(d) of the
Securities Exchange Act of 1934 (15 U.S.C. 780(d)); or
“(2) to obtain, by means of false or fraudulent pretenses,
representations, or promises, any money or property in connec-
tion with the purchase or sale of any security of an issuer
with a class of securities registered under section 12 of the
Securities Exchange Act of 1934 (15 U.S.C. 78]) or that is
required to file reports under section 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C. 780(d));
shall be fined under this title, or imprisoned not more than 25
years, or both.”.
(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 63 of title 18, United States Code, is amended
by adding at the end the following new item:

“1348. Securities fraud.”.

TITLE IX—WHITE-COLLAR CRIME
PENALTY ENHANCEMENTS

SEC. 901. SHORT TITLE.

This title may be cited as the “White-Collar Crime Penalty
Enhancement Act of 2002”.
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SEC. 902. ATTEMPTS AND CONSPIRACIES TO COMMIT CRIMINAL
FRAUD OFFENSES.

(a) IN GENERAL.—Chapter 63 of title 18, United States Code,
is amended by inserting after section 1348 as added by this Act
the following:

“§1349. Attempt and conspiracy

“Any person who attempts or conspires to commit any offense
under this chapter shall be subject to the same penalties as those
prescribed for the offense, the commission of which was the object
of the attempt or conspiracy.

(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 63 of title 18, United States Code, is amended
by adding at the end the following new item:

“1349. Attempt and conspiracy.”.
SEC. 903. CRIMINAL PENALTIES FOR MAIL AND WIRE FRAUD.

(a) MAIL FRAUD.—Section 1341 of title 18, United States Code,
is amended by striking “five” and inserting “20”.

(b) WIRE FRAUD.—Section 1343 of title 18, United States Code,
is amended by striking “five” and inserting “20”.

SEC. 904. CRIMINAL PENALTIES FOR VIOLATIONS OF THE EMPLOYEE
RETIREMENT INCOME SECURITY ACT OF 1974.

Section 501 of the Employee Retirement Income Security Act
of 1974 (29 U.S.C. 1131) is amended—
(1) by striking “$5,000” and inserting “$100,000”;
(2) by striking “one year” and inserting “10 years”; and
(3) by striking “$100,000” and inserting “$500,000”.
SEC. 905. AMENDMENT TO SENTENCING GUIDELINES RELATING TO
CERTAIN WHITE-COLLAR OFFENSES.

(a) DIRECTIVE TO THE UNITED STATES SENTENCING COMMIS-
SION.—Pursuant to its authority under section 994(p) of title 18,
United States Code, and in accordance with this section, the United
States Sentencing Commission shall review and, as appropriate,
amend the Federal Sentencing Guidelines and related policy state-
ments to implement the provisions of this Act.

(b) REQUIREMENTS.—In carrying out this section, the Sen-
tencing Commission shall—

(1) ensure that the sentencing guidelines and policy state-
ments reflect the serious nature of the offenses and the pen-
alties set forth in this Act, the growing incidence of serious
fraud offenses which are identified above, and the need to
modify the sentencing guidelines and policy statements to deter,
prevent, and punish such offenses;

(2) consider the extent to which the guidelines and policy
statements adequately address whether the guideline offense
levels and enhancements for violations of the sections amended
by this Act are sufficient to deter and punish such offenses,
and specifically, are adequate in view of the statutory increases
in penalties contained in this Act;

(3) assure reasonable consistency with other relevant direc-
tives and sentencing guidelines;

(4) account for any additional aggravating or mitigating
circumstances that might justify exceptions to the generally
applicable sentencing ranges;

28 USC 994 note.
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(5) make any necessary conforming changes to the sen-
tencing guidelines; and
(6) assure that the guidelines adequately meet the purposes

of sentencing, as set forth in section 3553(a)(2) of title 18,

United States Code.

(c) EMERGENCY AUTHORITY AND DEADLINE FOR COMMISSION
AcCTION.—The United States Sentencing Commission is requested
to promulgate the guidelines or amendments provided for under
this section as soon as practicable, and in any event not later
than 180 days after the date of enactment of this Act, in accordance
with the procedures set forth in section 219(a) of the Sentencing
Reform Act of 1987, as though the authority under that Act had
not expired.

SEC. 906. CORPORATE RESPONSIBILITY FOR FINANCIAL REPORTS.

(a) IN GENERAL.—Chapter 63 of title 18, United States Code,
is amended by inserting after section 1349, as created by this
Act, the following:

“§1350. Failure of corporate officers to certify financial
reports

(a) CERTIFICATION OF PERIODIC FINANCIAL REPORTS.—Each
periodic report containing financial statements filed by an issuer
with the Securities Exchange Commission pursuant to section 13(a)
or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. 78m(a)
or 780(d)) shall be accompanied by a written statement by the
chief executive officer and chief financial officer (or equivalent
thereof) of the issuer.

“(b) CONTENT.—The statement required under subsection (a)
shall certify that the periodic report containing the financial state-
ments fully complies with the requirements of section 13(a) or
15(d) of the Securities Exchange Act pf 1934 (15 U.S.C. 78m or
780(d)) and that information contained in the periodic report fairly
presents, in all material respects, the financial condition and results
of operations of the issuer.

“(c) CRIMINAL PENALTIES.—Whoever—

“(1) certifies any statement as set forth in subsections

(a) and (b) of this section knowing that the periodic report

accompanying the statement does not comport with all the

requirements set forth in this section shall be fined not more
than $1,000,000 or imprisoned not more than 10 years, or
both; or

“(2) willfully certifies any statement as set forth in sub-
sections (a) and (b) of this section knowing that the periodic
report accompanying the statement does not comport with all
the requirements set forth in this section shall be fined not
more than $5,000,000, or imprisoned not more than 20 years,
or both.”.

(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 63 of title 18, United States Code, is amended
by adding at the end the following:

“1350. Failure of corporate officers to certify financial reports.”.

Informed. In-house. Indispensable.

PUBLIC LAW 107-204—JULY 30, 2002 116 STAT. 807

TITLE X—CORPORATE TAX RETURNS

SEC. 1001. SENSE OF THE SENATE REGARDING THE SIGNING OF COR-
PORATE TAX RETURNS BY CHIEF EXECUTIVE OFFICERS.

It is the sense of the Senate that the Federal income tax
return of a corporation should be signed by the chief executive
officer of such corporation.

TITLE XI—CORPORATE FRAUD
ACCOUNTABILITY

SEC. 1101. SHORT TITLE.

This title may be cited as the “Corporate Fraud Accountability
Act of 2002”.

SEC. 1102. TAMPERING WITH A RECORD OR OTHERWISE IMPEDING
AN OFFICIAL PROCEEDING.

Section 1512 of title 18, United States Code, is amended—

(1) by redesignating subsections (c¢) through (i) as sub-
sections (d) through (j), respectively; and

(2) by inserting after subsection (b) the following new sub-
section:

“(c) Whoever corruptly—

“(1) alters, destroys, mutilates, or conceals a record, docu-
ment, or other object, or attempts to do so, with the intent
to impair the object’s integrity or availability for use in an
official proceeding; or

“(2) otherwise obstructs, influences, or impedes any official
proceeding, or attempts to do so,

shall be fined under this title or imprisoned not more than 20
years, or both.”.

SEC. 1103. TEMPORARY FREEZE AUTHORITY FOR THE SECURITIES AND
EXCHANGE COMMISSION.

(a) IN GENERAL.—Section 21C(c) of the Securities Exchange
Act of 1934 (15 U.S.C. 78u-3(c)) is amended by adding at the
end the following:

“(3) TEMPORARY FREEZE.—
“(A) IN GENERAL.—

“(i) ISSUANCE OF TEMPORARY ORDER.—Whenever,
during the course of a lawful investigation involving
possible violations of the Federal securities laws by
an issuer of publicly traded securities or any of its
directors, officers, partners, controlling persons, agents,
or employees, it shall appear to the Commission that
it is likely that the issuer will make extraordinary
payments (whether compensation or otherwise) to any
of the foregoing persons, the Commission may petition
a Federal district court for a temporary order requiring
the issuer to escrow, subject to court supervision, those
payments in an interest-bearing account for 45 days.

“(ii) STANDARD.—A temporary order shall be
entered under clause (i), only after notice and oppor-
tunity for a hearing, unless the court determines that

Corporate Fraud
Accountability
Act of 2002.
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notice and hearing prior to entry of the order would
be impracticable or contrary to the public interest.
“(iii) EFFECTIVE PERIOD.—A temporary order
issued under clause (i) shall—
“(I) become effective immediately;
“(II) be served upon the parties subject to it;

“(II) unless set aside, limited or suspended
by a court of competent jurisdiction, shall remain
effective and enforceable for 45 days.

“(iv) EXTENSIONS AUTHORIZED.—The effective
period of an order under this subparagraph may be
extended by the court upon good cause shown for not
longer than 45 additional days, provided that the com-
bined period of the order shall not exceed 90 days.
“(B) PROCESS ON DETERMINATION OF VIOLATIONS.—

“(i) VIOLATIONS CHARGED.—If the issuer or other
person described in subparagraph (A) is charged with
any violation of the Federal securities laws before the
expiration of the effective period of a temporary order
under subparagraph (A) (including any applicable
extension period), the order shall remain in effect,
subject to court approval, until the conclusion of any
legal proceedings related thereto, and the affected
issuer or other person, shall have the right to petition
the court for review of the order.

“(ii) VIOLATIONS NOT CHARGED.—If the issuer or
other person described in subparagraph (A) is not
charged with any violation of the Federal securities
laws before the expiration of the effective period of
a temporary order under subparagraph (A) (including
any applicable extension period), the escrow shall
terminate at the expiration of the 45-day effective
period (or the expiration of any extension period, as
applicable), and the disputed payments (with accrued
interest) shall be returned to the issuer or other
affected person.”.

(b) TECHNICAL AMENDMENT.—Section 21C(c)(2) of the Securities
Exchange Act of 1934 (15 U.S.C. 78u—3(c)(2)) is amended by striking
“This” and inserting “paragraph (1)”.

SEC. 1104. AMENDMENT TO THE FEDERAL SENTENCING GUIDELINES.

(a) REQUEST FOR IMMEDIATE CONSIDERATION BY THE UNITED
STATES SENTENCING COMMISSION.—Pursuant to its authority under
section 994(p) of title 28, United States Code, and in accordance
with this section, the United States Sentencing Commission is
requested to—

(1) promptly review the sentencing guidelines applicable
to securities and accounting fraud and related offenses;

(2) expeditiously consider the promulgation of new sen-
tencing guidelines or amendments to existing sentencing guide-
lines to provide an enhancement for officers or directors of
publicly traded corporations who commit fraud and related
offenses; and

(3) submit to Congress an explanation of actions taken
by the Sentencing Commission pursuant to paragraph (2) and
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any additional policy recommendations the Sentencing Commis-
sion may have for combating offenses described in paragraph

(1).
(b) CONSIDERATIONS IN REVIEW.—In carrying out this section,
the Sentencing Commission is requested to—

(1) ensure that the sentencing guidelines and policy state-
ments reflect the serious nature of securities, pension, and
accounting fraud and the need for aggressive and appropriate
law enforcement action to prevent such offenses;

(2) assure reasonable consistency with other relevant direc-
tives and with other guidelines;

(3) account for any aggravating or mitigating circumstances
that might justify exceptions, including circumstances for which
the sentencing guidelines currently provide sentencing enhance-
ments;

(4) ensure that guideline offense levels and enhancements
for an obstruction of justice offense are adequate in cases where
documents or other physical evidence are actually destroyed
or fabricated;

(5) ensure that the guideline offense levels and enhance-
ments under United States Sentencing Guideline 2B1.1 (as
in effect on the date of enactment of this Act) are sufficient
for a fraud offense when the number of victims adversely
involved is significantly greater than 50;

(6) make any necessary conforming changes to the sen-
tencing guidelines; and

(7) assure that the guidelines adequately meet the purposes
of sentencing as set forth in section 3553 (a)(2) of title 18,
United States Code
(c) EMERGENCY AUTHORITY AND DEADLINE FOR COMMISSION

AcTION.—The United States Sentencing Commission is requested
to promulgate the guidelines or amendments provided for under
this section as soon as practicable, and in any event not later
than the 180 days after the date of enactment of this Act, in
accordance with the procedures sent forth in section 21(a) of the
Sentencing Reform Act of 1987, as though the authority under
that Act had not expired.

SEC. 1105. AUTHORITY OF THE COMMISSION TO PROHIBIT PERSONS
FROM SERVING AS OFFICERS OR DIRECTORS.

(a) SECURITIES EXCHANGE ACT OF 1934.—Section 21C of the
Securities Exchange Act of 1934 (15 U.S.C. 78u-3) is amended
by adding at the end the following:

“(f) AUTHORITY OF THE COMMISSION TO PROHIBIT PERSONS FROM
SERVING AS OFFICERS OR DIRECTORS.—In any cease-and-desist pro-
ceeding under subsection (a), the Commission may issue an order
to prohibit, conditionally or unconditionally, and permanently or
for such period of time as it shall determine, any person who
has violated section 10(b) or the rules or regulations thereunder,
from acting as an officer or director of any issuer that has a
class of securities registered pursuant to section 12, or that is
required to file reports pursuant to section 15(d), if the conduct
of that person demonstrates unfitness to serve as an officer or
director of any such issuer.”.

(b) SECURITIES ACT OF 1933.—Section 8A of the Securities
Act of 1933 (15 U.S.C. 77h-1) is amended by adding at the end
of the following:
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“(f) AUTHORITY OF THE COMMISSION TO PROHIBIT PERSONS FROM
SERVING AS OFFICERS OR DIRECTORS.—In any cease-and-desist pro-
ceeding under subsection (a), the Commission may issue an order
to prohibit, conditionally or unconditionally, and permanently or
for such period of time as it shall determine, any person who
has violated section 17(a)(1) or the rules or regulations thereunder,
from acting as an officer or director of any issuer that has a
class of securities registered pursuant to section 12 of the Securities
Exchange Act of 1934, or that is required to file reports pursuant
to section 15(d) of that Act, if the conduct of that person dem-
onstrates unfitness to serve as an officer or director of any such
issuer.”.

SEC. 1106. INCREASED CRIMINAL PENALTIES UNDER SECURITIES
EXCHANGE ACT OF 1934.

Section 32(a) of the Securities Exchange Act of 1934 (15 U.S.C.
78ff(a)) is amended—
(1) by striking “$1,000,000, or imprisoned not more than
10 years” and inserting “$5,000,000, or imprisoned not more
than 20 years”; and
(2) by stnkmg “$2,500,000” and inserting “$25,000,000”.

SEC. 1107. RETALIATION AGAINST INFORMANTS.

(a) IN GENERAL.—Section 1513 of title 18, United States Code,
is amended by adding at the end the following:

“(e) Whoever knowingly, with the intent to retaliate, takes
any action harmful to any person, including interference with the
lawful employment or livelihood of any person, for providing to
a law enforcement officer any truthful information relating to the
commission or possible commission of any Federal offense, shall
bebﬂn}?d under this title or imprisoned not more than 10 years,
or both.”.

Approved July 30, 2002.

LEGISLATIVE HISTORY—H.R. 3763 (S. 2673):

HOUSE REPORTS: Nos 107414 (Comm. on Financial Services) and 107-610
Comm. of Conference).
SENATE REPORTS: No 107-205 accompanying S. 2673 (Comm. on Banking, Hous-
ng, and Urban Affairs).
CONGRESSIONAL RECORD Vol. 148 (2002):
Apr. 24, considered and passed House.
July 15, considered and passed Senate amended, in heu of S. 2673.
y 25, House and Senate agreed to conference report,
WEEKLY COMPILATION OF PRESIDENTIAL DOCUMENTS Vol. 38 (2002):
July 30, Presidential remarks and statement.
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In-house Counsel Standards Under Sarbanes-
Oxley

The following material is intended to provide useful information and resources to
help attorneys navigate through the attorney standards mandated by the Sarbanes-
Oxley Act of 2002 and the specific rules issued by the Securities and Exchange
Commission (“SEC Rules”) on January 23, 2003. By examining the key interpre-
tations of 17 C.ER. pt. 205 that apply to attorney conduct, this InfoPAK helps
define the scope and potential applications of the law by identifying which lawyers
are governed by the standards and exploring the type of corporate conduct likely
to trigger the Act’s new obligations. This information should not be construed

as legal advice or legal opinion on specific facts, or representative of the views of
ACC or any of its lawyers, unless so stated. This is not intended as a definitive
statement on the subject but a tool, providing practical information for the reader.!

We hope that you find this material useful. Thank you for consulting with the As-
sociation of Corporate Counsel.

ACC wishes to acknowledge the following for their contribution to the develop-
ment of this InfoPAK:

Michael D. Cahn, Senior Associate General Counsel-Securities, Textron Inc.
Jonathan Spenser, General Counsel, Shentel.
&

West Group, for its generous contribution of research resources

Copyright © 2006 Association of Corporate Counsel

Informed. In-house. Indispensable.

Contents
I Introducti 5
1. Who is Affected by the Rules? .

A. Attorneys Governed by the Sarbanes-Oxley Act
B. Outside Counsel Versus In-house Attorneys: Are the Duties the Same?

1. When Does the Duty Arise? 12
A. Overview
B. When is the Duty to Report “Up the Ladder” Triggered?
C. Issues Presented

Iv. Reporting Obligations in the Event of Material Violation: Implementing the
“Up the Ladder” Requirement 17

A. Reporting Attorney’s Duties

B. Supervisory Attorney’s Duties

C. The Duties of the Chief Legal Officer (‘CLO”) & the Chief Executive Officer (“CEO”)
D. Determining Whether the Response is “Appropriate”

V. The Qualified Legal Compliance Committee (QLCC) Option ..22
A. Function
B. Basic Structure of a QLCC
C. Responsibilities and Powers
D. Liability of QLCC Members
E. Issues Presented

VI, Drafting a Company Policy. 28

Vil

istlebl 29
A. Protection for Whistleblowers

B. Whistle-blowing/Noisy Withdrawal

C. Preventative Measures

Vill.  Attorney-Client Privilege Issues ...

A. Confidentiality & Model Rule 1.6
B. Reporting Up the Ladder: SEC Regulations and Model Rule 1.13
C. Impact on Attorney-Client Relations

IX. Privately Held Companies and Non-Profits ...........ecceeuenees 38

X. Document Retention Procedures

A. Introduction to Document Retention

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak

75 of 105



ACC's 2008 Annual Meeting

4 In-house Counsel Standards Under Sarbanes-Oxley

Contents

XI.

XIl.

Xil.

B. How Does the Sarbanes-Oxley Act Affect Companies’ Document Retention Obligations?

Sanctions and Other Standards of Professional Conduct 43

Additional Resources 46

Other Resources

Sample Policie 48

A. Sample: Procedures For Complaints Regarding Accounting, Internal Accounting Controls Or Auditing Matters'®?
103

B. Sample: Whistle Blowing Policy and Procedures

104

C. Sample “Up-the-ladder” Company Policy
D. Up-The-Ladder-Chart Under Sarbanes-Oxley!%s

Copyright © 2006 Association of Corporate Counsel

Informed. In-house. Indispensable.

I. Introduction

Congress introduced the Sarbanes-Oxley Act of 20022 during a flurry of corporate
debacles and public controversy. Companies such as Enron and WorldCom faced
unprecedented legal and accounting challenges when investors filed actions for
securities fraud against the corporations and their executives. Corporate executive
officers, accountants, and lawyers were among the named defendants indicted

for concealing financial information, inflating the company stock and other ac-
counting fraud.?> Meanwhile, a central issue moved through the public landscape
regarding the role of lawyers in such scandals and the possible failure of states to
adequately regulate these concerns. In response, Congress passed a wide-ranging
corporate governance and accounting oversight bill through both houses by an
overwhelming majority.# Sarbanes-Oxley, as it is so called, affects accountants,
corporate executives, shareholders, and lawyers alike. Importantly, Section 307 of
the Act requires the Securities and Exchange Commission (“SEC” or “the Com-
mission”) to issue new standards for attorneys.

The Securities and Exchange Commissions, pursuant to the Sarbanes-Oxley Act,
adopted 17 C.ER. pt. 205 (“SEC Rules”) on January 29, 2003,° which prescribes
standards of professional conduct for all attorneys who appear and practice before
the SEC in the representation of public company issuers. Functionally, the SEC
Rules, which became effective on August 5, 2003, provide standards and proce-
dures for “up the ladder” reporting of corporate misconduct.

Prior to the Sarbanes-Oxley Act, the SEC possessed authority to discipline attor-
neys appearing before it that had a role in false and misleading statements; how-
ever, this power was rarely exercised. In early 2002, a group of professors urged
the SEC to use this power to impose a rule on “up the ladder” requirements, but
the SEC declined to do so on the basis that the ethical responsibility of attorneys
was a matter for the state to regulate.” Traditionally, ethical standards involving
the legal profession were a matter of state regulation, set forth by either the courts
or state bar authorities. Today, it would seem that the SEC rules do not preempt
state law entirely,® as the SEC has announced that states are free to impose more
rigorous ethical standards for attorneys than those prescribed in the SEC Rules.®
Yet, administrative law jurisprudence establishes that agency rules prevail when in
conflict with state laws.!® As such, even after reviewing the SEC rules and applica-
ble state law, attorneys will need to judge for themselves whether the SEC’s effort
to override conflicting state rules is effective.

Historically, two relevant principles were reflected in the ABA Model Rules of
Professional Conduct: (1) the duty to maintain client confidences, except in order
to prevent death or substantial bodily harm!! and (2) the lawyer for a corporation
represents the corporation acting through its duly authorized constituents and not
the Board members, directors or principals individually.!? Thus, the traditional
view regarding a lawyer’s duty to take action where a lawyer knows of possible

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak
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6 In-house Counsel Standards Under Sarbanes-Oxley Introduction 7
illegal activity could be interpreted to actually discourage such internal action. = H. Barnes, An Economic History Of The Western World (1942).
Although the ABA refused to modify the Model Rules of Professional Conduct in
2000 to include cases of economic harm as an “exception” to the confidentiality = A. Black, Guilds And Civil Society In European Political Thought From The
rule, the new 2002 ABA task force recommended these rules.!® The ABA finally Twelfth Century To The Present (1983).

amended its rules in August of 2003 to codify this exception. Today, the new rules

largely embody language similar to that contained in the SEC Rules.!* R. Heilbroner, The Making Of Economic Society (1980).

Kidder, Is Society Entering a New ‘Age of Ethics'? Christian Science Monitor,
October 19, 1987, at 19.

Lawyers are being hired for their business management experience and are being
used to ensure that their employer is meeting the more stringent requirements of
the Sarbanes-Oxley Act of 2002.1%

Washington Metropolitan Area Corporate Counsel Association, Understanding
the New SEC Attorney Responsibility Rules (February 6, 2003), available at:

In part because of the duty to report up-the-ladder and, if necessary, outside the
http://www.acca.com/chapters/program/wmacca/307rules. pdf.

organization, corporate attorneys necessarily have increased responsibility and
obligations. In addition to the previous burdens associated with serving as in-
house counsel, corporate attorneys must develop and demonstrate knowledge and
independent leadership over regulatory compliance and internal codes of conduct.
It should be expected that conflicts between the corporation’s officers and lawyers
may arise under the atmosphere inherent in the Sarbanes-Oxley and the ABA

Practical Tips for Dealing with the New Attorney Responsibility Standards,”
Article Sidebar, ACC Docket 21, no. 5(May 2003): 40-55, available at http://
www.acca.com/protected/pubs/docket/mj03/standard_tips.php.

Steven N. Machtinger and Dana A. Welch, In-house Ethical Conflicts: Recog-

Model Rules requirements. Counsel, hired by management to advise and ulti- nizing and Responding to Them, ACC DOCKET 22, no. 2 (February 2004).
mately to aid the client to make business judgments, may now be seen as opposing

the company’s directors and officers! Management may fear that up-the-ladder Dongju Song, The Laws of Securities Lawyering Under Sarbanes-Oxley, 53
and outside the organization reporting will lead to situations where the attorney Duke L.J. 257 (2003).

undermines the client’s decision by illuminating problematic situations that previ-

ously would be viewed as business decisions only. Similarly, counsel will perceive Jenny E. Cieplak and Michael K. Hibey, Sarbanes-Oxley Regulations and
the additional reporting requirements as an impediment to the free flow of infor- Model Rule 1.13: Redundant or Complimentary, GEOJLE (Summer 2004).
mation between management and the legal counsel’s office.

Jay K. Musoff and Adam S. Zimmerman, Ethics and Off-Switches: What Next?
The rules promulgated by the SEC in light of Sarbanes-Oxley, along with Model The Tyco Mess Offers an Opportunity to Look and the Changing Role of the
Rule 1.13, will increase the obligations of corporate attorneys while potentially GC, Legal Times, vol. 27, no. 38 (September 20, 2004).

decreasing the access of in-house counsel to information necessary to meet those

same obligations. On top of the SEC and Model rules, in-house attorneys should

also look to applicable state law on attorney-client privilege, as the regulation var-

ies in each state. To access the new ABA rules, see:

s ACCA Release, American Bar Association’s Revised Model Rules of Professional
Conduct 1.6 & 1.13 (August 20, 2003), at: http://www.acca.com/protected/
comments/professionalconduct.pdf

For additional history on professional codes of conduct and industry self-regula-
tion, see:

s Gretchen A. Winter, David J. Simon, Code Blue, Code Blue: Breathing Life
into Your Company’s Code of Conduct, ACCA Docket 20 v.10 (November/
December 2002): 72-89, available at: http://www.acca.com/protected/pubs/
docket/nd02/codeblue2.php
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8 In-house Counsel Standards Under Sarbanes-Oxley Who is Affected by the Rules? 9

I I. Who is Aﬁected by th e Ru I es? Transacts business with the SEC, including communications in any form.

Represents a company in a SEC administrative proceeding or in con-

The Sarbanes-Oxley Act regulates corporate governance by setting minimum i X X R X
nection with any SEC investigation, inquiry, information request, or

standards of professional conduct in the interest of protecting investors. As
mentioned in the above section, Section 307 of the Act applies directly to attor-
neys, as it directs the Commission to establish professional standards that govern
attorneys “appearing and practicing” before the SEC on behalf of their company
clients. The SEC Rules, which took effect on August 5, 2003, require attorneys to

subpoena.

Provides advice with respect to the federal securities laws regarding any
document that the attorney has notice will be filed with or submitted to
or incorporated into any document that will be filed with or submitted

report evidence of certain material violations including, but not limited to, breach to the SEC.

of fiduciary duty committed by their corporate client, “up the ladder” within the

organization. The SEC rules were meant to supplement standards of professional Advises the company as to whether information or a statement is required
conduct developed by the individual states. Rather than limit the states from im- to be filed with or submitted to the SEC or incorporated into a docu-
posing additional regulations (so long as they were not inconsistent with the SEC ment that is filed with or submitted to the SEC.

rules). Where state standards conflict with SEC regulations though, the SEC rule

will preempt the state standard.'¢ Conducts an investigation on behalf of the company pursuant to Part 205.

Supervises and directs an attorney who is appearing and practicing before

A.  Attorneys Governed by the Sarbanes-Oxley Act the SEC in the representation of an issuer.

In broad terms, the Sarbanes-Oxley Act requires the SEC to regulate the conduct Further, the SEC establishes that these activities must be undertaken

of attorneys “appearing and practicing before the Commission in any way in the within the context of providing legal services to a company, with whom

representation of the issuers.”!” The SEC now expects attorneys, whether in-house the attorney has an attorney-client relationship, even though the com-

or outside counsel to serve as “gatekeepers in maintaining fair and honest mar- munications would not be protected by the attorney-client privilege.

kets. ™8 Hence, if the attorney were only acting in a partial legal capacity, as long
as the attorney was providing legal services, s/he would be governed b

Fortunately, the SEC has provided more detail on the scope of the law and its ap- che law.27 Y wasp s & Y

plication to attorneys in adopting 17 C.ER. pt. 205.1° The definitions reveal that :

the scope is wider than it may appear on its face: = Inthe representation of issuers: The rules provide that attorneys who fall within the

ambit of the law are those who represent issuers.?® The SEC standards further
define this type of representation to include “providing legal services as an at-
torney for an issuer, regardless of whether the attorney is employed or retained
by the issuer.”?® The rules state that an attorney represents the issuer as an
organization, however, not the issuer’s individual officers or employees.?® Hence,
the rule only covers an attorney who is providing legal advice to an issuer where
there is an attorney-client relationship. Attorneys for third parties who review
part of an issuer’s disclosure document or render a legal opinion to an issuer
who is not their client are not covered by the rules.

However, attorneys can become subject to the rules even though they do not
counsel the issuer in two instances. First, an attorney employed by an invest-
ment adviser who prepares material for an investment company knowing it will
be filed with the SEC will fall within the ambit of the rules, on the basis that
such conduct falls squarely within the definition of “appearing and practicing”
before the Commission. Second, an attorney for a controlled subsidiary can be
deemed appearing and practicing before the Commission in the presentation of
the parent, as the term “issuer” is defined to include a person controlled by the

= Attorneys: Any person licensed or otherwise qualified to practice law in any juris-
diction with the exception of “non-appearing” foreign attorneys.?

Issuer: A person who issues (or proposes to issue) registered securities under the
Securities Act of 1933,2! OR s required to file with the SEC under the Act,??
OR that files or has filed a registration statement that has not yet become effec-
tive under the Act AND that has not been withdrawn.?? According to the SEC
rule, the term “issuer” also includes any person controlled by an issuer, such as
a subsidiary, when provided at the behest, or for the benefit of, the issuer even
if the attorney is not employed or retained by the issuer.24 It is unclear from the
rule as to when an attorney representing a subsidiary would be deemed to be
acting for the issuer.?” “Issuer” excludes a foreign government issuer.

Appears and practices before the SEC in any way: Under §§ 205.2 (a), 205.3 (b)(S)
and 205.4 (b), the range of activity includes an attorney who engages in any of
the following activities:2¢

Copyright © 2006 Association of Corporate Counsel For more ACC InfoPAKs, please visit www.acca.com/vl/infopak
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issuer.

It is also important to note that once an attorney becomes subject to the rules
with respect to an issuer, the material violation that must be reported need not
relate to the matter that placed the attorney within the ambit of the law.

The SEC’s definition of “appearing and practicing” seems to widen the potential
scope of attorneys to which the law applies. For example, a non-securities special-
ist who prepares or reviews a discrete section of a disclosure document could be
deemed to have appeared or practiced before the SEC. An attorney who prepares
an agreement that the attorney knows will be filed as an exhibit to a SEC filing
may similarly be subject to the rules under certain circumstances. Hence, it is not
surprising that many corporations have instructed all attorneys admitted to prac-
tice within the U.S. within the general counsel’s office to assume they fall within
reach of the SEC standards.?!

For additional discussion on how to interpret “appearing and practicing before
the commission,” and the extent to which attorneys fall within the ambit of the
Sarbanes-Oxley Act, see:

Laurence Stuart, In-House Counsel as Corporate Cop—Up the Ladder or Down
the Chute, (Baker & McKenzie 2003), available at: http://www.acca.com/pro-
tected/legres/ethics/corpcop.pdf

Abba David Poliakoff, A Trap for the Unprivileged: New SEC Attorney Con-
duct Rules, 37-Feb MDB]J 8, 10 (2004).

Broc Romanek and Kenneth B. Winer, The New Sarbanes-Oxley Attorney Re-
sponsibility Standards, ACCA Docket 21, no.5 (May 2003): 40-55, available at:
hetp://www.acca.com/protected/pubs/docket/mj03/standard1.php

John Olson, Jonathon Dickey, et al., Recent Developments in Federal Securi-
ties Regulations of Corporate Finance as of July 22nd 2004, 2004 ACC Annual
Meeting (Oct. 2004), available at: www.acca.com/am/04/

John Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing
Corporate Counsel, ACCA Docket 21, no. 4 (April 2003):90-99 , available at:
heep://www.acca.com/protected/pubs/docket/am03/ethics2.php

Washington Metropolitan Area Corporate Counsel Association: Understanding

the New SEC Attorney Responsibility Rules (February 6, 2003), at: http://www.

acca.com/chapters/program/wmacca/307rules.pdf
To access the legislative and administrative materials online, see:

» Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745, Section 307

(2002), available at: http://www.acca.com/legres/enron/sarbanesoxley.pdf

Copyright © 2006 Association of Corporate Counsel
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Securities and Exchange Commission Final Rule: Implementation of Standards
of Professional Conduct for Attorneys, 17 C.ER. pt. 205 (2002), available at:
http://www.sec.gov/rules/final/33-8185.htm

Securities and Exchange Commission Proposed Rule: Implementation of
Standards of Professional Conduct for Attorneys, Release No. 33-8186 (Jan. 29,
2003), available at: http://www.sec.gov/rules/proposed/33-8186.htm

= See www.seclaw.com/secrules.htm for an online version of many securities law
statutes, regulations and forms.

B.  Outside Counsel Versus In-house Attorneys: Are the
Duties the Same?

Since Part 205 of the SEC Rules establishes standards of professional conduct for
all attorneys who appear and practice before the SEC in the representation of pub-
lic issuers, the regulation includes outside attorneys. Thus, under the SEC’s new
attorney standards, outside counsel incur the same obligations as in-house counsel.

There is certainly no one-size-fits-all answer or bright line test to answer the ques-

tion of when the duty arises. In-house and outside counsel instead must rely on
their best judgment and the rules laid out by the SEC on the matter.3?

Outside firms can play a pivotal role in providing their clients guidance on the
SEC Rules. For sample memos to corporate clients, see:

Letter to Outside Counsel, Thomas Gottschalk, Executive Vice President Law
& Public Policy & General Counsel, General Motors, at: http://www.acca.com/
protected/policy/conduct/gm_ocletter.pdf

Memo to Clients and Other Interested Parties, O’Melveny & Myers LLP
(February 24, 2003), at: http://www.acca.com/chapters/socal/program/sox/at-
torney_conduct_rules.pdf

Washington Metropolitan Area Corporate Counsel Association, Understanding
the New SEC Attorney Responsibility Rules (February 6, 2003), at: http://www.
acca.com/chapters/program/wmacca/307rules.pdf

For information on how to use outside firms to help your legal department navi-
gate through the new attorney standards, see:

Richard Ober and Michael Parish, Maybe You Need a Lawyer: Does the Sar-
banes-Oxley Act Make the SEC Your Client? ACC Docket 21, no. 4 (April
2003): 70-85, available at: http://www.acca.com/protected/pubs/docket/am03/
clientl.php

For more information on ethics and professional issues related to Sarbanes-Oxley

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak
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as tied to the role of in-house and outside counsel, see:

Role of the General Counsel, ACC InfoPAK (March 2005), available at www.
acca.com/protected/infopaks/role_gc/infopak.pdf

Kathryn M. Fenton, Counseling the Corporation Post-Sarbanes-Oxley: Ethics
and Professionalism Issues for In-house and Outside Counsel, 2004, available
at: www.acca.com/protected/legres/corpresp/counselingcorporation. pdf

Corporations have drafted policies and procedures for outside counsel in satisfying
its obligations under Part 205 of the SEC Rules. These revised corporate policies
are intended to supplement, not restate the SEC requirements, as the drafters
expect that outside counsel will familiarize themselves with the SEC Rules. The
following are model corporate policies and procedures for outside counsel:

. Model Letter to Outside Counsel Regarding Compliance with SEC Rule
205, Wilmer, Cutler & Pickering, at: http://www.acca.com/protected/policy/
conduct/wilmer_ocpolicy.pdf

= Policy Regarding Compliance with SEC Attorney Conduct Rules, at page 12,
at: heep://www.acca.com/protected/policy/conduct/rules_samplel.pdf

lll. When Does the Duty Arise?

A. Overview

A significant attorney duty imposed by the SEC standards pursuant to Section 307
of the Act is presented in an extensive scheme requiring an attorney who becomes
aware of “evidence of a material violation” (as an appearing and practicing attor-
ney before the SEC in the representation of a company), to report that evidence
“up the ladder.” Specifically, the SEC Rules require an attorney to:

1. report evidence of a material violation of securities law or breach of
fiduciary duty (or other similar act) to the Chief Legal Officer (CLO) or
Chief Executive Officer (CEO)3?

and
2. if the CEO or CLO fails to respond appropriately to such evidence to
the: Audit Committee of Board of Directors (or another committee of

non-employee directors) or the Board of Directors if there is no audit
committee.>*
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However, counsel needs to understand the circumstances that trigger this require-
ment under the SEC rules. Then, counsel must become familiar with the pre-
scribed methods for reporting up the ladder.

B. When is the Duty to Report “Up the Ladder” Triggered?

Again, “attorney” in this context refers to one appearing and practicing before the
SEC in the representation of a company. Once a lawyer is deemed to fall within
the reach of the regulations, his or her duty is set forth in Section 205.3(b)(1)3>:

“[i]f an attorney... becomes aware of evidence of a material violation by the issuer
or by any officer, director, employee or agent of the issuer, the attorney shall report
such evidence to the issuer’s chief legal officer... or to both the issuer’s chief legal
officer and its chief executive officer... forthwith...”3¢

Thus, the duty to report under the SEC rules is triggered when a lawyer becomes
“aware of evidence of material violation by a company or its officer, director, em-
ployee, or agent.” The rule itself does not specify any required quantum, propor-
tion, or persuasive effect of the evidence. Yet, the rule further explains that such
evidence includes “credible evidence, based upon which it would be unreasonable,
under the circumstances, for a prudent and competent attorney not to conclude
that it is reasonably likely that a material violation has occurred, is ongoing, or is
about to occur.”® Further, the rules and adopting release define these terms as
follows:

Circumstances are relevant circumstances, including the reporting attorney’s
experience, expertise, and knowledge.® These also includes the time constraints
under which the attorney is acting, the attorney’s previous experience and
familiarity with the client, and the availability of other lawyers with whom the
attorney may consult. 3

Material violation is a violation of an applicable U.S. state or federal securities law,
a material breach of fiduciary duty arising under a state or federal law, or similar
material violation of any state statutory or common law, or federal law.4® Al-
though the Commission did not define “material” in the rules, the release notes
that the term material should be interpreted by the courts in light of its usual
meaning under the applicable federal securities law.4!

Reasonably likely knowledge requirement demands that a material violation must be
more than merely possible, but need not be “more likely than not.”42

Breach of fiduciary duty is committed by any breach of fiduciary duty (or simi-
lar duty), recognized by federal or state law, to a company including but not
limited to: misfeasance, nonfeasance, abdication of duty, abuse of trust, and
approval of unlawful transactions.? It remains unclear if all duties of diligence,
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care and loyalty are subject to the rule.

Both the ABA Model Rule and SEC Rule 205.3(b)(1) contain this mandatory up-
the-ladder reporting requirement. The Model Rules requires that if a lawyer for an
organization knows that an organization’s agent is engaged in actions which will

harm the company or violate the law in a manner that will cause substantial injury

to the client, that lawyer must report it to any higher authority in the organization.

The SEC Rule is also mandatory, but refers to these same violations that must be
reported as “material violations” instead of those that will cause substantial harm.
The SEC Rules attempt to provide greater content and clarity to the reporting

requirements than the ABA Model Rules.

C. Issues Presented

(1) Compare Standard to Rule 1.13 of the ABA Model Rules of Professional
Conduct

Although the SEC rules only apply to attorneys practicing before the Commission,
those states that have adopted Model Rule 1.13 impose substantially the same
requirements upon all attorneys. The main difference between the SEC Rule and
the state ethics rules is the mechanism of enforcement. Where the Model Rules
are enforced through state processes, the SEC rules are enforced by the Commis-
sion itself.4%

The SEC has stated that where the state-adopted ABA Model Rule differs from the
standards established in the SEC final rules, the SEC standards will prevail.4> An
important distinction in interpreting which lawyers are within the scope of Sar-
banes-Oxley is that the SEC standards require an in-house lawyer to take action,
including reporting up the ladder, when the lawyer becomes aware of any evi-
dence of a material violation. Model Rule 1.13, by contrast, requires the attorney
to take action only when the attorney learns of certain facts related to his or her
representation. ¢ Thus, a lawyer under Model Rule 1.13 must act only if he or she
has reached a high level of certainty (knows) that a violation has occurred. The
SEC’s commentary explains that it had rejected the knowing requirement for the
“reasonably likely” standard.%” It also describes the “reasonably likely” standard as
“more than a mere possibility but it need not be ‘more likely than not.” “4® Such

a loose standard will certainly prove difficult, as attorneys struggle to apply it to
factual scenarios in the future. Further, Model Rule 1.13 merely suggests that
in-house lawyers may report up the ladder upon receiving evidence of their client’s
wrongdoing, while Sarbanes-Oxley mandates such action.

Meanwhile, practitioners believe that state bar associations are likely to raise the

bar on attorney conduct by modifying Rule 1.13 and other corresponding Sar-
banes-Oxley rules.“> However, since the revised Model Rules of Professional Con-
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duct failed to seize the opportunity to reconcile these differences, it is doubtful the
states will take the initiative. Additional issues regarding Rule 1.13 and confidenti-
ality are analyzed in subsequent sections.

For more discussion as well as practical advice concerning these reporting up the
ladder issues, the following sources may be helpful:

Memo Regarding What Legal Departments Can Do to Prepare for Compliance
with New SEC Rules, ACCA Memo, available at: http://www.acca.com/pro-
tected/article/corpresp/8krule.pdf

» Thomas Lee Hazen, Administrative Law Controls on Attorney Practice: A Look
at the Securities and Exchange Commission’s Lawyer Conduct Rules, 55 admlr

323 (2003).

Giovanni P. Prezioso, Public Statement by SEC Official: Letter Regarding
Washington State Bar Association’s Proposed Opinion on the Effect of the
SEC’s Attorney Conduct Rules, Gen. Couns. Mem. (July 23, 2003), available
at:

www.sec.gov/news/speech/spch072303gpp.htm

John K. Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing
Corporate Counsel, ACCA Docket 21 no. 4(April 2003): 90-99, available at:
http://www.acca.com/protected/pubs/docket/am03/ethics2.php

Jenny E Cieplak, Michael K. Hibey, The Sarbanes-Oxley Regulations and
Model Rule 1.13: Redundant or Complementary, The Georgetown Journal of
Legal Ethics, (Summer 2004).

Reporting Up the Ladder: Unclear Case Law Creates Tough Decisions, Corpo-
rate Legal Times, vol. 15, no. 163 (June 2005).

For discussion of preemption issues, see:

= Chi Soo Kim and Elizabeth Laffittee, The Potential Effects of SEC Regulation
of Attorney Conduct Under the Sarbanes-Oxley Act, 16 Geojle 707 (2003).

(2) Material Breach of Fiduciary Duty

The SEC definition of “material violation” will certainly cause confusion, as it
extends the triggering factor for its reporting requirement to a breach of fiduciary
duty including a “similar duty.” Some experts observe that attorneys are not neces-
sarily well suited to judge the behavior of corporate management, especially in
deciding on such issues as whether a manager has breached a duty of care. A duty
of care, in corporate terms, involves a balance of risk and return, a task tradition-
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ally relegated to corporate management, not lawyers. In fact, the role of a lawyer
in judging management’s duty is inconsistent with the ABA Model Rules (namely
1.13—"up the corporate ladder” rule), which provides that “[wlhen constituents
of the organization make decisions for it, the decisions ordinarily must be accept-
ed by the lawyer even if their utility or prudence is doubtful. Decisions concerning
policy and operations, including ones entailing substantial risk, are not as such in
the lawyer’s province.”° Placing the responsibility of judging whether manage-
ment has breached its duty of care upon lawyers, some assert, invites much confu-
sion and trouble.

For a discussion on possible issues surrounding the SEC Rules, particularly on
attorney standard of knowledge for reporting and identifying breach of duties, the
following articles may be insightful:

Guidelines Regarding SEC Standards of Professional Conduct for Attorneys,
Palmer & Dodge LLP, at: http://www.acca.com/protected/policy/conduct/
palmerdodge.pdf

Securities and Exchange Commission Final Rule: Implementation of Standards
of Professional Conduct for Attorneys, 17 C.ER. pt. 205 (2002), available at:
heep://www.sec.gov/rules/final/33-8185.htm

For additional resources interpreting key phrases in Part 205 of the SEC standards,
see:

= Laurence Stuart, In-house Counsel as Corporate Cop—Up the Ladder or Down
the Chute, (Baker & McKenzie 2003), available at: http://www.acca.com/pro-
tected/legres/ethics/corpcop.pdf

= John K. Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing
Corporate Counsel, ACCA Docket 21, no. 4 (April 2003): 90-99, available at:
heep://www.acca.com/protected/pubs/docket/am03/ethics2.php
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IV. Reporting Obligations in the
Event of Material Violation:
Implementing the “Up the
Ladder” Requirement

A. Reporting Attorney’s Duties

The “up the ladder” duty requires an attorney to report evidence of a material
violation to either a supervisory attorney, or the company’s chief legal counsel,

or chief executive officer. The CEO or CLO, not the reporting attorney, must
conduct an inquiry. When the attorney chooses to report such evidence directly

to the company’s CEO or CLO, she must assess whether the officer responded
appropriately. If the attorney does not believe the response from the corporate
officer was appropriate, she must report the violation up to the issuer’s audit or
other independent committee or to the full board of directors. The standards allow
an attorney to report directly to the committees or board, if he or she feels that it
would be futile to report to the CEO or CLO.

A reporting attorney who receives an appropriate and timely response to his/her
report will have satisfied the obligations under the rules. Note that the rules do
not impose a separate duty on the reporting attorney to investigate the evidence
of a material violation. However, an attorney who has reported the matter all the
way “up the ladder” and has not received an appropriate and timely response must
explain his reasons for this belief to either the CLO, CEO, Board of Directors,
audit or independent committee to whom he reported the evidence of a material
violation.

B.  Supervisory Attorney’s Duties

The “up the ladder” reporting duty requires an attorney to turn in evidence of a
material violation to either a supervisory attorney, or the company’s chief legal
counsel (CLO), or chief executive officer (CEO). If the reporting attorney chooses
to report to a supervisory attorney, the supervisory attorney must then assess
whether a material violation has occurred, is ongoing, or is about to occur. If the
supervisory attorney does not reasonably believe that there is a material violation
(or potential violation), then he or she must notify the subordinate attorney of
this conclusion. The subordinate attorney may then decide whether to report the
evidence to the CLC or CEO, the company’s board or audit committee, or other
independent committee of the corporation. However, the subordinate attorney

is not required to do so. If the supervisory attorney believes that there is credible
evidence of a material violation, he or she must report such evidence up the ladder
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to the company’s chief legal or executive officer.

The duty of the attorney reporting the matter to the CLO or CEO is not complete
at this point. Rather, he or she must evaluate the response from the issuer’s chief
legal or executive officer. If the reporting attorney feels the officer has not appro-
priately responded to the concern, he or she must report directly to the company’s
audit committee, the board of the directors, or another committee of independent
directors.

It may be argued that Rule 205 requires no more of lawyers than what most would
already do — that is, move issues up the ladder within an organization and seek

an appropriate response. However, it is also true that the trigger for the report-

ing obligation in the rule is inherently ambiguous. The standard is that lawyers
must be “aware” of evidence of a material violation. But, how does one define that
point in time when they become “aware” of something? And how much evidence
of a material violation is required? For example, if an employee or officer forwards
in-house counsel an e-mail containing a rumor of bad acts, is the attorney then
“aware” of a material violation? What happens when a disgruntled employee of sus-
pect credibility brings a potential problem to the attention of in-house counsel?*!

The importance of adhering to the new standards was illustrated by the SEC’s
case against John E. Isselman, Jr., the former General Counsel of Electro Scien-
tific Industries Inc. (ESI). In September 2004, the SEC charged Isselman with a
violation of Rule 13(b)2-2 of the Exchange Act for failing to provide important
information to ESI’s audit committee, board of directors and auditors regarding

a significant fraudulent accounting transaction that enabled ESI to report a profit
rather than a loss. The SEC did not allege that Isselman participated in the scheme
to boost profits, nor that he knew about the fraud. However, the SEC determined
that Isselman’s failure to report the transaction up the ladder after he learned of
the fraud constituted a violation of securities law. In his settlement with the SEC,
Isselman did not admit or deny the agency’s allegations but he did agree to pay a
$50,000 civil penalty and agreed to a cease-and-desist order.

In January 2005, the SEC charged Google and its General Counsel, David C.
Drummond, with failure to register over $80 million in employee stock options.>?
The federal securities laws require companies issuing over $5 million in options
during a 12 month period to provide detailed financials to recipients or regis-
ter—thereby publicly disclosing financial and other information. The commission
further found that Drummond was aware that the registration and related disclo-
sure obligations had been triggered, but believed Google could avoid providing
the information to its employees by relying on an exemption from the law. The
exemption was, in fact, inapplicable.

In order to comply with the Section 307 rules, many companies have developed

written policies or standards describing their “up-the-ladder” reporting expecta-
tions. These expectations should be communicated to (and apply to) all attorneys
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within a company and reportable allegations covered by departmental policies
may be broader in scope and application than the SEC rules may require. Most
company policies do not want in-house counsel to deliberate as to whether they
should report something wrong to the CLO or other senior counsel. Rather, they
want allegations of wrongdoing reported up within the legal department immedi-
ately. Although individual companies’ procedures may vary, most will include the
creation of internal guidance resources and extensive training. Many legal depart-
ments have a designated advisory counsel or committee to assist attorneys who are
confused or need advice.

C. The Duties of the Chief Legal Officer (“CLO”) & the Chief
Executive Officer (“CEO”)

If the reporting or supervisory attorney decides to report to the CEO or CLO of
the company, that officer must then conduct reasonable inquiry into the possible
violations outlined in the report. If either officer determines no material violation
has occurred, is ongoing or is about to occur, it must notify the reporting attorney
of such findings and state the basis for such an opinion.

If the CLO finds that there is a material violation, the CLO must take reasonable
steps to cause the company to stop the violations, to prevent it, or to remedy the
consequences of the violation. A CLO may want to launch an inquiry or turn the
matter over to a legal compliance committee. However, the compliance committee
must have been established before the event occurred. >3

On July 15, 2004, Mark Belnick, the former General Counsel for Tyco Interna-
tional Ltd. was acquitted of charges of grand larceny, securities fraud, and falsify-
ing business records for accepting more than $30 million in the form of unauthor-
ized loans and bonuses. The central defense argument throughout the case was
that the prosecution’s case was based on a fundamental misunderstanding of the
GCs role in ferreting out corporate fraud. The prosecution alleged that Belnick
must have known about Tyco’s misdeeds and that the failure to uncover and dis-

close irregularities in his $30 million compensation package was part of a cover-up.

However, according to the defense, Belnick was entitled to rely on the word of the
CEO and CFO for guidance on issues of board approval and compensation. Al-
though a jury ultimately acquitted Belnick, his trial came at a significant personal
and professional cost. The Belnick case illustrates the importance of the GC’s need
to have internal controls that ensure that good information reaches the top of the
ladder in light of changing professional rules and changing perceptions of those
rules. As GCs assume a greater responsibility for being aware of what is going on
in their organizations, there is an increased possibility that more information, and
less meaningful information, will be reported up to ladder to them.>*
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D. Determining Whether the Response is “Appropriate”

The SEC identifies three possible responses an attorney may receive that are con-
sidered appropriate. Hence, the phrase, “appropriate response” means a response
that provides a basis for an attorney to reasonably believe that:

= there is no occurring material violation,

= the company has adopted appropriate remedial measures (including taking ap-
propriate steps or sanctions to stop any material violations that are ongoing, to
prevent any material violation that has yet to occur, and to remedy or otherwise
appropriately address any material violation that has already occurred and to
minimize the likelihood of its recurrence), or

= the company, with the consent of the board (or other independent committee
or a QLCC), has retained or directed an attorney to review the reported evi-
dence of a material violation and has either implemented the attorney’s reme-
dial recommendations or been advised by the attorney that he or she can assert
a colorable defense in any proceeding relating to the reported violation.>>

Note that the third approach requires only that the reporting attorney and CLO
form a reasonable belief that the company retained or directed an attorney to take
action. This will likely reduce the burden of the company to furnish substantial
information to the reporting attorney, particularly if the reported violation is
beyond the scope of the attorney’s expertise. In contrast, the first two options
require the reporting attorney to form a reasonable belief as to whether a material
violation exists and whether the response was appropriate. Further, under the third
approach, the reporting attorney and CLO or CEO will be less exposed to being
second-guessed by the SEC.>¢

For guidance and information on up the ladder reporting and checklists, see:
Attorney-Client Privilege in the Corporate Setting, Fact Sheet, Quinn Emanuel

Urquhart Oliver & Hedges, LLP, available at: http://www.acca.com/chapters/so-
cal/program/corpattyclient.pdf

Broc Romanek and Kenneth Winer, The New Sarbanes-Oxley Responsibility
Standards, Feature Article, ACCA Docket 21 no. 5 (May 2003): 40-55, avail-
able at: http://www.acca.com/protected/pubs/docket/mj03/standard1.php

Sample General Counsel Letter to Legal Department regarding Sarbanes-Oxley
"Up the Ladder" Reporting, available at: http://www.acca.com/protected/forms/
corpresp/jci_glcc.pdf
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Summary: The Final Rule: Responsibilities of Supervisory
and Subordinate Attorneys®”

The rules define a “supervisory attorney” (e.g., a CLO in a public company or a
partner in an outside law firm) as an attorney who directs or supervises one or
more subordinate attorneys.

A “subordinate attorney” does not include one who is under the direct supervi-
sion or direction of the CLO.

To the extent a subordinate attorney appears and practices before the SEC, that
attorney’s supervisory attorneys are deemed also to appear and practice before

the SEC.

A supervisory attorney must make reasonable efforts to ensure that subordinate
attorneys comply with the reporting rules.

Subordinate attorneys are deemed to have satisfied their reporting obligations
once a report is made to a supervisory attorney.

A subordinate attorney who has reported evidence of a material violation to a
supervisory attorney and who reasonably believes that the supervisory attorney
has failed to comply with the reporting requirements is permitted, but not obli-
gated, to report the evidence “up the ladder.”

= “Appropriate response” means a response that provides a basis for an attorney to
reasonably believe that either: (1) there is no occurring material violation, (2)
the company has adopted appropriate remedial measures; or (3) the company’s
board (or other independent committee or a QLCC), has consented to re-
taining or directing an attorney to review the reported evidence of a material
violation and has either implemented the attorney’s remedial recommendations
or been advised by the attorney that the company or individual can assert a
colorable defense in any proceeding relating to the reported violation.

The final rules have eliminated the documentation requirements contained in
the proposed rules with respect to:

(1) the subordinate’s report and
(2)  the basis for the conclusion if the supervisory attorney believes

that the information reported by the subordinate attorney need not be
reported “up the ladder.”
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V. Th e Q ua I iﬁ ed Lega I Com p I ia nce board. The QLCC then assumes responsibility for the investigation, remedial ac-
. . tion, or any necessary reporting out required by law. Further, the establishment of

CO mm Ittee (Q LCC) OptIO n a QLCC is encouraged by the Commission in the final SEC rules, because such a
structure institutionalizes the practice of assessing evidence of a material violation

The QLCC is a vision initially created by the SEC for regulating attorney conduct and promotes a more preventative approach.

in its final rules, codified in 17 CFR Part 205 pursuant to Section 307 of the
Sarbanes-Oxley Act. The primary purpose of a QLCC, or optional “independent”

board committee, is to provide legal problem oversight for the board on behalf of B. Basic Structure of a QLCC

the corporation. Since the SEC in Part 205 does not require corporations to create . « . .
a QLCC, it is wise to examine certain aspects of the entity, such as: (i) its function, Section 205.2(k)(1) deﬁnes the.strucn.lre of a “qualified legal compliance commits
(ii) its basic structure, (iii) its responsibility and authority, and (iv)its advantages tee of a company.” Specifically, it requires a QLCC to have both of the following:

and disadvantages. . 5 . . . .
& At least one member of the issuer’s audit committee (or, if the issuer has no

audit committee, one member from an equivalent committee of independent

A. Function directors); and

Section 205.3 (c) of the SEC Final Rules offers the creation of a QLCC as an = Two or more members of the corporation’s full board of directors who are not
alternative method of reporting up the ladder. For instance, rather than reporting employidAeither directly or iAndirectlAy by the company and are not “ilrlteresteAd
to a supervisory attorney, company CEO or CLO or Board of Directors, an attor- persons” (in the case of a registered investment company) as defined in Section
ney who discovers evidence of a violation can report directly to a Qualified Legal 2(a)(19) of the Investment Company Act of 1940.

Compliance Committee (QLCC). The SEC requires that a QLCC be established
prior to the event upon which an allegation is based. Specifically, Section 205.3 (c)

) C. Responsibilities and Powers
provides:

Sections 205.2(k)(2), (3) & (4) provide that a qualified legal compliance commit-
tee of a corporation is vested with certain obligations and authority. Specifically,

the regulations require that the QLCC:

(1) If an attorney... becomes aware of evidence of a material violation...
the attorney may, as an alternative to the reporting requirements of
paragraph (b) of this section, report such evidence to a qualified legal
compliance committee, if the issuer has previously formed such a com-
mittee. An attorney who [so] reports... has satisfied his or her obliga-
tion to report... and is not required to asses the issuer’s response. ..

= Has adopted written procedures for the confidential receipt, retention, and
consideration of any report...>

= Has been duly established. .. with the authority and responsibility:
(2) A chief legal officer... may refer a report of evidence of a material vio-

lation to a previously established qualified legal compliance committee

(i) To inform the issuer’s chief legal officer and chief executive officer...
in lieu of causing an inquiry... The chief legal officer (or the equivalent

of any report of evidence of a material violation (except in the circum-
thereof) shall inform the reporting attorney that the report has been stances described in Section 205.3(b)(4));

referred. ..

(ii) To determine whether an investigation is necessary... and, if it deter-

Thus, as an alternative to the prescribed methods of reporting up the ladder, an mines an investigation is necessary or appropriate, to:

attorney may seek to disclose evidence of a violation directly to the QLCC—if the

corporation has established one—and relieve himself or herself of further report- (A) Notify the audit committee or full board of directors,
ing responsibilities required by the SEC rules. In doing so, the QLCC allows an . . .
attorney to bypass several steps of reporting up the ladder by reporting to a single (B) Initiate an investigation. .. and
ity. Similarly, a chief legal offi fe f evid f ial
entity. Simiiary, a chiel lega_ oficer may reier & report of evidence of 2 matert (C) Retain such additional expert personnel as the committee deems
violation to the company’s QLCC, rather than causing an inquiry, and inform

. ) . . necessary; and
the reporting attorney of this course.>® This reporting approach allows lawyers Y

who discover a potential violation to shift the responsibility of follow-up to the
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(iii) At the conclusion of any such investigation, to:

(A) Recommend, by majority vote, that the issuer implement an appro-
priate response... and

(B) Inform the chief legal officer and the chief executive officer...and
the board... of the results of any such investigation...;*° and

= Has the authority and responsibility, acting by majority vote, to take all other
appropriate action, including the authority to notify the Commission in the
event that the issuer fails in any material respect to implement an appropriate
response. .. 61
It is important to clarify a few aspects of the QLCC’s requisite powers and obli-
gations. First, while QLCC has the authority and responsibility to recommend
that an issuer take appropriate remedial action in response to the QLCC’s noted
violation, it has no authority to direct the issuer to take such action. The reason
that the SEC fashioned the rules this way is because vesting QLCC with power
to compel the board to act would conflict with established corporate governance
models.®? Any decisions and actions of the QLCC must be made by majority vote,
although unanimity is not required. Further, if the corporation materially fails to
implement an appropriate response that the QLCC has recommended, the QLCC
has authority and responsibility, by way of majority vote, to notify the Commis-
sion of such failure.®*

For guidelines on the mechanics of reporting to a QLCC and sample company
procedures, see:

Securities and Exchange Commission Final Rule: Implementation of Standards
of Professional Conduct for Attorneys, 17 C.ER. pt. 205, 205.2 (k) (2002),
available at: http://www.sec.gov/rules/final/33-8185.htm

General Motors Corporation Qualified Legal Compliance Committee Proce-
dures, at: http://www.acca.com/protected/forms/corpresp/gm_glcc.pdf

s Joseph T. McLaughlin, Guy N. Molinari, Karen Crupi-Fitzgerald, and Holly
Kulka, Qualified Legal, Compliance Committee: Policies and Procedures,
Heller Ehrman (April 2003), at: http://www.acca.com/protected/program/qlcc_
presentation.pdf

D. Liability of QLCC Members

‘While neither Section 307 of the Act nor the Final Rules contain any provision
regarding the liability of directors who serve on the QLCC, the Commission
expressly states in the Final Release that it “does not intend service on a QLCC to
increase the liability of any member of a board of directors under state law, and in-
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deed, expressly finds that it would be inconsistent with public interest for a court
to so conclude.”54

E. Issues Presented

(1) QLCC and the Reporting Out Requirement

Some practitioners have commented that the language in section 205.2(k)(4) is
ambiguous. While this section states that the QLCC is vested with “authority and
responsibility... to take... appropriate action, including the authority to notify
the Commission...” it remains unclear whether the QLCC also has the affirma-
tive responsibility to notify the Commission. The fact that the word “authority”
refers to the act of notifying the Commission suggests that it may be a permis-
sive— rather than mandatory—code of conduct.

What is also unclear is whether the QLCC would be subject to disciplinary action
in the event that it should fail to act properly. Since Congress directed the SEC to
establish standards of conduct for lawyers, it is unclear if the SEC may sanction
directors under such a directive. Thus, in the spirit of the law, it remains uncertain
if the definition of a QLCC provided in section 205.2. (k)(4) should be interpret-
ed to require reporting out, or whether reporting out is merely an option. ¢> For
more information on this topic, see:

= Susan Hackett, QLCCs: The In-House Perspective, Wall Street Lawyer (May
2004) at: http://www.realcorporatelawyer.com/wsl/wsl0504.html

= Simon M. Lorne, An Issue-Annotated Version of the Sox: A Work in Progress,
Munger, Tolles & Olson LLP (December 2003), at: http://www.acca.com/pro-
tected/article/corpresp/sarbox_attyethics.pdf

(2) Advantages and Disadvantages of Creating a QLCC

One way to preserve the corporation’s ability to use the attorney-client privilege
and work product doctrine to protect any information discovered through the
course of an investigation is to use a QLCC. A QLCC may retain outside counsel
at the outset of an investigation to examine the potential of a material violation.
In following this course of action, a QLCC can help prevent increased liability
due to disclosure of potentially damaging information.¢¢

Curiously, although many corporations quickly adopted the many corporate gov-
ernance suggestions and mandates, very few have chosen to create a QLCC. One
reason is context. While the SEC suggested the creation of the QLCC in its final
rules, it drafted the suggestion when mandatory reporting out requirements were
still in the rules. Since the reporting out requirements were removed from the final
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rule, Part 205, there is little need for a QLCC.¢7

Another reason for the scarcity of these entities is that the creation of a QLCC
primarily benefits lawyers, while leaving their director counterparts subject to
liability. Corporate boards may be reluctant to establish yet another committee of
the Board charged with governance responsibilities, while the entire in-house legal
department evades the investigation, assessment and internal reporting responsi-
bilities. Such resistance is a natural response from directors, particularly in light
of recent corporate debacles in which director liability has substantially increased.
Thus, many in-house lawyers are re-thinking the QLCC suggestion.

Another issue that has hindered the use of the QLCC is the cost in recruiting
qualified Directors.®® Because QLCC members face increased workloads and li-
ability, individuals will often be either reluctant to serve or cost the company too
much by demanding the company buy stronger (i.e., costlier) D&O coverage and
pay them higher fees than the other directors.

Further, a QLCC can bread animosity amongst the board itself. A board commit-
tee that operates apart from—and is more knowledgeable than—management is
not compatible with normal corporate functioning. Management, especially the
CEOQ, is therefore apt to resist formation of the QLCC and to refuse to cooperate
with it.

After first glance, the structure of the QLCC is suspect.®® The reason in-house
lawyers would promote the establishment of a QLCC is to shift responsibility and
liability to an independent committee. However, in order for this to work, the
QLCC must hire an independent counsel, unfamiliar with the client’s operations.
Clearly, a Corporate Legal Officer would not favor this route, as the board com-
mittee would be retaining a law firm which is unfamiliar with the corporation to
pursue a probing and sensitive investigation, free of any oversight by the corpora-
tion’s in-house lawyers.

In addition, given the outside firm’s lack of experience with the corporation, the
costs may be considerably high, and may significantly impact in-house counsel
budget. The fact that this may have a negative affect on intra-corporate commu-
nications—namely between in-house counsels and corporate directors and execu-
tives—makes the QLCC approach appear counter-intuitive from the standpoint
of best practices in corporate responsibility. The alternative would be to select in-
house lawyers to work with an independent counsel retained by the QLCC. Given
this scenario, however, in-house lawyers are subject to liability and increased

responsibility, and the QLCC’s purpose is largely diminished.

Further, most in-house counsel have a sense of professional obligation and compe-
tency in the area of corporate governance. Given that most members of a QLCC
are experts in the fields of business and finance, it would seem impractical that
they have the time, expertise or interest in making informed decisions regarding

Copyright © 2006 Association of Corporate Counsel

Informed. In-house. Indispensable.

allegations and reports. Although the CLO plays a crucial role in advising the di-
rectors in the day-to-day business decisions, the QLCC effectively locks the CLO
out of the advising loop. Thus, shifting responsibility to the QLCC raises critical

issues as to basic competency of the corporate officers.”®

However, there are several good reasons in favor of the creation of a QLCC. Refer-
ral of a possible material violation to the QLCC should remove any suspicion

that the matter would not be dealt with appropriately by management. When a
CLO refers a report of misconduct to the QLCC, the CLO is not then required
to make any further response to the reporting attorney, other than informing the
attorney of the referral. An attorney reporting to a QLCC has no duty to evaluate
its response, as otherwise required under the rule. In addition, creating a QLCC
may become standard “best practice” in corporate governance. And, although not
mandatory, its absence may raise questions about other governance issues.

The continued development of SEC rules and regulations based on the Sarbanes-
Oxley Act means that in-house counsel must remain current on legal develop-
ments. Counsel should conduct frequent research, or attend legal education classes
to ensure awareness of regulations is as current as possible.”!

For additional dialogue on issues regarding the QLCC option, confidentiality is-
sues, and advantages and disadvantages, the following sources may be useful:

Susan Hackett, Issues for Law Departments Considering Whether to Recom-
mend that Their Board Create a QLCC, ACCA Memo (August 27, 2003) at:

http://www.acca.com/protected/article/corpresp/qlcc_issues.pdf

Simon M. Lorne, An Issue-Annotated Version of the Sox: A Work in Progress,
Munger, Tolles & Olson LLP (December 2003), at: http://www.acca.com/pro-
tected/article/corpresp/sarbox_attyethics.pdf

Joseph T. McLaughlin, Guy N. Molinari, Karen M. Crupi-Fitzgerald, and
Holly Kulka, Qualified Legal Compliance Committee: Policies and Procedures,
Heller Ehrman White & McAuliffe LLB, at 13-16 (April 2003), available at:
http://www.acca.com/protected/program/qlcc_presentation.pdf

Memo Regarding What Legal Departments Can Do to Prepare for Compli-
ance with New SEC Rules, ACCA Memo, at 1-2, available at: http://www.acca.
com/protected/article/corpresp/8krule.pdf

The New Sarbanes-Oxley Attorney Responsibility Standards, ACCA Docket 21
no. 5 (May 2003), available at: http://www.acca.com/protected/pubs/docket/
mj03/standard2.php

Paul S. Maco, Kevin Lewis and David Godschalk, The Qualified Legal Compli-
ance Committee: A Practical Choice?, Securities Regulatory Update (June 9,
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2003).

» Audrey Strauss, Qualified Legal Compliance Committees: Pros and Cons, New
York Law Journal (May 1, 2003).

= Susan Hackett, QLCCs: The In-House Perspective, Wallstreetlawyer.com: Secu-
rities in the Electronic Age (May 2004).

VI. Drafting a Company Policy

Many corporate legal departments have responded to the new rules by drafting

policy statements and guidelines to aid attorneys with proper professional conduct.

Some companies with pre-existing professional guidelines will simply reiterate the
comprehensive policies already in place, while others will develop new guidelines.
Whatever the case, it is important to bear in mind a few key issues in forming a
sample policy for your company.

First, identify the various purposes for drafting a policy. These may include:

= Attorney Interest: Rules of professional responsibility regulating attorney con-
duct.

s Client Service/Liability Interests of Law Department: Mandate proper manage-
ment policies that ensure reports are made and remedies are sought in response
to allegations.

Drafting a policy with these distinct goals in mind will best enable your legal
department to balance the obligations imposed by the Commission’s rules and
company policies with their duty to act in the best interest of their clients. This
approach can dispel the notion that attorneys are now in the “gotcha!” report-
ing business, and recognize instead that counsel are members of a corporate team,
responsible for legal counseling and preventive compliance.”?

= Sample Policies: Developing a policy is necessary, but not sufficient. It is essen-
tial to educate employees about what the policy means, when to ask questions,
whom to turn to for aid, and the importance of ethical conduct to the company.
To view the comprehensive plans of companies such as BellSouth Corporation,
Duke Energy Corporation, General Electric Company, General Motors Corpo-
ration, Hasbro, Inc., PepsiCo, Inc., Starbucks, Xerox Corporation, check out
the following:

Emerging and Leading Practices in Sarbanes 307 Up-The-Ladder Report-
ing and Attorney Professional Conduct Programs: What Companies
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and Law Firms are Doing, Leading Practice Profiles Series, ACC (Sep-
tember 4, 2003), at: http://www.acca.com/protected/article/corpresp/

lead_sarbox.pdf

Guidelines Regarding SEC Standards of Professional Conduct for Attor-
neys, Palmer and Dodge LLP, at: http://www.acca.com/protected/poli-
cy/conduct/palmerdodge.pdf

Law Department Polices/Memoranda, Hasbro, Inc. Mission Statement,
at: heep://www.acca.com/protected/policy/conduct/hasbro.giv

Leading Practices in Codes of Business Conduct and Ethics: What Com-
panies are Doing, Best Practices Profiles Series, ACCA (August 2003),
at: hetp://www.acca.com/protected/article/ethics/lead_ethics.pdf

Office of General Counsel Policy Compliance with SEC Attorney Con-
duct Standards, Policy Statement, Xerox Corporation (August 1, 2003),
at: http://www.acca.com/protected/policy/conduct/xerox.pdf

Memo to In-House Attorneys re: SEC Standards, General Motors, at:
hetp://www.acca.com/protected/policy/conduct/gm_inhouse.pdf

m Tips

Five Practical Steps for In-house Counsel Concerned about Changes in
Lawyer Regulation Pursuant to Sarbanes-Oxley Section 307, available
at: hetp://www.acca.com/legres/corpresponsibility/307/steps.pdf

Broc Romanek and Kenneth B.Winer, Practical Tips for Dealing with the
New Attorney Responsibility Standards, ACC Docket 21 no. 5 (May
2003): 40-55, available at: http://www.acca.com/protected/pubs/docket/
mj03/standard_tips.php

VIl. Whistleblowers

A. Protection for Whistleblowers

Sarbanes-Oxley creates a new claim for employees, including attorneys, fired or
treated adversely because of a complaint or report of conduct by a company that
violates Sarbanes-Oxley.”® If an attorney who was formerly employed or retained
by an issuer who has reported evidence of a material violation reasonably believes
that he or she has been discharged on the basis of his or her report, such attorney
may notify the board of directors of such discharge. In-house attorneys may fur-

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak

Whistleblowers 29

88 of 105



30 In-house Counsel Standards Undel

ACC's 2008 Annual Meeting

ther avail themselves of the benefit of Section 806 of Sarbanes-Oxley Act, which
offers whistleblower protection. However, given the traditional limitations on
wrongful discharge, and respecting a client’s fundamental right to choose counsel,
it remains to be seen if this provision will be of significant value to in-house coun-
sel who shed light upon corporate misfeasance.

Section 806 of Sarbanes-Oxley, entitled “Whistleblower Protection for Employ-
ees of Publicly Traded Companies,” strictly prohibits companies from engaging
in retaliation against an employee for (1) providing information or making a
complaint regarding conduct the employee “reasonably believes” constitutes a
securities violation or securities fraud, or (2) filing or participating in proceedings
related to fraud against shareholders. Employers (and in some cases individuals)
found to have retaliated against a whistleblower may be subject to administrative,
civil, and criminal sanctions. The whistle-blowing protections of the Act apply not
only to publicly-traded companies, but also to their officers, employees, contrac-
tors, subcontractors, and agents. The Act specifically protects employees, includ-
ing counsel, when they take lawful acts to disclose information or otherwise assist
criminal investigators, federal regulators, Congress, supervisors (or other proper
people within a corporation), or parties in a judicial proceeding in detecting and
stopping fraud. All that the Act requires is that the employee reasonably believes
that a violation of federal securities law, the rules of the SEC, or “any provision
of Federal law relating to fraud against shareholders” has occurred or is occurring.
The Act protects employees who complain to any person at the company with
the authority to “investigate, discover, or terminate misconduct,” which likely
includes all corporate counsel and human resources professionals. This statutory
language would appear to allow for individual liability of officers and employees.
If the employer takes illegal action in retaliation for lawful and protected conduct,
the Act allows the employee to file a complaint with the Department of Labor

(“DOL).

Sarbanes-Oxley protects two broad classes of conduct. First, an employee is pro-
tected from retaliation when providing information, causing information to be
provided, or otherwise assisting in the investigation of conduct that “the employee
reasonably believes” constitutes wire fraud, bank fraud, securities fraud, or viola-
tion of “any rule or regulation of the Securities and Exchange Commission, or any
provision of Federal law relating to fraud against shareholders.” Second, the Act
protects an employee from retaliation for filing, causing to be filed, testifying in,
participating in, or otherwise assisting in a proceeding filed or about to be filed
(that the employer knows about) relating to the types of fraud listed above.

The “whistleblower” employee must file a complaint with DOL within 90 days of
the alleged retaliation. The whistleblower’s initial burden of proof is to show that
the protected activity (i.c., complaint relating to fraud against the shareholders)
was “a contributing factor” in the adverse employment decision. By contrast, the
employer must prove “by clear and convincing evidence” that it would have taken
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the same adverse employment action even in the absence of the whistleblower’s
protected activity. If DOL decides to hold a hearing, it must do so expeditiously
and must issue a final order within 120 days of the hearing. The employee can
bring the matter to federal district court only if DOL does not resolve the matter
within 180 days (and there is no showing that such delay is due to the bad faith of
the claimant) as a normal case in law or equity, with no amount in controversy re-
quirement. The Act provides for reinstatement of the whistleblower, back pay with
interest, and compensatory damages to make the whistleblower whole, including
reasonable attorneys’ fees and costs, as remedies if the whistleblower prevails. The
Act does not provide for either punitive damages or a jury trial. Judicial review is
only available through an appeal to the Court of Appeals, but such appeal does
not automatically stay the Department of Labor’s order.

The Sarbanes-Oxley Act also makes it a felony offense for any person to “know-
ingly” and “with the intent to retaliate” take “any action harmful” to a person for
providing truthful information to a law enforcement officer relating to the com-
mission or possible commission of “any Federal offense.””# The statute makes it
clear that “harmful” conduct includes interference with employment but it does
not define what additional harm may violate the law. This provision is noteworthy
because it protects a broader class of whistleblowers than do the civil provisions of
Sarbanes-Oxley. The statute protects truthful reporting of information relating to
any federal offense, not just information relating to securities or other corporate
fraud. Violation of this provision is punishable by fines of up to $250,000 for
individuals and $500,000 for companies, ten years’ imprisonment, or both.

On February 15th, 2005 Administrative Law Judge Stephen Purcell ordered Car-
dinal Bankshares Inc. to reinstate its former chief financial officer, David Welch,
and pay him nearly $65,000 in back pay and damages.”” The significance is that
Welch became the first person to win protection as a whistleblower under the
Sarbanes-Oxley Act, passed by Congress in 2002 in the wake of corporate scandals
at Enron, WorldCom and other firms.

Since the law took effect in mid-2002, about 750 people have filed complaints
with the Department of Labor, alleging that their employers retaliated against
them for calling attention to financial mismanagement. The Labor Department
oversees such cases in a three-step process that an employee must exhaust before
going to federal court. The number of cases has risen with about 150 in the law’s
first year and nearly twice that in its third.”® Welch is one of just three workers to
win protection so far. Fewer than 100 cases have ended in settlements.”” While the
case will be appealed in federal court, it suggests that the Whistle-blower provi-
sions of Sarbanes will be enforced by the courts.

For legislative materials, see:

m Securities and Exchange C: ission Final Rule: Impl ion of {ards of Professional Conduct

for Atorneys, 17 C.ER. pt. 205 (2002), available ac: hetp://www.sec.gov/rules/final/33-8185.hem
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m  Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745, Section 307 (2002), available at: htep:/
it i ley.pdf

Www.acca.com,

B.  Whistle-blowing/Noisy Withdrawal

A pertinent question is will an attorney face any culpability if, after having re-
ported the matter all the way ‘up the ladder’—from his supervising attorney to the
CLO, CEO and directors—the attorney learns that no action was taken?

In response to practitioner comments, state ethics regulators and foreign lawyers,
the SEC deferred and/or eliminated some of the most controversial provisions that
many believe were beyond the spirit of Sarbanes-Oxley. Initially, the SEC required
that any attorney dissatisfied with the client’s response must make “a noisy with-
drawal.””® Under the SEC’s alternative rule, however, the corporation, rather than
the reporting attorney, is required to notify the SEC regarding the circumstances
of withdrawal. The following chart compares the requirements under the initial
proposal with those contained in the proposed alternative rule.”® Also note that
the proposed alternative requires the corporation to file a form 8-K.
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nally Proposed Rules

Reporting attorney who has not
received an appropriate response
inareasonable time

Reporting attorney who has not received an
appropriate response in a reasonable time

Standard

Reporting attorney believes the
material violation is either ongoing
or is about to occur and is likely to
result in substantial injury to the
company or investors

There is substantial evidence that a material
violation is ongoing or about to occur

Attorney Requirement
“withdrawal”

Reporting Firm
Attorney:

Under these circumstances, attor-
ney must withdraw from represen-

tation.

Under such narrow circumstances, report-
ing attorney MUST:

. Withdraw from representation;
. Immediately cease to engage in
any matter regarding the alleged violation;
and

. Firm Attorney: Notify the
company in writing that the company has
not provided an appropriate response in a
reasonable time

Reporting In-house
Counsel “withdrawal

In House Counsel: may, but is not
required to withdraw from repre-
sentation.

In-house Counsel: Notify the board stating
that he or she will not be allowed to con-
tinue to work for the client on related issues
for professional reasons, but does not need
to resign.

SEC Notification

Reporting attorney MUST notify

Reporting attorney NOT required to notify

“noisy” the SEC within one business day the SEC of the withdrawal, but is permitted
that the withdrawal was based to do so if the company did not report the
on business considerations AND attorney’s notice.
disaffirm any false or materially
misleading submissions to the SEC
that s/he has helped prepare.

Company Company must, upon receiving such writ-

Requirement

ten notice from reporting attorney, report
such notice and related circumstances on
Form 8-k, 20-F or 40-F, within two business
days of receipt.

In a speech to the ABA Business Law Section on April 3, 2004, SEC General
Counsel Giovanni Prezioso said that although the Commission has not yet de-
cided whether to proceed with a mandatory “noisy withdrawal” rule, it is closely
monitoring attorney compliance with the new “up the ladder” rule as well as the
bar’s efforts to address the concerns raised by Congress in enacting Section 307.8°
It would appear that so long as Model Rules 1.13 and 1.6 are effective, they SEC
will not attempt to enact regulations mandating a “noisy withdrawal.”

For list format of noisy withdrawal alternatives, see:

= Attorney-Client Privilege in the Corporate Setting Fact Sheet, at 25, Quinn
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Emanuel Urquhart Oliver & Hedges, LLP, at: http://www.acca.com/chapters/
socal/program/corpattyclient.pdf

For recommendations on noisy withdrawal alternatives, see:

= Barry Nagler and M. Elizabeth Wall, ACC’s Second Comment Recommenda-
tions on Noisy Withdrawal, File No. §7-45-03 (April 7, 2003), available at:
www.acca.com/advocacy/307comments2.pdf.

For information on the SEC rules on the new attorney standards and its alterna-
tive proposal of creating a Form 8-K public reporting requirement by the board,
see:

= Stanley Keller, SEC Implements Standards of Professional Conduct for Attor-
neys, ACC and Palmer & Dodge LLP, available at: http://www.acca.com/legres/
corpresponsibility/307/summary.pdf

Critics comment that any permissive withdrawal should allow a reporting attor-
ney to withdraw from representing its client on the matter at issue, but continue
representation otherwise. For a discussion, see:

= Robert S. Risoleo, Sullivan & Cromwell Memoranda, Advanced Doing Deals
2003: Dealmaking in the New Transactional Marketplace, Practicing Law Insti-
tute (June 19-20, 2003), 1377 PLI/Corp 529, Order No. B0-01UN.

C. Preventative Measures

There are several steps that GCs can take to protect themselves and their com-
panies from the threat of criminal and civil sanctions under the Sarbanes-Oxley
whistleblower provisions:81

m Impress upon your company the importance of establishing an effective internal compliance
program. Such a program should include clear policies regarding corporate eth-
ics and conduct, internal reporting procedures, and training of employees and
executives regarding these rules and their responsibilities and potential liability.

= Adopt or revise codes of conduct. The code should reflect both the culture of the
company and the standards of conduct expected from the company. The code
should also encourage employees to report potential financial, ethical, legal, or
other misconduct.

Examine job descriptions. Manager and supervisory job descriptions should re-
flect their duties and responsibilities with regard to corporate compliance. This
communicates to managers and supervisors that the company takes compliance
seriously and that it prohibits retaliation for reporting suspected misconduct.
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. i andi igation procedures. Written procedures should be in
place for documenting and responding to employee complaints regarding al-
leged corporate fraud.

e. Communicate to non-

m Train and educate employ garding corporate
supervisory employees about the company’s expectations regarding accurate
reporting of company financial information and reporting potential miscon-
duct. The company should also make it clear that employees who report alleged
misconduct in good faith will not be subjected to discrimination, harassment,
or retaliation.

Properly document discipline and termination. Because the close timing of an em-
ployee’s termination relative to a complaint made by that employee regarding
corporate compliance may create the appearance of retaliation, it is critical to
carefully document employee performance problems as they come up and at
termination. Managers and supervisors should carefully document employee
performance deficiencies, and these records should be maintained.

VIIl. Attorney-Client Privilege Issues

A. Confidentiality & Model Rule 1.6

The issue of confidentiality in the representation of the corporation as a client is
complex, especially since the corporation can only act through its agents—namely
corporate executives and board members. The recent changes in the SEC Rules
regarding attorney confidences further complicate matters. The purpose of the
revised ABA Rule is to help “prevent a client from using a lawyer’s services to com-
mit a crime or fraud that results in substantial financial injury to innocent third
parties.”82

The ABA modified Rule 1.6 of the Model Rules on Professional Responsibility

to allow attorneys to report evidence of a client corporation’s ongoing or future
financial fraud if and only if the fraud is reasonably likely to have a significant
financial impact on third parties and if the lawyer’s services have been used by the
client in the commission of such a fraud.®? However, state regulations differ on
how attorneys should respond in this situation. As states may impose more rigor-
ous attorney standards, the SEC does not preempt this field entirely; however, it
certainly prevails where there is a conflict. In particular, such a conflict will exist in
states that do not allow attorneys to break client confidences to prevent financial
harm or fraud.

The SEC Rules permit an attorney to reveal confidences to the Commission, with-
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out the issuer’s consent, under the following circumstances:

= to prevent the company from committing a material violation that is likely to
cause substantial injury to the financial interests of that company or its inves-
tors,

= to prevent the issuer from committing perjury during a Commission or admin-
istrative investigation, or

to rectify the consequences of a material violation by the issuer that has caused,
or may cause, substantial injury to the financial interests of the company or its

investors.

Thus, a lawyer may disclose to the Commission certain civil violations not ris-

ing to level of a crime, if such violations have been reported “up the ladder” and

a response has been inadequate. Although this may conflict with a state rule that
may require such reporting, the SEC has stated that the SEC rules would prevail
in such instances.®4 In effect, this position would entail federalizing the SEC rules
on ethics. Further, under the SEC Rule 205.6(c), a lawyer may not be liable for
complying with the SEC Rules in good faith, even if such an action would be in-
consistent with the standard of conduct dictated by state rules. Meanwhile, several
states question whether Congress intended to extend power to the SEC to allow
a breach of attorney-client privilege in states, such as Washington and California,
which do not authorize such a breach of confidences.

B. Reporting Up the Ladder: SEC Regulations and Model
Rule 1.13

The SEC Rules contain another important provision relating to confidentiality:
Rule 205.3(d)(2) allows an attorney to reveal confidential information related to
the attorney’s representation if they reasonably believe such revelations are neces-
sary to:

(1) prevent a material violation that will injure the company or stockhold-
ers

(2) prevent perjury,
(3) to rectify the consequences of a material violation.

In the same manner, Model Rule 1.13 allows attorneys to reveal information to
prevent a violation that is reasonably certain to result in substantial injury to the
organization and most likely shareholders. Model Rule 1.13 requires corporate at-
torneys to report law violations by officers and employees up-the-ladder within the
organization and, if necessary, to report corporate violations outside the organiza-
tion. The Model Rule provides that if a lawyer representing a corporation knows
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that a corporate officer / corporate employee is engaged in a violation of law that
is likely to result in “substantial injury to the organization”, the lawyer must pro-
ceed in a manner that is in the best interest of the organization.®

Unless the lawyer reasonably believes that it is not necessary to do so, they must
also refer the matter to a higher authority in the organization that can act on be-
half of the organization. I the up-the-ladder provisions of Model Rule 1.13(b) fail,
the Model Rules, allow the lawyer to reveal information relating to the representa-
tion, whether or not Model Rule 1.6 might prevent such disclosure.®¢ This provi-
sion specifically allows lawyers to reveal confidential client information outside the
organization.

Both of these provisions, the SEC rule and the ABA Model Rule, override Model
Rule 1.6 and its state counterparts, which in some will prevent the revelation of
information.

The SEC Rule augments and provides greater clarity than the ABA Model Rule.
It specifies when attorneys have the option to report out, without making such
reporting mandatory. The rule corresponds to ethics rules adopted by “the vast
majority of states,” even though it is slightly broader than the Model Rule 1.13.87

SEC Rule 205.3(d)(2) is a permissive rule, not a mandatory one. Attorneys may
reveal to the Commission information that will help “prevent the issuer from com-
mitting a material violation that is likely to cause substantial injury to the financial
interest of property of the issuer or investors.”®® This corresponds closely with
Model Rule 1.13, which states that a lawyer may reveal information “if the lawyer
reasonably believes that the violation is reasonably certain to result in substantial
injury to the organization.”®

C. Impact on Attorney-Client Relations

The role of the attorney is not only to defend clients after a crime has been com-
mitted, but to prevent their commission through effective communication with
the client regarding the specific aspects of applicable laws. The sheer complexity
of Sarbanes-Oxley and related state securities laws will help ensure that clients will
continue to seck out legal advice, regardless of the new reporting requirements. In
the post-Enron world lawyers will need to be constantly on the lookout for client
misconduct, or the perception that there is misconduct, if they hope to effectively
protect the company and ultimately, themselves.

The SEC Rule and the Model Rule may likely serve to strengthen the relationship
between attorneys and their true clients: corporations. Model Rule 1.13 provides
that a corporation is the client to whom duties of confidentiality are owed, not
the organization’s directors, officers, or employees.”® An attorney is justified, and
reasonably obligated, to inform the client (the company) that it’s agent are acting
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in a detrimental manner.

In the end, it is likely that clients (the individuals who represent the company) do
not rely on confidentiality rules as much as lawyers believe. Limiting the privilege
will probably not change revelations of clients’ confidences or affect their relation-
ship with in-house counsel.

Model Rule 1.13 implies that in-house counsel and corporate attorneys must
reevaluate their roles in corporations. Before Enron, Worldcom, etc. corporate law
viewed in-house lawyer as advocates whose duty was zealous representation of cli-
ents, including corporate directors and officers.”! The passage of Model Rule 1.13
imposes upon counsel new responsibilities. Model Rule 1.13 reminds corporate
lawyers of individual responsibility to maintain their professional role and to not
cross over from their position of company advocate to partner to a client. These
new limitations on the applicability of the in house lawyer’s role as an advocate
may help lead to better corporate compliance.

For discussion on preemption issues, see:

Stanley Keller, SEC Implements Standards of Professional Conduct for Attor-
neys, ACC and Palmer & Dodge LLP, available at: http://www.acca.com/legres/
corpresponsibility/307/summary.pdf

Chi Soo Kim and Elizabeth Laffittee, The Potential Effects of SEC Regulation
of Attorney Conduct Under the Sarbanes-Oxley Act, 16 Geojle 707 (2003)

(discussing preemption issues).

Mathew S. Rosengart, Protecting the Corporation and Yourself After Enron and
Sarbanses-Oxley: A Primer for Lawyers Practicing Before the SEC and DOJ,
2003 The Federal Lawyer 34.

= Washington State Bar Interim Ethics Opin. (July 26, 2003), (challenging SEC’s
position on preemption) available at: www.wsba.org/lawyers/groups/ethics2003/
formalopinion.doc

IX. Privately Held Companies and
Non-Profits

Although the impetus for drafting model rules and policies is to regulate lawyers at
public companies, many private companies are looking at adopting similar guide-
lines. This is attributed in large part, to the emerging perspective among state
legislatures, state bars, and stakeholders that lawyers representing all companies,
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public and private, should be concerned about corporate responsibility.

It is worth noting that public and private companies alike have to adhere to
whistleblower provision under Sarbanes-Oxley, under which employees must be
permitted to anonymously notify regulators of any potential wrongdoing within a
company. As Chief Justice Veasey of Delaware’s, Supreme Court stated:

“I do think the changes in corporate governance that we're seeing
through the voluntary best practices codes, for example... have created
a new set of expectations for directors. And that is changing how courts
look at these issues.”?

In addition, privately held companies must take many of the steps required to

demonstrate compliance with Sarbanes-Oxley if they decided to go public or

agreed to merge with a public company. Both issues illustrate the current impact

SOX can have on any private company operating in today’s marketplace.

A study by Foley & Lardner LLP found that private companies and nonprofit
organizations are embracing many of the reforms imposed on public companies
by the Sarbanes-Oxley Act. The study found that “87 percent of private firms and
nonprofits said the reforms mandated by Sarbanes-Oxley are having an impact on
their operations, up from 77 percent in 2004.”* Examples of the impact include:

75 percent of those surveyed now require board approval of non-audit services
P! y q pp
provided by the organization's auditor

Almost 68 percent also said they require their CEO and CFO to certify finan-

cial results

72 percent said they had put protections in place for whistle-blowers*4

Additionally, the study found that nonprofits are more amenable than private
companies to restricting executive compensation, with 59 percent of nonprofit
respondents saying they planned to implement such restrictions, compared to only
38 percent of for-profit companies.”®

Sarbanes-Oxley, and the related regulations by the SEC and PCAOB, has sig-
nificantly the legal practice in many areas of corporate governance and financial
compliance for public companies. As states and the federal government continue
to evaluate the effects of Sarbanes-Oxley, private and non-profit companies should
expect that several of these requirements will be extended to them. In one example,
California passed the nations first governance law for nonprofits, which, in part
requires charities that do business in the state and have revenues exceeding $2
million to form audit and compensation committees.*® In 2005, at least 8 states
(including New York, New Jersey, and Arkansas) have also considered extending
provisions of Sarbanes-Oxley into the non-profit sector.
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By taking action now to comply voluntarily with as many of these requirements is
reasonable, larger private companies (or those companies which desire to go public
or being acquired) can ease their transition into the public sector or the future of
corporate regulation. At the same time, these companies can reduce their litigation
exposure.

To view best practices of corporate governance policies of privately held compa-
nies and non-profit organizations, as well as discussion on why private company
lawyers should be concerned about Sarbanes-Oxley, see:

Leading Practices in Codes of Business Conduct and Ethics: What Companies
are Doing, Best Practices Profiles Series, ACC (August 2003), at: heep://www.
acca.com/protected/article/ethics/lead_ethics.pdf

Hot Topics in Representing Nonprofits, ACCA’s 2003 Annual Meeting, Course
Materials (November 2003), available at: http://www.acca.com/education03/
am/cm/509.pdf

Susan Hackett, It’s Private Companies’ Turn to Dance the Sarbox Shuffle,
ACCA Paper (August 2003), available at: www.acca.com/public/article/cor-
presp/sarbox_shuffle.pdf.

Harvey Goldschmid, Comm. Speech, Securities and Exchange Commission,
Orison S. Marden Lecture, Association of the Bar of the City of New York (No-
vember 17, 2003) (discussing non-profits and non-publicly traded companies),
available at: http://www.sec.gov/news/speech/spch111703hjg.htm

Paul Broude, Richard Prebill, Foley & Lardner, LLP, The Impact of Sarbanes-
Oxley on Private & Nonprofit Companies, Presentation at the 2005 National
Directors Institute (March 10th, 2005), available at: /www.foley.com/files/tbl_
s60WorkingGroups/FileUpload627/69/privatestudydraft3-04-05.pdf

Jeffrey S. Cronn, Sarbanes-Oxley trickles down to nonprofits, The Business
Journal — Portland, (April 1, 2005)

» Thomas Hoffman, Direct and indirect impact of Sarbanes-Oxley hits private
companies: Companies considering IPOs or mergers must now address ac-
countability issues, Computerworld (July 25th, 2003); available at: computer-
world.com/governmenttopics/government/legalissues/story/0,10801,83457,00.
heml

Linda Kelso, Voluntarily, private companies get into oversight act, Jacksonville
Business Journal (May 6, 2005), available at: jacksonville.bizjournals.com/jack-
sonville/stories/2005/05/09/focus3.html
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X. Document Retention Procedures

A. Introduction to Document Retention

Managing records is an important challenge within a corporation, regardless of its
size. This is especially true in light of the Sarbanes-Oxley Act and the related Secu-
rities and Exchange Commission’s rules on Management’s Report in Exchange Act
Periodic Reports.”” The impetus for records management, in addition to compli-
ance with the Sarbanes-Oxley mandates, is to restore investor confidence. Thus,
the new rules add additional requirements and consequence components, empha-
sizing the importance of records.

B. How Does the Sarbanes-Oxley Act Affect Companies’
Document Retention Obligations?

The Act, as well as the regulations which were implemented following its passage,
imposed new requirements and duties on affected companies. These include:

(1)  Criminalization of the Destruction, Alteration and Falsification
of Records in Federal Investigations, Bankruptcy Cases and Official
Proceedings - Sections 802 and 1102 of the Act amended the fed-
eral obstruction of justice statute, Title 18 of the United States Code
(Crimes and Criminal Procedure), to significantly increase penalties for
the destruction, alteration and falsification of records in certain circum-
stances.

(2)  Section 802 provides for a fine and/or imprisonment up to 20
years for anyone who knowingly “alters, destroys, mutilates, conceals,
covers up, falsifies, or makes a false entry” in any record or document
with intent to impede, obstruct or influence the investigation or admin-
istration of any matter within the jurisdiction of a federal department or
agency or any bankruptcy case. 18 U.S.C. § 1519.

3) Section 1102 establishes the same penalty as Section 802 for
anyone who corruptly “alters, destroys, mutilates, or conceals” a record
or document with intent to impair its integrity or availability for use in
an official proceeding. 18 U.S.C. § 1512(c). Significantly, the official
proceeding need not be pending or about to be instituted at the time of
the offense. Id. § 1512(f)(1).

(4)  New Federal Sentencing Guidelines Related to Obstruction of
Justice. Section 805 of the Act commands the Sentencing Commission
to review and amend the Sentencing Guidelines to ensure that the base
offense level and sentencing enhancements are sufficient to deter and
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punish obstruction of justice. The Commission has proposed amend-
ments that would increase the base offense level for obstruction-of-jus-

XIl. Sanctions and Other Standards of

tice offenses by two and create a two-level enhancement for the destruc-
tion, alteration or fabrication of records in certain circumstances. 68
Fed. Reg. 2615 (proposed January 17, 2003). If adopted, these changes

would increase the penalties for anyone convicted of these offenses.

(5)  Broader Record Retention Requirements for Auditors of Public
Companies. Section 101(a) of the Act establishes a Public Company
Accounting Oversight Board to oversee the audit of public companies,
and Section 103(a)(2)(A)(i) commands the Board to adopt auditing
standards that require accounting firms to “prepare, and maintain for a
period of not less than seven years, audit work papers, and other infor-
mation related to any audit report, in sufficient detail to support the
conclusions reached in such report.” In addition, Section 802 of the Act
amends Title 18 of the United States Code to require auditors of public-
ly held companies to maintain “all audit or review workpapers” and di-
rects the SEC to enact related regulations. 18 U.S.C. § 1520(a)(1) and
(2). The SEC regulations, which apply to all audits or reviews complet-
ed on or after October 31, 2003, establish a seven-year retention period
for “records relevant to the audit or review, including workpapers and
other documents that form the basis of the audit or review, and memo-
randa, correspondence, communications, other documents, and records
(including electronic records), which (1) are created, sent or received in
connection with the audit or review, and (2) contain conclusions, opin-
ions, analyses, or financial data related to the audit or review.” 17 C.ER.
§ 210.2-06(a). In addition to the audit or review of financial statements
of publicly traded companies, the retention requirement applies also to
the audit or review of financial statements of registered investment com-
panies. Id. Knowing or willful violation of Section 802 (a)(1) of the Act
or the related SEC regulations is punishable by fine and up to 10 years
of imprisonment. 18 U.S.C. § 1520(b).

For more guidance on records retention practices in light of Sarbanes-Oxley, see:

= Leading Practices in Information Management and Records Retention Pro-
grams: What Companies are Doing, Best Practices Profiles Series, ACC (August
2003), available at: http://www.acca.com/protected/article/records/lead_in-
fomgnt.pdf

Records Retention Enforced Corporate Records Programs, ACC InfoPAK (De-
cember 2003), available at: http://www.acca.com/infopaks/recretent.html

Document Retention After Sarbanes-Oxley, http://www.perkinscoie.com/con-
tent/ren/updates/corp/093003.htm
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Professional Conduct

The following points address applicable sanctions that apply to attorneys who fail
to comply with Sarbanes-Oxley:*®

= Violators of the rules are subject to civil penalties and remedies, including ad-
ministrative disciplinary proceedings that could result in a censure or a suspen-
sion or bar from practicing before the SEC.

Attorneys who comply in good faith with the rules are not subject to discipline
under inconsistent state rules.

Foreign attorneys (who do not qualify as “non-appearing foreign attorneys”) are
exempt from the rules to the extent their own laws would prohibit compliance.

= The rules do not provide for criminal liability and expressly state that no private
right of action is established.

= The rules set forth a minimum standard of professional conduct for attorneys
appearing before the SEC; these standards are meant to supplement, but not

replace, applicable state standards.

= Where a state standard actually conflicts with the standard in the rules, the rules
govern.

The Sarbanes-Oxley Act has also added numerous criminal sanctions to the SEC’s
enforcement arsenal. These include:

= The Corporate Responsibility Act (Title IIT)
s The Corporate and Criminal Fraud Accountability Act (Tide VIII)
= The White-Collar Crime Penalty Enhancements Act of 2002 (Title IX)

= The Corporate Fraud Accountability Act of 2002 (Title XI).

(1) The Corporate Responsibility Act (Title 1)

In §302, “Corporate Responsibility for Financial Reports”, the CEO and the CFO

are required to prepare a statement to accompany the audit report to certify the

“appropriateness of the financial statements and disclosures contained in the peri-

odic report, and that those financial statements and disclosures fairly present, in all
material respects, the operations and financial condition of the issuer.”
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A violation must be knowing and intentional to give rise to liability. As an ex- (3) The White-Collar Crime Penalty at: http://www.acca.com/legres/corprespon-
ample of how this standard may provide accused officers with a defense, one need Enhancements Act of 2002 (Title sibility/307/summary.pdf

only look at the HealthSouth lawsuit. Richard M. Scrushy, former chairman and 1X)

CEO of HealthSouth Corporation, has argued that his financial executives were
the ones responsible for his company’s $2.5 billion accounting fraud. Scrushy has
claimed that he only signed off on fraudulent accounting figures because he “un-
knowingly” trusted the five CFOs who had served under him. His argument may
serve to provide him with a non-guilty verdict.

Individual corporate officers or employees
who certify a financial statement (required
under §302) knowing that the periodic report
accompanying the statement does not comply
with this section can be fined up to $1 million,
imprisoned up to 10 years, or both. If found
to have done so “willfully,” the penalty shall

be increased to a fine up to $5 million and
imprisonment up to 20 years, or both.1%°

The criminal fraud provisions of this section make a distinction between a CEO
who “knowingly” signs off on inaccurate financial statements and one who does so
“willfully and knowingly.” “Knowing violations” are punishable by up to 10 years
in jail and $1 million in fines, while those individuals who sign inaccurate state-
ments “willfully and knowingly” face 20 years and a $5 million fine.

(4) The Corporate Fraud Accountability Act

The Sarbanes-Oxley Act also allows for the redirection of civil penalties paid by of 2002 (Title XI)
violations. Previously, all civil penalties were paid into the U.S. Treasury. Under
the §308, “Fair Funds for Investors” provision, the SEC has the authority to direct §1102 of Title XI can also be used to pros-
civil penalties to defrauded investors. Examples of the use of this provision: ecute corporate officials. Individuals who
corruptly alter, destroy, mutilate, or conceal
s WorldCom, Inc., agreed to satisfy its civil penalty obligation by paying $500 a document with the “intent to impair the
million in cash and $250 million in stock to defrauded investors. object’s use in an official proceeding”, can

be fined, imprisoned up to 20 years, or both.
‘This rule also applies to those who obstruct,
influence, or impede any official proceeding,
Under §1106 fines rose from up to $1 million
/10 years to $5 million and up to 20 years

in prison. The SEC also was provided with

the authority to prohibit any person who has
(2) The Corporate and Criminal Fraud Accountability Act (Title VIII) violated section 10(b) or the rules or regula-

= Merrill Lynch will pay investors $80 million,
= JP Morgan Chase ($135 million), and

= Citigroup ($120 million).

tions from serving as an officer or director of a

« . . .
‘Anyone who knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or registered company. 10!

makes a false entry in any record, document, or tangible object with the intent to
impede, obstruct, or influence the investigation or proper administration of any For additional information regarding attor-

matter within the jurisdiction of any department or agency of the United States ney sanctions, the following materials may be
can be fined, imprisoned for up to 20 years, or both™® insightful:

§807 states that anyone who knowingly executes, or attempts to execute, a scheme

Attorney-Client Privilege in the Corporate

or artifice to defraud any person in connection with a securities issue or attempts Setting, Fact Sheet, at 27, Quinn Emanuel
to obtain, by means of false or fraudulent pretenses, representations, promises, Urquhart Oliver & Hedges, LLP, available
money, or property, in connection with the purchase or sale of any security, can be at: htep://www.acca.com/chapters/socal/
fined, or imprisoned up to 25 years, or both. program/corpattyclient.pdf.

Stanley Keller, SEC Implements Standards
of Professional Conduct for Attorneys,
ACC and Palmer & Dodge LLP, available
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XIl. Additional
Resources

ACCResources

Gregory R. Watchman, Sarbanes-Oxley Whistleblowers:
Avoiding the Nightmare Scenario, ACC Docket 24, no.
4 (April 2006): 38-55 available at heep://www.acca.com/

p d/pubs/docket/apr06 b .pdf

Green Eye Shades For Lawyers: A Toolkit, ACC Docket 23,
no.3 (March 2005): 62-67 http://www.acca.com/pro-
tected/pubs/docket/mar05/toolkit.pdf

Danette Wineberg and Philip H. Rudolph, Corporate
Responsibility: What Every Lawyer Should Know, ACC
Docket 22, no. 5 (May 2004): 68-83 available at http://
www.acca.com/protected/pubs/docket/may04/social.pdf

Peter Connor, If The Other Hat Fits- Wear it: A Guide To
Effective Business Partnering, ACC Docket, 22, no. 9
(October 2004): 88-102 available at htep://www.acca.
com/protected/pubs/docket/oct04/partner.pdf

John K. Villa, Investigative Attorneys and the Reporting
Obligations Under the SEC’s Professional Conduct Rules,
ACC Docket 22, no. 4 (April 2004): 133-137 available at
hetp://www.acca.com/protected/pubs/docket/apr04/eth-

ics.pdf

John K. Villa, Ethics & Privilege: Hidden Storms for Those
in Safe Harbors: The SEC’s Professional Conduct Rules
and the Federal Preemption Doctrine, ACC Docket 22,
no.2 (February 2004): 81-85 available at heep://www.
acca.com/protected/pubs/docket/feb04/ethics.pdf

Broc Romanck and Kenneth Winer, The New Sarbanes-Ox-
ley Responsibility Standards, ACCA Docket 21, no. 5
(May 2003): 40-55, available at: heeps//ww.acca.com/

d1.php

d d

p pubs/docket/mj
Richard F. Ober Jr. and Michael Parish, Maybe You Need
a Lawyer: Does the Sarbanes-Oxley Act Make the SEC
Your Client? ACC Docket 21, no. 4 (April 2003): 70-85,
available at: hrep:, .acca.com/p d/pubs/dock-
ct/am03/client2.php
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Joanne L. Bober, J. Alberto Gonzalez-Pita, et al. Closing Program: When “Jeopardy” Is No Longer a Game
Show: Safeguarding Against Personal, Professional, & Fiduciary Liability, 2004 ACC Annual Meeting

presentation, available at htep://www.acca.com/am/04/cmpublic/closing.pdf
Lisa Change, Selena L. LaCroix, et al., Whistle While You Work: Ethical, Fiduciary, & Other Dilemmas
Facing Over SOXed In-house Lawyers, 2004 ACC Annual Meeting presentation, available at hetp:/

www.acca.com/am/04/cm/308.pdf

Margaret M. Forman, Kerry A. Galvin, et al., Defining the Role of In-house Lawyers in Governance, 2004
ACC Annual Meeting presentation, available at http://wwiw.acca.com/am/04/cm/711.pdf

Other Resources

ABA Model Rules of Professional Conduct, at Rule 1.13: Organization as Client, available at: htep://www.
abanet.org/cpr/mrpc/new_rulel_13.pdf

ABA Model Rules of Professional Conduct, at Rule 1.6: Confidentiality of Information, available at:
htep://www.abanet.org/cpr/mrpc/new_rulel_6.pdf

American Bar Association’s Revised Model Rules of Professional Conduct 1.6 & 1.13, News Release (Au-

gust 20, 2003), available at: heep://www.acca.com/p d Iconduct.pdf

ABA Adopts New Model Rules Affecting In-House Practice, News Release, ACCA (August 15, 2003),
available at: http://www.acca.com/protected/comments/abamodelrules.pdf

Brett B. Coffee, Professionals, Core Values and Sarbanes-Oxley: A Critique, The Attorney-CPA (Oct.
2004)

Kathryn M. Fenton, Counseling the Corporation Post-Sarbanes-Oxley: Ethics and Professionalism Issues

For In-house and Outside Counsel, Jones Day, available at: hetp://swww.acca.com/protected/legres/cor-
presp/counselingcorporation.pdf

Phillip E. Karmel, Bryan Cave LLR, SEC Disclosure Requirements for Environmental Liabilities and the
Impact of Sarbanes-Oxley Act, Practicing Law Institute, 499 PLI/Real 203 (November 2003)

Giovanni P. Prezioso, Public Statement by SEC Official: Letter Regarding Washington State Bar Associa-
tion’s Proposed Opinion on the Effect of the SEC’s Attorney Conduct Rules, Gen. Couns. Mem. (July 23,
2003) available at: www.sec.gov/news/speech/spch072303gpp.htm

Securities and Exchange C ission Final Rule: Impl ion of Standards of Pi ional Conduct
for Attorneys, 17 C.ER. pt. 205 (2002), available at: http://www.sec.gov/rules/final/33-8185.htm

Laurence Stuart, In-House Counsel as Corporate Cop—Up the Ladder or Down the Chute, (Baker &

McKenzie 2003), available at: http://www.acca.com/protected/legres/ethics/corpcop.pdf
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Xlll.  Sample Policies

A.  Sample: Procedures For Complaints Regarding
Accounting, Internal Accounting Controls Or Auditing
Matters'?

Introduction

The Audit Committee of Company, Inc. (the “Company”) seeks to facilitate dis-
closure regarding accounting and auditing matters, encourage proper individual
conduct and alert the Audit Committee to potential problems relating to account-
ing or auditing matters before they have serious consequences. Accordingly, the
Audit Committee has established the following procedures for the receipt, reten-
tion and treatment of complaints received by the Company regarding accounting,
internal accounting controls or auditing matters, and for the confidential, anony-
mous submission by employees of concerns regarding questionable accounting or
auditing matters.

Procedures for Complaints

A. Scope of Matters Covered by These Procedures

These procedures relate to complaints or concerns regarding accounting, internal
accounting controls or auditing matters of the Company (“Complaints”), includ-
ing, without limitation, the following:

fraud or deliberate error in the preparation, evaluation, review or audit of any
financial statement of the Company;

fraud or deliberate error in the recording or maintaining of financial records of
the Company;

deficiencies in or noncompliance with the Company’s internal accounting con-
trols;

misrepresentations or false statements to or by an officer of the Company or
an accountant regarding a matter contained in the financial records, financial
reports or audit reports of the Company; or

deviation from reporting of the Company’s financial condition as required by
applicable laws and regulations.

Copyright © 2006 Association of Corporate Counsel
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B. Submission and Receipt of Complaints

1. In General
A person with a Complaint should promptly report the Complaint in writing to
the Company’s General Counsel. Complaints may, however, be submitted tele-
phonically or in person. Electronic submissions may be emailed to [ @
companyname.com]. The General Counsel will maintain the confidentiality and
anonymity of persons making Complaints to the fullest extent reasonably practica-
ble within the legitimate needs of law and any ensuing evaluation or investigation.

2. Anonymous Complaints Hotline
Employees who have Complaints may, rather than submitting such Complaints
directly to the General Counsel, submit them confidentially and anonymously by
contacting [Anonymous Complaints Hotline Provider]. [Provider] is an indepen-
dent third party that the Company has hired to receive anonymous Complaints
from Company employees and coordinate the delivery of such Complaints to the
Audit Committee or appropriate Company personnel. [Provider] may be reached
by telephone at . The address for writing to [Provider] is:

. Employees may also contact [Provider] by e-mail at

C. Content of Complaints

To assist the Company in the response to or investigation of a Complaint, the
Complaint should be factual rather than speculative, and contain as much specific
information as possible to allow for proper assessment of the nature, extent and
urgency of the matter that is the subject of the Complaint. It is less likely that the
Company will be able to conduct an investigation based on a Complaint that con-
tains unspecified wrongdoing or broad allegations without verifiable evidentiary
support. Without limiting the foregoing, the Complaint should, to the extent
possible, contain the following information:

the alleged event, matter or issue that is the subject of the Complaint;

= the name of each person involved;

if the Complaint involves a specific event or events, the approximate date and
location of each event; and

any additional information, documentation or other evidence available to sup-
port the Complaint.

D. Retention of Complaints

Written copies of all Complaints shall be kept in a Complaint file. [Copies of
Complaints and the Complaint file shall be maintained in accordance with the
Company’s document retention policy.]

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak
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E. Treatment of Complaints

A copy of all Complaints shall promptly be forwarded to the Audit Committee.
The General Counsel shall evaluate each Complaint and may, in consultation with
the Audit Committee, conduct an investigation based upon a Complaint. The
Audit Committee may, in its discretion, appoint a person other than the General
Counsel to initiate and direct an investigation, including an outside attorney or
consultant. The Audit Committee may, at any time, request a briefing regarding
any investigation of a Complaint and any findings regarding a Complaint. The
Audit Committee shall have full authority to determine the corrective action, if
any, to be taken in response to a Complaint and to direct additional investigation
of any Complaint.

F. Confidentiality/Anonymity

The Company shall maintain the confidentiality or anonymity of the person
making the Complaint to the fullest extent reasonably practicable within the
legitimate needs of law and of any ensuing evaluation or investigation. Legal or
business requirements may not allow for complete anonymity. Also, in some cases
it may not be possible to proceed with or properly conduct an investigation un-
less the complainant identifies himself or herself. In general it is less likely that an
investigation will be initiated in response to an anonymous Complaint due to the
difficulty of interviewing anonymous complainants and evaluating the credibility
of their Complaints. In addition, persons making Complaints should be cau-
tioned that their identity might become known for reasons outside of the control
of the Company. The identity of other persons subject to or participating in any
inquiry or investigation relating to a Complaint shall be maintained in confidence
subject to the same limitations.

G. Protections from Retaliation

Employees are entitled to protection from retaliation for having, in good faith,
made a Complaint, disclosed information relating to a Complaint or otherwise
participated in an investigation relating to a Complaint. The Company shall

not discharge, demote, suspend, threaten, harass or in any manner discriminate
against an employee in the terms and conditions of employment based upon any
lawful actions of such employee with respect to good faith reporting of Com-
plaints, participation in a related investigation or otherwise as specified in Sec-
tion 806 of the Sarbanes-Oxley Act of 2002. An employee’s right to protection
from retaliation does not extend immunity for any complicity in the matters that
are the subject of the Complaint or an ensuing investigation.

These procedures are in no way intended to limit the rights of employees to report

alleged violations relating to accounting or auditing matters to proper governmen-
tal and regulatory authorities.
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B. Sample: Whistle Blowing Policy and Procedures'®

It is the policy of Corporation and that of its Board of Directors that no
employee shall be discharged or discriminated against with respect to compensa-
tion, terms, conditions or privileges of employment because the employee (or any
person acting pursuant to the request of the employee) informs either manage-
ment, the Board of Directors, the Securities and Exchange Commission, or the

U. S. Attorney General regarding a possible violation of any law or regulation by
the Company or any director, officer or employee, or for expressing any concerns
about any questionable accounting, internal accounting controls or auditing mat-
ters.

In connection with the above, the Audit Committee of the Board of Directors has
established the following procedures:

Under the Code of Ethical Conduct, employees are encouraged to discuss any
concerns they have regarding compliance with laws and regulations or other viola-
tions of the Code of Ethical Conduct, directly with their manager o, in the alter-
native, with the General Counsel, who acts as the Company’s ethics officer. How-
ever, employees may also submit at any time any concerns regarding questionable
accounting, internal accounting controls or auditing matters, or any other possible
violations of law, by submitting them anonymously in writing to “Executive Of-

. Communications addressed
in this manner will be opened by the Company’s Assistant Secretary, who will
discard the envelope without reading the contents and then forward the contents
to the Corporate Secretary. The Corporate Secretary will review the contents and
report on them directly to the Audit Committee of the Board of Directors.

fices - Internal Communications”,

In the alternative, employees or third parties who wish to express any concerns
directly to the Board of Directors may do so by sending them in writing addressed
to “Non-management Directors”, care of the Corporate Secretary at the Compa-
ny’s headquarters at

The Corporate Secretary will document and retain all complaints or concerns
expressed by employees or third parties regarding possible violations of law or
questionable accounting, internal accounting controls or auditing matters and
shall report such complaints or concerns directly to the Audit Committee of the
Board of Directors.

C.  Sample “Up-the-ladder” Company Policy’**

Date: June 4th, 2005

Subject: Sarbanes-Oxley “Up the Ladder” Reporting
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From: The Office of the General Counsel 4. We will require annual certifications from
all of our in-house attorneys that they are
To: All Members of the Company Legal Team familiar with the SEC rules (as amended and
. . modified from time to time) and agree to
As you .all are aware, Section 307‘ o.f (he“Sarba”ncs»Oxley {‘\ct required the U.S: abide by them. Please sign the attached certi-
Securities and Exchange Commission (“SEC”) to adopt “standards of professional fication and return it to Sue Christianson by

conduct for attorneys.” September 30, 2005.

‘The SEC has issued final rules, codified at 17 CFR Part 205, which become effec- Person, Senior Vice President
tive August 5, 2003. The full text of the rules is available at www.sec.gov/rules/. ’ ’
Person, Deputy General Secretary and General

This memo is for the purpose of making you aware of these rules and informing Counsel Counsel and Assistant Secretary

you of Company’s (including any subsidiary) policies in this regard.

1. The SEC rule requires attorneys who become aware of “evidence of a mate- D. Up-The-Ladder-Chart Under
rial violation” by the company or “any officer, director, employee or agent” of the Sarbanes-Oxley'®
company to report that matter as required by the rule. See 17 CRF § 205.3(b)(1).

2. There are two alternative methods of reporting set forth in the rules.

A. An attorney should report evidence of a material violation to a “super-
visory attorney.” For Johnson Controls, this would mean that outside
counsel and our in-house Group Counsels, Staff Attorneys or other at-
torneys should report violations to the appropriate business unit Gen-
eral Counsel. A list of the business unit General Counsels with contact
information, is attached. If the business unit General Counsel cannot
provide an “appropriate response” within a reasonable time, either the
business unit General Counsel or the reporting attorney should report
the matter to the Office of General Counsel of the Corporation.

B. An attorney may also report evidence of a material violation directly
to the Qualified Legal Compliance Committee (QLCC) of the Board
of Directors. A list of the current members of this committee is also at-
tached. Although the QLCC is an alternative allowed under the rules, it
is our expectation (and strong preference), that most matters be report-
ed up through the Law Department as outlined in the first alternative.

3. The SEC rule applies to all in-house lawyers employed by Johnson Controls,
Inc. or any of its subsidiaries and to U.S. admitted outside counsel. There are
certain exceptions which may exempt non-US admitted outside counsel. However,
the principles reflected in the new SEC rule are consistent with Johnson Controls’
policy and we expect our outside lawyers in all jurisdictions to report matters of
serious concern they encounter in the course of their representation to appropri-
ate members of JCI management and to the local representative of the JCI Law
Department.
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Endnotes

! This information was orginally compiled by Laura
Martino, Esq., and updated by Jeanine Mazzorana
Esq., at the direction of the Association of Corpo-

rate Counsel.

2 Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204,
116 Stat. 745 (2002) (hereinafter cited by section),
available at: http://www.acca.com/legres/enron/sar-
banesoxley.pdf.

3 See In re Enron Corp. Securities, Derivative &
ERISA Litigation, (S.D.Tex. 2003) available at
2003 WL 230688 (dismissing charges against
Temple). See In re Enron Corp. Securities, 235
F.Supp.2d 549, 684-85 (S.D.Tex. 2002). See AOL
and Time Warner Executives Accused of Pocketing
Nearly $1 Billion in Insider Trading; Media Giant
Inflated Stock Prices With “Tricks, Contrivances
and Bogus Transactions’ While Top Executives
Hastily Cashed in Their Shares for Personal Profits,
Ascribe News, April 13, 2003 available at 2003
WL 5500512. See Jason Hoppin, GC Faces Fraud
Charges in the McKesson Case, Prosecutors Allege
Active Participation by Top Lawyer, Legal Times,
June 16, 2003, Vol. 26, No. 24.

4 See ACCA Memorandum from Michaela Allbee,
Jeffrey M. Smith, and John K. Villa, Recent Propos-
als for Changes in Corporate Governance, Public
Auditing, and the Role of Corporate Counsel: An
Update as of July 26, 2002, available at http://www.
acca.com/public/reference/enton/acca_update.pdf
(noting how the Act passed the House by 423-3 and
the Senate by 99-0).

5 Satbanes-Oxley Act of 2002, § 307 available at:
b ley.

heep:, .acca.com/l

pdf

¢ Securities and Exchange Commission Final Rule:
Implementation of Standards of Professional Con-
duct for Attorneys, 17 C.E.R. pt. 205 (2002), (here-
inafter cited by section) available at: htep://www.sec.
gov/rules/final /33-8185.hem.

7“Washington Metropolitan Area Corporate Coun-
sel Association: Understanding the NEW SEC
Attorney Responsibility Rules,” Wilmer, Cutler &
Pickering (February 6, 2003), available at: heep://

www.acca.com/chapters/program/wmacca/307rules.

pdf.

# Giovanni P. Prezioso, Public Statement by SEC
Official: Letter Regarding Washington State Bar
Association’s Proposed Opinion on the Effect of the
SEC’s Attorney Conduct Rules, Gen. Couns. Mem.
(July 23, 2003), available at: www.sec.gov/news/
speech/spch072303gpp.hem.

9 See 17 C.E.R. pt. 207, § 205.1, Purpose and Scope,
available at: http://www.sec.gov/rules/final/33-8185.
hem.

10 See Fidelity Fed Sav. & Loan Assn. v. de la Cues-
ta, 458 U.S. 141, 155 (1982) (holding that where
an agency regulation permits conduct while state
law is prohibits such action, state law is preempted
because its prohibition removes the “flexibility”
provided by the agency’s regulation).

1 See ABA Model Rules of Professional Conduct
(hereinafter ABA Model Rules), Rule 1.6: Confi-
dentiality of Information, (ABA) (August 2003),
available at: heep://www.abanet.org/cpr/mrpc/new_
rulel_G.pdf.

12 See ABA Model Rule Rules, Rule 1.13: Organiza-
tion as Client, (ABA) (August 2003) available at:
heep://www.abanet.org/cpr/mrpc/new_rulel _13.pdf.

BId.
1 See 17 C.ER. pt. 207.

15 Jon Hurdle, Stronger in-house counsel a growing
need for business, Philadelphia Business Journal,
(Feb. 18, 2005).

16 SEC §205.1 provides in part: “These standards
supplement applicable standards of any jurisdiction
where an attorney is admitted or practices and are
not intended to limit the ability of any jurisdiction
to impose additional obligations on an attorney
not inconsistent with the application of this part.
Where the standards of a state or other United
States jurisdiction where an attorney is admitted
or practices conflict with this part, this part shall
govern”; See also Implementation of Standards of
Professional Conduct for Attorneys, Release Nos.
33-8185, 34-47276 (Jan. 29th, 2003) available at
wiw.see.gov/rules/final/33-8185.hem

1717 C.E.R. pt. 207, §§205.2(c), 205.2(g), 205.2(h).

18 Stephen M. Cutler (Director of the Division of
Enforcement of the SEC), “The Themes of Sar-

Copyright © 2006 Association of Corporate Counsel

Informed. In-house. Indispensable.

banes-Oxley as Reflected in the Commission’s Enforcement
Program.” Speech delivered before the UCLA School of
Law, (September 20, 2004), available at: www.sec.gov/news/
speech/spch092004sme.hem.

1217 C.E.R. pt. 207.
2017 C.ER. pt. 207, §§205.1 and 205.2 (o).
21 Securities Act of 1933, 15 U.S.C.A. §77a, at §12 (1933).

22 Securities Act of 1933, 15 U.S.C.A. §77a, at §15(d) (1933).
2317 C.ER. pt. 207, § 205.2(h).

241d.

25 Broc Romanek and Kenneth B. Winer, The New Sarbanes-
Oxley Attorney Responsibility Standards,” ACCA Docket

21 no. 5 (May 2003): 40-55, available at: heeps//www.acca.
com/p d/pubs/docket/mj03/standard!.php.

261d.

271d.

2817 C.ER. pt. 207, §205.2(g).

2 1d.

301d.

31 Xerox Corporation Policy Statement, Office of General
Counsel Policy Compliance with SEC Attorney Conduct
Standards (August 1, 2003), available at: heep://www.acca.
com/protected/policy/conduct/xerox.pdf.

32 Mike Stenglein, Independent Audit Committees and Risks
to General Counsel, Corporate Counsel (Feb. 17, 2005),
available at: http://www.law.com/jsp/cc/pubarticleCC.
jsp?id=1108389926758

3317 C.ER. pt. 207, §205.3(b).

3417 C.E.R. pt. 207, §205.3(b)(3).

317 C.ER. pr. 205.3(b)(1).

3617 C.E.R. pt. 207, §205.3 (b)(1).

3717 C.ER. pt. 207, §205.2(c).

3 1d.

For more ACC InfoPAKs, please visit www.acca.com/vl/infopak

Endnotes 55

3 68 Fed. Reg. at 6302.
4017 C.ER. pt. 207, §205.2().
4168 Fed. Reg. at 6302.

i21d,

417 C.ER. pt. 207, §205.2(d).

44 Jenny E Cieplak, Michael K. Hibey, The Sarbanes-Oxley
Regulations and Model Rule 1.13: Redundant or Comple-
mentary, The Georgetown Journal of Legal Ethics, (Summer
2004).

45 Giovanni P. Prezioso, Public Statement by SEC Official:
Letter Regarding Washington State Bar Association’s Pro-
posed Opinion on the Effect of the SEC’s Attorney Conduct
Rules, Gen. Couns. Mem. (July 23, 2003), available at:
www.sec.govinews/speech/spch072303gpp.hem.

46 John K. Villa, A First Look at the Final Sarbanes-Oxley
Regulations Governing Corporate Counsel, Ethics & Privi-
lege, ACCA Docket 21, no. 4(April 2003):90-99, available at:
heep://www.acca.c d/pubs/docket/am03/ethics2.

php.

717 C.FR. pt. 207, §205.2(¢) (defining standard of

“evidence of a material violation means credible evidence,
based upon which it would be unreasonable, under the
circumstances, for a prudent and competent attorney not to
conclude that it is reasonably likely that a material violation
has occurred, is ongoing, or is about to occur).

48 See id. (explaining in commentary that it has rejected the
standard requiring lawyers to “know” that the conduct is a
violation of law or legal duty to the corporation, in favor of a
reasonably likely standard, which the SEC describes as “more
than a mere possibility but it need not be ‘more likely than
not.”)

49 See ACCA Memo, What Legal Departments Can Do to
Prepare for Compliance with New SEC Rules, available at:
http://www.acca.com/protected/article/corpresp/8krule.pdf

0 ABA Model Rules, Rule 1.13: Organization as Client, cmt
3.

51 Steven N. Machtinger and Dana A. Welch, In-house Ethi-
cal Conflicts: Recognizing and Responding to Them, ACC
DOCKET 22, no. 2 (February 2004).

52 SEC Press Release, “SEC Charges Google and Its General
Counsel David C. Drummond with Failure to Register over

101 of 105



56 In-house Counsel Standards Undel

ACC's 2008 Annual Meeting

$80 in Employee Stock Options Prior to IPO” (January 13,
2005).

53 Reporting Up the Ladder: Unclear Case Law Creates
Tough Decisions, Corporate Legal Times, vol. 15, no. 163
(June 2005).

54 Jay K. Musoff and Adam S. Zimmerman, The Changing
Role of the General Counsel, New York Law Journal (August
6,2004).

5517 C.ER. §205.2(b) (e.g, the company has substantially
implemented any remedial recommendations made by the se-
lected reviewing attorney after a reasonable investigation and
evaluation of the reported evidence). The reporting attorney
has advised the corporation that s/he may assert a colorable
defense on behalf of the company in any investigation or
judicial or administrative proceeding relating to the reported
evidence of a material violation. Id.

6 Broc Romanek and Kenneth B. Winer, The New Sarbanes-
Oxley Attorney Responsibility Standards, Acca Docket (May
2003), available at: heep://www.acca.com/protected/pubs/
docket/mj03/standard2.php

57 Fact Sheet, Quinn Emanuel Urquhart Oliver & Hedges,
LLP, Attorney-Client Privilege in the Corporate Setting 25,
available at: http://www.acca.com/chapters/socal/program/
corpattyclient.pdf

%8 See Section 205.3(c)(1) and (¢)(2).
317 C.ER. pt. 207 §205.2(k)(2).
6017 C.F.R. pt. 207 §205.2(k)(3).
6117 C.E.R. pt. 207 § 205.2(k)(4)
6217 C.ER. pt. 207 § 205.2(k).

63 See 17 C.E.R. pt. 207, $§205.2(k)(4); See also, Joseph T.
McLaughlin, Guy N. Molinari, Karen M. Crupi-Fitzgerald,
and Holly Kulka, Qualified Legal Compliance Committee:
Policies and Procedures, Heller Ehrman White & McAu-
liffe LLP, 3-16, (April 2003), available at: heep:/www.acca.
com/protected/program/qlcc_presentation.pdf (interpreting
QLCC powers and responsibilities).

6417 C.F.R. §205.2(k).

65 See Simon M. Lorne, An Issue-Annotated Version of the
Sox, A Work in Progress, Munger, Tolles & Olson LLP, (De-
cember 2003), available at: heep://www.acca.com/protected/
article/corpresp/sarbox_attyethics.pdf.

66 See Joseph T. McLaughlin, Guy N. Molinari, Karen M.
Crupi-Fitzgerald, and Holly Kulka, Qualified Legal Compli-
ance Committee: Policies and Procedures, Heller Ehrman
White & McAuliffe LLP 14 (April 2003), available at:

heep://www.acca.com/protected/program/qlcc_presentation.

pdf (interpreting QLCC powers and responsibilities).

7 Susan Hackett Memo to ACCA Members, Issues for Law
Departments Considering Whether to Recommend that
“Their Board Create a CLCC (August 27, 2003), available at:
heep://www.acca.com/protected/article/corpresp/qlec_issues.

pdf.

68 Jill Fisch, The Qualified Legal Compliance Commitcee:
Using The Attorney Conduct Rules To Restructure The
Board Of Directors, Duke Law Journal, Vol. 53, No. 2,
(2005)

69 See id. (criticizing the structure of QLCC).
70 1d.

71 More information and discussion about the Sarbanes-Ox-
ley Act, please visit ACC Corporate Responsibility page at
ylindex.php and the
SEC Final Rules at http://www.sec.gov/rules/final/34-49412.
hem [

www.acca.com/legres/corp ibility/ind

72 See Emerging and Leading Practices in Sarbanes 307 Up-
The-Ladder Reporting and Attorney Professional Conduct

Programs: What Companies and Law Firms are Doing,
Leading Practice Profiles Series, ACCA (September 4, 2003),
available at: htep://www.acca.com/protected/article/corpresp/

lead_sarbox.pdf

7418 U.S.C. § 1513(0).

75 Welch v. Cardinal Bankshares, Corp., Case No. 2003-SOX-
15 (U.S. DOL ALJ Jan. 28, 2004)

76 Kathleen Day, Whistle-Stop Campaigns: Some Firms Are
Trying to Limit Protection of Workers Who Express Wrong-
doing, The Washington Post, F1 (April 23, 2006).

77 Adam Geller, Judge Orders Reinstatement for First
Sarbanes-Oxley Whistleblower, AP News (Feb. 23rd,
2005), available at: heep://www.law.com/jsp/article.
jsp?id=1108992919634

78 In-house counsel would not have been required to “with-

draw from representing the issuer and norify the SEC within
one business day of such withdrawal and indicate that the

Copyright © 2006 Association of Corporate Counsel

Informed. In-house. Indispensable.

TELGIAN
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1.0 Policy

Telgian will conduct every international business transaction with integrity, regardless of
differing local manners and traditions, and will comply with:

(a) The laws and regulations of the United States, particularly the provisions of
the Foreign Corrupt Practices Act (FCPA)

(b) The laws and regulations of each foreign country in which the Corporation
operates (except to the extent inconsistent with US law)

(e) The Corporation's Code of Ethics and Business Conduct.

If there is a real or apparent inconsistency between the requirements of US and foreign law,
the matter will be resolved by the General Counsel.

2.0 General

2.1 This policy applies to all officers and employees of the Corporation and its wholly-owned
subsidiaries, both within and outside the US, and, by written agreement, flowing down all
appropriate provisions to all distributors, and to all consultants, agents, representatives,
brokers or other persons or firms of US or any other nationality who have or are likely to have
contact with a foreign customer and are hired or otherwise retained by the Corporation to
provide services directly related to obtaining, retaining, or facilitating business or business
opportunities, including offset/countertrade commitments to foreign governments, in or with
any foreign country or foreign firm ("consultants").

3.0 Implementation

3.1 A brief description of the FCPA is set forth in Exhibit A, Description of the Foreign
Corrupt Practices Act. 3.2 It is the individual responsibility of each officer, employee, and
consultant of the Corporation, by action and supervision as well as continuous review, to
ensure strict compliance with this policy. The Corporation may take severe disciplinary
action, up to and including dismissal, against any officer, employee, or consultant who
violates this directive.

3.3 Any officer or employee who suspects or becomes aware of any violation of this policy
must report the violation to the General Counsel, who will cause an investigation of the
reported matter to be conducted. In the alternative, any officer, employee, or consultant who
suspects or becomes aware of any violation of this policy may report it directly to the General
Counsel.

3.4 The General Counsel is responsible for furnishing advice with respect to the interpretation
and application of the FCPA and of this policy. He or she also will assist each business area in
ensuring that affected personnel are fully informed of the prohibitions of the FCPA and the
requirements of this policy.

3.5 Each business area is responsible for ensuring that all affected business area personnel are
fully informed of the prohibitions of the FCPA and the requirements of this policy. In
addition, he or she is responsible for adopting and enforcing appropriate controls and taking
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the steps necessary to effect compliance with this policy by all officers, employees,
distributors, and consultants of the Corporation in the business area.

3.6 Exceptions to this policy must have prior written approval of the General Counsel.
Exceptions will not be granted unless legal opinions have been obtained from outside counsel
that the conduct for which approval is sought does not violate applicable US or foreign law.

Description of the Foreign Corrupt Practices Act
Exhibit A of

1.0 Accounting and Recordkeeping Controls Requirements

The FCPA requires certain US companies to establish accounting and recordkeeping controls
that will prevent the use of "slush funds" and "off-the-books" accounts which have been used
in the past by some companies as a means of facilitating and concealing questionable foreign
payments. In particular, the FCPA requires companies to establish and keep books, records,
accounts, and controls which accurately and fairly reflect their transactions and disposition of
their assets.

2.0 Anti-Bribery Provisions (Prohibitions)

The FCPA, as amended in 1998, prohibits US persons (and non-US persons while in the
United States) from corruptly offering or giving money or anything of value, directly or
indirectly through agents or intermediaries, to foreign officials to assist the US (or non-US)
person in "obtaining or retaining business." Specifically, the FCPA prohibits any act corruptly
done in furtherance of an offer, payment, promise to pay, gift, promise to give, or
authorization of the giving of "anything of value" to:

(a) Any foreign official (see paragraph6.1)

(b) Any foreign political party or official thereof or any candidate for foreign political
office, or

(c) Any person (including any consultant), while knowing (or being aware of a high
probability) (see paragraph 6.3for the FCPA's knowledge standard) that all or a
portion of such money or thing of value will be offered, given or promised, directly or
indirectly, to any foreign official, any foreign political party or official thereof, or any
candidate for foreign political office for purposes of:

(i) Influencing any act or decision in his, her, or its official capacity (or in the
case of a foreign official, inducing him or her to do or omit to do any act in
violation of that official's lawful duty)

(ii) Inducing him, her, or it to use his, her, or its influence with a foreign
government or instrumentality thereof to affect or influence any act or decision
of such government or instrumentality, or

(iii) Securing any improper advantage (e.g., obtaining a special tax exemption

or operating permit for a factory which otherwise would not qualify)
in order to assist in obtaining or retaining business for or with, or directing business to, any
person.
3.0 Limited Exceptions and Affirmative Defenses
The FCPA contains certain limited exceptions and affirmative defenses to the prohibitions set
forth in section 2.0 above.
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3.1 Facilitating Payments
3.1.1 The FCPA provides that the prohibitions referred to in section 2.0 above do not
apply to any facilitating or expediting payment to any foreign official, political party, or
party official, "the purpose of which is to expedite or secure performance of a routine
governmental action."
3.1.2 Examples of such "routine governmental action(s)" include actions ordinarily and
commonly performed by a foreign official in:

(a) Obtaining permits, licenses, or other official documents to qualify a person
to do business in a foreign country

(b) Processing governmental papers such as visas and work orders

(c) Providing police protection, mail pickup and delivery, or scheduling
inspections associated with contract performance or inspections related to
transit of goods across country

(d) Providing phone service, power and water supply, loading and unloading
cargo, or protecting perishable products or commodities from deterioration, or

(e) Actions of a similar nature.

3.1.3 The term "routine governmental action" does not include any decision by a foreign
official on whether, or on what terms, to award new business to or continue business with
a particular party, or any action taken by a foreign official involved in the decision-
making process to encourage a decision to award new business or to continue business
with a particular party.
3.2 Affirmative Defenses. The FCPA also contains two affirmative defenses for: (a)
"reasonable and bona fide" expenditures, such as travel and lodging expenses, incurred by or
on behalf of a foreign official, party, party official, or candidate that are directly related to the
promotion, demonstration, or explanation of products or services or the execution or
performance of a contract with a foreign government or agency thereof; or (b) payments to
foreign officials that are lawful under the written laws and regulations of the foreign official's
country.
4.0 Penalties - Fines and Imprisonment
The FCPA's penalties for violation of the anti-bribery provisions include fines of up to
$2,000,000 per violation for companies and fines of up to $100,000 and/or imprisonment for
up to five years per violation for individuals. The FCPA prohibits a company from
reimbursing a director, officer, employee, or consultant for the amount of the fine involved.
Individuals are subject to criminal liability under the FCPA regardless of whether the
company has been found guilty or prosecuted for a violation.
5.0 Applicability
5.1 As amended in 1998, the jurisdictional reach of the FCPA extends to "any person,"
including any foreign person or firm, that commits a prohibited act in the United States. The
FCPA thus applies to foreign nationals, foreign corporations (including foreign subsidiaries of
US companies), and other foreign entities whose directors, officers, employees, or agents
commit a corrupt act while in the United States.
5.2 The FCPA, as amended, also applies to US nationals and US companies that commit
prohibited acts outside the United States, regardless of the use of any instrumentality of
interstate commerce. Thus, a US company may be held liable for the acts of its directors,
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officers, employees or agents (including its foreign subsidiaries) outside the United States,
regardless of the nationality of the person taking the action and regardless of the use of an
instrumentality of interstate commerce.

5.3 A US company may be held vicariously liable under the FCPA for the corrupt conduct of
its foreign subsidiaries outside the United States if the US company authorized or participated
in the conduct. Any US national who is a director, officer, employee or agent of a foreign
subsidiary may also be held liable under the FCPA for acts in furtherance of the bribery of a
foreign official, whether or not such acts are performed within or outside the territory of the
United States.

6.0 Key Terms

6.1 As used in this policy, "foreign official" means any officer or employee of a foreign
government, its armed forces, or any department, agency, or instrumentality thereof, or any
person acting in an official capacity for or on behalf of such government or department,
agency, or instrumentality, or any official, employee or person acting on behalf of a public
international organization such as the World Bank or the European Community.

6.2 The prohibition against payments to foreign officials extends to the offering or giving of
"anything of value" where the requisite criminal intent and business purpose are present. The
thing of value given can be of any kind, not just money, and there is no minimum amount or
threshold of value which must be exceeded before the gift becomes illegal.

6.3 The FCPA specifically defines the degree of knowledge necessary for a violation. Under
the FCPA, "knowing" conduct requires an awareness or a firm belief that the agent,
representative, or other third party is making a corrupt payment, or a substantial certainty that
this will occur. The FCPA knowledge standard is also met where there is awareness of a high
probability that the corrupt payment will be made, unless there is actual belief to the contrary.
Willful ignorance (sticking one's head in the sand) is not excused. There may be
circumstances in which a director, officer, employee, or consultant of the Corporation
becomes aware of facts which, while in and of themselves do not cause the individual either
to know or believe that a foreign official will be the ultimate recipient of a bribe, should cause
suspicion. In these circumstances, if the individual fails to take steps to allay that suspicion,
he or she may risk prosecution under the FCPA, as the director, officer, employee, or
consultant may be accused of having had the requisite knowledge for a violation.

6.4 Although the FCPA does not define "instrumentality" of a foreign government, the term
should be construed to include entities which are wholly- or partially-owned by a foreign
government, such as the Saudi Arabian Airlines Corporation (Saudia) or a specially chartered
private corporation entrusted with quasi-governmental functions, as well as organizations
such as ARABSAT, because the majority of the membership of those organizations is
composed of foreign governments and quasi-governmental entities. An entity partially-owned
by a foreign government will be deemed to be an "instrumentality" for FCPA purposes under
this policy when the foreign government holds the majority of the entity's subscribed capital,
controls the majority of the votes attached to the shares issued by the entity, or can appoint the
majority of the entity's administrative or managerial body or supervisory board. An entity also
will be deemed to be an "instrumentality" under this policy where the foreign government has
a significant ownership interest representing less than a majority but is the single largest
shareholder, has the power to appoint board members (less than a majority), combined with
negative veto powers, and has the power to exercise effective or de facto control.
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As Associate General Counsel for International Operations, Joe Champion is counsel for all
overseas activity of his company, Building Products International (BPI). BPI has a very lean in-
house counsel team, with no one permanently posted overseas. Local, outside counsel are rarely

used in an effort to keep costs to a minimum; virtually all legal work is done at headquarters.

Due to the rapid growth of infrastructure projects around the world, BPI has experienced
tremendous expansion of its business around the world, but especially in Africa. International
business now accounts for nearly sixty percent (60%) of the company’s revenue; of that amount,

African business totals nearly half, or twenty nine per cent (29%), of the company’s revenue.

The CEO, Bill Bucks, founded the company and has been leading it since it went from a
privately held business to one that is now listed on the NY Stock Exchange. His mission in life is
BPI, demanding growth in the business quarter-over-quarter. Everyone is measured by and
rewarded on revenue and profit growth. And, BPI has had an unbroken record of growth and

timely filing of all its reports and disclosures.

Yesterday, three weeks before the company’s 10-K is due to be filed and the analysts’ conference
call is scheduled, Joe Champion got a troubling phone call from the one of BPI’s African
business managers, Jim Hope, questioning the reported figures. Hope told Champion that a
substantial number of sales have been booked well in advance of having executed contracts or
delivery of products; he said that the pressure to exceed prior reported figures was intense and

that there was no legitimate way to do so.

Furthermore, Hope reported that several important government customers had cooperated by
submitting orders which were clearly excessive and would have to be significantly modified after
the close of the reporting period. In return, those individual government officials “were taken

care of”. Hope said that, for example, he knew one government official was provided a
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scholarship for his son to attend school in the US. He was believes that this expenditure was

reported as a consulting contract.

Hope said that there had been minor examples of such practice in the past, but now due to some
contractual and customer funding problems, BPI Africa was generating and booking revenue
virtually any way it could. Hope said that he raised his concerns with the head of BPI Africa,
Stan Strong, who told him (Hope) that he did not understand how to book revenue, that the

auditors had approved these transactions and that he should not be concerned anymore.

Joe Champion has scheduled an appointment with his boss, the General Counsel Phil Friendly,
for today. Champion knows that everyone in the C suite is elated about results as reflected in the
draft 10-K. Friendly is especially pleased as he expects to announce his retirement shortly after
the filing and collect a substantial bonus as he leaves. Friendly’s successor has not been

designated at this time.

Discussion Questions:
* What are Champion’s specific obligations under SOX?
¢ Are there any FCPA issues which affect his obligations?
*  What does the Attorney Conduct Rule require Champion to do?
¢  When/How is Champion required to report “Up the Ladder”?

¢ Is Hope subject to Whistleblower protection? Is Champion?
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