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Today’s Agenda

The Rising Stakes of Records
Management

What an Enforceable Policy Looks Like

Paper Records

Electronic Records

Rising Stakes of Records Management
- Regulatory Compliance

The Legal Landscape has changed.  In the last 7
years, there have been dramatic changes to
regulations that impose requirements on
management of corporate records.

Sarbanes Oxley (SOX)
Gramm Leach Bliley (GLB)
Healthcare Insurance Portability and
Accountability Act (HIPAA)
Amended Federal Rules of Civil Procedure
(and others)
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Rising Stakes - Financial Impact

Storage and management

expenses

Lawsuits, judgments and

settlements

Sanctions (court, regulators)

Harm to public image and

stock value

Personal liability for senior

management

Life Cycle of a Record

4. Expiration

5. Disposition

1. Creation

2. Maintenance 

& Preservation

3. Retrieval
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HOW DOES THIS IMPACT THE
LEGAL ORGANIZATION?

Need to know record types

Know who controls these records

Where are records located

What about duplicates?

What about modifications?

Know when to hold them

The Policy Should Include a Records
Retention Schedule

The purpose of the schedule is to list common types of documents,
their retention period, and the retention period trigger.

Retention Period: Records must be kept to meet:
regulatory requirements and
valid business requirements

Don’t want to keep records for too short or for too long a time
Keeping records too long leads to exposure because have to
produce them if asked (even if could have destroyed per policy)
Keeping records too long is expensive (storage and production
costs)

Policy and retention schedule must be comprehensive but also clear
enough for employees to follow.  The objective is to minimize
employee discretion
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The Policy Should Address Litigation Holds

Holds exist to satisfy the company’s document preservation obligations
during litigation, audits and investigations and should supersede the
standard disposition requirements (ie, suspend the destruction of records)

Litigation Plan: how the company will identify and collect records that may
be relevant

Litigation Hold: how the company will send communications suspending the
normal operation of its destruction policies

Zubulake v. UBS Warburg LLC

“Once a party reasonably anticipates litigation, it must suspend its
routine document retention/destruction policy and put in place a
‘litigation hold’ to ensure the preservation of relevant documents”
Duty to locate and preserve relevant information

Ongoing duty to ensure preservation

Hold It!

Identify the Trigger – determine the point at which it
is necessary to institute a hold

Determine the Scope – nail down which employees
and internal systems should be subject to the hold

Draft the Notice

Obtain confirmation that employees received the
notice and agree to abide by it

Update the hold

Release the hold and put information back into
record retention program
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Challenges in Creating An Enforceable
Policy

Destruction must be consistent, non-selective and
secure

Policy must be communicated through robust training

“Records management is the only area of

corporate governance where compliance is

routinely left to the discretion of employees”

Policy must be enforced and audited

Records Retention and Paper Records

Challenges
Millions of boxes in warehouses, corporate file rooms,
departments and personal files

Box labels vague “NT Desk Files” or “Misc”

Minimum storage requirements should include:
Originator’s name and department

Valid record type code that correlates with retention
schedule

“To” date – date range for files in box (not date box sent to
storage)

Box number
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Destruction of Paper Records

Information should be indexed by
records department

Ideal: Retention and destruction policies
applied automatically (except where
hold in place)

What Led to the Amendments Of the

FRCP?

Mass introduction in late 90s of email as a corporate
communication tool

Lawyers defining “rules” on case by case, data type by
data type manner, many tried to produce paper
documents instead of electronic information

Courts could not apply same discovery standards to
electronic data as they had to paper records

Risk that companies would have to spend hundred
thousands of dollars to produce a single email – overly
broad discovery requests could be used to force
settlements
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Rule 34.Production of Documents, Electronically Stored
Information, and Things and Entry Upon Land for

Inspection and Other Purposes
(a) Scope. Any party may serve on any other party a request

(1) to produce and permit the party making the request, or
someone acting on the requestor's behalf, to inspect, copy, test
or sample any designated documents or electronically stored

information (including writings, drawings, graphs, charts,
photographs, sound recordings, images, and other data or

data compilations from which information can be obtained,
translated, if necessary, by the respondent into reasonably

usable form), or to inspect, copy, test, or sample any
designated tangible things which constitute or contain matters
within the scope of Rule 26(b) and which are in the possession,

custody or control of the party upon whom the request is
served.

Overview of the Federal Rules

CommentDescriptionFCRP Rule

Must have sound policies, processes, and practices

to delete data in a routine, auditable, and

predictable fashion.

“Absent exceptional circumstances, a court

may not impose sanctions under these rules

on a party for failing to provide ESI lost as the

result of the routine, good-faith operation of

the party’s electronic information systems”

Rule 37(f) –“Safe

Harbor”Limit on

Sanctions

May be required to produce data in “native

format”and may be required to provide relevant

metadata

Information to be produced in a format in

which it is “ordinarily maintained”or at least

“reasonably usable”

Rule 34(b)

–Identifying Formats

for Production of ESI

Must know what data you have, where it is, and

how expensive to access (this includes all backup

media)

Process related to privilege waiverRule 26(b)(5)(B)

–“Claw Back”

Must be able to discuss corporate data availability

and steps taken to preserve it. Opportunity to

negotiate away expensive discovery obligations

based on 26 (b)(2)(B)

“Meet and Confer”to discuss preservation of

electronically stored information

Rule 26 (f)-

Mandatory Early

Discovery

Conference

Must know what data you have, where it is, and

cost to access (including all backup media).

Inaccessible does not remove duty to preserve.

How a party can object to discovery when

data is not “reasonably accessible due to

undue burden or cost”

Rule 26(b)(2)(B)

–Possible

Limitations on

Production
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State Discovery Rules

Rules apply to
FEDERAL cases,
but state courts
tends to follow
higher courts.

States with
rules similar
to FRCP: AZ,
ID, IN, LA, MN,
MS, MT, NH,
NJ, TX & UT

States
revising their
rules: AL, CA,
CT, FL, IL, IA,
KS, MD, NE,
NM, ND, OH,
TN, VA & WA

National Conference
of Commissioners on
Uniform State Laws:
Uniform rules for
discovery of ESI similar
to FRCP amendments
approved and
recommended in
October of 2007

Electronic Discovery Process

Planning

Meet and Confer – negotiate keywords, custodians, dates etc.

Analyze data for relevancy

Define collection processes

Analyze current backup methods

Preservation and Collection

Issue Preservation Hold

Locate and restore backup tapes (email, user files)

Forensic collection

Locate hard copy

Collection (hard drive, network servers, removable media, active emails)

Processing

Initial culling (dates, keywords, custodians)

De-duplication

TIFF, metadata, extraction, OCA)

Review

Review for responsiveness

Review for privilege

Annotate

Redact

Production Output

Produce in native format

Export to load file
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Practical Impacts on Discovery

At the start of litigation, parties must familiarize themselves with:
IT infrastructure and processes
All potential sources of relevant data

 Identify and sort data as accessible / not reasonably accessible
Obligation to preserve “not reasonably accessible” data remains

Identify potential problems (e.g. legacy or proprietary systems)
Propose methods of preservation, harvest, review, production
Understand associated costs

Opportunity to discuss cost-saving options
Narrow scope of discovery
Culling methods
Claw back

Challenge: Most companies have little practical

understanding of their data

Different types of data
Email
Shared drives
Application data

Other data sources: email servers,
network servers, local email archives,
hard drive of each receiver, PDAs, home
computers, printed paper, fax machines,
printers, disaster recovery tapes, CD-
ROMs, DVDs, flash drives, floppy disks,

backup tapes, metadata

Tapes stored off-site or in a closet?
Who has what saved locally?

Old servers, laptops and desktops?

“Unwanted emails are like cockroaches.  They’re
indestructible.  You can never stop them and

you can’t get rid of them”
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Determining what is burdensome can be difficult

FRCP 26(b)(2)(B): “A party need not provide discovery of
electronically stored information from sources that the party
identifies as not reasonably accessible because of undue burden
or cost.”

Does it mean the data itself, the media, where it is stored, etc?

 How is the degree of burden measured?

 Is the information located somewhere else that is not burdensome?

 Is the data duplicative?

LESS ACCESSIBLE     MORE ACCESSIBLE

Being on the lower end of the scale does NOT necessarily relieve a party of its duty to

preserve, especially where the probative value of the information outweighs the burden of

production.

Erased or
Damaged

Data

Offline
Storage

Nearline
Data

Live Data
Backup
Tapes

Considering The Use of Technology

Corporations

220 million e-mails & attachments (38 TB+ of data) per year

125 active legal matters

A corporation with $1.5 billion in revenues will average more

than $8 million per year in corporate litigation costs.

Electronic discovery is the number one new litigation-related issue

for companies with revenues over $100 million.

Technology is just one part of the solution

Important: Technology must support
(not replace) a consistent discovery

response process
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© 2007 Clearwell Systems, Inc. Confidential 21

Client  Machines

Email Servers

Files Servers

Archives/Tapes

Clearwell Addresses the Most Time-Consuming, Painful Phases of the E-Discovery

Process

(NOTE: this slide is provided for illustrative purposes only – speaker is not

affiliated with and does not endorse this vendor)

Processing

Review

Identification Analysis Production Presentation

Preservation

Collection

© 2007 Clearwell Systems, Inc. Confidential 22

ProductionAnalysis

E-Discovery Challenges

 (NOTE: this slide is provided for illustrative purposes only – speaker is not

affiliated with and does not endorse this vendor)

ReviewProcessingCollection

This is the process most Litigation Support Companies are offering
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© 2007 Clearwell Systems, Inc. Confidential 23

ProductionReview

Our Partners  Best-Practices for E-Discovery

 (NOTE: this slide is provided for illustrative purposes only – speaker is not

affiliated with and does not endorse this vendor)

Processing

Culling

AnalysisCollection

turns it into this!

© DiscoveryBox |

info@discoverybox.net

E-Discovery Process Flow

Matter Creation:  New matter is created and Custodians

and Business Units are assigned

LH Notice Issuance and Tracking:  Legal Hold Notices

are issued and acknowledgements monitored

Preservation:  Documents are

collected and preserved into the

Legal Hold Repository

Management:  Review Manager

monitors review progress and

prepares documents for production

Culling:  Review Manager filters, culls and

organizes document collections, creates

workflows, and assigns Reviewers

Review:  Reviewers evaluate documents and

add their review calls

Production:  Documents are

exported to outside counsel or

opposing counsel

Release:  When matter is closed,

Legal Hold is released and

documents are removed from the

Legal Hold Repository

Legal Hold Manager

LoaderReview Manager

Review Manager

Legal Hold Manager Production

   L
e
g

a
l H

o
ld

    R
e
p

o
s
ito

ry

Reuse:  Existing document Collections in the Legal Hold Repository are

copied into new matters as appropriate
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CLEARWELL  E-D ISCOVERY BEST  PRACT ICES  FROM REAL -WORLD USE  CASES  PA G E  :  1

E-DISCOVERY  
BEST PRACTICES 
from Real-World Use Cases

A Clearwell White Paper
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Clearwell Whitepaper

Clearwell Benefits

• Determine the right case strategy in hours

• Reduce e-discovery processing and review 
costs by eliminating irrelevant data

• Complete entire case analysis in days 
versus months

Introduction

Traditional Approach to eDiscovery

C
A

S
E 

D
A

TA

COLLECTION &
PRESERVATION

2-3 DAYS

PROCESSING

5-10 DAYS

REVIEW & 
ANALYSIS

100-150 DAYS

COLLECTION &
PRESERVATION

2-3 DAYS

PROCESSING &
CULL -DOWN

3-5 DAYS

REVIEW & 
ANALYSIS

20-30 DAYS

TIME

C
A

S
E 

D
A

TA

T IME

Clearwell Approach to eDiscovery
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Clearwell Whitepaper

E-Discovery Best Practices

PHASE 1: PREPARING FOR THE CASE 

Clearwell analyzes emails, attachments, 
and documents without requiring any 
changes to your current collection or 
litigation production processes.

E M A I L S , AT TA C H M E N T S ,  A N D  D O C U M E N T S

ANALYSIS & REVIEW EXISTING PRODUCTION
PROCESS

EXISTING COLLECTION
PROCESS
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Clearwell Whitepaper

PHASE 2: EARLY CASE ANALYSIS
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Clearwell Whitepaper

Discussion Threads automatically link 
emails together to quickly identify all the 
custodians and determine exactly who 
knew what and when.

Relevance Rank speeds analysis by 
displaying the most relevant emails and 
documents first.
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Clearwell Whitepaper

PHASE 3: DATA CULL-DOWN

One-Click Tagging instantly tags individ-
ual emails and documents, entire email 
discussions, or complete result sets.

Advanced Search delivers powerful and flex-
ible capabilities to cull-down large datasets 
of messages, attachments, and documents.
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Clearwell Whitepaper

PHASE 4: DATA REVIEW AND EXPORT
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Clearwell Whitepaper

Clearwell exports results in native 
formats, including PST, Adobe PDF, and 
approximately 400 other file types.

Case Analytics track the status of all 
cases to ensure that resources are prop-
erly allocated and deadlines are met.
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© 2007 Clearwell Systems, Inc., Clearwell Intelligence Platform and Dynamic Content Analysis are trademarks of  
Clearwell Systems, Inc. All rights reserved.

FOR MORE INFORMATION

For more information about  
Clearwell Systems Inc., or the  
Clearwell Intelligence Platform,  
please contact us at:

Clearwell Systems
2901 Tasman Drive, Suite 100
Santa Clara, CA 95054
408.727.9900 tel
408.727.9910 fax
www.clearwellsystems.com
info@clearwellsystems.com
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Discovery
A  T H O M S O N  W E S T  R E P O R T

COMMENTARY Reprinted From E-Discovery: A Thomson West Report

Managing Electronic Discovery:  
Scrapping Paper Procedures

By Riki Fujitani and Eric Kunisaki

Corporate defendants have learned the hard way that electronic documents 
such as ill-advised e-mails can prove very costly in court, but many have yet to 
recognize the dangers posed by the failure to effectively manage their digital 
documents even before a case is fi led.  

More than $1 billion in judgments have been levied already against corporate 
defendants who found themselves on the receiving end of stiff court sanctions 
after failing to produce requested electronic documents.  While disputes over 
electronic discovery previously were settled on a case-by-case basis, new federal 
rules that went into effect Dec. 1, 2006, have codifi ed the obligations of both 
sides.

The procedures that have been used to preserve, collect, review and produce 
paper documents simply don’t meet the requirements of the amended Federal 
Rules of Civil Procedure for discovery of electronically stored information. 

In short, it’s not enough to simply save electronic documents; a company has 
to be able to produce them in a timely fashion.  To do so, a company must 
be able to track and manage crucial documents through their whole lifecycle or 
risk court sanctions and adverse judgments.  To effectively manage “e-discov-
ery,” attorneys will have to understand their clients’ document management and 
retention policies and be aware of the potential pitfalls.

Overview
The new federal rules will have enormous impact on corporations across all 
industries.  Just as the Sarbanes-Oxley Act’s corporate reforms have forced com-
panies to spend billions of dollars on technology to safeguard their fi nancial 
data, the amended rules make it imperative for corporations to ensure that their 
IT systems can comply with legal hold requirements as well as preserve and 
produce electronic documents during discovery. 

Spending on e-discovery technology is expected to more than triple to $4.8 billion 
in 2011 from $1.4 billion in 2006, according to Forrester Research.
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eDiscovery: A Thomson West Report

The amended federal rules specifi cally address electronically stored information 
for the fi rst time, recognize the impact it has on discovery and detail the ob-
ligations of both sides.  Any failure to meet those requirements will likely be 
vigorously exploited by opposing counsel and may lead to court sanctions for 
spoliation and potentially hefty adverse judgments.

To meet the new e-discovery standards, corporations will need to review their 
entire document management and retention procedures as well as embrace 
new technology to manage the process from the initiation of litigation holds to 
document production. 

Attorneys can help their clients to lower their e-discovery risks by advising them 
to take a forward-thinking approach that will not only make the e-discovery pro-
cess much smoother, less prone to error and less disruptive, but also allow them 
to gain the “safe harbor” protections included in the amended rules.

This commentary will examine the impact of the new rules, how they affect case 
management and how technology can help address these challenges.

The Danger of Digital Documents
While there is still plenty of paper in the workplace, most information is now 
electronic, whether it be the tens of billions of e-mails sent daily, electronic doc-
uments, spreadsheets, slide presentations or even corporate databases.  About 
92 percent of new information is stored electronically, according to a study by 
the University of California at Berkeley.

For corporations, e-mail has replaced paper correspondence and often telephone 
calls.  Instant messaging via computer or text messaging from mobile devices 
plays an important role inside and outside the corporation.  All of that informa-
tion is discoverable, and the often informal nature of electronic correspondence 
can cause signifi cant problems in court.  

E-mail fi gured prominently in the antitrust trial of Microsoft Corp. as well as in 
the obstruction-of-justice trial of Silicon Valley investment banker Frank Quat-
trone, who had urged his associates to clean out old e-mails as a government 
probe of his company was getting underway.

While an incriminating e-mail can prove damaging and costly, the failure to 
produce electronic documents can be just as bad.  Morgan Stanley & Co. was 
ordered to pay $1.45 billion in punitive and compensatory damages after the 
investment bank failed to produce executive e-mails in a timely manner in a 
lawsuit brought by fi nancier Ronald Perelman.

In that case a Florida state court shifted the burden of proof to Morgan Stanley 
after the bank repeatedly uncovered more backup storage tapes.  Coleman (Par-
ent) Holdings Inc. v. Morgan Stanley & Co. Inc., 2005 WL 679071 (Fla. Cir. Ct., 
Palm Beach County Mar. 1, 2005).

Document Management and Retention Policies
Beyond the potential legal liabilities involved in e-mail, corporations face a 
daunting challenge in simply managing the sheer volume of correspondence and 
the many formats and often outdated media on which digital documents are 
stored.  While electronic documents take up far less physical space than paper, 
there is only one format for paper. 

Electronic documents may be created in a variety of text formats, for example 
the well known .txt, .doc and .pdf formats, not to mention the varying formats 
for spreadsheets and databases.  A format that is readable on one system may 

More than $1 billion 

in judgments have 

been levied against 

corporate defendants 

who failed to produce 

requested electronic 

documents.  
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eDiscovery: A Thomson West Report

3

not be readable on another.  Documents may exist in a format that is no longer 
readable or can only be recovered at great cost.

Digital documents may be stored on a variety of media, from tape to fl oppy 
disks, compact disks, fl ash drives and hard drives.  Duplicates of the same docu-
ment may be stored in numerous locations, for instance on dozens of personal 
computers.  

The media may be stored physically in a closet, in a drawer or at a remote stor-
age site.  Just as with paper fi les, employees may have lost track of where the 
electronic media is stored or be unaware that it exists.  To manage IT costs, cor-
porations routinely write over old or unneeded digital data, but that deleted data 
may still be recoverable through computer forensics.

Acknowledging the cost and storage constraints of corporate IT systems, the new 
federal rules, Rule 37(f) in particular, provide a safe-harbor provision that says 
courts may not impose sanctions for digital information lost “as a result of the 
routine, good-faith operation of an electronic information system.”

That provision recognizes the U.S. Supreme Court’s May 2005 decision to over-
turn the conviction of accounting fi rm Arthur Andersen in a case that hinged on 
whether the destruction of documents was part of an established program or an 
attempt to obstruct justice.  Arthur Andersen LLP v. United States, 544 U.S. 696 
(2005).

“‘Document retention policies,’ which are created in part to keep certain
 information from getting into the hands of others, including the government, 
are common in business,” the high court said in its opinion.  “It is, of course, 
not wrongful for a manager to instruct his employees to comply with a valid 
document retention policy under ordinary circumstances.”

As a fi rst step, corporations need to have established document management and 
retention policies that lay out a schedule for regular deletion of unneeded data, 
such as e-mail.  Attorneys will need to be familiar with their clients’ document 
retention program and whether documents have been destroyed in accordance 
with those procedures.

Opposing counsel will seek not only to learn whether employees have followed 
the retention policy, but also will try to exploit instances where a dormant 
retention policy is brought to life in the early stages of a case or investigation.

Legal Hold Requirements 
The e-discovery rules make it imperative for companies to be able to preserve 
relevant documents from the beginning of a case.  The failure to initiate a legal 
hold early enough can prove costly.

For instance, an employee who sued UBS Warburg in a sex discrimination case 
won $29.2 million in compensatory and punitive damages after the investment 
bank said it was unable to fi nd relevant e-mails stored on backup tapes.  

The U.S. District Court for the Southern District of New York found that UBS 
was not diligent in instituting a litigation hold, and the judge allowed the jury 
to assume that the missing e-mails would have been damaging to the bank.  The 
duty to preserve documents begins not when a suit is fi led, but when litiga-
tion is reasonably anticipated, the court said.  Zubulake v. UBS Warburg LLC, 
217 F.R.D. 309 (S.D.N.Y. 2003).

Under the new federal rules, opposing counsel will want to know when the le-
gal holds were put in place, when the company’s document retention program 
was suspended and what processes were in place to satisfy the e-discovery 

About 92 percent of 

new information is 

stored electronically, 

according to the 

University of 

California at Berkeley.

ACC's 2008 Corporate Counsel University® Excel in Your New In-house Role

This material is protected by copyright. Copyright © 2008 various authors and the Association of Corporate Counsel (ACC). 27 of 31



4

eDiscovery: A Thomson West Report

obligations.  Any defi ciencies will be exploited to expand discovery, to win sanc-
tions or to justify a larger settlement.  The process of managing legal holds, how-
ever, can quickly become unwieldy and disrupt day-to-day business when many 
employees are involved or the company is involved in multiple matters.

To protect themselves and reduce costs, companies should consider legal hold 
solutions that allow them to effectively manage holds for multiple employees 
and multiple cases; to identify compliance, to track which document custodi-
ans have collected for which cases, and to track cross-matters for an individual 
employee.

The ability to track multiple holds is simply a necessity today.  In its annual sur-
vey of litigation trends, the Fulbright & Jaworski law fi rm found that U.S. com-
panies face an average of 305 pending lawsuits worldwide, with most of those 
cases in the United States.  For companies with $1 billion or more in revenues, 
the number rises to 556 cases.

The ability to track holds in multiple cases can be achieved by creating a single, 
in-house repository for electronic documents involved in e-discovery.  Besides 
managing legal holds, such a solution allows a company to leverage custodian 
collections across cases and to make a much earlier assessment of case risk by 
collecting the relevant documents within hours, instead of weeks.  This allows 
companies to decide on a litigation strategy quickly and to avoid litigation when 
a case should be settled.

Developing a Discovery Plan

Being able to effectively track legal holds and collect documents is crucial under 
the new rules, which require both sides to agree to terms for electronic discovery 
as soon as practicable.  The amended Rule 26(a)(1)(B) requires the parties to 
provide copies or descriptions by category and location of electronically stored 
information that may be used to support or defend a claim.

The parties also must develop a proposed discovery plan that addresses “any 
issues relating to disclosure of electronically stored information, including the 
form or forms in which it should be produced,” according to Rule 26(f)(3).

Attorneys will have to be prepared very early in a case to negotiate with oppos-
ing counsel about the parameters of what digital information will be produced 
and the form in which it will be produced as well as to prevent expensive elec-
tronic fi shing expeditions.  To do that effectively, attorneys will need to know in 
which format documents have been stored and how they can be produced.  They 
must be prepared to argue whether producing such documents would place an 
undue burden upon their clients.

The request for discovery may specify the form in which electronically stored in-
formation is to be produced, but if not specifi ed, the material must be produced 
in the form in which it is ordinarily maintained or in a reasonably usable form.  
The material, however, does not need to be produced in more than one form 
under Rules 34(b), 34(b)(ii) and 34(b)(iii).

Attorneys also need to be aware that unlike paper fi les, electronic fi les often 
come with hidden “metadata” that track when a document was created, stored, 
possibly deleted and by whom.  Such metadata may include spreadsheet formulas 
and information on how spreadsheets have been manipulated.

The duty to preserve 

documents begins 

not when a suit 

is fi led, but when 

litigation is reasonably 

anticipated.
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When deploying an e-discovery system

Counsel should:

• Detail the requirements of the new rules for the IT department.

• Review corporate document management and retention programs.

• Jointly identify legal, fi nancial and technological issues.

• Develop an e-discovery compliance strategy for senior management.

• Consider the scalability of technology solutions.

The IT department should:

• Consider the cost and effort to integrate new software.

•  Leverage an existing platform if possible.

The corporation should:

• Institute a company-wide process for e-discovery that takes advantage of 
safe-harbor protections.

• Educate the staff to ensure that executives and employees are aware of their 
responsibility to comply.

Metadata can be an important factor in a case.  In an age discrimination case, a 
federal magistrate judge in Kansas ordered the corporate defendants to produce 
spreadsheets with the original metadata after they had submitted documents that 
were scrubbed of the data.  While allowing the removal of information such as 
Social Security numbers, the judge ordered that the documents be produced in 
the manner in which they were maintained.  Williams v. Sprint/United Mgmt. 
Co., 230 F.R.D. 640 (D. Kan. 2005).

The rules, however, make an exemption for electronically stored information 
that cannot be discovered without undue burden or cost; but that will need to 
be demonstrated convincingly, and a court may still compel discovery of a show-
ing of good cause under Rule 26(b)(2)(B).  Such undue burdens might include 
backup storage tapes stored at remote sites for disaster recovery purposes to 
recreate a company’s computer system, but this rule is sure to be the focus of 
much dispute.

Document Collection and Review
Although the bulk of corporate information is now digital, many companies still 
rely on the same procedures developed for collection and review of paper docu-
ments during discovery.  That is because until now electronic discovery has not 
been a pressing issue for corporate general counsel.  Seventy percent of those 
surveyed by Fulbright & Jaworski said e-discovery issues had rarely or never been 
the subject of a motion, hearing or ruling.  Only 15 percent of U.S. counsel said 
their companies were well prepared to handle a diffi cult e-discovery challenge in 
a civil or regulatory matter.

The new rules, however, make such preparation imperative.  Companies that rely 
on a one-off approach to electronic discovery subject their operations to need-
less and costly disruption, particularly when information is repeatedly collected 
from the same employees.  Outdated procedures also drive up costs by forcing 
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the repeated review of the same document in separate actions or of duplicate 
documents in the same action.

To manage cases and legal costs more effi ciently, companies should consider an 
integrated legal hold and review tool that allows them to collect relevant docu-
ments and ensure that they are not altered or deleted.  Such a solution will allow 
companies to track which documents have or have not been collected and to 
make sure that holds are not inadvertently released.  

This type of technology allows companies to weed out duplicate documents, 
review documents in their native format for relevancy, identify privileged docu-
ments, get rid of irrelevant program fi les and “fantasy football” documents, and 
sharply reduce the number of documents that outside counsel must review.

By reviewing fi les in their native format, companies avoid having to convert them 
to image formats.  Documents are typically converted to an image format known 
as TIFF, or tagged image fi le format, for review, a process that can cost as much 
as 10 cents a page.  That bill adds up quickly in a large corporate case involving 
several million documents. 

For litigation involving 25 people within the organization from whom docu-
ments need to be collected, a company could save more than $1 million in costs 
for document collection, processing, attorney review and storage by using an in-
tegrated technology solution instead of traditional methods.  Companies can also 
limit risks to intellectual property with an in-house e-discovery tool by having 
sensitive documents reviewed by outside counsel within the corporate fi rewalls.

By effectively managing corporate content from the initiation of legal holds 
through collection and in-house review of documents, companies reduce the risk 
that they will be unable to produce a relevant document, thereby jeopardizing 
their case.

Release of Holds
Effective e-discovery tools also help to mitigate another critical risk:  keep-
ing documents on legal hold longer than necessary and often with third-party 
vendors.

Corporations may have documents on hold for years without realizing it, open-
ing up the possibility that those documents could become discoverable in future 
actions.

Documents forwarded to third-party vendors for processing are also subject to 
hold, and those vendors may not destroy documents when a hold is lifted, leaving 
them open to discovery in future actions.

By having the process in-house, corporations take control over the legal hold 
process.  They can release documents more quickly and lower the risk of 
potential liability.

Managing holds in-house also allows companies to reduce the strain on their 
IT systems by allowing unneeded data to expire on schedule, or after a hold is 
released, in accordance with their established document retention plan.

Deploying an E-Discovery System
When it comes to deploying an e-discovery system, there are some key steps to 
follow. 

Counsel should detail the requirements of the new rules for the IT department, 
review corporate document management and retention programs, and jointly 
identify legal, fi nancial and technological issues in the discovery procedures.

The company should 

educate the staff to 

make them aware of 

their responsibilities 

to comply with 

corporate e-discovery 

procedures.
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The next step is to develop an e-discovery compliance strategy for senior man-
agement that leverages the fi rm’s existing technology to maximize effi ciency and 
reduce duplication.  Counsel will want to consider the scalability of any technol-
ogy solution to ensure that it will be able to handle a robust number of cases, and 
that gives them the ability to review documents within hours, not weeks.  

The IT department will want to consider the cost and effort to integrate new 
software and will want to leverage an existing platform to save on the resources 
and smooth the installation and integration process.

The corporation should then institute a company-wide process for e-discovery 
that takes advantage of the safe-harbor protections for companies that make a 
good-faith effort to comply with the new federal rules.

Finally, the company should educate the staff to ensure that executives and em-
ployees are aware of their responsibilities to comply with the new rules and 
corporate e-discovery procedures.

Proactive companies are seeking ways to lower legal costs, manage cases more 
effectively and ensure compliance by deploying integrated legal hold and docu-
ment review technologies that are managed in-house.  The right technology al-
lows companies to move from a costly “preserve everything” approach, which 
wastes IT resources and may pose a danger in future actions, to one where only 
needed documents are saved.

Managing electronic discovery effectively is an obligation that many companies 
have so far chosen to ignore, but under the new federal rules it is now an obligation 
that will be at the forefront of every case.

The days of turning over boxes of paper are gone.

Riki Fujitani is president and Eric Kunisaki is general manager of DiscoveryBox, a company that 
provides electronic discovery management software to businesses.  For more information, visit 
www.discoverybox.net.
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