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E-mail Communications
A few things you should keep in mind with using e-mail:

– Remember – there are at least three critical differences between e-mail and other forms of
correspondence – e-mail is durable and virtually indestructible; it is never anonymous, and you can not
be sure that it is private.

– Be aware that anything you say in an e-mail message could be used against you or your employer in a
lawsuit or other dispute.

– Don’t say anything in an e-mail message that you would hesitate to say in a letter or other written
correspondence, or that would cause any personal embarrassment to you, your employer, or any other
person or institution.

– Consider the impact that your e-mail messages may have on your employer.

– Be precise in your use of language.  Avoid sloppy, careless, inaccurate, or exaggerated modes of
expression.

– Edit your e-mails as carefully as you do your letters or other written correspondence.

– Be sure to address your e-mail properly.

– Protect your password and your computer.

– Always consult with counsel before deleting or destroying any e-mail (or other document) that might be
relevant to a pending or potential lawsuit.

– Try to avoid using e-mail to communicate with lawyers representing you or your employer, at least
where the communication is intended to be privileged.

– Do not forward any communication with your attorney.

– On communications with your attorney, only copy other persons who have a need

to know.
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ACC Annual Meeting 
Session 704 – Creating the Best Record Possible 
Tuesday, October 30, 2007 

Panelists:  Diane Biagianti, Alison Brotman, John Hueston, Michael Ray 

I.  Definition of the “Record.”

The record is the evidence created by individuals which, taken as a whole, proves or 
suggests what transpired in a given situation. 

Elements of a record could include the following: 

• Verbal statements by individuals. 

• Written communications from individuals, such as letters, memos, and 
email. 

• Written documents, such as contracts, policies and procedures. 

• Decisions or actions taken by individuals, such a decision to investigate 
alleged misconduct or a decision to terminate an employee. 

• The absence of any of the above. 

II. What is the goal of your record?

Your record should serve your ultimate goal, which might include some or all of the 
following: 

• Avoiding or reducing the risk of litigation. 

• Resolving a dispute on favorable terms prior to the start of the litigation 
process or before the parties have invested significant resources in the 
litigation process. 

• Creating a favorable set of facts for a test case in order to set legal 
precedent or send a message to third parties, such as competitors or the 
plaintiffs’ bar. 

• Gaining regulatory approval. 

• Avoiding or mitigating government intervention and/or sanctions. 
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III. What is the purpose of your record?

After you determine your goal(s), you will craft the narrative you will present to your 
ultimate audience, whether a judge, jury, opposing counsel or government agency.   

You want to be able to support your arguments or narrative with the evidence you create 
or assemble as part of your record. 

You then continuously assess record building in the context of does it advance the 
narrative or fix a problem in the narrative.   

Absent an overarching narrative, record building can meander and become inefficient 
and/or expensive. 

IV. Creating a record proactively.

Clients are always creating a record since every document they write, every conversation 
they have, and every action they take or fail to take will comprise your record. 

In-house counsel can help shape a record by taking the following steps: 

• Educating clients on the laws, regulations and policies particularly 
relevant to their function within a company. 

• Encouraging a culture of compliance with those laws, regulations and 
policies, and providing regular opportunities to train employees.   

• Setting up processes to regularly certify that employees understand their 
obligations and are complying with them. 

• Training clients to look ahead and always be thinking, “How will what I 
say or do be perceived in the future by someone outside the company, by 
the public or by someone adverse to the company?” 

In-house counsel can also work with their clients to prepare favorable elements of a 
record in preparation for a future dispute, as the following examples illustrate.   

If your purchasing team wants to prepare a favorable record in the event of a 
dispute with a supplier, in-house counsel can assist with the following: 

o Drafting a written contract between your client and a supplier. 

o Drafting communications from your client to the supplier consistent 
with the contract’s terms. 

o Drafting purchase order terms and conditions consistent with the 
contract’s terms. 

o Training and emphasizing the importance of your client’s adhering to 
the terms of the contract in its course of dealing. 

o Emphasizing the importance of only modifying the contract’s terms in 
a writing signed by an authorized representative, and drafting any such 
modification. 

If your engineering team wants to prepare a favorable record in the event of an 
allegation that they improperly handled third party confidential information that 
they received from a development partner, in-house counsel can assist with the 
following: 

o Drafting a nondisclosure agreement between your client and the 
development partner identifying appropriate uses of the confidential 
information received and restrictions on the use of the confidential 
information. 

o Drafting protocols on how confidential information is to be received, 
who can have access to it, and how the information is labeled and 
stored while in your client’s custody and control. 

o Drafting affidavits to be signed by your client’s employees or 
representatives who handled the information in which they verify that 
they understand and have complied with their obligations to not 
improperly use or disclose the information. 

If a manager wants to minimize the likelihood that her decision to terminate an 
employee for poor performance will be contested, in-house counsel can assist 
with the following: 

o Reviewing and helping draft performance reviews and performance 
improvement plans. 

o Reviewing and helping draft precise, measurable performance 
objectives against which an employee’s performance can be evaluated. 

o Scripting talking points for a manager to use when counseling an 
employee on performance problems. 
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 V.  Making an initial assessment when a problem arises.

When a problem arises, in-house counsel should make an initial assessment about the 
nature of the problem and the kind of record that may or will result.  Among the 
questions you will want to answer are: 

• What is the nature of the problem or dispute?   

• Is there an allegation of misconduct? 

• What laws and/or regulations will most likely govern? 

• Which clients group or groups will be affected by this problem or dispute? 

• What information do I need to know immediately? 

• Who do I need to talk to in order to get that information? 

• Should I involve outside counsel? 

• Who else at the client needs to know or should be consulted? 

• How time-sensitive is the problem – what, if anything, has to be done or 
addressed immediately? 

IV. Elements of the Record – Written Communications and Work Product.

• Documents, memoranda and correspondence 

o Once a problem arises, all written communications or written work 
product which will comprise portions of the record should be reviewed 
by counsel. 

o Advise clients to consider whether written communication is necessary 
or helpful, or whether a meeting, phone call or direct communication 
with another party is more productive. 

o Advise clients to use precise language, and avoid sloppy, careless, 
inaccurate or exaggerated modes of expression. 

o Emphasize to your clients that any written communications or written 
work product can be produced in litigation, and marking a document 

“confidential” will not prevent that document from being discovered in 
litigation.   

• Email 

o Clients often are less attuned to what they write in email because it is a 
less formal method of communication.  They should be reminded that 
email is durable and never anonymous. 

o Advise clients to always consider the impact an email message will 
have before the message is sent. 

o Advise clients to draft and edit their emails as carefully as they do 
letters or other written documents. 

o Advise clients that emails between a client and his/her attorney (i) 
should always be marked “Attorney-Client 
Communication/Confidential and Privileged,” (ii) should not be 
forwarded to anyone else, and (iii) should only copy other persons who 
have a need to know.   

• Test results and analyses 

o Clients should consider undertaking tests or evaluations of products at 
the direction of their counsel so that the results are shielded by the 
work product privilege.  

• Third party service providers 

o Counsel may require the assistance of third party service providers, 
such as IT specialists, forensic accountants, and environmental, health 
and safety experts. 

Counsel should typically retain such service providers and outline 
the scope of services they will provide.  

VII. Elements of the Record - Verbal Communications.

• Witnesses 

o When determining who should conduct a conversation or attend and 
speak at a meeting as part of your record, consider who will present 
well as a witness. 

Is the potential witness credible and articulate? 
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Is the potential witness knowledgeable about the subject at issue in 
the dispute or problem? 

Does the potential witness have any conflict of interest or anything 
in his/her history that would detract from his/her testimony?  

o Counsel should prepare the witness and provide the witness with a 
script for the witness’ communication, if appropriate.  

o Sometimes counsel does not get to choose witnesses and must work 
with individuals whose demeanor, conduct or presentation skills make 
them less attractive. 

With these witnesses, extensive preparation – including conducting 
mock depositions, sample Q & A, or dress rehearsals of the 
conversations/presentations the witness will conduct – is especially 
important. 

o Counsel should decide to involve/not involve members of senior 
management based on additional factors, such as their availability, 
potential disruption to the business, and their suitability as witnesses.   

VIII. Avoiding the Negative Record.

When creating the best record possible, counsel should focus on both creating 
affirmatively helpful evidence and avoiding, whenever possible, the creation of unhelpful 
evidence. 

• Review attorney-client and work product privileges with clients – 
emphasize that conversations they have without an attorney present are 
discoverable. 

• Encourage clients to include counsel in conversations and to allow counsel 
to review all relevant communications before they are sent. 

• Issue a notice of litigation hold, if appropriate, and communicate 
periodically thereafter. 

• Correct the written record contemporaneously, especially when a client’s 
communication conveys the wrong impression or an incorrect conclusion. 

• Emphasize to clients that every action they take and decision they make 
will be viewed in the context of the dispute or problem that has arisen. 

XI. Conducting an Investigation.

If in-house counsel determines that the client should conduct an investigation as part of 
its record, the following issues will need to be addressed: 

• Who should conduct the investigation? 

o Internal resources or an outside law firm? 

o If an outside law firm, should you use a firm familiar to the client or 
will there be an actual or perceived conflict?  

• Who should be notified immediately or later?  Notification triggers should 
include an assessment of the credibility of the source as well as the 
breadth of the allegations. 

o The board or a committee of the board? 

o Senior management? 

o External auditors? 

• Scope and Process 

o What is the appropriate scope of review? 

Too narrow a review can be criticized as not reasonably calculated 
to discover misconduct. 

Too broad a review can be unnecessarily disruptive and costly. 

o Consider whether the actions you are about to take can possibly be 
construed, with the benefit of hindsight, to have predetermined the 
outcome of the investigation. 

o Which employees should be interviewed? 

o Who should take notes of the interview and should those notes be 
retained? 

o Should they be provided with separate counsel? 
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o What process do you need in place to make witnesses available and 
retrieve relevant documents without causing unnecessary disruption to 
the workplace? 

o Consider how your actions and inactions during the course of the 
internal investigation might later be viewed as either facilitating or 
obstructing the investigation. 

• Assessing collateral consequences of your actions during the internal 
investigation. 

o Consider the possibility of regulatory or criminal actions. 

o Avoid a record that may assist plaintiffs’ counsel. 

X. Protecting and utilizing your record in dealings with the government.

• The McNulty Memo, though deficient in its purported effort to broaden 
protections of the attorney-client privilege, presents new opportunities to 
negotiate with the government in order to protect your record. 

• Because the government must demonstrate “legitimate need” for each 
“Category I” item requested, consider negotiating the withholding of 
attorney fact compilations such as chronologies in favor of prompt 
production of documents and witnesses.   

• Carefully review all documents intended for disclosure to ensure that 
“Category II” information is not inadvertently disclosed. 

• For negotiating purposes, consider “Category II” information as beyond 
the reach of regulators. 

• Negotiate withholding any report of an internal investigation and witness 
interview memoranda (if any) in lieu of prompt witness interviews 
carefully monitored by counsel. 

• Negotiate with the SEC to produce information in compliance with the 
McNulty standards rather than the broader Seaboard standards. 

o Though the SEC currently has broader authority, it may waive its 
broader powers for reasons related to joint investigative protocols with 
the Office of the US Attorney. 

• If faced with parallel SEC and criminal investigations, secure “double 
credit” with the same package of information by producing “grand jury” 
material first to the criminal authorities so that the SEC must obtain this 
same information from you. 
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