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Do-Not-Mail Bills Introduced in 10 States
“Do-not-mail” legislation that would create 
do-not-mail registries recently has been 
introduced in a number of states. Modeled 
after the do-not-call phone registries, 

-
ers that mail solicitations to residents 
whose names are on do-not-mail lists. 

Connecticut, Hawaii, Michigan, Missouri, 

and Washington--are considering this 
type of legislation. Do-not-mail bills had 
been introduced in Colorado, Maryland 
and Montana, but they have since been 
withdrawn.

Bills Vary Among States

The bills vary from state to state. In most 

individuals on do-not-mail lists would face 

the language of the Michigan bill whether 

separate violation.

Additional measures have been introduced 

where registries would include people 
with mental illnesses and certain senior 
citizens. Some measures would prohibit 
mailing credit card solicitations to those 
under the age of 21.

contact with the customer within a pre-
scribed period of time prior to the mailing. 

Implications of State Do-Not-Mail 
Proposals

Proponents of the measures believe that 
do-not-mail laws would have the same 

giving consumers a voice in determining 

Opponents of the bills contend the do-

questions. Among the arguments that 

community is a free speech argument, 
asserting that do-not-mail laws would 
impose on a commercial entity’s free 
speech rights by limiting its communication 
with potential customers. Opponents say 
that the success of the do-not-call concept 
triggered the proposal of do-not-mail 

comparable to direct mail because direct 
mail is not nearly as intrusive as phone 
solicitations. The U.S. Postal Service also 
has voiced its opposition to the bills.

We Can Help

Hunton & Williams’ Privacy and 
Information Management team assists cli-
ents in complying with global privacy and 
information management requirements. 

drafting policies and procedures to comply 
with legal requirements and industry best 
practices. We also monitor privacy policy 
and regulatory trends within the United 
States and across the globe. If you have 
any questions about the status of the 

assistance regarding your organization’s 
privacy and information security needs, 
please contact us. 
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Minnesota Law Imposes Liability on Merchants for 
Costs of Breach

a law making retailers and other mer-

chants liable to banks if they retain credit 

or debit card data beyond prescribed 

time limits and the retained information 

is compromised. Under the Minnesota 

law, H.F. 1758, banks could sue to 

recover costs they incur as a result of 

a merchant’s card data breach. Such 

and card replacement costs. H.F. 1758 

-

tion law, which was enacted in June 

2005 and took effect January 1, 2006.

Implications of the Minnesota Law

The Minnesota law restricts merchants’ 

retention of credit and debit card transac-

tion data. Merchants are prohibited 

from retaining data obtained from the 

magnetic stripe of a credit card and the 

code for such a card after the completion 

of a credit card transaction. In the case 

of a debit card transaction, merchants 

are prohibited from storing such informa-

tion for longer than 48 hours after the 

completion of a transaction.

The law further provides that, if a 

merchant retains such data in violation of 

the law and there is a breach, banks may 

sue to recover from the merchant the 

“cost of reasonable actions undertaken” 

to respond to the breach. Financial 

institutions may seek the costs of cancel-

ing and reissuing credit cards, closing 

and reopening accounts affected by the 

breach, stop payment actions, unauthor-

ized transaction reimbursements and 

Financial institutions are also entitled 

to recover costs for damages paid to 

cardholders injured by a security breach 

if the entity suffering the breach has 

violated the law.

The data retention provisions of the law 

take effect August 1, 2007. The provision 

breach costs will take effect August 

1, 2008 and will apply to breaches 

occurring on or after that date. Critics 

of the law, including the National Retail 

Federation, believe the law is unneces-

costs of doing business for the many 

retailers that will be impacted by the law.

Similar Legislation Pending in Other 
States

Massachusetts, California, Illinois and 

New Jersey have introduced similar 

legislation that would make merchants 

liable for breach costs. 

‡ The Massachusetts bill (H.R. 213) 

provides that the merchant com-

mercial entity would be liable to 

a bank for the costs of the bank’s 
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reasonable actions on behalf of its 

customers due to a security breach 

including, but not limited to, the 

cost of card replacement.  While 

this bill is still pending, it was not 

incorporated into data security leg-

islation that recently was cleared 

by the legislature and is awaiting 

signature.

‡ In California, A.B. 779 would 

amend the existing California data 

merchants, other businesses 

and government agencies liable 

to others, including banks, for 

reasonable costs associated with 

a data breach. Reasonable costs 

would include, but not be limited 

to, the cost of card replacement as 

a result of a breach.

‡ The Illinois bill (S.B. 1675) would 

make a “data collector” under 

for the costs or damages incurred 

relating to unauthorized access to 

credit card or debit card account 

data.

‡ In New Jersey, A. 4413 would 

make retailers liable to banks 

for costs they incurred to protect 

credit and debit card customers as 

a result of a data breach incident.

We Can Help

Hunton & Williams’ Privacy and 

Information Management team assists 

clients in complying with global and 

domestic privacy and information 

security requirements. We have 

experience assessing privacy and 

information security risks and drafting 

policies and procedures to comply with 

legal requirements and industry best 

practices. We also monitor privacy 

policy and regulatory trends within the 

United States and across the globe. 

If you have any questions about the 

revised Minnesota breach law or its 

progeny, or would like other assistance 

regarding your organization’s privacy 

and information security needs, please 

contact us.

© 2007 Hunton & Williams LLP. Attorney advertising materials. These materials have been prepared for informational purposes only and 
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BY LISA J. SOTTO 
AND AARON P. SIMPSON

DURING THE PAST YEAR,
news headlines announced a
steady stream of information
security breaches. During this

time, roughly 170 breach incidents have
been subject to public scrutiny; countless
other incidents have gone unreported. It is
estimated that more than 81 million 

individuals have been impacted by the 
publicized security breaches alone, including
26.5 million individuals whose personal
information was contained on a laptop
computer lost by an employee of the

Department of Veterans Affairs in late
May. While security breach incidents

certainly occurred prior to 2005, a
little-known California law passed

in 2002 brought about the sud-
den surge in news coverage

of such incidents. 
This law, known 
as the California

Computer Security
Breach Notification

Act (SB 1386), requires
businesses to notify

California residents whose
personal information has been

the subject of a security breach.

Sounding the Alert 
On Data Breaches

Panoply of state laws on individual 
notification puts companies in a difficult position.

F O R  M E T R O  A R E A  I N - H O U S E  C O U N S E L
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Lisa J. Sotto, a partner in the New
York office of Hunton & Williams, heads
the firm’s privacy and information
management practice. She also
serves as vice chairperson of the
U.S. Department of Homeland
Security’s Data Privacy and
Integrity Advisory Committee.
Aaron P. Simpson is an
associate in Hunton &
Williams’ New York office.

Not to be outdone, 29 other states have
jumped on the California bandwagon and
passed breach notification laws of their own
after witnessing the broad impact of the
California law. With no federal law 
imminent, businesses that suffer security
breaches are finding themselves in the
unenviable position of having to comply
with 30 state laws that require notification
to affected individuals. Making matters
more complex, many of these 30 state laws
differ substantially, upping the ante on the
need for a thorough understanding of the
legal landscape in this ever-evolving area. 

California and Other States

Under California’s SB 1386, businesses
are required to notify individuals if personal
information about them maintained in
computerized form was, or is reasonably
believed to have been, acquired by an 
unauthorized person. “Personal informa-
tion” means an individual’s name in 
combination with a (i) Social Security
number, (ii) driver’s license or state 
identification card number, or (iii) 
account, credit or debit card number in
combination with any required security
code. The law provides a safe harbor for
encrypted personal information such that
notification is not required in the event of
unauthorized acquisition. 

If notification is required, businesses may
satisfy the law’s requirement by providing (i)
written notice, (ii) electronic notice under
limited circumstances, or (iii) substitute
notice (consisting of e-mail notice,
conspicuous posting on the business’ Web
site, and notification to major statewide
media) if notifying customers will cost more
than $250,000 or if more than 500,000 
customers are impacted.

In the initial months following the 
effective date of SB 1386 on July 1, 2003,
companies that suffered security breaches
complied by providing notice to impacted
individuals in California. If the breach
impacted people outside of California,
many companies chose not to notify these
non-California residents, reasoning that the

legal notification obligation was limited to
residents of California. While this approach
is correct from a strict legal perspective,
companies that took this approach suffered
significant reputational harm in the media
firestorm that ensued following discovery of
the breach. This media frenzy resulted in
the passage of state security breach 
notification laws in a handful of other states
in which state legislators feared businesses
would continue to suffer breaches and not
notify their state residents. This handful,
which did not begin passing breach 

notification laws until 2005, quickly
became 30 states by the beginning of 2006.

The panoply of security breach 
notification laws at the state level has made
compliance challenging for companies that
have suffered national breaches in the past
year. While the state laws are similar in
many ways, they differ in four crucial ways,
all of which bear on a company’s 
notification obligations. First, the laws
address different media. While most states
follow California’s approach 
and regulate breaches that
involve “computerized”
data, others (like North
Carolina and Wisconsin)
require notification if there has
been unauthorized access to and
acquisition of personal informa-
tion in any form, whether com-
puterized, paper or otherwise.

A second area of conflict
arises in how states define
“personal information.”
A significant per-
centage of states

follow California’s approach and define 
personal information to include name plus
Social Security number, driver’s license or
state identification card number, or finan-
cial account number. Other states, however,
use a more expansive definition of personal
information. For example, personal infor-
mation includes medical information in
Arkansas, date of birth and mother’s maid-
en name in North Dakota, and DNA
profile in Wisconsin. 

A third key difference among the state
laws turns on whether the law contains a
harm threshold that triggers notification. In
California, no such harm threshold exists—
all California residents whose personal
information has been acquired, or is reason-
ably believed to have been acquired, must
be notified. That is not true in several
states, where notification is required only if
there is a reasonable likelihood that infor-
mation acquired by an unauthorized person
will result in harm. In addition, the state
laws have different requirements about who
should be notified by businesses that suffer
security breaches. In California, businesses
are required to notify only those individuals
affected by the breach. In other states, state
regulators and consumer reporting agencies
must be notified. For example, in New York
and North Carolina, businesses that suffer
security breaches must notify the Attorney
General’s office, while in New Jersey the
state police must be notified. 

These substantive differences highlight
the need for businesses that suffer a breach
to understand all 30 state laws. This under-

standing is particularly important in
light of the reputational risk associated
with notifying only in those states that

require notification. Given this reputa-
tional risk, a business’ decision to notify all

individuals impacted by a breach (a num-
ber that often reaches into the hundreds of
thousands and sometimes millions) can

turn on a faraway state’s notification
requirement. Thus, from both a

compliance perspective and a
bottom line perspective, it is

imperative that businesses
fully understand, and
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II t is imperative 

that businesses 

fully understand, and prepare

to address, each of the 30

state laws governing 

breach notification.
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prepare to address, each of the 30 state laws
governing breach notification. 

How to Respond

The first, and most critical, step any com-
pany that learns of a possible security
breach must take is to determine whether
personal information is reasonably believed
to have been acquired or accessed by an 
unauthorized person. In making this 
determination, companies should look to
several indicators, including whether the
information (i) is in the physical possession
or control of an unauthorized person (e.g., a
stolen computer), (ii) has been downloaded
or copied, or (iii) was used by an 
unauthorized person, such as having 
fraudulent accounts opened or reported
instances of identity theft. Making this
determination is often easier said than
done. Depending on the complexity of the
circumstances, determining whether a
breach has even occurred could require
working with a forensic investigator, at 
significant expense, to recreate activity on
the database. 

Once there is a reasonable belief that a
security breach has occurred, the next step
involves going to law enforcement 
(if necessary) and taking any internal 
measures necessary to restore the integrity
of the affected system. As part of the report
to law enforcement, companies should
explain that they intend to provide notice
of the breach to affected individuals in the
most expedient time possible and without
unreasonable delay. In certain situations,
law enforcement authorities will ask 
companies to delay notification so as not to
impede their investigation. Most of the
state breach notification laws provide a safe
harbor for these circumstances, but 
companies in this situation should make
sure to ask law enforcement when it would
be appropriate to send the notification and
to be prepared to send the notices as soon as
reasonably practicable after getting the 
go-ahead from law enforcement.

Once given the go-ahead to notify, 
companies should provide written notice to

affected individuals in the most expedient
time possible. In some states, such as Florida
and Ohio, there is a time limit of 45 days
after discovering the breach or receiving the
go-ahead from law enforcement. Depending
on the sensitivity of the circumstances,
drafting breach notices can be an arduous
task that requires significant assistance from
counsel and public relations resources. At
the very least, a breach notice should
include (i) a general description of what
happened, (ii) the nature of the personal
information involved, (iii) a description of
the steps taken by the company to protect
personal information from further 
unauthorized acquisition or access, (iv) a
description of how the company will assist
affected individuals (e.g., by providing 
credit monitoring for the affected 
individuals), (v) information on how 
individuals can protect themselves from
identity theft, including contact
information for the three credit reporting
agencies, and (vi) contact information for
the Federal Trade Commission.

In addition to affected individuals, 
companies that suffer security breaches may
be required to notify other stakeholders,
including state and federal regulators, 
credit reporting agencies and credit card
issuers. New York, New Jersey, North
Carolina and Maine all require some form
of notification to state regulators, typically
the state Attorney General’s office. New
Jersey is unique in that it requires 
companies that suffer a security breach 
to notify the state police, and this 
notification must take place prior to 
notifying affected individuals. 

The notification to state regulators
should provide information as to (i) the
nature and circumstances of the breach, (ii)
the timing, content and distribution of the
notices, and (iii) the approximate number
of affected individuals. Because the credit
reporting agencies will likely be inundated
with calls from individuals affected by the
breach who wish to sign up for credit 
monitoring or obtain a credit report, it is
also a good idea, and a legal requirement in
several states, to notify the credit bureaus.

In Minnesota, this notification is required
to occur within 48 hours of notifying 
affected individuals. Finally, if the breach
involves personal information associated
with a credit card, the company is likely
contractually required to notify affected
credit card issuers.

Planning Is Key

Given the panoply of state breach notifi-
cation laws and their varying requirements,
it is only a matter of time before Congress
passes a federal security breach notification
law. There are currently more than a dozen
security breach notification bills that have
been introduced in Congress. Most com-
mentators agree that a law will not be
passed by the end of this fall’s congressional
session. From a business perspective, the
most important feature of any federal
breach notification law is that it pre-empt
state law. Because data often flows beyond
state boundaries, a federal law that pre-
empts state breach notification laws would
ensure that affected residents of every state
are notified of a data breach while at the
same time easing the ability of companies to
provide such notification by allowing them
to adhere to a single standard. 

Until a federal law is passed, companies
that suffer security breaches across state
lines find themselves in the difficult posi-
tion of analyzing the law in 30 or more
states to understand their compliance obli-
gations. Given the reputational risks associ-
ated with security breaches, in addition to
legal compliance exposure, it is imperative
that companies not only understand these
issues, but also have a plan in place to man-
age the notification process in the event
they suffer a security breach.

This article is reprinted with permission from the July
17, 2006 edition of the GC NEW YORK. © 2006
ALM Properties, Inc. All rights reserved. Further
duplication without permission is prohibited. For
information, contact ALM Reprint Department at
800-888-8300 x6111 or visit almreprints.com. #099-
07-06-0003
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New Law Requires Agencies to Develop Model 
GLBA Privacy Notice
President Bush recently signed into law 

the Financial Services Regulatory Relief 

Act of 2006. Section 728 of the new 

agencies to jointly develop a model 

form privacy notice that provides the 

disclosures required by section 503 of the 

Gramm-Leach-Bliley Act (GLBA). Section 

services institutions that elect to use the 

model form will be deemed in compliance 

with GLBA notice requirements.

Section 728 provides that the model form 

must:

‡ be comprehensible to consumers, 

with a clear format and design;

‡ provide for clear and conspicuous 

disclosures;

‡ enable consumers to easily identify 

institution and compare privacy 

and

‡ be succinct with an easily-readable 

type font.

The agencies are required to publish the 

model form in the Federal Register for 

comment within 180 days of the statute’s 

enactment, i.e., on or before April 11, 

2006.

Prototype Notice

well into the second phase of their two-part 

research project. The prototype notice 

and summary of phase one research

were published on February 28, 2006. 

and advanced by policy leaders at Hunton 

& Williams’ Center for Information Policy 

Leadership, as discussed in Ten Steps to 

Develop a Multilayered Privacy Notice.

The prototype notice is three pages long, 

providing a “Key Frame” intended to give 

consumers context to increase compre-

hension, a “Secondary Frame” providing 

answers to frequently asked questions 

provides several mechanisms by which 

consumers can opt out of certain types 

of disclosures. The prototype notice also 

includes a “Disclosure Table” listing seven 

types of information-sharing practices in 

engage. The institution issuing the notice 

must indicate which sharing practices it 

employs and whether the consumer may 

opt out of each practice. The prototype 

notice is unique among previously tested 

notices in its provision of this Disclosure 

Table, which allows consumers to easily 

compare sharing practices.

Contacts

Martin E. Abrams*
Senior Policy Advisor and 
Executive Director, 
Center for Information Policy 
Leadership
1900 K Street, N.W.
Washington, DC 20006
(202) 778-2264
mabrams@hunton.com

Lisa J. Sotto
Partner
200 Park Avenue
New York, NY 10166
(212) 309-1223
lsotto@hunton.com

Elizabeth Hendrix Johnson
One Bank of America Plaza
Suite 1400
421 Fayetteville Street
Raleigh, NC 27601
(919) 899-3073
ehjohnson@hunton.com
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Isabelle Chatelier
Maureen Cooney
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James A. Harvey
Jörg Hladjk
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Christopher Kuner
Manuel E. Maisog
Elisabeth M. McCarthy
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Ashley B. Rowe
Aaron P. Simpson
Angela Zhao

Center for Information 
Policy Leadership
Fred H. Cate
Orson Swindle*
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Insurance Notices

The Financial Services Regulatory 

Relief Act of 2006 does not address 

insurance industry compliance with 

GLBA, which is regulated by the states. 

Thus, the impact of the proposed 

model notice on the insurance sector is 

uncertain.

Future Outlook

generate hundreds of millions of privacy 

have an impact on consumer expecta-

sector. Data protection agencies in 

Europe, New Zealand, Australia and 

Canada already encourage the use 

discussed in Ten Steps to Develop a 

Multilayered Privacy Notice.

We Can Help

Hunton & Williams’ Privacy and 

Information Management team assists 

clients in evaluating compliance with 

evolving privacy and information 

security standards. We frequently 

help clients develop privacy notices, 

including GLBA-compliant notices and 

website privacy statements. If you 

would like assistance in developing a 

privacy notice, please contact us. For 

additional information about the Center

for Information Policy Leadership at 

Hunton & Williams, please contact Marty 

Abrams.

© 2006 Hunton & Williams LLP. These materials have been prepared for informational purposes only and are not legal advice. This informa-
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BY LISA J. SOTTO, 
JOHN W. WOODS JR. 
AND JOHN J. DELIONADO

THE THREAT TO CORPORATE 
networks, and the information 
contained on those networks, has never 

been greater. While 15, or even five, years 
ago the compromise of computer data would 
likely have been the work of a lone hacker 
or disgruntled insider, there are increasing 
signs that these events are often the work 
of complex criminal organizations. The need 
for sophisticated professionals knowledgeable 
in the legal issues surrounding these events 
has increased.

Most individuals familiar with these 
events understand that a breach involving 
the compromise of personal data will trigger 
state laws requiring notification to affected 
individuals. For lawyers, however, these events 
pose a myriad of additional competing and 
important legal issues. Of critical importance 
is how a company handles a compromise 
event. The actions it takes in the first days 
after learning of an event can have a profound 

Lisa J. Sotto is a partner in the New 
York office of Hunton & Williams, John 
W. Woods, Jr. is a partner in the firm’s 
Washington, D.C. and Richmond, Va. offices, 
and John J. Delionado is an associate in 
the firm’s Miami office. 

Tuesday, May 29, 2007

INVESTIGATIONSINVESTIGATIONS
COMPUTER FORENSICSCOMPUTER FORENSICS

Data Breach!
Correct Response Crucial

Breach

ART BY NEWSCOM
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effect, including the possibility of litigation, 
government scrutiny, negative public 
attention and the erosion of the organization’s 
customer base.

 Companies must recognize that a data breach 
requires actions that go well beyond simple 
compliance with state breach notification laws. 
Some of the issues about which a business may 
need legal advice are: 

(1) conducting an investigation into 
the event; 

(2) notifying auditors and the securities 
regulators; 

(3) notifying law enforcement authorities; 
(4) notifying contracting parties (such as 

payment card issuers); 
(5) notifying regulatory agencies with 

oversight authority or consumer regulatory 
bodies; and 

(6) notifying the public.

Investigating the Event
Given the issues that can arise, understanding 

the factual contours of the event are critically 
important. Most importantly, companies must 
recognize that upon discovery of an issue, the 
event should not be handled like just another 
problem for the Information Technology 
(IT) department.

Ignoring the threat is not an option, but it may 
be equally dangerous to engage the problem with 
inadequate resources. The most important step 
is for a company to retain a qualified network 
security consultant to conduct an investigation 

overseen by legal counsel. The structure of the 
engagement of outside experts in these events 
is critical, and these experts must be focused on 
conducting the investigation in a way that will 
best assist the company. 

Many businesses have sophisticated counsel 
who are well versed in the litigation process and 
may have the ability to direct consultants and 
determine the source of the compromise. A word 
of caution, however. 

Corporate counsel generally engage in a variety 
of functions within a company and often make or 
assist in its business decisions. This dual role of 
corporate counsel may serve to unravel what might 
have been a privileged internal investigation. 
Engaging and obtaining the advice of litigation 
counsel will best serve a company in such a 
situation since it provides to it the best chance 
to preserve available privileges. Legal privileges 
are hard to come by, and easy to lose. 

Privilege extends to communications between 
a company and outside legal counsel. Courts also 
protect as “work product” any material prepared 
by a party or its attorneys or other representatives 
in anticipation of litigation.1 Where an internal 
investigation is undertaken and experts are used, 
United States v. Kovel 2 provides the benchmark 
standard and must be considered by counsel. 
Courts have routinely applied the Kovel test to 
third party consultants ranging from accountants 
to patent consultants.3 Where privilege has been 
properly protected, the work-product doctrine 
will extend to materials prepared for counsel by 
the consultants.4

A company must keep in mind that whatever 
is determined in the investigation, even where 
privilege is successfully protected, privilege “only 
protects disclosure of communications; [not] 
underlying facts[.]”5 What will be protected 
by privilege in the event it is preserved are 
the judgments, strategy and recommendations 
by counsel  and counsel ’s  agent,  the 
expert consultants.

Devoting proper attention to a breach event 
is a company’s best chance to limit or, in some 
instances, avoid entirely any damage to itself. 
Taking all reasonably possible steps to preserve 
the privilege is fundamental when dealing 
with a breach, regardless of whether there was 
a compromise of personal information. How 
forensic experts are retained to go about the 
task at hand and who directs them can mean the 
difference between creating a valuable privileged 
engagement that can benefit a company versus a 
road map to would-be litigants and government 
regulators that documents a company’s 
darkest hour. 

After taking all prudent steps to best preserve 
privilege, the internal investigation must focus 
first on the nature of the compromise and how 
it occurred. Given that the response must begin 
immediately to determine the source and scope of 
the compromise, it is often necessary, or at least 
expedient, to have the outside consultant obtain 
information from a trusted internal IT professional 
within the company. As with any highly 
confidential and significant event, it is prudent 
to keep the circle of people circumscribed. 

Inform Senior Management
The compromise of personal data has become 

a boardroom event. 
The scope of the breach and the effect that 

it can have on a company may be an event that 
affects the corporate public profile and possibly 
its stock price in the event the company is 
publicly traded. Since a data compromise can 
have such a wide-ranging and significant impact, 
company management must be kept abreast of the 
information developed during the investigation, 
and particularly any significant revelations.

What the decision-makers in the organization 
must be informed of immediately is the security 
posture of the network and whether there has been 
compliance with relevant industry standards. In 
addition, a company needs to review whether it 
has followed its own information security policies 
and procedures. 

Where an event is significant enough that the 
business’ independent auditors must be informed, 
the auditors will undoubtedly seek answers to 
many hard questions. Auditors will focus on 
the findings resulting from the investigation as 
well as the methodology used in evaluating the 
event. They will also scrutinize the quality of the 
investigation and what it revealed.

For a publicly traded company, the decision-
makers will need to evaluate whether a disclosure 
is warranted. Trusted securities counsel is essential 
to this process and should be engaged from the 
outset of the investigation to assist in making 
this critical determination.

Involving Law Enforcement
A compromise event is very often the work of 

criminals and not simply the result of negligence. 
Federal law enforcement has become increasing 
sophisticated and has developed the tools to 
identify and arrest those who commit criminal 
acts against a victim company. 

The U.S. Secret Service has had great success 
with the Electronic Crimes Task Force that has 
been developed and flourished in many of the 
Service’s large field offices and headquarters 
in Washington, D.C. This task force allies 
itself with state and local law enforcement 
as well to ensure that the best resources 
are brought to bear. Similarly, the Federal 
Bureau of Investigation has grown its crack 
Computer Analysis and Response Team 
and has had significant success combating 
computer crime. 

Along with the Secret Service and the FBI, 
the U.S. Department of Justice (DOJ) now 
has a group of experienced and knowledgeable 
prosecutors to combat computer crime. At 
DOJ headquarters, there is now a group of 
trial attorneys in the Computer Crimes and 
Intellectual Property Section devoted to 
investigating and prosecuting computer crimes 
throughout the country. Further, many of the 
large U.S. Attorney’s offices have sophisticated 
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Assistant U.S. Attorneys designated as 
computer and telecommunications coordinators 
experienced in investigating and litigating 
complex computer crimes. 

The Computer Fraud and Abuse Act 
(CFAA) is the primary federal criminal 
statute that addresses computer crimes.6

Potential criminal liability attaches when 
someone intentionally accesses a computer 
without authorization, typically known as 
an outside hack, or when someone exceeds 
authorized access. 

In investigating crimes, law enforcement 
has the power and ability to go beyond the 
limitations of an internal investigation. 
Investigative techniques can include 
grand jury subpoenas, search warrants, 
Pen Registers (surveillance devices), 
Electronic Communications and Privacy 
Act warrants (which are essentially search 
warrants aimed at a user’s account with an 
Internet service provider), and even Title III 
wire interceptions. Generally, any hope of 
catching the individual or group responsible 
for criminal conduct against a company 
depends on allowing law enforcement 
the time and ability to use the techniques 
available to it. 

The state breach notification laws actually 
encourage companies to notify law enforcement 
by allowing a cooperating company to delay 
public notification in order to allow law 
enforcement to conduct a confidential 
investigation (assuming law enforcement 
agrees that a delay in notification would 
assist in its investigation). At least one state, 
New Jersey, has made notification to law 
enforcement a condition precedent to notifying 
affected individuals.

Notifying Contracting Parties
A company must evaluate whether it has 

contractual obligations to notify significant 
business partners of the compromise event. 

Where payment cards are involved, the terms 
of the contract often require consultation with 
the card issuers in the event of a security breach. 
Where such obligation exists, the notification 
should be accomplished as soon as possible. 
Typically, a company will reveal the relevant 
facts discovered through its investigation, 
but not the privileged opinions of counsel or 
the experts. 

Depending on the contract, the notice may 
need to take the form of a formal incident 
report filed with the card company. Further, 
card companies may require an independent 
audit by a data security firm conducted on 

their behalf and funded by the company that 
experienced the breach.

Contacting Regulators
Any company that is within a regulated 

industry will need to consult counsel about 
whether the entity regulating it must 
be informed. 

There are strict guidelines, for instance, 
where a federally insured financial institution 
is involved since there is oversight by Federal 
Depository Insurance Company, the Office of 
the Comptroller of Currency, or the Federal 
Reserve. Compromise events, however, draw 
regulatory scrutiny even where a company is 
not federally regulated.

The Federal Trade Commission (FTC) has 
enforcement authority in the privacy arena 
pursuant to Section 5 of the FTC Act,7 which 
prohibits unfair or deceptive trade practices. 
The FTC has demonstrated its commitment 
to investigate data breach events as it recently 
established a new division of Privacy and 
Identity Protection. The FTC looks to whether 
a company has failed to take appropriate action 
to protect personal information of individuals 
and, thus, constitutes an unfair or deceptive 
trade practice. 

The FTC has focused its enforcement actions 
pursuant to Section 5 on security breaches. 
Notifying the FTC of the event and framing 
the circumstances can greatly assist a company 
in avoiding an enforcement action, rather 
than taking a more passive approach whereby 
the FTC may learn of the event through 
information in the public realm that may be 
rife with inaccuracies and hearsay.

Letting the Public Know

California was the first state to pass a law 
requiring organizations to notify affected 
citizens where their personal information 
was compromised. 

As these compromise events came to light 
with some frequency in 2005 and garnered 
significant attention from the media and 
lawmakers, approximately 35 other states, 
plus New York City, Washington, D.C. 
and Puerto Rico, have enacted similar 
notification laws. At the state level, the 
duty to notify individuals affected by a 
breach generally arises when there is a 
reasonable belief that computerized sensitive 
personal information has been acquired or 
accessed by an unauthorized person in an 
accessible form. 

State laws typically define “personal 

information” to include an individual’s first 
name or first initial and last name, combined 
with one of the following: (a) a Social 
Security number; (b) a driver’s license or state 
identification card number; or (c) a financial 
account, credit or debit card number, along 
with a required password or access code.

Where notification is required, it generally 
must be done in the most expedient time 
possible and without unreasonable delay. 
Companies are generally given time to 
investigate the event and, as discussed 
above, may be able to delay notification 
where they have notified law enforcement. 
In several states, however, including Florida, 
Ohio and Wisconsin, notification is required 
within 45 days of the date the incident 
was discovered.

Conclusion
Companies that are afflicted with a data breach 

cannot give such an event short shrift. As these 
events have become more widespread, public and 
government scrutiny over a company’s handling 
of a breach event have increased. It is essential 
that victim companies take all prudent steps to 
prevent becoming further victimized in the legal 
courts or the courts of public opinion. 

A company so afflicted must prepare to 
address the problem in a well-organized and 
meticulous manner, led by a team of sophisticated 
professionals able to recognize the myriad issues 
confronting the company. Recognizing that such 
a situation is front page news and not a back 
room event is the first step toward surviving the 
crisis and getting back to (successful) business 
as usual.

•••••••••••••••••••••••••••••

1. See generally Hickman v. Taylor, 329 U.S. 495 (1947).
2. United States v. Kovel, 296 F.2d 918 (2d Cir. 1961).
3. See, e.g., In re Grand Jury Proceedings Under Seal, 947 
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communication with accountant where communication was 
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