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InfoPAK

In-house Counsel Standards Under 
Sarbanes-Oxley

Association of Corporate Counsel 
1025 Connecticut Avenue NW, Suite 200, Washington, DC 20036, 

ph: 202.293.4103 www.acca.com
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In-house Counsel Standards Under Sarbanes-
Oxley

The following material is intended to provide useful information and resources to 
help attorneys navigate through the attorney standards mandated by the Sarbanes-
Oxley Act of 2002 and the specific rules issued by the Securities and Exchange 
Commission (“SEC Rules”) on January 23, 2003. By examining the key interpre-
tations of 17 C.F.R. pt. 205 that apply to attorney conduct, this InfoPAK helps 
define the scope and potential applications of the law by identifying which lawyers 
are governed by the standards and exploring the type of corporate conduct likely 
to trigger the Act’s new obligations. This information should not be construed 
as legal advice or legal opinion on specific facts, or representative of the views of 
ACC or any of its lawyers, unless so stated. This is not intended as a definitive 
statement on the subject but a tool, providing practical information for the reader.¹ 

We hope that you find this material useful. Thank you for consulting with the As-
sociation of Corporate Counsel.

ACC wishes to acknowledge the following for their contribution to the develop-
ment of this InfoPAK:

Michael D. Cahn, Senior Associate General Counsel-Securities, Textron Inc.

Jonathan Spenser, General Counsel, Shentel.

&

West Group, for its generous contribution of research resources
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 Introduction
Congress introduced the Sarbanes-Oxley Act of 2002² during a flurry of corporate 
debacles and public controversy. Companies such as Enron and WorldCom faced 
unprecedented legal and accounting challenges when investors filed actions for 
securities fraud against the corporations and their executives. Corporate executive 
officers, accountants, and lawyers were among the named defendants indicted 
for concealing financial information, inflating the company stock and other ac-
counting fraud.³ Meanwhile, a central issue moved through the public landscape 
regarding the role of lawyers in such scandals and the possible failure of states to 
adequately regulate these concerns. In response, Congress passed a wide-ranging 
corporate governance and accounting oversight bill through both houses by an 
overwhelming majority.⁴ Sarbanes-Oxley, as it is so called, affects accountants, 
corporate executives, shareholders, and lawyers alike. Importantly, Section 307 of 
the Act requires the Securities and Exchange Commission (“SEC” or “the Com-
mission”) to issue new standards for attorneys.⁵ 

The Securities and Exchange Commissions, pursuant to the Sarbanes-Oxley Act, 
adopted 17 C.F.R. pt. 205 (“SEC Rules”) on January 29, 2003,⁶ which prescribes 
standards of professional conduct for all attorneys who appear and practice before 
the SEC in the representation of public company issuers. Functionally, the SEC 
Rules, which became effective on August 5, 2003, provide standards and proce-
dures for “up the ladder” reporting of corporate misconduct.

Prior to the Sarbanes-Oxley Act, the SEC possessed authority to discipline attor-
neys appearing before it that had a role in false and misleading statements; how-
ever, this power was rarely exercised. In early 2002, a group of professors urged 
the SEC to use this power to impose a rule on “up the ladder” requirements, but 
the SEC declined to do so on the basis that the ethical responsibility of attorneys 
was a matter for the state to regulate.⁷ Traditionally, ethical standards involving 
the legal profession were a matter of state regulation, set forth by either the courts 
or state bar authorities. Today, it would seem that the SEC rules do not preempt 
state law entirely,⁸ as the SEC has announced that states are free to impose more 
rigorous ethical standards for attorneys than those prescribed in the SEC Rules.⁹ 
Yet, administrative law jurisprudence establishes that agency rules prevail when in 
conflict with state laws.¹⁰ As such, even after reviewing the SEC rules and applica-
ble state law, attorneys will need to judge for themselves whether the SEC’s effort 
to override conflicting state rules is effective. 

Historically, two relevant principles were reflected in the ABA Model Rules of 
Professional Conduct: (1) the duty to maintain client confidences, except in order 
to prevent death or substantial bodily harm¹¹ and (2) the lawyer for a corporation 
represents the corporation acting through its duly authorized constituents and not 
the Board members, directors or principals individually.¹² Thus, the traditional 
view regarding a lawyer’s duty to take action where a lawyer knows of possible 
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illegal activity could be interpreted to actually discourage such internal action. 
Although the ABA refused to modify the Model Rules of Professional Conduct in 
2000 to include cases of economic harm as an “exception” to the confidentiality 
rule, the new 2002 ABA task force recommended these rules.¹³ The ABA finally 
amended its rules in August of 2003 to codify this exception. Today, the new rules 
largely embody language similar to that contained in the SEC Rules.¹⁴ 

Lawyers are being hired for their business management experience and are being 
used to ensure that their employer is meeting the more stringent requirements of 
the Sarbanes-Oxley Act of 2002.¹⁵

In part because of the duty to report up-the-ladder and, if necessary, outside the 
organization, corporate attorneys necessarily have increased responsibility and 
obligations. In addition to the previous burdens associated with serving as in-
house counsel, corporate attorneys must develop and demonstrate knowledge and 
independent leadership over regulatory compliance and internal codes of conduct. 
It should be expected that conflicts between the corporation’s officers and lawyers 
may arise under the atmosphere inherent in the Sarbanes-Oxley and the ABA 
Model Rules requirements. Counsel, hired by management to advise and ulti-
mately to aid the client to make business judgments, may now be seen as opposing 
the company’s directors and officers! Management may fear that up-the-ladder 
and outside the organization reporting will lead to situations where the attorney 
undermines the client’s decision by illuminating problematic situations that previ-
ously would be viewed as business decisions only. Similarly, counsel will perceive 
the additional reporting requirements as an impediment to the free flow of infor-
mation between management and the legal counsel’s office. 

The rules promulgated by the SEC in light of Sarbanes-Oxley, along with Model 
Rule 1.13, will increase the obligations of corporate attorneys while potentially 
decreasing the access of in-house counsel to information necessary to meet those 
same obligations. On top of the SEC and Model rules, in-house attorneys should 
also look to applicable state law on attorney-client privilege, as the regulation var-
ies in each state. To access the new ABA rules, see:

ACCA Release, American Bar Association’s Revised Model Rules of Professional 
Conduct 1.6 & 1.13 (August 20, 2003), at: http://www.acca.com/protected/
comments/professionalconduct.pdf

For additional history on professional codes of conduct and industry self-regula-
tion, see: 

Gretchen A. Winter, David J. Simon, Code Blue, Code Blue: Breathing Life 
into Your Company’s Code of Conduct, ACCA Docket 20 v.10 (November/
December 2002): 72-89, available at: http://www.acca.com/protected/pubs/
docket/nd02/codeblue2.php

■

■
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H. Barnes, An Economic History Of The Western World (1942).

A. Black, Guilds And Civil Society In European Political Thought From The 
Twelfth Century To The Present (1983). 

R. Heilbroner, The Making Of Economic Society (1980). 

Kidder, Is Society Entering a New ‘Age of Ethics’? Christian Science Monitor, 
October 19, 1987, at 19.

Washington Metropolitan Area Corporate Counsel Association, Understanding 
the New SEC Attorney Responsibility Rules (February 6, 2003), available at: 
http://www.acca.com/chapters/program/wmacca/307rules.pdf.

Practical Tips for Dealing with the New Attorney Responsibility Standards,” 
Article Sidebar, ACC Docket 21, no. 5(May 2003): 40-55, available at http://
www.acca.com/protected/pubs/docket/mj03/standard_tips.php.

Steven N. Machtinger and Dana A. Welch, In-house Ethical Conflicts: Recog-
nizing and Responding to Them, ACC DOCKET 22, no. 2 (February 2004).

Dongju Song, The Laws of Securities Lawyering Under Sarbanes-Oxley, 53 
Duke L.J. 257 (2003).

Jenny E. Cieplak and Michael K. Hibey, Sarbanes-Oxley Regulations and 
Model Rule 1.13: Redundant or Complimentary, GEOJLE (Summer 2004).

Jay K. Musoff and Adam S. Zimmerman, Ethics and Off-Switches: What Next? 
The Tyco Mess Offers an Opportunity to Look and the Changing Role of the 
GC, Legal Times, vol. 27, no. 38 (September 20, 2004).

■

■

■

■

■

■

■

■

■

■
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II.  Who is Affected by the Rules?
The Sarbanes-Oxley Act regulates corporate governance by setting minimum 
standards of professional conduct in the interest of protecting investors. As 
mentioned in the above section, Section 307 of the Act applies directly to attor-
neys, as it directs the Commission to establish professional standards that govern 
attorneys “appearing and practicing” before the SEC on behalf of their company 
clients. The SEC Rules, which took effect on August 5, 2003, require attorneys to 
report evidence of certain material violations including, but not limited to, breach 
of fiduciary duty committed by their corporate client, “up the ladder” within the 
organization. The SEC rules were meant to supplement standards of professional 
conduct developed by the individual states. Rather than limit the states from im-
posing additional regulations (so long as they were not inconsistent with the SEC 
rules). Where state standards conflict with SEC regulations though, the SEC rule 
will preempt the state standard.¹⁶

A. Attorneys Governed by the Sarbanes-Oxley Act

In broad terms, the Sarbanes-Oxley Act requires the SEC to regulate the conduct 
of attorneys “appearing and practicing before the Commission in any way in the 
representation of the issuers.”¹⁷ The SEC now expects attorneys, whether in-house 
or outside counsel to serve as “gatekeepers in maintaining fair and honest mar-
kets.”¹⁸

Fortunately, the SEC has provided more detail on the scope of the law and its ap-
plication to attorneys in adopting 17 C.F.R. pt. 205.¹⁹ The definitions reveal that 
the scope is wider than it may appear on its face:

Attorneys: Any person licensed or otherwise qualified to practice law in any juris-
diction with the exception of “non-appearing” foreign attorneys.²⁰ 

Issuer: A person who issues (or proposes to issue) registered securities under the 
Securities Act of 1933,²¹ OR is required to file with the SEC under the Act,²² 
OR that files or has filed a registration statement that has not yet become effec-
tive under the Act AND that has not been withdrawn.²³ According to the SEC 
rule, the term “issuer” also includes any person controlled by an issuer, such as 
a subsidiary, when provided at the behest, or for the benefit of, the issuer even 
if the attorney is not employed or retained by the issuer.²⁴ It is unclear from the 
rule as to when an attorney representing a subsidiary would be deemed to be 
acting for the issuer.²⁵ “Issuer” excludes a foreign government issuer.

Appears and practices before the SEC in any way: Under §§ 205.2 (a), 205.3 (b)(5) 
and 205.4 (b), the range of activity includes an attorney who engages in any of 
the following activities:²⁶ 

■

■

■
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Transacts business with the SEC, including communications in any form.

Represents a company in a SEC administrative proceeding or in con-
nection with any SEC investigation, inquiry, information request, or 
subpoena.

Provides advice with respect to the federal securities laws regarding any 
document that the attorney has notice will be filed with or submitted to 
or incorporated into any document that will be filed with or submitted 
to the SEC.

Advises the company as to whether information or a statement is required 
to be filed with or submitted to the SEC or incorporated into a docu-
ment that is filed with or submitted to the SEC.

Conducts an investigation on behalf of the company pursuant to Part 205.

Supervises and directs an attorney who is appearing and practicing before 
the SEC in the representation of an issuer.

Further, the SEC establishes that these activities must be undertaken 
within the context of providing legal services to a company, with whom 
the attorney has an attorney-client relationship, even though the com-
munications would not be protected by the attorney-client privilege. 
Hence, if the attorney were only acting in a partial legal capacity, as long 
as the attorney was providing legal services, s/he would be governed by 
the law.²⁷

In the representation of issuers: The rules provide that attorneys who fall within the 
ambit of the law are those who represent issuers.²⁸ The SEC standards further 
define this type of representation to include “providing legal services as an at-
torney for an issuer, regardless of whether the attorney is employed or retained 
by the issuer.”²⁹ The rules state that an attorney represents the issuer as an 
organization, however, not the issuer’s individual officers or employees.³⁰ Hence, 
the rule only covers an attorney who is providing legal advice to an issuer where 
there is an attorney-client relationship. Attorneys for third parties who review 
part of an issuer’s disclosure document or render a legal opinion to an issuer 
who is not their client are not covered by the rules.  
However, attorneys can become subject to the rules even though they do not 
counsel the issuer in two instances. First, an attorney employed by an invest-
ment adviser who prepares material for an investment company knowing it will 
be filed with the SEC will fall within the ambit of the rules, on the basis that 
such conduct falls squarely within the definition of “appearing and practicing” 
before the Commission. Second, an attorney for a controlled subsidiary can be 
deemed appearing and practicing before the Commission in the presentation of 
the parent, as the term “issuer” is defined to include a person controlled by the 

■
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issuer.  
It is also important to note that once an attorney becomes subject to the rules 
with respect to an issuer, the material violation that must be reported need not 
relate to the matter that placed the attorney within the ambit of the law.

The SEC’s definition of “appearing and practicing” seems to widen the potential 
scope of attorneys to which the law applies. For example, a non-securities special-
ist who prepares or reviews a discrete section of a disclosure document could be 
deemed to have appeared or practiced before the SEC. An attorney who prepares 
an agreement that the attorney knows will be filed as an exhibit to a SEC filing 
may similarly be subject to the rules under certain circumstances. Hence, it is not 
surprising that many corporations have instructed all attorneys admitted to prac-
tice within the U.S. within the general counsel’s office to assume they fall within 
reach of the SEC standards.³¹ 

For additional discussion on how to interpret “appearing and practicing before 
the commission,” and the extent to which attorneys fall within the ambit of the 
Sarbanes-Oxley Act, see: 

Laurence Stuart, In-House Counsel as Corporate Cop–Up the Ladder or Down 
the Chute, (Baker & McKenzie 2003), available at: http://www.acca.com/pro-
tected/legres/ethics/corpcop.pdf

Abba David Poliakoff, A Trap for the Unprivileged: New SEC Attorney Con-
duct Rules, 37-Feb MDBJ 8, 10 (2004). 

Broc Romanek and Kenneth B. Winer, The New Sarbanes-Oxley Attorney Re-
sponsibility Standards, ACCA Docket 21, no.5 (May 2003): 40-55, available at: 
http://www.acca.com/protected/pubs/docket/mj03/standard1.php

John Olson, Jonathon Dickey, et al., Recent Developments in Federal Securi-
ties Regulations of Corporate Finance as of July 22nd 2004, 2004 ACC Annual 
Meeting (Oct. 2004), available at: www.acca.com/am/04/

John Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing 
Corporate Counsel, ACCA Docket 21, no. 4 (April 2003):90-99 , available at: 
http://www.acca.com/protected/pubs/docket/am03/ethics2.php 

Washington Metropolitan Area Corporate Counsel Association: Understanding 
the New SEC Attorney Responsibility Rules (February 6, 2003), at: http://www.
acca.com/chapters/program/wmacca/307rules.pdf

To access the legislative and administrative materials online, see: 

Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745, Section 307 
(2002), available at: http://www.acca.com/legres/enron/sarbanesoxley.pdf

■

■

■

■

■

■

■
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Securities and Exchange Commission Final Rule: Implementation of Standards 
of Professional Conduct for Attorneys, 17 C.F.R. pt. 205 (2002), available at: 
http://www.sec.gov/rules/final/33-8185.htm

Securities and Exchange Commission Proposed Rule: Implementation of 
Standards of Professional Conduct for Attorneys, Release No. 33-8186 (Jan. 29, 
2003), available at: http://www.sec.gov/rules/proposed/33-8186.htm

See www.seclaw.com/secrules.htm for an online version of many securities law 
statutes, regulations and forms.  

B.  Outside Counsel Versus In-house Attorneys: Are the 
Duties the Same?

Since Part 205 of the SEC Rules establishes standards of professional conduct for 
all attorneys who appear and practice before the SEC in the representation of pub-
lic issuers, the regulation includes outside attorneys. Thus, under the SEC’s new 
attorney standards, outside counsel incur the same obligations as in-house counsel. 
There is certainly no one-size-fits-all answer or bright line test to answer the ques-
tion of when the duty arises. In-house and outside counsel instead must rely on 
their best judgment and the rules laid out by the SEC on the matter.³²

Outside firms can play a pivotal role in providing their clients guidance on the 
SEC Rules. For sample memos to corporate clients, see: 

Letter to Outside Counsel, Thomas Gottschalk, Executive Vice President Law 
& Public Policy & General Counsel, General Motors, at: http://www.acca.com/
protected/policy/conduct/gm_ocletter.pdf

Memo to Clients and Other Interested Parties, O’Melveny & Myers LLP 
(February 24, 2003), at: http://www.acca.com/chapters/socal/program/sox/at-
torney_conduct_rules.pdf

Washington Metropolitan Area Corporate Counsel Association, Understanding 
the New SEC Attorney Responsibility Rules (February 6, 2003), at: http://www.
acca.com/chapters/program/wmacca/307rules.pdf

For information on how to use outside firms to help your legal department navi-
gate through the new attorney standards, see: 

Richard Ober and Michael Parish, Maybe You Need a Lawyer: Does the Sar-
banes-Oxley Act Make the SEC Your Client? ACC Docket 21, no. 4 (April 
2003): 70-85, available at: http://www.acca.com/protected/pubs/docket/am03/
client1.php

For more information on ethics and professional issues related to Sarbanes-Oxley 
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as tied to the role of in-house and outside counsel, see:

Role of the General Counsel, ACC InfoPAK (March 2005), available at www.
acca.com/protected/infopaks/role_gc/infopak.pdf

Kathryn M. Fenton, Counseling the Corporation Post-Sarbanes-Oxley: Ethics 
and Professionalism Issues for In-house and Outside Counsel, 2004, available 
at: www.acca.com/protected/legres/corpresp/counselingcorporation.pdf

Corporations have drafted policies and procedures for outside counsel in satisfying 
its obligations under Part 205 of the SEC Rules. These revised corporate policies 
are intended to supplement, not restate the SEC requirements, as the drafters 
expect that outside counsel will familiarize themselves with the SEC Rules. The 
following are model corporate policies and procedures for outside counsel: 

  Model Letter to Outside Counsel Regarding Compliance with SEC Rule 
205, Wilmer, Cutler & Pickering, at: http://www.acca.com/protected/policy/
conduct/wilmer_ocpolicy.pdf

 Policy Regarding Compliance with SEC Attorney Conduct Rules, at page 12, 
at: http://www.acca.com/protected/policy/conduct/rules_sample1.pdf

III.  When Does the Duty Arise?

A.  Overview 

A significant attorney duty imposed by the SEC standards pursuant to Section 307 
of the Act is presented in an extensive scheme requiring an attorney who becomes 
aware of “evidence of a material violation” (as an appearing and practicing attor-
ney before the SEC in the representation of a company), to report that evidence 

“up the ladder.” Specifically, the SEC Rules require an attorney to: 

1. report evidence of a material violation of securities law or breach of 
fiduciary duty (or other similar act) to the Chief Legal Officer (CLO) or 
Chief Executive Officer (CEO)³³

and 

2. if the CEO or CLO fails to respond appropriately to such evidence to 
the: Audit Committee of Board of Directors (or another committee of 
non-employee directors) or the Board of Directors if there is no audit 
committee.³⁴ 
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However, counsel needs to understand the circumstances that trigger this require-
ment under the SEC rules. Then, counsel must become familiar with the pre-
scribed methods for reporting up the ladder. 

B.  When is the Duty to Report “Up the Ladder” Triggered?

Again, “attorney” in this context refers to one appearing and practicing before the 
SEC in the representation of a company. Once a lawyer is deemed to fall within 
the reach of the regulations, his or her duty is set forth in Section 205.3(b)(1)³⁵: 

“[i]f an attorney… becomes aware of evidence of a material violation by the issuer 
or by any officer, director, employee or agent of the issuer, the attorney shall report 
such evidence to the issuer’s chief legal officer… or to both the issuer’s chief legal 
officer and its chief executive officer… forthwith…”³⁶

Thus, the duty to report under the SEC rules is triggered when a lawyer becomes 
“aware of evidence of material violation by a company or its officer, director, em-
ployee, or agent.” The rule itself does not specify any required quantum, propor-
tion, or persuasive effect of the evidence. Yet, the rule further explains that such 
evidence includes “credible evidence, based upon which it would be unreasonable, 
under the circumstances, for a prudent and competent attorney not to conclude 
that it is reasonably likely that a material violation has occurred, is ongoing, or is 
about to occur.”³⁷ Further, the rules and adopting release define these terms as 
follows: 

Circumstances are relevant circumstances, including the reporting attorney’s 
experience, expertise, and knowledge.³⁸ These also includes the time constraints 
under which the attorney is acting, the attorney’s previous experience and 
familiarity with the client, and the availability of other lawyers with whom the 
attorney may consult. ³⁹

Material violation is a violation of an applicable U.S. state or federal securities law, 
a material breach of fiduciary duty arising under a state or federal law, or similar 
material violation of any state statutory or common law, or federal law.⁴⁰ Al-
though the Commission did not define “material” in the rules, the release notes 
that the term material should be interpreted by the courts in light of its usual 
meaning under the applicable federal securities law.⁴¹ 

Reasonably likely knowledge requirement demands that a material violation must be 
more than merely possible, but need not be “more likely than not.”⁴²

Breach of fiduciary duty is committed by any breach of fiduciary duty (or simi-
lar duty), recognized by federal or state law, to a company including but not 
limited to: misfeasance, nonfeasance, abdication of duty, abuse of trust, and 
approval of unlawful transactions.⁴³ It remains unclear if all duties of diligence, 
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care and loyalty are subject to the rule. 

Both the ABA Model Rule and SEC Rule 205.3(b)(1) contain this mandatory up-
the-ladder reporting requirement. The Model Rules requires that if a lawyer for an 
organization knows that an organization’s agent is engaged in actions which will 
harm the company or violate the law in a manner that will cause substantial injury 
to the client, that lawyer must report it to any higher authority in the organization. 
The SEC Rule is also mandatory, but refers to these same violations that must be 
reported as “material violations” instead of those that will cause substantial harm. 
The SEC Rules attempt to provide greater content and clarity to the reporting 
requirements than the ABA Model Rules.

C. Issues Presented 

(1)  Compare Standard to Rule 1.13 of the ABA Model Rules of Professional 
Conduct

Although the SEC rules only apply to attorneys practicing before the Commission, 
those states that have adopted Model Rule 1.13 impose substantially the same 
requirements upon all attorneys. The main difference between the SEC Rule and 
the state ethics rules is the mechanism of enforcement. Where the Model Rules 
are enforced through state processes, the SEC rules are enforced by the Commis-
sion itself.⁴⁴

The SEC has stated that where the state-adopted ABA Model Rule differs from the 
standards established in the SEC final rules, the SEC standards will prevail.⁴⁵ An 
important distinction in interpreting which lawyers are within the scope of Sar-
banes-Oxley is that the SEC standards require an in-house lawyer to take action, 
including reporting up the ladder, when the lawyer becomes aware of any evi-
dence of a material violation. Model Rule 1.13, by contrast, requires the attorney 
to take action only when the attorney learns of certain facts related to his or her 
representation.⁴⁶ Thus, a lawyer under Model Rule 1.13 must act only if he or she 
has reached a high level of certainty (knows) that a violation has occurred. The 
SEC’s commentary explains that it had rejected the knowing requirement for the 

“reasonably likely” standard.⁴⁷ It also describes the “reasonably likely” standard as 
“more than a mere possibility but it need not be ‘more likely than not.’ “⁴⁸ Such 
a loose standard will certainly prove difficult, as attorneys struggle to apply it to 
factual scenarios in the future. Further, Model Rule 1.13 merely suggests that 
in-house lawyers may report up the ladder upon receiving evidence of their client’s 
wrongdoing, while Sarbanes-Oxley mandates such action. 

Meanwhile, practitioners believe that state bar associations are likely to raise the 
bar on attorney conduct by modifying Rule 1.13 and other corresponding Sar-
banes-Oxley rules.⁴⁹ However, since the revised Model Rules of Professional Con-
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duct failed to seize the opportunity to reconcile these differences, it is doubtful the 
states will take the initiative. Additional issues regarding Rule 1.13 and confidenti-
ality are analyzed in subsequent sections. 

For more discussion as well as practical advice concerning these reporting up the 
ladder issues, the following sources may be helpful: 

Memo Regarding What Legal Departments Can Do to Prepare for Compliance 
with New SEC Rules, ACCA Memo, available at: http://www.acca.com/pro-
tected/article/corpresp/8krule.pdf

Thomas Lee Hazen, Administrative Law Controls on Attorney Practice: A Look 
at the Securities and Exchange Commission’s Lawyer Conduct Rules, 55 admlr 
323 (2003). 

Giovanni P. Prezioso, Public Statement by SEC Official: Letter Regarding 
Washington State Bar Association’s Proposed Opinion on the Effect of the 
SEC’s Attorney Conduct Rules, Gen. Couns. Mem. (July 23, 2003), available 
at:

www.sec.gov/news/speech/spch072303gpp.htm

John K. Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing 
Corporate Counsel, ACCA Docket 21 no. 4(April 2003): 90-99, available at: 
http://www.acca.com/protected/pubs/docket/am03/ethics2.php

Jenny E Cieplak, Michael K. Hibey, The Sarbanes-Oxley Regulations and 
Model Rule 1.13: Redundant or Complementary, The Georgetown Journal of 
Legal Ethics, (Summer 2004).

Reporting Up the Ladder: Unclear Case Law Creates Tough Decisions, Corpo-
rate Legal Times, vol. 15, no. 163 (June 2005).

For discussion of preemption issues, see:

Chi Soo Kim and Elizabeth Laffittee, The Potential Effects of SEC Regulation 
of Attorney Conduct Under the Sarbanes-Oxley Act, 16 Geojle 707 (2003). 

(2) Material Breach of Fiduciary Duty

The SEC definition of “material violation” will certainly cause confusion, as it 
extends the triggering factor for its reporting requirement to a breach of fiduciary 
duty including a “similar duty.” Some experts observe that attorneys are not neces-
sarily well suited to judge the behavior of corporate management, especially in 
deciding on such issues as whether a manager has breached a duty of care. A duty 
of care, in corporate terms, involves a balance of risk and return, a task tradition-
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ally relegated to corporate management, not lawyers. In fact, the role of a lawyer 
in judging management’s duty is inconsistent with the ABA Model Rules (namely 
1.13—”up the corporate ladder” rule), which provides that “[w]hen constituents 
of the organization make decisions for it, the decisions ordinarily must be accept-
ed by the lawyer even if their utility or prudence is doubtful. Decisions concerning 
policy and operations, including ones entailing substantial risk, are not as such in 
the lawyer’s province.”⁵⁰ Placing the responsibility of judging whether manage-
ment has breached its duty of care upon lawyers, some assert, invites much confu-
sion and trouble. 

For a discussion on possible issues surrounding the SEC Rules, particularly on 
attorney standard of knowledge for reporting and identifying breach of duties, the 
following articles may be insightful: 

Guidelines Regarding SEC Standards of Professional Conduct for Attorneys, 
Palmer & Dodge LLP, at: http://www.acca.com/protected/policy/conduct/
palmerdodge.pdf

Securities and Exchange Commission Final Rule: Implementation of Standards 
of Professional Conduct for Attorneys, 17 C.F.R. pt. 205 (2002), available at: 
http://www.sec.gov/rules/final/33-8185.htm

For additional resources interpreting key phrases in Part 205 of the SEC standards, 
see: 

Laurence Stuart, In-house Counsel as Corporate Cop–Up the Ladder or Down 
the Chute, (Baker & McKenzie 2003), available at: http://www.acca.com/pro-
tected/legres/ethics/corpcop.pdf

John K. Villa, A First Look at the Final Sarbanes-Oxley Regulations Governing 
Corporate Counsel, ACCA Docket 21, no. 4 (April 2003): 90-99, available at: 
http://www.acca.com/protected/pubs/docket/am03/ethics2.php
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IV.  Reporting Obligations in the 
Event of Material Violation: 
Implementing the “Up the 
Ladder” Requirement

A.  Reporting Attorney’s Duties

The “up the ladder” duty requires an attorney to report evidence of a material 
violation to either a supervisory attorney, or the company’s chief legal counsel, 
or chief executive officer. The CEO or CLO, not the reporting attorney, must 
conduct an inquiry. When the attorney chooses to report such evidence directly 
to the company’s CEO or CLO, she must assess whether the officer responded 
appropriately. If the attorney does not believe the response from the corporate 
officer was appropriate, she must report the violation up to the issuer’s audit or 
other independent committee or to the full board of directors. The standards allow 
an attorney to report directly to the committees or board, if he or she feels that it 
would be futile to report to the CEO or CLO. 

A reporting attorney who receives an appropriate and timely response to his/her 
report will have satisfied the obligations under the rules. Note that the rules do 
not impose a separate duty on the reporting attorney to investigate the evidence 
of a material violation. However, an attorney who has reported the matter all the 
way “up the ladder” and has not received an appropriate and timely response must 
explain his reasons for this belief to either the CLO, CEO, Board of Directors, 
audit or independent committee to whom he reported the evidence of a material 
violation. 

B. Supervisory Attorney’s Duties

The “up the ladder” reporting duty requires an attorney to turn in evidence of a 
material violation to either a supervisory attorney, or the company’s chief legal 
counsel (CLO), or chief executive officer (CEO). If the reporting attorney chooses 
to report to a supervisory attorney, the supervisory attorney must then assess 
whether a material violation has occurred, is ongoing, or is about to occur. If the 
supervisory attorney does not reasonably believe that there is a material violation 
(or potential violation), then he or she must notify the subordinate attorney of 
this conclusion. The subordinate attorney may then decide whether to report the 
evidence to the CLC or CEO, the company’s board or audit committee, or other 
independent committee of the corporation. However, the subordinate attorney 
is not required to do so. If the supervisory attorney believes that there is credible 
evidence of a material violation, he or she must report such evidence up the ladder 
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to the company’s chief legal or executive officer. 

The duty of the attorney reporting the matter to the CLO or CEO is not complete 
at this point. Rather, he or she must evaluate the response from the issuer’s chief 
legal or executive officer. If the reporting attorney feels the officer has not appro-
priately responded to the concern, he or she must report directly to the company’s 
audit committee, the board of the directors, or another committee of independent 
directors. 

It may be argued that Rule 205 requires no more of lawyers than what most would 
already do – that is, move issues up the ladder within an organization and seek 
an appropriate response. However, it is also true that the trigger for the report-
ing obligation in the rule is inherently ambiguous. The standard is that lawyers 
must be “aware” of evidence of a material violation. But, how does one define that 
point in time when they become “aware” of something? And how much evidence 
of a material violation is required? For example, if an employee or officer forwards 
in-house counsel an e-mail containing a rumor of bad acts, is the attorney then 

“aware” of a material violation? What happens when a disgruntled employee of sus-
pect credibility brings a potential problem to the attention of in-house counsel?⁵¹

The importance of adhering to the new standards was illustrated by the SEC’s 
case against John E. Isselman, Jr., the former General Counsel of Electro Scien-
tific Industries Inc. (ESI). In September 2004, the SEC charged Isselman with a 
violation of Rule 13(b)2-2 of the Exchange Act for failing to provide important 
information to ESI’s audit committee, board of directors and auditors regarding 
a significant fraudulent accounting transaction that enabled ESI to report a profit 
rather than a loss. The SEC did not allege that Isselman participated in the scheme 
to boost profits, nor that he knew about the fraud. However, the SEC determined 
that Isselman’s failure to report the transaction up the ladder after he learned of 
the fraud constituted a violation of securities law. In his settlement with the SEC, 
Isselman did not admit or deny the agency’s allegations but he did agree to pay a 
$50,000 civil penalty and agreed to a cease-and-desist order.

In January 2005, the SEC charged Google and its General Counsel, David C. 
Drummond, with failure to register over $80 million in employee stock options.⁵² 
The federal securities laws require companies issuing over $5 million in options 
during a 12 month period to provide detailed financials to recipients or regis-
ter—thereby publicly disclosing financial and other information. The commission 
further found that Drummond was aware that the registration and related disclo-
sure obligations had been triggered, but believed Google could avoid providing 
the information to its employees by relying on an exemption from the law. The 
exemption was, in fact, inapplicable.

In order to comply with the Section 307 rules, many companies have developed 
written policies or standards describing their “up-the-ladder” reporting expecta-
tions. These expectations should be communicated to (and apply to) all attorneys 
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within a company and reportable allegations covered by departmental policies 
may be broader in scope and application than the SEC rules may require. Most 
company policies do not want in-house counsel to deliberate as to whether they 
should report something wrong to the CLO or other senior counsel. Rather, they 
want allegations of wrongdoing reported up within the legal department immedi-
ately. Although individual companies’ procedures may vary, most will include the 
creation of internal guidance resources and extensive training. Many legal depart-
ments have a designated advisory counsel or committee to assist attorneys who are 
confused or need advice.

C. The Duties of the Chief Legal Officer (“CLO”) & the Chief 
Executive Officer (“CEO”)

If the reporting or supervisory attorney decides to report to the CEO or CLO of 
the company, that officer must then conduct reasonable inquiry into the possible 
violations outlined in the report. If either officer determines no material violation 
has occurred, is ongoing or is about to occur, it must notify the reporting attorney 
of such findings and state the basis for such an opinion. 

If the CLO finds that there is a material violation, the CLO must take reasonable 
steps to cause the company to stop the violations, to prevent it, or to remedy the 
consequences of the violation. A CLO may want to launch an inquiry or turn the 
matter over to a legal compliance committee. However, the compliance committee 
must have been established before the event occurred. ⁵³

On July 15, 2004, Mark Belnick, the former General Counsel for Tyco Interna-
tional Ltd. was acquitted of charges of grand larceny, securities fraud, and falsify-
ing business records for accepting more than $30 million in the form of unauthor-
ized loans and bonuses. The central defense argument throughout the case was 
that the prosecution’s case was based on a fundamental misunderstanding of the 
GC’s role in ferreting out corporate fraud. The prosecution alleged that Belnick 
must have known about Tyco’s misdeeds and that the failure to uncover and dis-
close irregularities in his $30 million compensation package was part of a cover-up. 
However, according to the defense, Belnick was entitled to rely on the word of the 
CEO and CFO for guidance on issues of board approval and compensation. Al-
though a jury ultimately acquitted Belnick, his trial came at a significant personal 
and professional cost. The Belnick case illustrates the importance of the GC’s need 
to have internal controls that ensure that good information reaches the top of the 
ladder in light of changing professional rules and changing perceptions of those 
rules. As GCs assume a greater responsibility for being aware of what is going on 
in their organizations, there is an increased possibility that more information, and 
less meaningful information, will be reported up to ladder to them.⁵⁴
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D. Determining Whether the Response is “Appropriate”

The SEC identifies three possible responses an attorney may receive that are con-
sidered appropriate. Hence, the phrase, “appropriate response” means a response 
that provides a basis for an attorney to reasonably believe that: 

there is no occurring material violation,

the company has adopted appropriate remedial measures (including taking ap-
propriate steps or sanctions to stop any material violations that are ongoing, to 
prevent any material violation that has yet to occur, and to remedy or otherwise 
appropriately address any material violation that has already occurred and to 
minimize the likelihood of its recurrence), or

the company, with the consent of the board (or other independent committee 
or a QLCC), has retained or directed an attorney to review the reported evi-
dence of a material violation and has either implemented the attorney’s reme-
dial recommendations or been advised by the attorney that he or she can assert 
a colorable defense in any proceeding relating to the reported violation.⁵⁵ 

Note that the third approach requires only that the reporting attorney and CLO 
form a reasonable belief that the company retained or directed an attorney to take 
action. This will likely reduce the burden of the company to furnish substantial 
information to the reporting attorney, particularly if the reported violation is 
beyond the scope of the attorney’s expertise. In contrast, the first two options 
require the reporting attorney to form a reasonable belief as to whether a material 
violation exists and whether the response was appropriate. Further, under the third 
approach, the reporting attorney and CLO or CEO will be less exposed to being 
second-guessed by the SEC.⁵⁶ 

For guidance and information on up the ladder reporting and checklists, see: 

Attorney-Client Privilege in the Corporate Setting, Fact Sheet, Quinn Emanuel 
Urquhart Oliver & Hedges, LLP, available at: http://www.acca.com/chapters/so-
cal/program/corpattyclient.pdf 

Broc Romanek and Kenneth Winer, The New Sarbanes-Oxley Responsibility 
Standards, Feature Article, ACCA Docket 21 no. 5 (May 2003): 40-55, avail-
able at: http://www.acca.com/protected/pubs/docket/mj03/standard1.php

Sample General Counsel Letter to Legal Department regarding Sarbanes-Oxley 
"Up the Ladder" Reporting, available at: http://www.acca.com/protected/forms/
corpresp/jci_qlcc.pdf
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Summary:  The Final Rule: Responsibilities of Supervisory  
  and Subordinate Attorneys⁵⁷

The rules define a “supervisory attorney” (e.g., a CLO in a public company or a 
partner in an outside law firm) as an attorney who directs or supervises one or 
more subordinate attorneys. 

A “subordinate attorney” does not include one who is under the direct supervi-
sion or direction of the CLO. 

To the extent a subordinate attorney appears and practices before the SEC, that 
attorney’s supervisory attorneys are deemed also to appear and practice before 
the SEC.

A supervisory attorney must make reasonable efforts to ensure that subordinate 
attorneys comply with the reporting rules. 

Subordinate attorneys are deemed to have satisfied their reporting obligations 
once a report is made to a supervisory attorney.

A subordinate attorney who has reported evidence of a material violation to a 
supervisory attorney and who reasonably believes that the supervisory attorney 
has failed to comply with the reporting requirements is permitted, but not obli-
gated, to report the evidence “up the ladder.” 

“Appropriate response” means a response that provides a basis for an attorney to 
reasonably believe that either:  (1) there is no occurring material violation, (2) 
the company has adopted appropriate remedial measures; or (3) the company’s 
board (or other independent committee or a QLCC), has consented to re-
taining or directing an attorney to review the reported evidence of a material 
violation and has either implemented the attorney’s remedial recommendations 
or been advised by the attorney that the company or individual can assert a 
colorable defense in any proceeding relating to the reported violation. 

The final rules have eliminated the documentation requirements contained in 
the proposed rules with respect to:

(1) the subordinate’s report and 

(2) the basis for the conclusion if the supervisory attorney believes 
that the information reported by the subordinate attorney need not be 
reported “up the ladder.” 
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V.  The Qualified Legal Compliance 
Committee (QLCC) Option

The QLCC is a vision initially created by the SEC for regulating attorney conduct 
in its final rules, codified in 17 CFR Part 205 pursuant to Section 307 of the 
Sarbanes-Oxley Act. The primary purpose of a QLCC, or optional “independent” 
board committee, is to provide legal problem oversight for the board on behalf of 
the corporation. Since the SEC in Part 205 does not require corporations to create 
a QLCC, it is wise to examine certain aspects of the entity, such as: (i) its function, 
(ii) its basic structure, (iii) its responsibility and authority, and (iv)its advantages 
and disadvantages. 

A.  Function

Section 205.3 (c) of the SEC Final Rules offers the creation of a QLCC as an 
alternative method of reporting up the ladder. For instance, rather than reporting 
to a supervisory attorney, company CEO or CLO or Board of Directors, an attor-
ney who discovers evidence of a violation can report directly to a Qualified Legal 
Compliance Committee (QLCC). The SEC requires that a QLCC be established 
prior to the event upon which an allegation is based. Specifically, Section 205.3 (c) 
provides: 

(1) If an attorney… becomes aware of evidence of a material violation… 
the attorney may, as an alternative to the reporting requirements of 
paragraph (b) of this section, report such evidence to a qualified legal 
compliance committee, if the issuer has previously formed such a com-
mittee. An attorney who [so] reports… has satisfied his or her obliga-
tion to report… and is not required to asses the issuer’s response… 

(2) A chief legal officer… may refer a report of evidence of a material vio-
lation to a previously established qualified legal compliance committee 
in lieu of causing an inquiry… The chief legal officer (or the equivalent 
thereof ) shall inform the reporting attorney that the report has been 
referred… 

Thus, as an alternative to the prescribed methods of reporting up the ladder, an 
attorney may seek to disclose evidence of a violation directly to the QLCC—if the 
corporation has established one—and relieve himself or herself of further report-
ing responsibilities required by the SEC rules. In doing so, the QLCC allows an 
attorney to bypass several steps of reporting up the ladder by reporting to a single 
entity. Similarly, a chief legal officer may refer a report of evidence of a material 
violation to the company’s QLCC, rather than causing an inquiry, and inform 
the reporting attorney of this course.⁵⁸ This reporting approach allows lawyers 
who discover a potential violation to shift the responsibility of follow-up to the 
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board. The QLCC then assumes responsibility for the investigation, remedial ac-
tion, or any necessary reporting out required by law. Further, the establishment of 
a QLCC is encouraged by the Commission in the final SEC rules, because such a 
structure institutionalizes the practice of assessing evidence of a material violation 
and promotes a more preventative approach. 

B.  Basic Structure of a QLCC

Section 205.2(k)(1) defines the structure of a “qualified legal compliance commit-
tee of a company.” Specifically, it requires a QLCC to have both of the following: 

At least one member of the issuer’s audit committee (or, if the issuer has no 
audit committee, one member from an equivalent committee of independent 
directors); and 

Two or more members of the corporation’s full board of directors who are not 
employed either directly or indirectly by the company and are not “interested 
persons” (in the case of a registered investment company) as defined in Section 
2(a)(19) of the Investment Company Act of 1940. 

C.  Responsibilities and Powers 

Sections 205.2(k)(2), (3) & (4) provide that a qualified legal compliance commit-
tee of a corporation is vested with certain obligations and authority. Specifically, 
the regulations require that the QLCC: 

Has adopted written procedures for the confidential receipt, retention, and 
consideration of any report…⁵⁹

Has been duly established… with the authority and responsibility: 

(i) To inform the issuer’s chief legal officer and chief executive officer… 
of any report of evidence of a material violation (except in the circum-
stances described in Section 205.3(b)(4));

(ii) To determine whether an investigation is necessary… and, if it deter-
mines an investigation is necessary or appropriate, to:

 (A) Notify the audit committee or full board of directors, 

 (B) Initiate an investigation… and

 (C) Retain such additional expert personnel as the committee deems 
necessary; and 
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(iii) At the conclusion of any such investigation, to: 

 (A) Recommend, by majority vote, that the issuer implement an appro-
priate response… and 

 (B) Inform the chief legal officer and the chief executive officer…and 
the board… of the results of any such investigation…;⁶⁰ and

Has the authority and responsibility, acting by majority vote, to take all other 
appropriate action, including the authority to notify the Commission in the 
event that the issuer fails in any material respect to implement an appropriate 
response… ⁶¹

It is important to clarify a few aspects of the QLCC’s requisite powers and obli-
gations. First, while QLCC has the authority and responsibility to recommend 
that an issuer take appropriate remedial action in response to the QLCC’s noted 
violation, it has no authority to direct the issuer to take such action. The reason 
that the SEC fashioned the rules this way is because vesting QLCC with power 
to compel the board to act would conflict with established corporate governance 
models.⁶² Any decisions and actions of the QLCC must be made by majority vote, 
although unanimity is not required. Further, if the corporation materially fails to 
implement an appropriate response that the QLCC has recommended, the QLCC 
has authority and responsibility, by way of majority vote, to notify the Commis-
sion of such failure.⁶³ 

For guidelines on the mechanics of reporting to a QLCC and sample company 
procedures, see: 

Securities and Exchange Commission Final Rule: Implementation of Standards 
of Professional Conduct for Attorneys, 17 C.F.R. pt. 205, 205.2 (k) (2002), 
available at: http://www.sec.gov/rules/final/33-8185.htm

General Motors Corporation Qualified Legal Compliance Committee Proce-
dures, at: http://www.acca.com/protected/forms/corpresp/gm_qlcc.pdf

Joseph T. McLaughlin, Guy N. Molinari, Karen Crupi-Fitzgerald, and Holly 
Kulka, Qualified Legal, Compliance Committee: Policies and Procedures, 
Heller Ehrman (April 2003), at: http://www.acca.com/protected/program/qlcc_
presentation.pdf

D.  Liability of QLCC Members

While neither Section 307 of the Act nor the Final Rules contain any provision 
regarding the liability of directors who serve on the QLCC, the Commission 
expressly states in the Final Release that it “does not intend service on a QLCC to 
increase the liability of any member of a board of directors under state law, and in-
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deed, expressly finds that it would be inconsistent with public interest for a court 
to so conclude.”⁶⁴ 

E.  Issues Presented 

(1)  QLCC and the Reporting Out Requirement

Some practitioners have commented that the language in section 205.2(k)(4) is 
ambiguous. While this section states that the QLCC is vested with “authority and 
responsibility… to take… appropriate action, including the authority to notify 
the Commission…” it remains unclear whether the QLCC also has the affirma-
tive responsibility to notify the Commission. The fact that the word “authority” 
refers to the act of notifying the Commission suggests that it may be a permis-
sive— rather than mandatory—code of conduct. 

What is also unclear is whether the QLCC would be subject to disciplinary action 
in the event that it should fail to act properly. Since Congress directed the SEC to 
establish standards of conduct for lawyers, it is unclear if the SEC may sanction 
directors under such a directive. Thus, in the spirit of the law, it remains uncertain 
if the definition of a QLCC provided in section 205.2. (k)(4) should be interpret-
ed to require reporting out, or whether reporting out is merely an option. ⁶⁵ For 
more information on this topic, see:

Susan Hackett, QLCCs: The In-House Perspective, Wall Street Lawyer (May 
2004) at: http://www.realcorporatelawyer.com/wsl/wsl0504.html

Simon M. Lorne, An Issue-Annotated Version of the Sox: A Work in Progress, 
Munger, Tolles & Olson LLP (December 2003), at: http://www.acca.com/pro-
tected/article/corpresp/sarbox_attyethics.pdf

(2)  Advantages and Disadvantages of Creating a QLCC

One way to preserve the corporation’s ability to use the attorney-client privilege 
and work product doctrine to protect any information discovered through the 
course of an investigation is to use a QLCC. A QLCC may retain outside counsel 
at the outset of an investigation to examine the potential of a material violation. 
In following this course of action, a QLCC can help prevent increased liability 
due to disclosure of potentially damaging information.⁶⁶ 

Curiously, although many corporations quickly adopted the many corporate gov-
ernance suggestions and mandates, very few have chosen to create a QLCC. One 
reason is context. While the SEC suggested the creation of the QLCC in its final 
rules, it drafted the suggestion when mandatory reporting out requirements were 
still in the rules. Since the reporting out requirements were removed from the final 
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rule, Part 205, there is little need for a QLCC.⁶⁷

Another reason for the scarcity of these entities is that the creation of a QLCC 
primarily benefits lawyers, while leaving their director counterparts subject to 
liability. Corporate boards may be reluctant to establish yet another committee of 
the Board charged with governance responsibilities, while the entire in-house legal 
department evades the investigation, assessment and internal reporting responsi-
bilities. Such resistance is a natural response from directors, particularly in light 
of recent corporate debacles in which director liability has substantially increased. 
Thus, many in-house lawyers are re-thinking the QLCC suggestion. 

Another issue that has hindered the use of the QLCC is the cost in recruiting 
qualified Directors.⁶⁸ Because QLCC members face increased workloads and li-
ability, individuals will often be either reluctant to serve or cost the company too 
much by demanding the company buy stronger (i.e., costlier) D&O coverage and 
pay them higher fees than the other directors. 

Further, a QLCC can bread animosity amongst the board itself. A board commit-
tee that operates apart from—and is more knowledgeable than—management is 
not compatible with normal corporate functioning. Management, especially the 
CEO, is therefore apt to resist formation of the QLCC and to refuse to cooperate 
with it. 

After first glance, the structure of the QLCC is suspect.⁶⁹ The reason in-house 
lawyers would promote the establishment of a QLCC is to shift responsibility and 
liability to an independent committee. However, in order for this to work, the 
QLCC must hire an independent counsel, unfamiliar with the client’s operations. 
Clearly, a Corporate Legal Officer would not favor this route, as the board com-
mittee would be retaining a law firm which is unfamiliar with the corporation to 
pursue a probing and sensitive investigation, free of any oversight by the corpora-
tion’s in-house lawyers. 

In addition, given the outside firm’s lack of experience with the corporation, the 
costs may be considerably high, and may significantly impact in-house counsel 
budget. The fact that this may have a negative affect on intra-corporate commu-
nications—namely between in-house counsels and corporate directors and execu-
tives—makes the QLCC approach appear counter-intuitive from the standpoint 
of best practices in corporate responsibility. The alternative would be to select in-
house lawyers to work with an independent counsel retained by the QLCC. Given 
this scenario, however, in-house lawyers are subject to liability and increased 
responsibility, and the QLCC’s purpose is largely diminished. 

Further, most in-house counsel have a sense of professional obligation and compe-
tency in the area of corporate governance. Given that most members of a QLCC 
are experts in the fields of business and finance, it would seem impractical that 
they have the time, expertise or interest in making informed decisions regarding 
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allegations and reports. Although the CLO plays a crucial role in advising the di-
rectors in the day-to-day business decisions, the QLCC effectively locks the CLO 
out of the advising loop. Thus, shifting responsibility to the QLCC raises critical 
issues as to basic competency of the corporate officers.⁷⁰

However, there are several good reasons in favor of the creation of a QLCC. Refer-
ral of a possible material violation to the QLCC should remove any suspicion 
that the matter would not be dealt with appropriately by management. When a 
CLO refers a report of misconduct to the QLCC, the CLO is not then required 
to make any further response to the reporting attorney, other than informing the 
attorney of the referral. An attorney reporting to a QLCC has no duty to evaluate 
its response, as otherwise required under the rule. In addition, creating a QLCC 
may become standard “best practice” in corporate governance. And, although not 
mandatory, its absence may raise questions about other governance issues.

The continued development of SEC rules and regulations based on the Sarbanes-
Oxley Act means that in-house counsel must remain current on legal develop-
ments. Counsel should conduct frequent research, or attend legal education classes 
to ensure awareness of regulations is as current as possible.⁷¹

For additional dialogue on issues regarding the QLCC option, confidentiality is-
sues, and advantages and disadvantages, the following sources may be useful: 

Susan Hackett, Issues for Law Departments Considering Whether to Recom-
mend that Their Board Create a QLCC, ACCA Memo (August 27, 2003) at: 
http://www.acca.com/protected/article/corpresp/qlcc_issues.pdf

Simon M. Lorne, An Issue-Annotated Version of the Sox: A Work in Progress, 
Munger, Tolles & Olson LLP (December 2003), at: http://www.acca.com/pro-
tected/article/corpresp/sarbox_attyethics.pdf

Joseph T. McLaughlin, Guy N. Molinari, Karen M. Crupi-Fitzgerald, and 
Holly Kulka, Qualified Legal Compliance Committee: Policies and Procedures, 
Heller Ehrman White & McAuliffe LLP, at 13-16 (April 2003), available at: 
http://www.acca.com/protected/program/qlcc_presentation.pdf

Memo Regarding What Legal Departments Can Do to Prepare for Compli-
ance with New SEC Rules, ACCA Memo, at 1-2, available at: http://www.acca.
com/protected/article/corpresp/8krule.pdf

The New Sarbanes-Oxley Attorney Responsibility Standards, ACCA Docket 21 
no. 5 (May 2003), available at: http://www.acca.com/protected/pubs/docket/
mj03/standard2.php

Paul S. Maco, Kevin Lewis and David Godschalk, The Qualified Legal Compli-
ance Committee: A Practical Choice?, Securities Regulatory Update (June 9, 
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2003).

Audrey Strauss, Qualified Legal Compliance Committees: Pros and Cons, New 
York Law Journal (May 1, 2003).

Susan Hackett, QLCCs: The In-House Perspective, Wallstreetlawyer.com: Secu-
rities in the Electronic Age (May 2004).

VI.  Drafting a Company Policy
Many corporate legal departments have responded to the new rules by drafting 
policy statements and guidelines to aid attorneys with proper professional conduct. 
Some companies with pre-existing professional guidelines will simply reiterate the 
comprehensive policies already in place, while others will develop new guidelines. 
Whatever the case, it is important to bear in mind a few key issues in forming a 
sample policy for your company. 

First, identify the various purposes for drafting a policy. These may include: 

Attorney Interest: Rules of professional responsibility regulating attorney con-
duct.

Client Service/Liability Interests of Law Department: Mandate proper manage-
ment policies that ensure reports are made and remedies are sought in response 
to allegations. 

Drafting a policy with these distinct goals in mind will best enable your legal 
department to balance the obligations imposed by the Commission’s rules and 
company policies with their duty to act in the best interest of their clients. This 
approach can dispel the notion that attorneys are now in the “gotcha!” report-
ing business, and recognize instead that counsel are members of a corporate team, 
responsible for legal counseling and preventive compliance.⁷² 

Sample Policies: Developing a policy is necessary, but not sufficient. It is essen-
tial to educate employees about what the policy means, when to ask questions, 
whom to turn to for aid, and the importance of ethical conduct to the company. 
To view the comprehensive plans of companies such as BellSouth Corporation, 
Duke Energy Corporation, General Electric Company, General Motors Corpo-
ration, Hasbro, Inc., PepsiCo, Inc., Starbucks, Xerox Corporation, check out 
the following: 

Emerging and Leading Practices in Sarbanes 307 Up-The-Ladder Report-
ing and Attorney Professional Conduct Programs: What Companies 
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and Law Firms are Doing, Leading Practice Profiles Series, ACC (Sep-
tember 4, 2003), at: http://www.acca.com/protected/article/corpresp/
lead_sarbox.pdf

Guidelines Regarding SEC Standards of Professional Conduct for Attor-
neys, Palmer and Dodge LLP, at: http://www.acca.com/protected/poli-
cy/conduct/palmerdodge.pdf

Law Department Polices/Memoranda, Hasbro, Inc. Mission Statement, 
at: http://www.acca.com/protected/policy/conduct/hasbro.giv

Leading Practices in Codes of Business Conduct and Ethics: What Com-
panies are Doing, Best Practices Profiles Series, ACCA (August 2003), 
at: http://www.acca.com/protected/article/ethics/lead_ethics.pdf

Office of General Counsel Policy Compliance with SEC Attorney Con-
duct Standards, Policy Statement, Xerox Corporation (August 1, 2003), 
at: http://www.acca.com/protected/policy/conduct/xerox.pdf

Memo to In-House Attorneys re: SEC Standards, General Motors, at: 
http://www.acca.com/protected/policy/conduct/gm_inhouse.pdf

Tips 

Five Practical Steps for In-house Counsel Concerned about Changes in 
Lawyer Regulation Pursuant to Sarbanes-Oxley Section 307, available 
at: http://www.acca.com/legres/corpresponsibility/307/steps.pdf

Broc Romanek and Kenneth B.Winer, Practical Tips for Dealing with the 
New Attorney Responsibility Standards, ACC Docket 21 no. 5 (May 
2003): 40-55, available at: http://www.acca.com/protected/pubs/docket/
mj03/standard_tips.php

VII. Whistleblowers

A. Protection for Whistleblowers

Sarbanes-Oxley creates a new claim for employees, including attorneys, fired or 
treated adversely because of a complaint or report of conduct by a company that 
violates Sarbanes-Oxley.⁷³ If an attorney who was formerly employed or retained 
by an issuer who has reported evidence of a material violation reasonably believes 
that he or she has been discharged on the basis of his or her report, such attorney 
may notify the board of directors of such discharge. In-house attorneys may fur-
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ther avail themselves of the benefit of Section 806 of Sarbanes-Oxley Act, which 
offers whistleblower protection. However, given the traditional limitations on 
wrongful discharge, and respecting a client’s fundamental right to choose counsel, 
it remains to be seen if this provision will be of significant value to in-house coun-
sel who shed light upon corporate misfeasance. 

Section 806 of Sarbanes-Oxley, entitled “Whistleblower Protection for Employ-
ees of Publicly Traded Companies,” strictly prohibits companies from engaging 
in retaliation against an employee for (1) providing information or making a 
complaint regarding conduct the employee “reasonably believes” constitutes a 
securities violation or securities fraud, or (2) filing or participating in proceedings 
related to fraud against shareholders. Employers (and in some cases individuals) 
found to have retaliated against a whistleblower may be subject to administrative, 
civil, and criminal sanctions. The whistle-blowing protections of the Act apply not 
only to publicly-traded companies, but also to their officers, employees, contrac-
tors, subcontractors, and agents. The Act specifically protects employees, includ-
ing counsel, when they take lawful acts to disclose information or otherwise assist 
criminal investigators, federal regulators, Congress, supervisors (or other proper 
people within a corporation), or parties in a judicial proceeding in detecting and 
stopping fraud. All that the Act requires is that the employee reasonably believes 
that a violation of federal securities law, the rules of the SEC, or “any provision 
of Federal law relating to fraud against shareholders” has occurred or is occurring. 
The Act protects employees who complain to any person at the company with 
the authority to “investigate, discover, or terminate misconduct,” which likely 
includes all corporate counsel and human resources professionals. This statutory 
language would appear to allow for individual liability of officers and employees. 
If the employer takes illegal action in retaliation for lawful and protected conduct, 
the Act allows the employee to file a complaint with the Department of Labor 
(“DOL”).

Sarbanes-Oxley protects two broad classes of conduct. First, an employee is pro-
tected from retaliation when providing information, causing information to be 
provided, or otherwise assisting in the investigation of conduct that “the employee 
reasonably believes” constitutes wire fraud, bank fraud, securities fraud, or viola-
tion of “any rule or regulation of the Securities and Exchange Commission, or any 
provision of Federal law relating to fraud against shareholders.” Second, the Act 
protects an employee from retaliation for filing, causing to be filed, testifying in, 
participating in, or otherwise assisting in a proceeding filed or about to be filed 
(that the employer knows about) relating to the types of fraud listed above.

The “whistleblower” employee must file a complaint with DOL within 90 days of 
the alleged retaliation. The whistleblower’s initial burden of proof is to show that 
the protected activity (i.e., complaint relating to fraud against the shareholders) 
was “a contributing factor” in the adverse employment decision. By contrast, the 
employer must prove “by clear and convincing evidence” that it would have taken 
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the same adverse employment action even in the absence of the whistleblower’s 
protected activity. If DOL decides to hold a hearing, it must do so expeditiously 
and must issue a final order within 120 days of the hearing. The employee can 
bring the matter to federal district court only if DOL does not resolve the matter 
within 180 days (and there is no showing that such delay is due to the bad faith of 
the claimant) as a normal case in law or equity, with no amount in controversy re-
quirement. The Act provides for reinstatement of the whistleblower, back pay with 
interest, and compensatory damages to make the whistleblower whole, including 
reasonable attorneys’ fees and costs, as remedies if the whistleblower prevails. The 
Act does not provide for either punitive damages or a jury trial. Judicial review is 
only available through an appeal to the Court of Appeals, but such appeal does 
not automatically stay the Department of Labor’s order. 

The Sarbanes-Oxley Act also makes it a felony offense for any person to “know-
ingly” and “with the intent to retaliate” take “any action harmful” to a person for 
providing truthful information to a law enforcement officer relating to the com-
mission or possible commission of “any Federal offense.”⁷⁴ The statute makes it 
clear that “harmful” conduct includes interference with employment but it does 
not define what additional harm may violate the law. This provision is noteworthy 
because it protects a broader class of whistleblowers than do the civil provisions of 
Sarbanes-Oxley. The statute protects truthful reporting of information relating to 
any federal offense, not just information relating to securities or other corporate 
fraud. Violation of this provision is punishable by fines of up to $250,000 for 
individuals and $500,000 for companies, ten years’ imprisonment, or both.

On February 15th, 2005 Administrative Law Judge Stephen Purcell ordered Car-
dinal Bankshares Inc. to reinstate its former chief financial officer, David Welch, 
and pay him nearly $65,000 in back pay and damages.⁷⁵ The significance is that 
Welch became the first person to win protection as a whistleblower under the 
Sarbanes-Oxley Act, passed by Congress in 2002 in the wake of corporate scandals 
at Enron, WorldCom and other firms. 

Since the law took effect in mid-2002, about 750 people have filed complaints 
with the Department of Labor, alleging that their employers retaliated against 
them for calling attention to financial mismanagement. The Labor Department 
oversees such cases in a three-step process that an employee must exhaust before 
going to federal court. The number of cases has risen with about 150 in the law’s 
first year and nearly twice that in its third.⁷⁶ Welch is one of just three workers to 
win protection so far. Fewer than 100 cases have ended in settlements.⁷⁷ While the 
case will be appealed in federal court, it suggests that the Whistle-blower provi-
sions of Sarbanes will be enforced by the courts.

For legislative materials, see:

Securities and Exchange Commission Final Rule: Implementation of Standards of Professional Conduct 
for Attorneys, 17 C.F.R. pt. 205 (2002), available at: http://www.sec.gov/rules/final/33-8185.htm
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Sarbanes-Oxley Act of 2002, Pub. L. No. 107-204, 116 Stat. 745, Section 307 (2002), available at: http://
www.acca.com/legres/enron/sarbanesoxley.pdf

B. Whistle-blowing/Noisy Withdrawal 

A pertinent question is will an attorney face any culpability if, after having re-
ported the matter all the way ‘up the ladder’—from his supervising attorney to the 
CLO, CEO and directors—the attorney learns that no action was taken?

In response to practitioner comments, state ethics regulators and foreign lawyers, 
the SEC deferred and/or eliminated some of the most controversial provisions that 
many believe were beyond the spirit of Sarbanes-Oxley. Initially, the SEC required 
that any attorney dissatisfied with the client’s response must make “a noisy with-
drawal.”⁷⁸ Under the SEC’s alternative rule, however, the corporation, rather than 
the reporting attorney, is required to notify the SEC regarding the circumstances 
of withdrawal. The following chart compares the requirements under the initial 
proposal with those contained in the proposed alternative rule.⁷⁹ Also note that 
the proposed alternative requires the corporation to file a form 8-K. 
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Originally Proposed Rules Alternative Rule

Circumstance Reporting attorney who has not 
received an appropriate response 
in a reasonable time 

Reporting attorney who has not received an 
appropriate response in a reasonable time

Standard Reporting attorney believes the 
material violation is either ongoing 
or is about to occur and is likely to 
result in substantial injury to the 
company or investors

There is substantial evidence that a material 
violation is ongoing or about to occur

Attorney Requirement 
“withdrawal” 

Reporting Firm  
Attorney: 

Under these circumstances, attor-
ney must withdraw from represen-

tation.  

Under such narrow circumstances, report-
ing attorney MUST:
• Withdraw from representation;
• Immediately cease to engage in 
any matter regarding the alleged violation; 
and 
• Firm Attorney: Notify the 
company in writing that the company has 
not provided an appropriate response in a 
reasonable time 

Reporting In-house 
Counsel “withdrawal”

In House Counsel: may, but is not 
required to withdraw from repre-
sentation. 

In-house Counsel: Notify the board stating 
that he or she will not be allowed to con-
tinue to work for the client on related issues 
for professional reasons, but does not need 
to resign.

SEC Notification 
“noisy” 

Reporting attorney MUST notify 
the SEC within one business day 
that the withdrawal was based 
on business considerations AND 
disaffirm any false or materially 
misleading submissions to the SEC 
that s/he has helped prepare. 

Reporting attorney NOT required to notify 
the SEC of the withdrawal, but is permitted 
to do so if the company did not report the 
attorney’s notice. 

Company  
Requirement 

Company must, upon receiving such writ-
ten notice from reporting attorney, report 
such notice and related circumstances on 
Form 8-k, 20-F or 40-F, within two business 
days of receipt.

In a speech to the ABA Business Law Section on April 3, 2004, SEC General 
Counsel Giovanni Prezioso said that although the Commission has not yet de-
cided whether to proceed with a mandatory “noisy withdrawal” rule, it is closely 
monitoring attorney compliance with the new “up the ladder” rule as well as the 
bar’s efforts to address the concerns raised by Congress in enacting Section 307.⁸⁰ 
It would appear that so long as Model Rules 1.13 and 1.6 are effective, they SEC 
will not attempt to enact regulations mandating a “noisy withdrawal.” 

For list format of noisy withdrawal alternatives, see: 

Attorney-Client Privilege in the Corporate Setting Fact Sheet, at 25, Quinn ■
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Emanuel Urquhart Oliver & Hedges, LLP, at: http://www.acca.com/chapters/
socal/program/corpattyclient.pdf

For recommendations on noisy withdrawal alternatives, see: 

Barry Nagler and M. Elizabeth Wall, ACC’s Second Comment Recommenda-
tions on Noisy Withdrawal, File No. S7-45-03 (April 7, 2003), available at: 
www.acca.com/advocacy/307comments2.pdf.

For information on the SEC rules on the new attorney standards and its alterna-
tive proposal of creating a Form 8-K public reporting requirement by the board, 
see: 

Stanley Keller, SEC Implements Standards of Professional Conduct for Attor-
neys, ACC and Palmer & Dodge LLP, available at: http://www.acca.com/legres/
corpresponsibility/307/summary.pdf

Critics comment that any permissive withdrawal should allow a reporting attor-
ney to withdraw from representing its client on the matter at issue, but continue 
representation otherwise. For a discussion, see: 

Robert S. Risoleo, Sullivan & Cromwell Memoranda, Advanced Doing Deals 
2003: Dealmaking in the New Transactional Marketplace, Practicing Law Insti-
tute (June 19-20, 2003), 1377 PLI/Corp 529, Order No. B0-01UN. 

C. Preventative Measures

There are several steps that GCs can take to protect themselves and their com-
panies from the threat of criminal and civil sanctions under the Sarbanes-Oxley 
whistleblower provisions:81

Impress upon your company the importance of establishing an effective internal compliance 

program. Such a program should include clear policies regarding corporate eth-
ics and conduct, internal reporting procedures, and training of employees and 
executives regarding these rules and their responsibilities and potential liability.

Adopt or revise codes of conduct. The code should reflect both the culture of the 
company and the standards of conduct expected from the company. The code 
should also encourage employees to report potential financial, ethical, legal, or 
other misconduct.

Examine job descriptions. Manager and supervisory job descriptions should re-
flect their duties and responsibilities with regard to corporate compliance. This 
communicates to managers and supervisors that the company takes compliance 
seriously and that it prohibits retaliation for reporting suspected misconduct.
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Establish response and investigation procedures. Written procedures should be in 
place for documenting and responding to employee complaints regarding al-
leged corporate fraud.

Train and educate employees regarding corporate compliance. Communicate to non-
supervisory employees about the company’s expectations regarding accurate 
reporting of company financial information and reporting potential miscon-
duct. The company should also make it clear that employees who report alleged 
misconduct in good faith will not be subjected to discrimination, harassment, 
or retaliation.

Properly document discipline and termination. Because the close timing of an em-
ployee’s termination relative to a complaint made by that employee regarding 
corporate compliance may create the appearance of retaliation, it is critical to 
carefully document employee performance problems as they come up and at 
termination. Managers and supervisors should carefully document employee 
performance deficiencies, and these records should be maintained.

VIII. Attorney-Client Privilege Issues

A.  Confidentiality & Model Rule 1.6

The issue of confidentiality in the representation of the corporation as a client is 
complex, especially since the corporation can only act through its agents—namely 
corporate executives and board members. The recent changes in the SEC Rules 
regarding attorney confidences further complicate matters. The purpose of the 
revised ABA Rule is to help “prevent a client from using a lawyer’s services to com-
mit a crime or fraud that results in substantial financial injury to innocent third 
parties.”82

The ABA modified Rule 1.6 of the Model Rules on Professional Responsibility 
to allow attorneys to report evidence of a client corporation’s ongoing or future 
financial fraud if and only if the fraud is reasonably likely to have a significant 
financial impact on third parties and if the lawyer’s services have been used by the 
client in the commission of such a fraud.⁸³ However, state regulations differ on 
how attorneys should respond in this situation. As states may impose more rigor-
ous attorney standards, the SEC does not preempt this field entirely; however, it 
certainly prevails where there is a conflict. In particular, such a conflict will exist in 
states that do not allow attorneys to break client confidences to prevent financial 
harm or fraud.

The SEC Rules permit an attorney to reveal confidences to the Commission, with-
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out the issuer’s consent, under the following circumstances:

to prevent the company from committing a material violation that is likely to 
cause substantial injury to the financial interests of that company or its inves-
tors,

to prevent the issuer from committing perjury during a Commission or admin-
istrative investigation, or 

to rectify the consequences of a material violation by the issuer that has caused, 
or may cause, substantial injury to the financial interests of the company or its 
investors. 

Thus, a lawyer may disclose to the Commission certain civil violations not ris-
ing to level of a crime, if such violations have been reported “up the ladder” and 
a response has been inadequate. Although this may conflict with a state rule that 
may require such reporting, the SEC has stated that the SEC rules would prevail 
in such instances.⁸⁴ In effect, this position would entail federalizing the SEC rules 
on ethics. Further, under the SEC Rule 205.6(c), a lawyer may not be liable for 
complying with the SEC Rules in good faith, even if such an action would be in-
consistent with the standard of conduct dictated by state rules. Meanwhile, several 
states question whether Congress intended to extend power to the SEC to allow 
a breach of attorney-client privilege in states, such as Washington and California, 
which do not authorize such a breach of confidences.

B.  Reporting Up the Ladder: SEC Regulations and Model 
Rule 1.13

The SEC Rules contain another important provision relating to confidentiality: 
Rule 205.3(d)(2) allows an attorney to reveal confidential information related to 
the attorney’s representation if they reasonably believe such revelations are neces-
sary to:

(1) prevent a material violation that will injure the company or stockhold-
ers

(2) prevent perjury, 

(3) to rectify the consequences of a material violation.

In the same manner, Model Rule 1.13 allows attorneys to reveal information to 
prevent a violation that is reasonably certain to result in substantial injury to the 
organization and most likely shareholders. Model Rule 1.13 requires corporate at-
torneys to report law violations by officers and employees up-the-ladder within the 
organization and, if necessary, to report corporate violations outside the organiza-
tion. The Model Rule provides that if a lawyer representing a corporation knows 
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that a corporate officer / corporate employee is engaged in a violation of law that 
is likely to result in “substantial injury to the organization”, the lawyer must pro-
ceed in a manner that is in the best interest of the organization.⁸⁵ 

Unless the lawyer reasonably believes that it is not necessary to do so, they must 
also refer the matter to a higher authority in the organization that can act on be-
half of the organization. I the up-the-ladder provisions of Model Rule 1.13(b) fail, 
the Model Rules, allow the lawyer to reveal information relating to the representa-
tion, whether or not Model Rule 1.6 might prevent such disclosure.⁸⁶ This provi-
sion specifically allows lawyers to reveal confidential client information outside the 
organization.

Both of these provisions, the SEC rule and the ABA Model Rule, override Model 
Rule 1.6 and its state counterparts, which in some will prevent the revelation of 
information. 

The SEC Rule augments and provides greater clarity than the ABA Model Rule. 
It specifies when attorneys have the option to report out, without making such 
reporting mandatory. The rule corresponds to ethics rules adopted by “the vast 
majority of states,” even though it is slightly broader than the Model Rule 1.13.⁸⁷ 

SEC Rule 205.3(d)(2) is a permissive rule, not a mandatory one. Attorneys may 
reveal to the Commission information that will help “prevent the issuer from com-
mitting a material violation that is likely to cause substantial injury to the financial 
interest of property of the issuer or investors.”⁸⁸ This corresponds closely with 
Model Rule 1.13, which states that a lawyer may reveal information “if the lawyer 
reasonably believes that the violation is reasonably certain to result in substantial 
injury to the organization.”⁸⁹ 

C. Impact on Attorney-Client Relations

The role of the attorney is not only to defend clients after a crime has been com-
mitted, but to prevent their commission through effective communication with 
the client regarding the specific aspects of applicable laws. The sheer complexity 
of Sarbanes-Oxley and related state securities laws will help ensure that clients will 
continue to seek out legal advice, regardless of the new reporting requirements. In 
the post-Enron world lawyers will need to be constantly on the lookout for client 
misconduct, or the perception that there is misconduct, if they hope to effectively 
protect the company and ultimately, themselves. 

The SEC Rule and the Model Rule may likely serve to strengthen the relationship 
between attorneys and their true clients: corporations. Model Rule 1.13 provides 
that a corporation is the client to whom duties of confidentiality are owed, not 
the organization’s directors, officers, or employees.⁹⁰ An attorney is justified, and 
reasonably obligated, to inform the client (the company) that it’s agent are acting 
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in a detrimental manner. 

In the end, it is likely that clients (the individuals who represent the company) do 
not rely on confidentiality rules as much as lawyers believe. Limiting the privilege 
will probably not change revelations of clients’ confidences or affect their relation-
ship with in-house counsel.

Model Rule 1.13 implies that in-house counsel and corporate attorneys must 
reevaluate their roles in corporations. Before Enron, Worldcom, etc. corporate law 
viewed in-house lawyer as advocates whose duty was zealous representation of cli-
ents, including corporate directors and officers.⁹¹ The passage of Model Rule 1.13 
imposes upon counsel new responsibilities. Model Rule 1.13 reminds corporate 
lawyers of individual responsibility to maintain their professional role and to not 
cross over from their position of company advocate to partner to a client. These 
new limitations on the applicability of the in house lawyer’s role as an advocate 
may help lead to better corporate compliance. 

For discussion on preemption issues, see:

Stanley Keller, SEC Implements Standards of Professional Conduct for Attor-
neys, ACC and Palmer & Dodge LLP, available at: http://www.acca.com/legres/
corpresponsibility/307/summary.pdf

Chi Soo Kim and Elizabeth Laffittee, The Potential Effects of SEC Regulation 
of Attorney Conduct Under the Sarbanes-Oxley Act, 16 Geojle 707 (2003) 
(discussing preemption issues). 

Mathew S. Rosengart, Protecting the Corporation and Yourself After Enron and 
Sarbanses-Oxley: A Primer for Lawyers Practicing Before the SEC and DOJ, 
2003 The Federal Lawyer 34.

Washington State Bar Interim Ethics Opin. (July 26, 2003), (challenging SEC’s 
position on preemption) available at: www.wsba.org/lawyers/groups/ethics2003/
formalopinion.doc

IX.  Privately Held Companies and 
Non-Profits

Although the impetus for drafting model rules and policies is to regulate lawyers at 
public companies, many private companies are looking at adopting similar guide-
lines. This is attributed in large part, to the emerging perspective among state 
legislatures, state bars, and stakeholders that lawyers representing all companies, 
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public and private, should be concerned about corporate responsibility. 

It is worth noting that public and private companies alike have to adhere to 
whistleblower provision under Sarbanes-Oxley, under which employees must be 
permitted to anonymously notify regulators of any potential wrongdoing within a 
company. As Chief Justice Veasey of Delaware’s, Supreme Court stated:

 “I do think the changes in corporate governance that we’re seeing 
through the voluntary best practices codes, for example… have created 
a new set of expectations for directors. And that is changing how courts 
look at these issues.”⁹² 

In addition, privately held companies must take many of the steps required to 
demonstrate compliance with Sarbanes-Oxley if they decided to go public or 
agreed to merge with a public company. Both issues illustrate the current impact 
SOX can have on any private company operating in today’s marketplace. 

A study by Foley & Lardner LLP found that private companies and nonprofit 
organizations are embracing many of the reforms imposed on public companies 
by the Sarbanes-Oxley Act. The study found that “87 percent of private firms and 
nonprofits said the reforms mandated by Sarbanes-Oxley are having an impact on 
their operations, up from 77 percent in 2004.”⁹³ Examples of the impact include:

75 percent of those surveyed now require board approval of non-audit services 
provided by the organization's auditor

Almost 68 percent also said they require their CEO and CFO to certify finan-
cial results

72 percent said they had put protections in place for whistle-blowers⁹⁴

Additionally, the study found that nonprofits are more amenable than private 
companies to restricting executive compensation, with 59 percent of nonprofit 
respondents saying they planned to implement such restrictions, compared to only 
38 percent of for-profit companies.⁹⁵

Sarbanes-Oxley, and the related regulations by the SEC and PCAOB, has sig-
nificantly the legal practice in many areas of corporate governance and financial 
compliance for public companies. As states and the federal government continue 
to evaluate the effects of Sarbanes-Oxley, private and non-profit companies should 
expect that several of these requirements will be extended to them. In one example, 
California passed the nations first governance law for nonprofits, which, in part 
requires charities that do business in the state and have revenues exceeding $2 
million to form audit and compensation committees.⁹⁶ In 2005, at least 8 states 
(including New York, New Jersey, and Arkansas) have also considered extending 
provisions of Sarbanes-Oxley into the non-profit sector.
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By taking action now to comply voluntarily with as many of these requirements is 
reasonable, larger private companies (or those companies which desire to go public 
or being acquired) can ease their transition into the public sector or the future of 
corporate regulation. At the same time, these companies can reduce their litigation 
exposure. 

To view best practices of corporate governance policies of privately held compa-
nies and non-profit organizations, as well as discussion on why private company 
lawyers should be concerned about Sarbanes-Oxley, see: 

Leading Practices in Codes of Business Conduct and Ethics: What Companies 
are Doing, Best Practices Profiles Series, ACC (August 2003), at: http://www.
acca.com/protected/article/ethics/lead_ethics.pdf

Hot Topics in Representing Nonprofits, ACCA’s 2003 Annual Meeting, Course 
Materials (November 2003), available at: http://www.acca.com/education03/
am/cm/509.pdf

Susan Hackett, It’s Private Companies’ Turn to Dance the Sarbox Shuffle, 
ACCA Paper (August 2003), available at: www.acca.com/public/article/cor-
presp/sarbox_shuffle.pdf.

Harvey Goldschmid, Comm. Speech, Securities and Exchange Commission, 
Orison S. Marden Lecture, Association of the Bar of the City of New York (No-
vember 17, 2003) (discussing non-profits and non-publicly traded companies), 
available at: http://www.sec.gov/news/speech/spch111703hjg.htm

Paul Broude, Richard Prebill, Foley & Lardner, LLP, The Impact of Sarbanes-
Oxley on Private & Nonprofit Companies, Presentation at the 2005 National 
Directors Institute (March 10th, 2005), available at: /www.foley.com/files/tbl_
s60WorkingGroups/FileUpload627/69/privatestudydraft3-04-05.pdf

Jeffrey S. Cronn, Sarbanes-Oxley trickles down to nonprofits, The Business 
Journal – Portland,  (April 1, 2005)

Thomas Hoffman, Direct and indirect impact of Sarbanes-Oxley hits private 
companies: Companies considering IPOs or mergers must now address ac-
countability issues, Computerworld (July 25th, 2003); available at: computer-
world.com/governmenttopics/government/legalissues/story/0,10801,83457,00.
html

Linda Kelso, Voluntarily, private companies get into oversight act, Jacksonville 
Business Journal (May 6, 2005), available at: jacksonville.bizjournals.com/jack-
sonville/stories/2005/05/09/focus3.html
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X.  Document Retention Procedures

A. Introduction to Document Retention

Managing records is an important challenge within a corporation, regardless of its 
size. This is especially true in light of the Sarbanes-Oxley Act and the related Secu-
rities and Exchange Commission’s rules on Management’s Report in Exchange Act 
Periodic Reports.⁹⁷ The impetus for records management, in addition to compli-
ance with the Sarbanes-Oxley mandates, is to restore investor confidence. Thus, 
the new rules add additional requirements and consequence components, empha-
sizing the importance of records. 

B. How Does the Sarbanes-Oxley Act Affect Companies’ 
Document Retention Obligations? 

The Act, as well as the regulations which were implemented following its passage, 
imposed new requirements and duties on affected companies. These include:

(1)  Criminalization of the Destruction, Alteration and Falsification 
of Records in Federal Investigations, Bankruptcy Cases and Official 
Proceedings - Sections 802 and 1102 of the Act amended the fed-
eral obstruction of justice statute, Title 18 of the United States Code 
(Crimes and Criminal Procedure), to significantly increase penalties for 
the destruction, alteration and falsification of records in certain circum-
stances. 

(2)  Section 802 provides for a fine and/or imprisonment up to 20 
years for anyone who knowingly “alters, destroys, mutilates, conceals, 
covers up, falsifies, or makes a false entry” in any record or document 
with intent to impede, obstruct or influence the investigation or admin-
istration of any matter within the jurisdiction of a federal department or 
agency or any bankruptcy case. 18 U.S.C. § 1519. 

(3)  Section 1102 establishes the same penalty as Section 802 for 
anyone who corruptly “alters, destroys, mutilates, or conceals” a record 
or document with intent to impair its integrity or availability for use in 
an official proceeding. 18 U.S.C. § 1512(c). Significantly, the official 
proceeding need not be pending or about to be instituted at the time of 
the offense. Id. § 1512(f )(1). 

(4)  New Federal Sentencing Guidelines Related to Obstruction of 
Justice. Section 805 of the Act commands the Sentencing Commission 
to review and amend the Sentencing Guidelines to ensure that the base 
offense level and sentencing enhancements are sufficient to deter and 
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punish obstruction of justice. The Commission has proposed amend-
ments that would increase the base offense level for obstruction-of-jus-
tice offenses by two and create a two-level enhancement for the destruc-
tion, alteration or fabrication of records in certain circumstances. 68 
Fed. Reg. 2615 (proposed January 17, 2003). If adopted, these changes 
would increase the penalties for anyone convicted of these offenses. 

(5)  Broader Record Retention Requirements for Auditors of Public 
Companies. Section 101(a) of the Act establishes a Public Company 
Accounting Oversight Board to oversee the audit of public companies, 
and Section 103(a)(2)(A)(i) commands the Board to adopt auditing 
standards that require accounting firms to “prepare, and maintain for a 
period of not less than seven years, audit work papers, and other infor-
mation related to any audit report, in sufficient detail to support the 
conclusions reached in such report.” In addition, Section 802 of the Act 
amends Title 18 of the United States Code to require auditors of public-
ly held companies to maintain “all audit or review workpapers” and di-
rects the SEC to enact related regulations. 18 U.S.C. § 1520(a)(1) and 
(2). The SEC regulations, which apply to all audits or reviews complet-
ed on or after October 31, 2003, establish a seven-year retention period 
for “records relevant to the audit or review, including workpapers and 
other documents that form the basis of the audit or review, and memo-
randa, correspondence, communications, other documents, and records 
(including electronic records), which (1) are created, sent or received in 
connection with the audit or review, and (2) contain conclusions, opin-
ions, analyses, or financial data related to the audit or review.” 17 C.F.R. 
§ 210.2-06(a). In addition to the audit or review of financial statements 
of publicly traded companies, the retention requirement applies also to 
the audit or review of financial statements of registered investment com-
panies. Id. Knowing or willful violation of Section 802 (a)(1) of the Act 
or the related SEC regulations is punishable by fine and up to 10 years 
of imprisonment. 18 U.S.C. § 1520(b). 

For more guidance on records retention practices in light of Sarbanes-Oxley, see: 

Leading Practices in Information Management and Records Retention Pro-
grams: What Companies are Doing, Best Practices Profiles Series, ACC (August 
2003), available at: http://www.acca.com/protected/article/records/lead_in-
fomgnt.pdf

Records Retention Enforced Corporate Records Programs, ACC InfoPAK (De-
cember 2003), available at: http://www.acca.com/infopaks/recretent.html

Document Retention After Sarbanes-Oxley, http://www.perkinscoie.com/con-
tent/ren/updates/corp/093003.htm 
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XI.  Sanctions and Other Standards of 
Professional Conduct

The following points address applicable sanctions that apply to attorneys who fail 
to comply with Sarbanes-Oxley:⁹⁸

Violators of the rules are subject to civil penalties and remedies, including ad-
ministrative disciplinary proceedings that could result in a censure or a suspen-
sion or bar from practicing before the SEC.

Attorneys who comply in good faith with the rules are not subject to discipline 
under inconsistent state rules. 

Foreign attorneys (who do not qualify as “non-appearing foreign attorneys”) are 
exempt from the rules to the extent their own laws would prohibit compliance. 

The rules do not provide for criminal liability and expressly state that no private 
right of action is established. 

The rules set forth a minimum standard of professional conduct for attorneys 
appearing before the SEC; these standards are meant to supplement, but not 
replace, applicable state standards. 

Where a state standard actually conflicts with the standard in the rules, the rules 
govern. 

The Sarbanes-Oxley Act has also added numerous criminal sanctions to the SEC’s 
enforcement arsenal. These include: 

The Corporate Responsibility Act (Title III) 

The Corporate and Criminal Fraud Accountability Act (Title VIII) 

The White-Collar Crime Penalty Enhancements Act of 2002 (Title IX) 

The Corporate Fraud Accountability Act of 2002 (Title XI). 

(1) The Corporate Responsibility Act (Title III)

In §302, “Corporate Responsibility for Financial Reports”, the CEO and the CFO 
are required to prepare a statement to accompany the audit report to certify the 

“appropriateness of the financial statements and disclosures contained in the peri-
odic report, and that those financial statements and disclosures fairly present, in all 
material respects, the operations and financial condition of the issuer.” 
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A violation must be knowing and intentional to give rise to liability. As an ex-
ample of how this standard may provide accused officers with a defense, one need 
only look at the HealthSouth lawsuit. Richard M. Scrushy, former chairman and 
CEO of HealthSouth Corporation, has argued that his financial executives were 
the ones responsible for his company’s $2.5 billion accounting fraud. Scrushy has 
claimed that he only signed off on fraudulent accounting figures because he “un-
knowingly” trusted the five CFOs who had served under him. His argument may 
serve to provide him with a non-guilty verdict.

The criminal fraud provisions of this section make a distinction between a CEO 
who “knowingly” signs off on inaccurate financial statements and one who does so 

“willfully and knowingly.” “Knowing violations” are punishable by up to 10 years 
in jail and $1 million in fines, while those individuals who sign inaccurate state-
ments “willfully and knowingly” face 20 years and a $5 million fine. 

The Sarbanes-Oxley Act also allows for the redirection of civil penalties paid by 
violations. Previously, all civil penalties were paid into the U.S. Treasury. Under 
the §308, “Fair Funds for Investors” provision, the SEC has the authority to direct 
civil penalties to defrauded investors. Examples of the use of this provision:

WorldCom, Inc., agreed to satisfy its civil penalty obligation by paying $500 
million in cash and $250 million in stock to defrauded investors. 

Merrill Lynch will pay investors $80 million,

 JP Morgan Chase ($135 million), and 

Citigroup ($120 million). 

(2) The Corporate and Criminal Fraud Accountability Act (Title VIII)

“Anyone who knowingly alters, destroys, mutilates, conceals, covers up, falsifies, or 
makes a false entry in any record, document, or tangible object with the intent to 
impede, obstruct, or influence the investigation or proper administration of any 
matter within the jurisdiction of any department or agency of the United States 
can be fined, imprisoned for up to 20 years, or both”⁹⁹ 

§807 states that anyone who knowingly executes, or attempts to execute, a scheme 
or artifice to defraud any person in connection with a securities issue or attempts 
to obtain, by means of false or fraudulent pretenses, representations, promises, 
money, or property, in connection with the purchase or sale of any security, can be 
fined, or imprisoned up to 25 years, or both.
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(3) The White-Collar Crime Penalty 
Enhancements Act of 2002 (Title 
IX)

Individual corporate officers or employees 
who certify a financial statement (required 
under §302) knowing that the periodic report 
accompanying the statement does not comply 
with this section can be fined up to $1 million, 
imprisoned up to 10 years, or both. If found 
to have done so “willfully,” the penalty shall 
be increased to a fine up to $5 million and 
imprisonment up to 20 years, or both.¹⁰⁰ 

(4) The Corporate Fraud Accountability Act 
of 2002 (Title XI)

§1102 of Title XI can also be used to pros-
ecute corporate officials. Individuals who 
corruptly alter, destroy, mutilate, or conceal 
a document with the “intent to impair the 
object’s use in an official proceeding”, can 
be fined, imprisoned up to 20 years, or both. 
This rule also applies to those who obstruct, 
influence, or impede any official proceeding, 
Under §1106 fines rose from up to $1 million 
/ 10 years to $5 million and up to 20 years 
in prison. The SEC also was provided with 
the authority to prohibit any person who has 
violated section 10(b) or the rules or regula-
tions from serving as an officer or director of a 
registered company. ¹⁰¹

For additional information regarding attor-
ney sanctions, the following materials may be 
insightful: 

Attorney-Client Privilege in the Corporate 
Setting, Fact Sheet, at 27, Quinn Emanuel 
Urquhart Oliver & Hedges, LLP, available 
at: http://www.acca.com/chapters/socal/
program/corpattyclient.pdf.

Stanley Keller, SEC Implements Standards 
of Professional Conduct for Attorneys, 
ACC and Palmer & Dodge LLP, available 
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XII. Additional 
Resources 

ACC Resources

Gregory R. Watchman, Sarbanes-Oxley Whistleblowers: 
Avoiding the Nightmare Scenario, ACC Docket 24, no. 
4 (April 2006): 38-55 available at http://www.acca.com/
protected/pubs/docket/apr06/watchman.pdf

Green Eye Shades For Lawyers: A Toolkit, ACC Docket 23, 
no.3 (March 2005): 62-67 http://www.acca.com/pro-
tected/pubs/docket/mar05/toolkit.pdf

Danette Wineberg and Philip H. Rudolph, Corporate 
Responsibility: What Every Lawyer Should Know, ACC 
Docket 22, no. 5 (May 2004): 68-83 available at http://
www.acca.com/protected/pubs/docket/may04/social.pdf

Peter Connor, If The Other Hat Fits- Wear it: A Guide To 
Effective Business Partnering, ACC Docket, 22, no. 9 
(October 2004): 88-102 available at http://www.acca.
com/protected/pubs/docket/oct04/partner.pdf

John K. Villa, Investigative Attorneys and the Reporting 
Obligations Under the SEC’s Professional Conduct Rules, 
ACC Docket 22, no. 4 (April 2004): 133-137 available at 
http://www.acca.com/protected/pubs/docket/apr04/eth-
ics.pdf

John K. Villa, Ethics & Privilege: Hidden Storms for Those 
in Safe Harbors: The SEC’s Professional Conduct Rules 
and the Federal Preemption Doctrine, ACC Docket 22, 
no.2 (February 2004): 81-85 available at http://www.
acca.com/protected/pubs/docket/feb04/ethics.pdf

Broc Romanek and Kenneth Winer, The New Sarbanes-Ox-
ley Responsibility Standards, ACCA Docket 21, no. 5 
(May 2003): 40-55, available at: http://www.acca.com/
protected/pubs/docket/mj03/standard1.php 

Richard F. Ober Jr. and Michael Parish, Maybe You Need 
a Lawyer: Does the Sarbanes-Oxley Act Make the SEC 
Your Client? ACC Docket 21, no. 4 (April 2003): 70-85, 
available at: http://www.acca.com/protected/pubs/dock-
et/am03/client2.php
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XIII. Sample Policies

A. Sample: Procedures For Complaints Regarding 
Accounting, Internal Accounting Controls Or Auditing 
Matters¹⁰²

Introduction

The Audit Committee of Company, Inc. (the “Company”) seeks to facilitate dis-
closure regarding accounting and auditing matters, encourage proper individual 
conduct and alert the Audit Committee to potential problems relating to account-
ing or auditing matters before they have serious consequences. Accordingly, the 
Audit Committee has established the following procedures for the receipt, reten-
tion and treatment of complaints received by the Company regarding accounting, 
internal accounting controls or auditing matters, and for the confidential, anony-
mous submission by employees of concerns regarding questionable accounting or 
auditing matters.

Procedures for Complaints

A. Scope of Matters Covered by These Procedures
These procedures relate to complaints or concerns regarding accounting, internal 
accounting controls or auditing matters of the Company (“Complaints”), includ-
ing, without limitation, the following:

fraud or deliberate error in the preparation, evaluation, review or audit of any 
financial statement of the Company;

fraud or deliberate error in the recording or maintaining of financial records of 
the Company;

deficiencies in or noncompliance with the Company’s internal accounting con-
trols;

misrepresentations or false statements to or by an officer of the Company or 
an accountant regarding a matter contained in the financial records, financial 
reports or audit reports of the Company; or

deviation from reporting of the Company’s financial condition as required by 
applicable laws and regulations.

■

■

■

■

■

ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 114 of 125



B. Submission and Receipt of Complaints

	 1.	 In	General
A person with a Complaint should promptly report the Complaint in writing to 
the Company’s General Counsel. Complaints may, however, be submitted tele-
phonically or in person. Electronic submissions may be emailed to [________@
companyname.com]. The General Counsel will maintain the confidentiality and 
anonymity of persons making Complaints to the fullest extent reasonably practica-
ble within the legitimate needs of law and any ensuing evaluation or investigation.

	 2.	 Anonymous	Complaints	Hotline
Employees who have Complaints may, rather than submitting such Complaints 
directly to the General Counsel, submit them confidentially and anonymously by 
contacting [Anonymous Complaints Hotline Provider]. [Provider] is an indepen-
dent third party that the Company has hired to receive anonymous Complaints 
from Company employees and coordinate the delivery of such Complaints to the 
Audit Committee or appropriate Company personnel. [Provider] may be reached 
by telephone at ___________. The address for writing to [Provider] is: _________

_______. Employees may also contact [Provider] by e-mail at __________. 

C. Content of Complaints
To assist the Company in the response to or investigation of a Complaint, the 
Complaint should be factual rather than speculative, and contain as much specific 
information as possible to allow for proper assessment of the nature, extent and 
urgency of the matter that is the subject of the Complaint. It is less likely that the 
Company will be able to conduct an investigation based on a Complaint that con-
tains unspecified wrongdoing or broad allegations without verifiable evidentiary 
support. Without limiting the foregoing, the Complaint should, to the extent 
possible, contain the following information:

the alleged event, matter or issue that is the subject of the Complaint;

the name of each person involved;

if the Complaint involves a specific event or events, the approximate date and 
location of each event; and

any additional information, documentation or other evidence available to sup-
port the Complaint.

D. Retention of Complaints
Written copies of all Complaints shall be kept in a Complaint file. [Copies of 
Complaints and the Complaint file shall be maintained in accordance with the 
Company’s document retention policy.]
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E. Treatment of Complaints
A copy of all Complaints shall promptly be forwarded to the Audit Committee. 
The General Counsel shall evaluate each Complaint and may, in consultation with 
the Audit Committee, conduct an investigation based upon a Complaint. The 
Audit Committee may, in its discretion, appoint a person other than the General 
Counsel to initiate and direct an investigation, including an outside attorney or 
consultant. The Audit Committee may, at any time, request a briefing regarding 
any investigation of a Complaint and any findings regarding a Complaint. The 
Audit Committee shall have full authority to determine the corrective action, if 
any, to be taken in response to a Complaint and to direct additional investigation 
of any Complaint.

F. Confidentiality/Anonymity
The Company shall maintain the confidentiality or anonymity of the person 
making the Complaint to the fullest extent reasonably practicable within the 
legitimate needs of law and of any ensuing evaluation or investigation. Legal or 
business requirements may not allow for complete anonymity. Also, in some cases 
it may not be possible to proceed with or properly conduct an investigation un-
less the complainant identifies himself or herself. In general it is less likely that an 
investigation will be initiated in response to an anonymous Complaint due to the 
difficulty of interviewing anonymous complainants and evaluating the credibility 
of their Complaints. In addition, persons making Complaints should be cau-
tioned that their identity might become known for reasons outside of the control 
of the Company. The identity of other persons subject to or participating in any 
inquiry or investigation relating to a Complaint shall be maintained in confidence 
subject to the same limitations.

G. Protections from Retaliation
Employees are entitled to protection from retaliation for having, in good faith, 
made a Complaint, disclosed information relating to a Complaint or otherwise 
participated in an investigation relating to a Complaint. The Company shall 
not discharge, demote, suspend, threaten, harass or in any manner discriminate 
against an employee in the terms and conditions of employment based upon any 
lawful actions of such employee with respect to good faith reporting of Com-
plaints, participation in a related investigation or otherwise as specified in Sec-
tion 806 of the Sarbanes-Oxley Act of 2002. An employee’s right to protection 
from retaliation does not extend immunity for any complicity in the matters that 
are the subject of the Complaint or an ensuing investigation.

These procedures are in no way intended to limit the rights of employees to report 
alleged violations relating to accounting or auditing matters to proper governmen-
tal and regulatory authorities.
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B. Sample: Whistle Blowing Policy and Procedures¹⁰³

It is the policy of ________Corporation and that of its Board of Directors that no 
employee shall be discharged or discriminated against with respect to compensa-
tion, terms, conditions or privileges of employment because the employee (or any 
person acting pursuant to the request of the employee) informs either manage-
ment, the Board of Directors, the Securities and Exchange Commission, or the 
U. S. Attorney General regarding a possible violation of any law or regulation by 
the Company or any director, officer or employee, or for expressing any concerns 
about any questionable accounting, internal accounting controls or auditing mat-
ters. 

In connection with the above, the Audit Committee of the Board of Directors has 
established the following procedures:

Under the Code of Ethical Conduct, employees are encouraged to discuss any 
concerns they have regarding compliance with laws and regulations or other viola-
tions of the Code of Ethical Conduct, directly with their manager or, in the alter-
native, with the General Counsel, who acts as the Company’s ethics officer. How-
ever, employees may also submit at any time any concerns regarding questionable 
accounting, internal accounting controls or auditing matters, or any other possible 
violations of law, by submitting them anonymously in writing to “Executive Of-
fices - Internal Communications”, ______________. Communications addressed 
in this manner will be opened by the Company’s Assistant Secretary, who will 
discard the envelope without reading the contents and then forward the contents 
to the Corporate Secretary. The Corporate Secretary will review the contents and 
report on them directly to the Audit Committee of the Board of Directors.

In the alternative, employees or third parties who wish to express any concerns 
directly to the Board of Directors may do so by sending them in writing addressed 
to “Non-management Directors”, care of the Corporate Secretary at the Compa-
ny’s headquarters at____________.

The Corporate Secretary will document and retain all complaints or concerns 
expressed by employees or third parties regarding possible violations of law or 
questionable accounting, internal accounting controls or auditing matters and 
shall report such complaints or concerns directly to the Audit Committee of the 
Board of Directors.

C. Sample “Up-the-ladder” Company Policy¹⁰⁴

Date:   June 4th, 2005

Subject:  Sarbanes-Oxley “Up the Ladder” Reporting
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From:  The Office of the General Counsel

To:  All Members of the Company Legal Team

As you all are aware, Section 307 of the Sarbanes-Oxley Act required the U.S. 
Securities and Exchange Commission (“SEC”) to adopt “standards of professional 
conduct for attorneys.”

The SEC has issued final rules, codified at 17 CFR Part 205, which become effec-
tive August 5, 2003. The full text of the rules is available at www.sec.gov/rules/.

This memo is for the purpose of making you aware of these rules and informing 
you of Company’s (including any subsidiary) policies in this regard.

1. The SEC rule requires attorneys who become aware of “evidence of a mate-
rial violation” by the company or “any officer, director, employee or agent” of the 
company to report that matter as required by the rule. See 17 CRF § 205.3(b)(1).

2. There are two alternative methods of reporting set forth in the rules.

A. An attorney should report evidence of a material violation to a “super-
visory attorney.” For Johnson Controls, this would mean that outside 
counsel and our in-house Group Counsels, Staff Attorneys or other at-
torneys should report violations to the appropriate business unit Gen-
eral Counsel. A list of the business unit General Counsels with contact 
information, is attached. If the business unit General Counsel cannot 
provide an “appropriate response” within a reasonable time, either the 
business unit General Counsel or the reporting attorney should report 
the matter to the Office of General Counsel of the Corporation.

B. An attorney may also report evidence of a material violation directly 
to the Qualified Legal Compliance Committee (QLCC) of the Board 
of Directors. A list of the current members of this committee is also at-
tached. Although the QLCC is an alternative allowed under the rules, it 
is our expectation (and strong preference), that most matters be report-
ed up through the Law Department as outlined in the first alternative.

3. The SEC rule applies to all in-house lawyers employed by Johnson Controls, 
Inc. or any of its subsidiaries and to U.S. admitted outside counsel. There are 
certain exceptions which may exempt non-US admitted outside counsel. However, 
the principles reflected in the new SEC rule are consistent with Johnson Controls’ 
policy and we expect our outside lawyers in all jurisdictions to report matters of 
serious concern they encounter in the course of their representation to appropri-
ate members of JCI management and to the local representative of the JCI Law 
Department.
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4. We will require annual certifications from 
all of our in-house attorneys that they are 
familiar with the SEC rules (as amended and 
modified from time to time) and agree to 
abide by them. Please sign the attached certi-
fication and return it to Sue Christianson by 
September 30, 2005.

Person, Senior Vice President, 

Person, Deputy General Secretary and General 
Counsel Counsel and Assistant Secretary

D. Up-The-Ladder-Chart Under 
Sarbanes-Oxley¹⁰⁵
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Lawyer, appearing and practicing before the
Commission has evidence of material violation

If reporting to CLO/CEO
is futile

Reports evidence to CLO or
CLO & CEO

Reports to QLCC

Appropriate
Response

Determines if
investigation

warranted

Retains expert to
investigate

Expert reports
finding to QLCC

QLCC
authorizes

response/action

Informs Board,
CLO and
Lawyer

SEC proposal:
Informs SEC if action

not implemented

Audit
Committee

Independent
Committee

Board of
Directors

Report evidence
to Audit

Committee

Report evidence
to Independent

Committee

Does Lawyer believe material violation either has not occurred, or has been
prevented or rectified?

Sox duties
satisfied

Are consequences of
violation likely to result in

substantial financial injury?

Lawyer may report to the
Commission

NO

NO NO

YES YES

YES NO

Up the Ladder Reporting Under Sarbanes-Oxley

(If there is a QLCC)
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Please note, these additional resources are provided by the Association of Corporate 
Counsel and not by the faculty of this session. 

ACC Extras 
Supplemental resources available on www.acc.com 

 
 
 

  Business Ethics- Compliance and Ethics Officers- Profession or Passing 
  ACC Docket. April 2007 

http://www.acc.com/legalresources/resource.cfm?show=14533  
   
 Framework for Conducting Effective Compliance and Ethics Risk 

Assessments   
InfoPAK. August 2008 

  http://www.acc.com/legalresources/resource.cfm?show=19642  
 

 Ethics and Compliance Will Always Matter: Building Compliance 
Programs  
Article. August 2008 
http://www.acc.com/legalresources/resource.cfm?show=258687  
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