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Susan F. Friedman serves as a senior vice president, claims advocate and employed 
lawyers practice leader for the FINPRO New York Office. Ms. Friedman’s primary 
responsibilities include consulting with clients with regard to complex claim issues 
involving copyright and trademark infringement, securities litigation, regulatory 
investigations, business disputes involving directors, officers or employees, 
marketing/media/advertising errors and omissions, lawyers professional liability, 
employment practices, ERISA/fiduciary liability, fidelity, and all related forms of 
professional liability. 
 
Prior to joining Marsh, Inc., Ms. Friedman was claims counsel for American International 
Group and worked in the areas of directors and officers liability, ERISA/fiduciary 
liability, and employment practices liability. She began her legal career as an Associate 
Attorney in the litigation departments of general liability and lawyers’ professional 
liability for Wilson Elser, LLP. Immediately preceding her professional experience in law 
and insurance, Ms. Friedman was employed in a variety of capacities in the 
media/entertainment industry. 
 
She is a contributing writer to the Legal Times, The New York Law Journal and the 
International In-House Counsel Journal. Ms. Friedman is a member of the new Insurance 
Editorial Board of The International In-House Counsel Journal. In addition, she speaks 
publicly and writes on a variety of insurance topics germane to all financial product lines. 
She is also on the board of directors of AutismNetworks.com. 
 
Ms. Friedman holds a BS from Cornell University. She graduated magna cum laude from 
The New York Law School where she served as an Editor for The New York Law School 
Law Review. 
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David Hensler is a partner at Hogan & Hartson in Washington, DC. Mr. Henser works on 
complex commercial litigation and has handled jury and non-jury trials for both plaintiffs 
and defendants in a wide variety of cases. His present practice involves securities fraud 
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Mr. Hensler was an adjunct professor at Georgetown University Law Center where he 
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Securities and Exchange Commission where he handled securities fraud litigation. 
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as product counsel to Financial Institutions. Before joining Chubb, he held a variety of 
technical and managerial positions at National Union Fire Insurance Company (AIG), 
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Raslowsky began his legal career by serving as a judicial clerk in the Superior Court of 
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Seton Hall law school. 

ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 3 of 30



 

  

TRADITIONAL AND NOT SO TRADITIONAL  
MALPRACTICE RISKS OF IN-HOUSE COUNSEL 

 
 
I. NOT-SO-TRADITIONAL MALPRACTICE RISKS – OMISSIONS 
 
 A. Examples of “Omissions” as Malpractice 
 

 Intellectual Property 

 Human Resources 

 Work for Multiple Entities or Non-Wholly-Owned Subsidiaries 

 Record Preservation 

 Failure to Correct Misstatements by Other Corporate Officers or 
Directors 

 Failure to Advise Corporate Officers or Directors Concerning 
Their Legal or Fiduciary Duties 

 B. Examples of “Omissions” as Ethics Obligations 
 

 Rite Aid 

 World Health 

 Google 

 Electro Science 

 Computer Associates 

 Hollinger 

II. NOT-SO-TRADITIONAL MALPRACTICE CLAIMANTS 
 
 A. Trustees in Bankruptcy or Receivers and Bankruptcy Examiners  – e.g., 

Lehman, Enron, Madoff 
 
 B. Regulators (esp. following regulatory takeovers) – e.g., FDIC 
 
 C. Former Employees 
 
 D. Former Employers – e.g., Tyco 
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 E. ERISA Participants 
 
 F. Third-Parties – e.g., recipients of opinion letters 
 
 G. Shareholders – esp. derivative actions 
 
III. TRADITIONAL AND NOT-SO-TRADITIONAL THREATS TO 

INDEMNIFICATION BY EMPLOYER 
 
 A. Bankruptcy or Receiverships 
 
 B. Regulatory Takeovers 
 
 C. Derivative Actions - e.g., Disney 
 
 D. Hostile Directors (esp. following a change in control) – e.g., Tyco 
 
 E. Alleged Statutory Violation – e.g., Chiquita, Salomon Brothers 
 
 F. Alleged Breach of Fiduciary Duty – e.g., use of privileged information 
 
 G. Conduct Allegedly Contrary to Employer’s Best Interests 
 
IV. NEW DEVELOPMENTS AFFECTING IN-HOUSE COUNSEL 

MALPRACTICE RISKS 
 
 A. Ramifications of the Financial Crisis 
 
 B. Gatekeeper v. Confidante – Congressional and Regulatory 

Investigations 
 
 C. Whistleblowers & Breaches of Confidentiality 
 
 D. Communication – Privilege Pitfalls 
 
 E. The Reach of Outside Third Parties 
 
 F. Blogs, Tweets, and Social Networking Websites 
 
 G. A New Era in the Employment Arena 
 
 H. Climate Change 
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 I. New Legislation and Compliance 
 
V. PRACTICAL TIPS TO PROTECT YOURSELF 
 
 A. Observations by a Longtime Corporate Counsel 
 
 B. Observations by a Malpractice Defense Counsel 
 
 C. Suggestions on Additional Forms of Protection (e.g., insurance) 
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ACC Conference: October 2009 
“Traditional and Not-So-Traditional Malpractice Risks of In-House Counsel. 

 
 “Focus on the “O” in E&O”  

 
Stephanie Rubino, Assistant Vice President & Assistant Counsel 

and 
Kirk J. Raslowsky, Senior Vice President & Associate General Counsel 

I. 
Introduction 

 
“E&O” or “Errors & Omissions” are the companion liability exposures faced by legal 
counsel.  Every lawyer should be acutely aware of the “errors” aspect of the exposure 
that looms daily, implicit in every word of legal advice imparted to clients.  The “errors” 
danger is every attorney’s worst nightmare: a complaint filed a day after the statute of 
limitations’ expiration; the legal advice provided that was based upon overturned 
precedent, or approval of contract language containing provisions that are invoked 
unfavorably against the client are all examples of attorney “errors” that are commonly 
understood to invite certain claims of malpractice.  It is the liability exposures inherent in 
such mistakes (i.e. the  “E”, as in “errors" aspect of E&O) that motivates attorneys to 
keep abreast of developments in current case law, legislation and legal trends in general.  
In short, attorneys understand the need to be diligent in striving to provide accurate and 
legally sound advice because “errors” can be drains upon not only financial and 
professional resources, but can translate into the ultimate cost to a practicing attorney: the 
loss of one’s license to practice law. 
 
However, equally as vital to the diligent avoidance of “errors” in dealings with clients (or 
others who may rely on an attorney’s legal advice) is a lawyer’s appreciation of the 
obligation to act affirmatively in certain instances when nobody has actually sought his or 
her counsel.  It is this second half of the “E&O” pair of exposures; the “O” or 
“Omissions” aspect of “E&O” that presents a labyrinth of potential liabilities, in 
particular for the In-House Lawyer who faces unique responsibilities in the legal and 
ethical obligation owed to his ultimate client: the Organization that employs him. 
 
This discussion provides a reminder of a sort of inverse corporate counsel Miranda rule: 
namely, that under certain situations, in-house lawyers have No Right to Remain Silent 
(or to Do Nothing). Often, what in-house lawyers don’t say (or don’t do), can and will be 
used against them in the form of legal liability and malpractice claims.  This session will 
discuss cases where in-house counsel's inaction, silence or other "sins of omission" led to 
claims of malpractice that have often been upheld by courts.   
 

II.  
When “Omissions”  =  Malpractice Claims and Ethics Violations 

 
What Standard of Care Is Owed to the Organization? 

(i) Attorneys-as-Corporate-Officers:  Duty of Loyalty/Duty of Care. 
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The standard of care is also governed by the nature of the work performed 
(e.g. SEC rules and SOX provisions impose additional duties and  
reporting standards on attorneys who provide advice on securities and 
certain corporate matters); 
 

(ii) Attorneys as Non-Corporate Officers: Standard of Professional 
Conduct, a/k/a “Ethics”. 
Absent a corporate officer title, all in-house counsel remain bound by the 
ethical standards inherent in the practice of law (see Model Rules of 
Professional Conduct which create affirmative duties to act under certain 
circumstances independent of any legal duty to do so). 

 
A. Examples of “Omissions” as Malpractice: 
 

• Intellectual Property work: Failure to properly investigate and register trademarks, 
service marks, etc. 

 
Example: General Counsel for a privately-held company participated in the 
decision to authorize the use of a trademark in certain marketing materials 
for his company but failed to complete the necessary investigation to 
determine ownership of the mark.  A suit was then brought by parties 
alleging ownership of the trademark, personally naming the in-house 
counsel for contributory trademark infringement. 

 
• Human Resources Management: Failure to conduct or properly investigate 

allegations of discrimination/harassment/retaliation can expose in-house counsel to 
claims of malpractice, misrepresentation, libel and expose the corporation to claims 
such as wrongful termination. 

 
• Work for multiple entities or non wholly-owned subs:  Failure to disclose conflicts 

of interest is an often overlooked area of malpractice by omission. 
 

Example: A stockbroker and her employer were accused of churning an 
account. In-house counsel represented both the individual broker and her 
employer in the ensuing arbitrations proceeding. When the arbitration panel 
found liability only on the part of the stockbroker (but not her employer), 
she was fired. The stockbroker later brought suit against the in-house 
attorney who had been assigned to represent her alleging failure to disclose 
conflict of interest.   

 
• Discovery issues:  Duty of in-house counsel to devise and oversee effective policies 

and procedures to ensure the preservation of electronic records.  Failure to 
implement and/or failure to enforce effective records retention policy exposes 
counsel to “spoliation” of evidence claims; 
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Case law: In Zublulaker v. UBS Warburg, 229 F.R.D. 422 (S.D.N.Y. 2004). 
A former employee brought suit for gender discrimination and requested 
certain discovery including copies of emails.  The court’s finding that the 
employer’s attorneys (both outside and in-house counsel) failed to take 
appropriate precautions to preserve destroyed emails resulted in the Judge 
allowing an adverse inference against the employer. The outcome was a jury 
verdict in the amount of $29.3 million.  

 
• Misrepresentations: Failure to correct others’ statements: to Regulators; Under 

Oath in Deposition/Affidavits; Press Releases; M&A representations, etc. 

Case law: The decision in Miller v. McDonald, 385 B.R. 576 (Bankr. D. 
Del. 2008), expanded the duties owed by corporate officers, including 
general counsel, and may expose GC who are also corporate officers to 
liability not only for their own wrongful conduct, but the failure to 
monitor, recognize and end the wrongful conduct of others.  Despite the 
Miller court’s concession that, because the GC was not a financial officer, 
his knowledge of the alleged “wasteful spending for personal benefit to 
other officers and directors” was not readily discernable, the court refused 
to dismiss the claim against him on the basis of the trustee’s allegation that 
General Counsel "knew or should have known" of the incidents of 
corporate waste and “failed to implement an adequate monitoring 
system that would have detected the alleged waste and other 
wrongdoing. 385 B.R. at 590.. Id. at 593-94.   

• Advice to Management:  In-house counsel has liability not only for “incorrect or 
wrong” advice, but also for the advice not given. 

 
Law review article:  In “(Not) Advising Corporate Officers about Fiduciary 
Duties”, 42 Wake Forest L. Review 663, the author suggests that in-house 
counsel are arguably “uniquely positioned to specialize in preventative law” and 
may have a duty to advise the officers of corporation about their fiduciary duties 
to the corporation.   

 
Claims Examples of “Omissions” as Ethics Violations: 
 
 Violations of a Company’s Code of Business Conduct: 
 
Many companies have a formal Code of Business Conduct which spells out the 
organization’s expectations for its employees’ business conduct, including setting forth 
its ‘best practices’ for fairly competing in the marketplace.  Such codes serve as a 
guideline for employees to self-moderate their business activity and provide a blueprint 
for ethical decision-making.  Most of these formal codes impose the obligation for 
employees to report any known or suspected violations to management, human resources 
or an appointed ethics officer if one has been designated by the organization. 
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However, even in the absence of any such formal Code, an organization’s in-house 
counsel have an inherent fiduciary obligation to their client (i.e. the corporation) beyond 
simply ensuring that their own actions comport with both the law and any formal Code of 
Business Conduct.   
 
In fact, Rule 1.13 of the Model Rules of Professional Conduct1 , “Organization as 
Client”, provides general guidance that imposes an ethical responsibility on corporate 
counsel to “proceed as reasonably necessary” in the face of knowledge of a situation that 
may involve a violation of law and may result in “substantial injury” to the organization.  
While the RPC is imprecise, if instructive at all with respect to the attorney’s required 
response, it is presumably purposefully vague to apply broadly to infinite scenarios.  
Nevertheless, the below excerpt from the Rule clearly telegraphs to in-house lawyers that 
they are under a professional ethical obligation to take affirmative action when they are in 
possession of certain knowledge that could have adverse legal consequences to the 
organization for whom they provide legal representation. 

“If an lawyer for an organization knows that an officer, employee or other 
person associated with the organization is engaged in action, intends to 
act or refuses to act in a matter related to the representation that is a 
violation of a legal obligation to the organization, or a violation of law 
that  reasonably might be imputed to the organization, and is likely to 
result in substantial injury to the organization, then the lawyer shall 
proceed as is reasonably necessary in the best interest of the organization. 
Unless the lawyer reasonably believes that it is not necessary in the best 
interest of the organization to do so, the lawyer shall refer the matter to 
higher authority in the organization, including, if warranted by the 
circumstances to the highest authority that can act on behalf of the 
organization as determined by applicable law.” R.P.C 1.13(b) 

The range of appropriate responses once counsel is aware of a violation is varied and 
clearly will depend upon a case-by-case analysis.  One response by an organization’s 
counsel, however, which will almost always be inappropriate, is to say or do absolutely 
nothing. 

Further, Sarbanes-Oxley, section 307 (see below) requires legal counsel who appear and 
practice before the SEC to “report up the ladder” knowledge of not only any violations of 
securities law but of any fiduciary duty breaches by corporate officers and agents. 

Section 307 -- Rules of Professional Responsibility for Attorneys  
 
Not later than 180 days after the date of enactment of this Act, 
the Commission shall issue rules, in the public interest and for 
the protection of investors, setting forth minimum standards of 
professional conduct for attorneys appearing and practicing 
before the Commission in any way in the representation of 
issuers, including a rule--  

                                                
1 See Appendix for full text of Rule 1.13 “Organization as Client” of the Model Rules of Professional Conduct. 
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1. requiring an attorney to report evidence of a material violation 
of securities law or breach of fiduciary duty or similar violation 
by the company or any agent thereof, to the chief legal counsel 
or the chief executive officer of the company (or the equivalent 
thereof); and 

2. if the counsel or officer does not appropriately respond to the 
evidence (adopting, as necessary, appropriate remedial 
measures or sanctions with respect to the violation), requiring 
the attorney to report the evidence to the audit committee of 
the board of directors of the issuer or to another committee of 
the board of directors comprised solely of directors not 
employed directly or indirectly by the issuer, or to the board of 
directors. 

The following are illustrative examples where an organization’s in-house counsel was 
held liable for malpractice for doing nothing or for remaining silent when it had 
knowledge of relevant facts that were either not-disclosed, misrepresented or not fully 
disclosed in their proper context to the appropriate parties.   
 
(1) Rite Aid’s chief legal counsel Franklin Brown  

The conviction of Rite Aid’s former chief legal counsel is an excellent example of in-
house counsel’s failure to recognize that his primary responsibility was to the 
organization and not to any individual officer, director or employee.  Brown was 
convicted for his role in Rite Aid’s $1.6 billion restatement of earnings from 1997 to 
1999 (which was at the time the largest accounting revision in US corporate history).  
Brown was the chief legal counsel to Rite Aid for over four decades, but misplaced 
his loyalty to his longtime friends who were also senior executives.  
 
In its civil action, the SEC charged that Harrison Brown, Martin L. Grass, Rite Aid's 
former chief executive officer, and Frank M. Bergonzi, Rite Aid's former CFO, were 
responsible for one of the most egregious accounting frauds in history. The SEC 
alleged that Brown and the others engaged in an extensive accounting fraud scheme 
resulting in the significant inflation of Rite Aid's net income in every quarter from 
May 1997 to May 1999. The Commission also charged Brown and Grass with 
concealing certain related party transactions that enriched Grass at shareholder 
expense. 

 
(2) World Health’s GC Brian Licastro 

The decision in Miller v. McDonald, supra, mentioned earlier in this outline, signaled 
an expansion of the duties owed by corporate officers, including general counsel, and 
may expose officers to liability not only for their own wrongful conduct, but the 
failure to monitor, recognize and stop the wrongful conduct of others. 

Among the defendants in the suit brought by the bankruptcy trustee was Brian 
Licastro, World Health’s vice president of operations and its general counsel. The 
bankruptcy trustee sought to recover against former officers and directors of the 
bankrupt company on claims including breach of fiduciary duty, waste of corporate 
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assets, negligent misrepresentation and professional negligence, as well as claims for 
aiding and abetting breaches of fiduciary duty, waste and fraud. The complaint also 
alleged that the officers and directors filed false and misleading reports to the SEC 
and in press releases.  

Considering the trustee’s claim against Licastro for waste of corporate assets, the 
bankruptcy court acknowledged that the complaint did not allege that Licastro 
personally benefited from the alleged fraudulent expenditures and corporate waste, 
but found that general counsel may be exposed to liability for failing to monitor the 
conduct of others in the corporation. Id. at 593 

(3)Electro Science’s General Counsel John Isselmann: 
 

ESI’s General Counsel learned first-hand that if GC fails to fulfill its gatekeeper role, 
he (in addition to the corporate entity that employs him), will suffer the 
consequences.   The SEC did not assert that Isselmann participated in a scheme to 
fraudulently boost the quarterly earnings at the Portland-based semi-conductor 
manufacturer. In fact, the SEC did not even claim that Isselmann knew of the fraud; 
only that the former GC failed to communicate material information and that, more 
importantly, he failed to contradict CEO/CFO when they misrepresented to board 
what GC had reviewed. 

 
The settlement of these charges followed a 2004 speech by SEC’s enforcement chief 
who announced SEC was considering actions against lawyers ”who assisted their 
companies or clients in covering up evidence of fraud, or prepared or signed off on, 
misleading disclosures regarding the company’s condition.”  The SEC observed that 
the Isselmann “failed in his gatekeeper role” as he was in possession of information 
that should have been passed on, both to the board and to the company’s independent 
auditors.  It was believed that had the information been provided to them, the 
financial fraud would have been prevented. 

 
Other Miscellaneous Areas Where In-House Counsel’s Knowledge May Give Rise to a 
Duty to Act: 
 

• Discrimination, Harassment and Retaliation complaints; 
• Workplace Violence; 
• Conflicts of Interest; 
• Disclosure of Gifts and entertainment expenses 
• Outside employment/Board memberships 
• Political contributions and activities; 
• Company records and accounts 
• Expense accounts 
• Customer privacy 
• Employee privacy 
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Appendix A 
 

Model Rules of Professional Conduct 

Client-Lawyer Relationship 
Rule 1.13 Organization As Client 

(a)  A lawyer employed or retained by an organization represents the organization acting 
through its duly authorized constituents. 

(b)  If a lawyer for an organization knows that an officer, employee or other person associated 
with the organization is engaged in action, intends to act or refuses to act in a matter 
related to the representation that is a violation of a legal obligation to the organization, or a 
violation of law that reasonably might be imputed to the organization, and that is likely to 
result in substantial injury to the organization, then the lawyer shall proceed as is 
reasonably necessary in the best interest of the organization. Unless the lawyer reasonably 
believes that it is not necessary in the best interest of the organization to do so, the lawyer 
shall refer the matter to higher authority in the organization, including, if warranted by the 
circumstances to the highest authority that can act on behalf of the organization as 
determined by applicable law. 

(c)  Except as provided in paragraph (d), if 

(1) despite the lawyer's efforts in accordance with paragraph (b) the highest authority that 
can act on behalf of the organization insists upon or fails to address in a timely and 
appropriate manner an action, or a refusal to act, that is clearly a violation of law, and  

(2) the lawyer reasonably believes that the violation is reasonably certain to result in 
substantial injury to the organization,  

then the lawyer may reveal information relating to the representation whether or not Rule 
1.6 permits such disclosure, but only if and to the extent the lawyer reasonably believes 
necessary to prevent substantial injury to the organization. 

(d)  Paragraph (c) shall not apply with respect to information relating to a lawyer's 
representation of an organization to investigate an alleged violation of law, or to defend the 
organization or an officer, employee or other constituent associated with the organization 
against a claim arising out of an alleged violation of law. 

(e)  A lawyer who reasonably believes that he or she has been discharged because of the 
lawyer's actions taken pursuant to paragraphs (b) or (c), or who withdraws under 
circumstances that require or permit the lawyer to take action under either of those 
paragraphs, shall proceed as the lawyer reasonably believes necessary to assure that the 
organization's highest authority is informed of the lawyer's discharge or withdrawal. 

(f)  In dealing with an organization's directors, officers, employees, members, shareholders or 
other constituents, a lawyer shall explain the identity of the client when the lawyer knows or 
reasonably should know that the organization's interests are adverse to those of the 
constituents with whom the lawyer is dealing. 

(g)  A lawyer representing an organization may also represent any of its directors, 
officers, employees, members, shareholders or other constituents, subject to the 
provisions of Rule 1.7. If the organization's consent to the dual representation is 
required by Rule 1.7, the consent shall be given by an appropriate official of the 
organization other than the individual who is to be represented, or by the 
shareholders. 
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Thursday, June 19, 2008

F O R  M E T R O  A R E A  I N - H O U S E  C O U N S E L

CGNew York

Developing in-house counsel’s role  
in the fight against global corruption.

By SuSan F. Friedman

tories of foreign intrigue are no longer 
the exclusive realm of spy thrillers as in-
house counsel increasingly find themselves 
entangled in the corporate battle against 

corruption—either inadvertently as unwitting 
participants in alleged “bad acts” or as gatekeep-
ers who must assess risks and guide compliance 

initiatives. Although the most 
recent spate of problems 
may not have involved 

“moles” divulging their 
true identities at the 
Berlin Wall, chases 
through untamed oil 
fields, or the deploy-
ment of secret agents, 

they have included the use 
of slush funds with fabricated 
names, the routing of bribery 
payments through offshore 
accounts, clandestine and 
questionable payments, 
handwritten notes to avoid 
leaving a trail of electronic 

evidence, and documents 
marked “do not copy” or 
“store in a high-security 
vault.” 

Historically, as the global economy has experi-
enced rising prices in the food and energy sectors, 
the level of corruption has increased in step with 
panic and avarice. For many individuals and 
corporations, the most significant form of cor-
ruption has been bribery, which may come in the 
way of cash, jewelry, all-expense-paid vacations, 
artwork, wines, or gift certificates. This form of 
corruption is in direct violation of the Foreign 
Corrupt Practices Act of 1977 (FCPA)1 and its 
anti-bribery provisions.2 

This article focuses on the anti-bribery provi-
sion of the FCPA, and data pertaining to cor-
ruption, targets, compliance, and protections, all 
with a view toward assisting in-house counsel in 
examining their potential exposure and role.

The Act

In 1976, post-Watergate, a Securities and 
Exchange Commission (SEC) investigation 
disclosed that “more than 400 U.S. companies 
admitted to having made questionable or illegal 
payments in excess of $300 million to foreign 
government officials, politicians, and political 
parties.”3 In response to this investigation and 
in an effort to curtail the bribery of foreign offi-
cials and restore the public’s trust in the U.S. 
system of doing business, Congress enacted the 
FCPA in 1977.

The anti-bribery provisions of the FCPA 
make it unlawful for a U.S. person, including 
issuers of securities regulated by the SEC and 
domestic concerns, as well as certain foreign 
issuers of securities, to make a corrupt payment 
to a foreign official for the purpose of obtaining 
or retaining business for or with, or directing 
business to, any person.4 The FCPA applies to 
individuals, firms/corporations, officers, directors, 
employees, agents of firms/corporations and any 
stockholder acting on behalf of a firm/corpora-
tion.5 The FCPA also applies to foreign firms 
and persons who take any act in furtherance of 
a corrupt payment while in the United States.6 
U.S. parent corporations are liable for the acts of 
foreign subsidiaries where they authorize, direct 
or control the activity in question.7

Notably, the FCPA applies to payments to any 
public official, regardless of rank. The payment 
can be money or anything of value, and it must 
be made with corrupt intent. It is also a violation 
of the anti-bribery provisions to make a payment 
to an intermediary or third party while knowing 
that all or a portion of the payment is designed 
to influence a foreign official.8

The anti-bribery provisions exclude payments 
to facilitate or expedite performance of “routine 
governmental action” such as granting permits 
or licenses; processing visas or work orders; or 
providing police protection, telephone service, 
power or water.9 The FCPA also provides an 
affirmative defense where a payment made to a 
foreign government official is lawful under the 
written laws of the foreign official’s country, or 

Susan F. Friedman is a senior vice president, claims advocate and the practice 
leader of the employed lawyers professional liability insurance practice of Marsh. She 
can be reached at Susan.F.Friedman@marsh.com.
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where a payment was a reasonable and bona fide 
expenditure directly related to the promotion, dem-
onstration or explanation of products or services or 
to the performance of a particular contract between 
a company and a foreign government.10

Enforcement

The Department of Justice (DOJ) is responsible 
for all criminal enforcement of the FCPA and for 
civil enforcement of the anti-bribery provisions with 
respect to domestic concerns, foreign companies, 
and nationals, while the SEC is charged with civil 
enforcement with respect to issuers of securities.

In determining how payments should be charac-
terized, the DOJ has established an FCPA Opinion 
Procedure which allows any U.S. company or national 
to submit proposed business conduct and receive an 
opinion as to whether the conduct described would 
be considered prohibited pursuant to the FCPA.11 
Inasmuch as provisions of the FCPA are broad and 
there is little case law interpreting them, the DOJ 
often recommends consulting with counsel when 
analyzing the statute.12

Criminal penalties for violating the anti-bribery 
provisions for corporations and other business entities 
include a fine of up to $2 million; directors, officers, 
employees, stockholders and agents are subject to a 
fine of up to $100,000 plus up to 5 years imprison-
ment. No corporate indemnification is permitted for 
fines against individuals.13

Civilly, the U.S. Attorney General or the SEC 
may bring an action for a fine of up to $10,000 per 
violation against companies and individuals.14 In an 
SEC enforcement action the court may also impose 
an additional fine based on ill-gotten gains received. 
Further, persons or entities judicially determined to 
have violated the FCPA may be barred from doing 
business with the federal government. 

Although there is no private right of action under 
the FCPA, the same conduct that violates the anti-
bribery provisions may serve to initiate civil lawsuits 
alleging breaches of fiduciary duties, violations of the 
federal securities laws, fraud, and violations of the 
Racketeer Influenced and Corrupt Organizations Act 
(RICO).15 As such, directors and officers of companies 
continue to be on high alert as related civil actions 
are filed against them. Thus, in-house counsel who 
are also officers may have an additional exposure in 
this regard. Note, however, that while FCPA fines 
and penalties are typically not eligible for coverage 
pursuant to a Directors & Officers (D&O) Liabil-
ity Policy, defense costs for investigations as well as 
defense and indemnity payments for civil actions 
may be available.

Aside from the threat and costs of multijurisdic-
tional investigations and litigation, in-house coun-
sel are particularly concerned with the exorbitant 
dollar amounts disgorged, the considerable size of 
criminal fines,16 payments to the SEC, monitoring 

arrangements with the DOJ if a plea deal is struck, 
the costs of internal investigations which can run 
from $2 million to $20 million, and damage to repu-
tation/brand image.

Globally, U.S. regulators are working in conjunc-
tion with international prosecutors and investigators 
to further anti-corruption initiatives and equalize the 
economy so as not to provide unfair advantages to 
those who engage in corrupt activity. By example, 
the OECD (Organization for Economic Coopera-
tion and Development) Anti-Bribery Convention 
on Combating Bribery of Foreign Public Officials 
in International Business Transactions includes 37 
member countries focused on reducing corruption in 
developing countries. As the data bears out, vigorous 
enforcement of laws and implementation of initia-
tives on a global scale require teams of international 
crime fighters and other resources.

Data Dossier

Robert S. Mueller III, director of the Federal 
Bureau of Investigation (FBI), in his April 2008 
speech before an American Bar Association Annual 
Conference stated, “[T]he FBI is uniquely situated 
to address corruption. We have the skills to conduct 
sophisticated negotiations. We are insulated from 
political pressure and we are able to go where the 
evidence leads us, without fear of reprisal or recrimi-
nation,”17 and they have.

The FBI has four full-time agents dedicated to 
FCPA probes. At the beginning of 2008, the FBI had 
an estimated 77 pending FCPA investigations. That 
number does not include the multitude of internal 
company probes that have not been reported to the 
government. Additionally, the DOJ employs more 
than a dozen FCPA prosecutors who by year-end 2007 
brought approximately 16 enforcement actions; an 
equal number was brought by the SEC. 

In 2007, the SEC and DOJ imposed more than 
$135 million in fines, penalties, and disgorgement 
against corporations for violations of the anti-brib-
ery provisions. The U.S. government’s enforcement 
efforts, which involve parallel investigations and less 
reliance on self-reporting, have continued in 2008. 
Further, inasmuch as the DOJ has not hesitated to 

enforce the FCPA against foreign-owned companies 
it seems likely that more non-U.S. probes by the 
DOJ are on the way.

According to Daniel E. Karson, executive manag-
ing director of Kroll Associates, in comments made 
to the author, “[I]n 2007 and now in 2008, the FCPA 
has eclipsed Sarbanes-Oxley as the primary concern 
for corporate general counsels.”18 An analysis of FCPA 
enforcement trends by Kroll indicates that since 2000, 
the largest number of cases involve Asia, followed by 
Latin America, Africa, Europe, and the Middle East.19 
The Kroll analysis notes that emerging economies 
may present breeding grounds for bribery. 

The 2007 Bribe Payers’ Index compiled by Trans-
parency International cited India, China, and Russia 
as having the highest corruption rates. Although Chi-
nese officials maintain that anti-corruption is a top 
priority, noting the 500,000 bribery cases investigated 
over the past decade and the fact that an individual 
can be sentenced to death for a bribery conviction, 
it remains high on the risk list. Absent from all lists 
is Nigeria, which remains a focus of the DOJ with 
respect to the potential for bribery. Kroll has ranked 
potential exposure by industry sectors (from highest 
risk to lowest) as energy, technology/telecom, medi-
cal/pharmaceutical, food/agriculture, metals/mining, 
construction, and chemicals.20 

According to the 2008 European Corporate Integ-
rity Survey published by Integrity International, brib-
ery was highest among the most critical concerns for 
European in-house counsel. Many overseas opera-
tives have embraced the U.S. position and work in 
conjunction with the DOJ as demonstrated by an 
OECD 2007 report citing that more than 150 pros-
ecutions or investigations involving bribery have 
been brought worldwide. 

As companies continue to expand globally and 
encourage business and legal cultures that will not 
tolerate bribery, the FCPA and similar types of 
investigations, penalties and legal actions continue 
to rise. As such, in-house counsel remain vigilant in 
monitoring developments and targets.

The Target

Among the targets of FCPA current enforcement 
activity are individual officers and employees of com-
panies. These individuals increasingly are being held 
criminally liable for their conduct. This represents a 
shift in the DOJ focus on charging corporations with 
criminal offenses. At present, the DOJ more common-
ly offers companies deferred prosecution agreements, 
as alternatives to criminal prosecution, in exchange 
for monetary penalties and continued cooperation 
with the government. Meanwhile, individual offi-
cers and employees continue to face employment 
termination and criminal prosecution.

In an analysis of target trends, it appears the U.S. 
government is particularly interested in pursuing 
multiple companies in a specific industry sector, 
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such as oil, gas, energy, or construction and related 
industry groups, because historically the FBI has 
discovered a higher incidence of corruption in these 
sectors. Further, companies that conduct business in 
countries known to have heightened susceptibility 
to corruption are also targeted by the government. 
Additionally, the government has paid significant 
attention to companies with prior FCPA-related 
issues or repeat offenders. Finally, and as Mr. Karson 
highlights, it has become much more commonplace 
for the Department of Justice to target local busi-
ness partners of U.S. entities in other countries 
such as consultants or agents. Third-party agents 
and consultants are often native to the countries 
in which they conduct business and are unaware of 
FCPA provisions. Traditionally, they have acted as 
intermediaries between political officials and foreign 
subsidiaries of U.S. companies, and if bribery is a cus-
tomary local practice, they too have been involved 
in such activity as the intermediary; hence, the 
heightened focus on this group of individuals.

The stories of individual targets that have been 
apprehended may read like complex mysteries com-
plete with alias names, motives, disguises, and clan-
destine activities, but U.S. and international anti-
corruption experts have been able to decipher clues 
and follow the trails through multiple countries to 
disclose corrupt activity. To maintain anonymity, true 
names and corporate positions of individual targets are 
not often disclosed, but those involved in the bribery 
process have included chief executive officers, chief 
financial officers, legal chiefs, finance directors, client/
account executives, third-party agents/intermediar-
ies, and board members, as well as low and mid-level 
managers. Acts that have been the subject of such 
stories include wiring millions of dollars to Iranian 
officials in exchange for oil and gas rights; paying off 
Nigerian officials with suitcases of cash in exchange for 
oil; wooing government officials in an Asian country 
with lavish weekend getaways in return for defense and 
aerospace contracts; offering shares of stock in return 
for furthering business interests in another Asian coun-
try; and providing cash and gifts in certain European 
countries to win construction contracts.21

While less than a handful of in-house counsel have 
been implicated pursuant to the anti-bribery provi-
sions, they often are the initial targets questioned dur-
ing the course of an investigation. Although in-house 
counsel generally seek to cooperate with authorities, 
there may be ramifications for the attorney/client 
privilege, which varies internationally. Inquiries made 
of in-house counsel often focus on compliance and 
due diligence functions within the FCPA context. 

Compliance

In his April 2008 speech, Robert  Mueller, FBI 
director, also remarked, “…you are those to whom 
business leaders turn for counsel. You are often one 
of the first lines of defense. You are the gatekeep-

ers—the ones who must say, ‘this is the right thing to 
do….’”22 In this regard, although a company’s board 
of directors is ultimately responsible for the oversight 
and management of an FCPA compliance program, 
significant portions of these duties are delegated to in-
house counsel. As such, it becomes incumbent upon 
in-house counsel to assist in conducting worldwide 
risk assessments to identify business units and regions 
where they believe their companies are most exposed 
to corruption; research and retain competent local 
counsel where necessary; work in cooperation with 
leadership of the company to establish clear, written 
policies, codes of conduct, training, procedures, and 
hotlines; and aid in creating a culture of anti-bribery 
compliance from the top down.

Effective compliance also typically requires: 
ongoing monitoring to ensure that all policies are 
regularly evaluated and are working to prevent or 
identify inappropriate activities; managing internal 
investigations; establishing appropriate disciplinary 
mechanisms for violations of company policy or the 
law; conducting due diligence inclusive of background 
checks and FCPA compliance on all foreign business 
partners, potential acquisitions/mergers, agents or 
anyone engaged in overseas commerce on behalf of 
the company23; being acutely aware of, and account-
ing for, societal and language differences in inter-
national compliance training; and documenting all 
compliance efforts.

Mr. Karson of Kroll also advises: “A particular 
area of concern and challenge for general counsels 
is due diligence on foreign agents and consultants….
Corporations need to know exactly who they hire 
and what services are to be performed as a majority 
of FCPA investigations target these individuals.” It 
has been equally challenging for in-house counsel to 
impress the importance of FCPA compliance upon 
employees of non-U.S. subsidiaries and affiliates. 

According to the U.S. Federal Sentencing 
Guidelines Chapter 8 Part B (2005), which pro-
vides guidance with respect to the establishment 
of compliance programs, penalty reductions for 
companies of up to 95 percent are available pro-
vided that an effective compliance and ethics 
program is created and implemented.24 Failure to 
establish such programs may result in additional 
liability of in-house counsel charged with this 
responsibility.

Protection

In addition to robust FCPA compliance programs, 
due diligence and consulting with counsel, the DOJ 
and SEC consistently highlight that self-reporting 
is a vital protective measure for in-house counsel 
in their efforts to minimize legal exposure to the 
corporations they serve. In-house counsel may also 
seek to review their D&O liability insurance policies 
in the event that the directors, officers, or company 
they serve are confronted with an FCPA investigation 

and/or related civil litigation as insurance coverage 
may be available depending upon the allegations 
and circumstances.

As for protecting themselves, Employed Lawyers 
Professional Liability Insurance is specifically designed 
to provide coverage for claims alleging negligent 
acts, errors or omissions in the performance of the 
duties of in-house counsel and their staffs. Although 
no insurance will provide coverage for intentional 
violations of statutes and their attendant fines and 
penalties, defense cost coverage is available in the 
investigation stage through litigation up and until 
there is a final adjudication. On the civil side, in 
terms of allegations of breaches of fiduciary duties, 
violations of the federal securities laws, fraud, mis-
representation, and negligence, this type of insurance 
may provide coverage for defense costs as well as 
monies for settlements or judgments.

In the end, for in-house counsel, although there 
may be no billionaire eccentric foreign villains 
with desires to take over the world, and no cerebral 
sophisticated secret agents dedicated to moral ideals, 
foreign intrigue persists via the FCPA and the global 
anti-corruption crime fighters.

•••••••••••••••••••••••••••••

1. 15 USC §§78m, 78dd-1, et seq. as amended, 1998.
2. Id. §§78dd-1(a), 78dd-2(a), et seq.
3. U.S. DOJ “Lay Person’s Guide to FCPA,” http://www.usdoj.gov.
4. See note 2 supra. The FCPA also requires companies whose 

securities are listed in the United States to make and keep books 
and records that accurately and fairly reflect the transactions of 
the corporation and to devise and maintain an adequate system 
of internal accounting controls. Id. at §§78dd-1(a), 78dd-2(a), 
78dd-3(a), 78dd-1(f)(1).

5. See note 3 supra.
6. See note 3 supra. This addition was made by Congress in 1998.
7. See note 3 supra. 
8. Id. Knowledge includes conscious disregard and deliberate 

ignorance.
9. 15 USC §§78dd-1(b), 78dd-2(b), 78dd-3(b). The statute 

lists examples of routine government action, but companies must 
also make certain that such payments do not violate the local laws 
of the country in which they are doing business.

10. Id. at §§78dd-1(c)(1), 78dd-2(c)(1), 78dd-3(c)(1), 78dd-
1(c)(2)B, 78dd-2(c)(2)B, 78dd-3(c)(3)B. Generally, as anti-cor-
ruption legislation spreads globally, the first affirmative defense is 
often unavailable.

11. 28 CFR Part 80.
12. See note 3 supra.
13. See note 12 supra.
14. Id.
15. 18 USC §§1961-1968, 1970 as amended.
16. The largest FCPA penalty thus far was $44 million which 

included an $11 million criminal penalty and $33 million in dis-
gorgement of profits. The average settlement cost for the three-
year period ending 2007 was $13.5 million.

17. See http://www.fbi.gov/pressrel/speeches/mueller041708.
htm, April 17, 2008.

18. See generally, Kroll Global Fraud Report Annual Edition 
2007/2008 and June 2007 Corruption and the Foreign Corrupt 
Practices Act.

19. Id.
20. Id.
21. See generally, http://www.america.gov/st/washfile, U.S. De-

partment of State 2008.
22. See note 17 supra.
23. The U.S. Department of Commerce Commercial Services 

Program has several programs to assist U.S. companies in con-
ducting due diligence when selecting business partners or agents 
overseas. See generally, http://www.trade.gov/cs.

24. U.S. Sentencing Guidelines, §8B2.1 (2005).

Reprinted with permission from the June 19, 2008 edition of 
the GC NEW YORK. © 2008 ALM Properties, Inc. All rights 
reserved. Further duplication without permission is prohib-
ited. For information, contact 212-545-6111 or cms@alm.com.  
#070099-06-08-0004

ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 22 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 23 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 24 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 25 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 26 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 27 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 28 of 30



ACC's 2009 Annual Meeting Don't just survive. Thrive!

Copyright © 2009 Association of Corporate Counsel 29 of 30



Please note, these additional resources are provided by the Association of Corporate 
Counsel and not by the faculty of this session. 

 
 

ACC Extras 
Supplemental resources available on www.acc.com 

 
 
 
 
 
Insurance Coverage For Lawsuits: Allocate Responsibility And Avoid 
Malpractice Claims. 
ACC Docket. May 2003 
http://www.acc.com/legalresources/resource.cfm?show=150378 
 
In-House Malpractice Insurance - Should you Consider It? 
Webcast Transcript. July 2005  
http://www.acc.com/legalresources/resource.cfm?show=16424 
 
Liability Concerns for In-House Counsel and Available Insurance Protection. 
Quick Reference. September 2008  
http://www.acc.com/legalresources/resource.cfm?show=199661 
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