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 You are have just received the first set of 
interrogatories and requests for production in a 
complex case, and, after speaking with your client, 
it is apparent that the production will include a 
large number of e-mails and other electronically 
stored documents, including the records of certain 
in-house counsel and others with whom they have 
communicated regularly.  

E-Discovery 
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With every demand for electronically stored 
information (ESI) comes an exponentially 
increasing volume of data to be reviewed for both 
relevance and privilege.  

With the increasing volume comes an increasing 
likelihood that privileged information will be 
inadvertently disclosed to the other side, and that 
means, in some jurisdictions, the privilege will be 
waived.  

Potential Pitfalls 
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Even in those jurisdictions that do not follow the 
strict liability approach to privilege waiver, your 
actions in managing the production and remedying 
the error will factor into the court's decision about 
whether you (or, more accurately, your client) has 
waived the privilege, and what the scope of that 
waiver will be. 

Inadvertent Waiver 
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Do Hansel and Gretel need an attorney?   
 

How  your digital breadcrumbs can lead  

a hacker to you 
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Presentation Overview 

What are digital breadcrumbs? 

Online Reconnaissance Techniques 

Exploitation Methodologies - Phishing 
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“Digital Breadcrumb” Sources 
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Overt Indicators 

Social Engineering  
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Covert Indicators 

METADATA 
  “data providing information about 
 one or more aspects of the data” 
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Online Reconnaissance 

Online Reconnaissance 
– To discover and gather relevant information about a 

particular person, organization, or online entity 
– Legitimate activity 
– Criminal activity 
 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8
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Social Networking Data Mining 

FACEBOOK HI5.COM 

MYSPACE.COM 
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Maltego 

Mal-what-o? 

Maltego is an open source intelligence and 
forensics application.  
– It allows for the mining and gathering of information as 

well as the representation of this information in a 
meaningful way. 

– Allows you to identify key relationships between 
information and identify previously unknown 
relationships between them 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8
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Maltego 

 

Tools for 
network/cyber 

reconnaissance and 
research 

 

Tools for penetration 
testing/vulnerability 

assessment 
 Tools for data mining 

personal information  
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Maltego 

 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8


090701_15 



090701_16 16 
#IHCC12 2012 ACC-SoCal In-House Counsel Conference 

Insert 
Sponsor 
Logo 
here 

 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8


090701_17 17 
#IHCC12 2012 ACC-SoCal In-House Counsel Conference 

Insert 
Sponsor 
Logo 
here 

Metadata Extraction 
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Social Engineering and 
Phishing Attacks 
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Phishing 
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Targeted Attacks: 
 “Spear Phishing” 

 
Targeted phishing attack  

E-mail appears to originate 
from employer, friend or 

other trusted source 

Spear phishing attacks have 
further evolved, 

implementing short URL 
redirection and no file 

attachments 
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Spear Phishing Methodology 

1/23/2012 Unclassified // FOUO 
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Copyright/Patented Materials 

Economic Espionage 

Medical/Scientific Research Theft 

Evolving Victimology 
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Evolving Victimology 

Technology/Trade Secrets 

Military Secrets 

Attacks Against Infrastructure 
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The Anatomy of a Phishing Scheme:  
Dissecting the Digital Artifacts 
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Evolution of a Phishing Scheme 

1. Obtain Victim E-Mail addresses 

2. Compromise Victim Server 

3. Recruit “Drops” 

4. Create Spam E-mail 

5. Send Spam Phishing E-mail 

6. Collect Victim Information 

7. Use Victim Information 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8
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Obtain Victim E-Mail addresses 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8


090701_28 28 
#IHCC12 2012 ACC-SoCal In-House Counsel Conference 

Insert 
Sponsor 
Logo 
here 

Compromised Computers 
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Recruit “Drops” (Mules)  
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Create the phish email- 
Build in HTML code  
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Short URL Re-direct 

http://itunes.apple.com/us/app/twitter/id333903271?mt=8


090701_32 32 
#IHCC12 2012 ACC-SoCal In-House Counsel Conference 

Insert 
Sponsor 
Logo 
here 

Activate Hyperlinks 
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Create the Phishing e-mail:  
Testing Phase 
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Collect Victim Information  
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Wire Transfer $$$ Using 
 Victim Information 
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“Drop” (Mule) Payments 
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Use Victim Information 
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Normal Internet Activity Leaves a Significant 
amount of digital breadcrumbs 

This Information is Used for Social Engineering 
Purposes 

Take Pre-Cautionary Measures to Safeguard your 
Personal Information 

Check the Links Before Clicking 
Banks NEVER Solicit Account Information via 

Email 
 

 

Significant Take-Away Points 
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Kris Ashman, Moderator 
– United States Postal Service, Attorney (Labor & 

Employment), kristi.j.ashman@usps.gov 

Jason Smolanoff 
– Stroz Friedberg, Vice President 
– jsmolanoff@strozfriedberg.com 

Camilla Eng  
– General Counsel, JM Eagle 
–  CamillaEng@JMEagle.com 

Dawn Haghighi 
– Chief Privacy Officer, Princess Cruises 
 

Panelists 
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