


30-SECOND SUMMARY

The scope of information to be held confidential is remarkably similar for all lawyers, no matter the country you 
practice in. The real differences are manifested in the exceptions to the duty of confidentiality and the applicability 
of the duty to in-house lawyers. The exceptions to confidentiality are generally (though not universally) broader in 
the United States. Do not always assume that US ethics law is the most protective. When it comes to confidential 
information relating to business crimes or fraud, for example, it often may not be. It is imperative to fully understand 
and properly analyze confidentiality and choice of law issues where foreign ethics law is involved.

If your company operates in multiple countries, the laws on the duty of confidentiality 
and the attorney-client privilege can pose challenging ethical and practical questions. 
What jurisdiction’s ethics laws govern your treatment of confidential matters when 
you are traveling abroad? Do lawyers with whom you are dealing have the same ethical 
duties as you? How do you preserve the attorney-client privilege when you are in a 
jurisdiction that may not recognize such a privilege? These are not merely academic 
questions; they are issues that arise whenever you are confronted with the necessity 
of sharing confidential information with lawyers in other nations. You need to be in 
a position to advise your management team and others in the company on whether 
foreign lawyers have a duty under their governing rules of professional conduct to 
preserve the confidentiality of your company’s information. This article will guide 
you onto the right path by highlighting the key issues that you need to consider. And 
it will do so in the context of a real-world scenario. 

By Mollie Roy, Kenneth C. Moore and Steve Delchin 
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Business Abroad

  ACC DOCKET    JANUARY/FEBRUARY 2014 27



Comparing US confidentiality 
rules with the rest of the world
It should come as no surprise that the 
duty of confidentiality is a universally 
acknowledged feature of ethics codes 
around the world. Lawyer confidential-
ity rules generally have two parts: 
■■ a broad scope of information that 

must be held confidential, and 
■■ narrow exceptions to the duty of 

confidentiality. 

There is a perception among some 
American lawyers that foreign ethics 
codes generally afford less protec-
tion to confidential client informa-
tion than US ethics law. But, in fact, 
the scope of information to be held 
confidential is remarkably similar 
for all lawyers. The real differences 
are manifested in the exceptions to 
the duty of confidentiality and in the 
differences in the applicability of the 
duty to in-house lawyers. Although 
internal communications between 
in-house counsel and their compa-
ny’s employees are afforded little or 
no protection in a number of foreign 
jurisdictions, what surprises many 
American lawyers is that the excep-
tions to confidentiality are generally 
(though not universally) broader in 
the United States. In other words, do 
not always assume that US ethics law 
is always the most protective. When 
it comes to confidential information 
relating to business crimes or fraud, 
for example, it often may not be.

To put these principles into 
sharper focus, it’s useful to consider 
US and foreign ethics law in the con-
text of a real-life scenario involving 
the general counsel of an interna-
tional company that has subsidiar-
ies located around the world. The 
general counsel’s name is Geraldine 
Counsel. She is the general coun-
sel of USA Manufacturing, Inc., a 
Delaware company headquartered in 
Virginia. USA Manufacturing wholly 
owns several subsidiaries around 
the world, including in England, 

the Czech Republic and Western 
Australia. The company’s chief 
financial officer advises Geraldine 
Counsel that illegal price fixing may 
have occurred, and still might be oc-
curring, at several of the company’s 
subsidiaries. Accordingly, Geraldine 
Counsel needs to select legal counsel 
to conduct an investigation imme-
diately, but she does not want the 
results of counsel’s investigation to 
become public. 

Who should conduct the investiga-
tion into alleged price fixing at the 
company’s subs? Should it be law-
yers from DC, Ohio or Virginia, or 
the Czech Republic, UK or Western 
Australia? Or a combination of lawyers 
from these jurisdictions?  

Scope of the duty of confidentiality 
among foreign jurisdictions 
Geraldine Counsel’s initial concern is 
whether foreign lawyers have the same 
duty of confidentiality as US lawyers. A 
comparison of US and foreign ethics law 
makes clear that the scope of protection 
for confidential information is similar. 

Take, for example, the ABA Model 
Rules of Professional Conduct (that 
have been adopted, in some form, 
in nearly every US jurisdiction) and 
compare them with the Code of 
Conduct for European Lawyers (that 
applies to the cross-border practice 
of all lawyers from the European 
Economic Area, regardless of what Bar 

or Law Society they belong to).1 Both 
of these codes have highly similar and 
astonishingly broad definitions of the 
scope of information protected by the 
ethical duty of confidentiality. Rule 
1.6 of the ABA Model Rules, which 
addresses the duty of confidentiality, 
covers “information relating to the 
representation of a client.” In a similar 
fashion, Rule 2.3.2 of the European 
Code of Conduct covers “all informa-
tion that becomes known to the lawyer 
in the course of his or her professional 
activity.” Note that the scope of the 
ethical duty of confidentiality under 
the ABA Model Rules is broader than 
the scope of the attorney-client privi-
lege. The latter privilege only protects 
information given by a client to an 
attorney in the course of seeking legal 
advice, plus the advice given by the 
attorney in response.2 The ethical duty 
of confidentiality, by contrast, includes 
information outside the scope of that 
attorney-client privilege (as well as 
within it).3

See Table 1 for another example of 
similarity between jurisdictions: the 
confidentiality rules in DC and the 
Czech Republic. Note how both rules 
from vastly differing legal traditions 
have the same four prohibitions for 
client confidential information. 

Geraldine Counsel is convinced; 
the scope of the duty of confidentiality 
for foreign lawyers is generally just as 
broad as it is for American lawyers. 
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Exceptions to the duty 
of confidentiality.
The question remains, however, 
whether the exceptions to a lawyer’s 
duty of confidentiality in the relevant 
jurisdictions are similar or different. 
Geraldine Counsel needs to examine 
these before deciding which lawyers 
should conduct the investigations 
into alleged price fixing at the com-
pany’s subsidiaries. On the one hand, 
Geraldine Counsel is concerned that 
one or more of the foreign lawyers 
may disclose information that the 
company does not want disclosed. On 
the other hand, she questions (perhaps 
correctly) the premise that US ethics 
law will always be most protective of 
client confidences.

In analyzing this issue, consider 
that both the ABA Model Rules in 
the United States and the ethics rules 
of foreign jurisdictions have both 
mandatory and discretionary disclo-
sure rules. Virginia, for example, is 

a mandatory disclosure jurisdiction. 
Rule 1.6(c)(1) of the Virginia Rules 
of Professional Conduct provides 
that a lawyer “shall” promptly reveal 
the client’s stated intent to commit a 
crime and the information necessary 
to prevent it if counseling of the cli-
ent is ineffective.6 By contrast, in the 
People’s Republic of China, a lawyer 
generally has neither the discretion 
nor the mandatory duty to disclose his 
corporate client’s price-fixing activ-
ity, but instead is ethically required 
to remain silent.7 So here, we have an 
example where the foreign ethics rules 
(i.e., China) are more protective of 
client information than the rules in an 
American jurisdiction (i.e., Virginia).8

The US and foreign ethics rules also 
differ when it comes to permissive 
disclosures (e.g., financial crimes). In 
Western Australia, disclosure “may” 
be made “for the purpose of avoiding 
the probable commission of a serious 
offence,” pursuant to Rule 9(3)(d) of 
the Western Australia Legal Profession 
Conduct Rules 2010. Similarly, in 
Ohio, under Rule 1.6(b)(2) of the Ohio 
Rules of Professional Conduct, disclo-
sure “may” be made “to the extent the 
lawyer reasonably believes necessary 
… to prevent the commission of a 
crime by the client or other person.”

But the story is much different in 
California, where almost no disclosure 
may be made for any crime, includ-
ing financial crime.9 Similarly, in the 
Slovak Republic, lawyers have a broad 

duty to keep the affairs of their clients 
confidential.10

See Table 2 for the variation among 
US and foreign jurisdictions when 
it comes to exceptions to the duty of 
confidentiality. 

In-house counsel and the 
attorney-client privilege
Armed with the information above, 
Geraldine Counsel is beginning to 
get a better handle on which lawyers 
in her company should conduct in-
vestigations into alleged price-fixing. 
She is leaning toward using her 
in-house counsel at the subsidiaries 
in question because these lawyers 
are licensed in jurisdictions without 
mandatory disclosure duties that 
likely would be applicable to price-
fixing. That’s when her assistant 
raises the concern about potential 
limits to the attorney-client privilege 
when in-house counsel are involved. 
The concern may be well founded.

On the one hand, there are a number 
of foreign jurisdictions that recog-
nize a privilege for inside counsel. In 
Australia, for example, the privilege 
applies to in-house counsel generally 
like outside lawyers. Similarly, in Hong 
Kong, in-house counsel have the same 
duties as outside counsel to maintain 
confidentiality and invoke privilege. 
Likewise, in the United Kingdom, 
communications with in-house coun-
sel can be privileged if the attorney 
is a Solicitor with a practicing cer-
tificate from the Solicitors Regulation 
Authority (SRA), and if the communi-
cation meets all requirements for privi-
lege applicable to outside counsel.13

The majority of European Union 
countries, however, do not recognize 
a privilege for in-house counsel. Such 
countries include, among others, 
Austria, Greece, Hungary, Italy, France 
and the Czech Republic. In addi-
tion, the European Union has its own 
privilege standard for cases involv-
ing the European Commission. In 
its landmark decision in Akzo Nobel 

The majority of European 
Union countries, however, 
do not recognize a privilege 
for in-house counsel. Such 
countries include, among 
others, Austria, Greece, 
Hungary, Italy, France 
and the Czech Republic. 

TABLE 1 

DISTRICT OF COLUMBIA4 CZECH REPUBLIC5

An attorney “shall not knowingly reveal” 
confidential client information.

An attorney “shall keep confidential” all 
facts learned in the representation.

Prohibits “use” of confidential information to 
the “disadvantage of the client.”

Prohibits “use” of confidential information 
to the “detriment of the client.”

Prohibits the “use” of confidential information 
for “the advantage of the lawyer.”

Prohibits the “use” of confidential 
information to “the attorney’s own benefit.”

Prohibits the “use” of confidential information 
for “the advantage of” a “third person.”

Prohibits the “use” of confidential informa-
tion for the “benefit of third persons.”
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Chemicals Ltd. and Akcros Chemicals 
Ltd. v. Commission (Case C-550/07 
P), the European Court of Justice held 
that internal communications between 
a company’s employees and in-house 
counsel (whether admitted to a mem-
ber state Bar or not) are not privileged 
in European competition law cases on 
the reasoning that in-house counsel 
are not fully independent of their 
client. That means that in a jurisdic-
tion such as the United Kingdom, 
which recognizes a privilege for SRA-
certified in-house counsel, communi-
cations with in-house counsel may not 
be privileged if the EU Commission14 
or other government authority is 
involved from a jurisdiction that does 

not recognize the attorney-client privi-
lege for in-house counsel. 

When considering corporate inves-
tigations in foreign jurisdictions, you 
(like Geraldine Counsel) need to be fully 
aware that the scope and application of 
the attorney-client privilege to in-house 
counsel vary significantly among foreign 
jurisdictions. In evaluating legal strategy, 
you need to consider not only what ju-
risdiction may be involved, but also the 
investigating authority involved. 

Choice of law rules: What 
ethics law applies?
After considering all of the informa-
tion about confidentiality and privi-
lege, Geraldine Counsel’s next step is 

to consider what ethics law applies to 
lawyers conducting price-fixing inves-
tigations in foreign jurisdictions. Do 
the lawyers from “mandatory silence” 
jurisdictions have an independent ethi-
cal duty not to reveal information to:
■■  co-counsel in jurisdictions with 

mandatory disclosure duties, and
■■ co-counsel with the discretionary 

right to disclose?15

An important unresolved question 
that is fundamental to any choice 
of law analysis involving foreign 
ethics law is whether a foreign na-
tion’s limitation of its ethical rules to 
lawyers who are members of the Bar 
in that country affects whether law-

TABLE 2

EXCEPTIONS FOR WHEN AN ATTORNEY MUST NOT, MAY, AND MUST BREACH DUTY OF CONFIDENTIALITY

JURISDICTION FOR ANY CRIME?11 FOR CRIMINAL FRAUD? FOR NON-CRIMINAL FRAUD?

District of Columbia Must Not
1.6(a)

May
1.6(b)(2), (b)(3)

May 
1.6(b)(2), (b)(3)

California Must Not
§ 6068(e) Business and Professions 
Code; California Rule 3-100(B) 

Must Not
§ 6068(e) Business and Professions 
Code; California Rule 3-100(B)

Must Not
§ 6068(e) Business and Professions 
Code; California Rule 3-100(B)

England and Wales Must Not
Solicitors Regulation Authority Code 
of Conduct O(4.1)

Must Not
Solicitors Regulation Authority Code 
of Conduct O(4.1)

Must Not
Solicitors Regulation Authority Code 
of Conduct O(4.1)

China Must Not
Law on Lawyers of the People’s 
Republic of China
Article 38

May
(if endangers security or safety)
Article 38

Must Not
Law on Lawyers of the People’s 
Republic of China
Article 38

Czech Republic Must  Not
Czech Act on Advocacy, Section 21(1)

Must 
if damage exceeds $250,000
Czech Act on Advocacy, Section 21(6)

N/A

New York May
1.6(b)(2)

May
1.6(b)(2)

Must Not
1.6(a)

Ohio May
1.6(b)(2)

May
1.6(b)(2)

Must Not
1.6(a)

Western Australia May (serious offense)
Legal Profession Conduct Rule 9(2) 

May 
Legal Profession Conduct  
Rule 9(3)(d)

Must Not
Legal Profession Conduct Rule 9(2)

Virginia Must
1.6(c)(1)

Must (prospective) -1.6(c)(1)
May (past) - 1.6(b)(3)

Must Not
1.6(a)
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yers licensed in the United States are 
governed by such ethical rules. Thus, 
it is prudent to review the ethics law of 
a particular jurisdiction to determine 
whether it is applicable to lawyers who 
are not licensed to practice law in that 
particular jurisdiction. Some codes 
answer the question expressly; others 
are silent. For example, the Code of 
Conduct for European Lawyers explic-
itly applies to European lawyers in 
the many European nations that have 
adopted the European Code when 
they engage in cross-border practice. 
There is a modest trigger to be “cross-
border,” and even a simple telephone 
call from a lawyer in one European 
nation to a lawyer in another Euro-
pean nation will suffice. (Note that 
lawyers from the United States are not 
covered by the European Code unless 
the choice of law of the American 
State governing the American lawyer 
is interpreted in the future to choose 
foreign ethics law that the foreign 
jurisdiction itself would not apply to 
an American lawyer.)16  

In the United States, determin-
ing which ethics law will apply to an 
American lawyer requires a choice of 
law analysis under ABA Model Rule 
8.5. The problem is that there is a lack 
of uniformity among states regard-
ing which version of Model Rule 8.5 
each has adopted, coupled with a lack 
of authorities to analyze choice of law 
issues generally. 

There are three versions of Model 
Rule 8.5. Under the oldest version of 
Model Rule 8.5 from 1983, the law 
of the lawyer’s license would apply 
everywhere (including out of state and 
out of country), unless a conflict arose 
with the law of another jurisdiction 
in which the lawyer was deemed to be 
practicing, or in which the lawyer was 
also licensed. In that case, generally 
applicable rules for choice of law may 
govern.17 This rule is still followed in 
Alabama and Kansas.

In 1993, the ABA amended Model 
Rule 8.5 to add a detailed choice of law 

provision. Under the 1993 version, the 
law of the forum or tribunal applies 
in litigation. For transactions and 
everything else, the ethics law of the 
licensing jurisdiction applies. If the 
lawyer is licensed in multiple states, the 
state where the lawyer principally prac-
tices generally will control, provided, 
however, that “if particular conduct 
clearly has its predominant effect in 
another jurisdiction in which the 
lawyer is licensed to practice, the rules 
of that jurisdiction shall be applied to 
that conduct.”18 The 1993 version is fol-
lowed in DC and New York. 

The current version of ABA Model 
Rule 8.5 was revised in 2002, and 
some form of it is the law in a sub-
stantial majority of states. Under the 
2002 version, the ethics law of the 
forum or tribunal applies in litiga-
tion. For transactions and everything 
else, the ethics law of the jurisdiction 
in which the lawyer’s conduct oc-
curred controls unless the “predomi-
nant effect” of the lawyer’s conduct 
occurred in a different jurisdiction. In 
that case, the rules of that jurisdiction 
apply to the conduct.19  

It is not always clear how Rule 8.5 
should be applied under a particular 
set of facts. For this reason, when the 
current version of Model Rule 8.5 
was amended in 2002, a safe harbor 
provision was added, providing that a 
lawyer “shall not be subject to disci-
pline if the lawyer’s conduct conforms 
to the rules of a jurisdiction in which 
the lawyer reasonably believes the pre-
dominant effect of the lawyer’s conduct 
will occur.” Unfortunately, this safe 
harbor has not been adopted in many 
states. Further complicating matters is 
the fact that the meaning of “predomi-
nant effect” under the rule is largely 
undefined. Neither the earlier ABA 
1993 choice of ethics law rule nor the 
current 2002 rule provide significant 
guidance for determining where the 
“predominant effect” of a lawyer’s con-
duct occurs. Authorities are not setting 
forth meaningful interpretations of the 

term “predominant effect” under the 
ethics rules. 

What is clear, though, is that foreign 
ethics law can apply when a US in-
house or outside lawyer travels abroad 
or lives abroad. For example, foreign 
ethics law can apply to a business 
transaction, or an international arbitra-
tion or court litigation under the cur-
rent 2002 version of Model Rule 8.5. 

Consider how the choice of law 
analysis might play out in our factual 
scenario regarding possible price fixing 
at USA Manufacturing’s subsidiar-
ies. Even minor changes in the facts 
(including how they are reasonably 
perceived) can affect a lawyer’s ethical 
duties in profound ways. 

Alternative No. 1: Alleged price-
fixing at company’s Western 
Australian subsidiary
Geraldine Counsel decides to send her 
assistant general counsel, Dis Klohsz, a 
Virginia-licensed attorney, to Western 
Australia to investigate alleged price 
fixing at the company’s subsidiary in 
Perth, the capital city of the state of 
Western Australia. Dis Klohsz jointly 
investigates the Australian sub with 
Gude Mate, the sub’s in-house lawyer. 
The two lawyers discover blatant price-
fixing and subsequently meet in Perth 
with Australian government authori-
ties at Geraldine Counsel’s request. 
During the meeting, the government 
authorities demand that both lawyers 
disclose everything they know about 
the alleged price-fixing at the sub. As 
in-house lawyers in this situation, what 

It is prudent to review the 
ethics law of a particular 
jurisdiction to determine 
whether it is applicable 
to lawyers who are not 
licensed to practice law in 
that particular jurisdiction. 

  ACC DOCKET    JANUARY/FEBRUARY 2014 33



are Dis Klohsz’s and Gude Mate’s ethi-
cal obligations?  

Under the facts presented, Gude 
Mate could refuse to answer the 
government’s questions because 
Western Australia is a discretion-
ary disclosure jurisdiction, and the 
Western Australian ethics rules 
would apply to him. But what about 
Dis Klohsz, who is licensed in the 
mandatory disclosure jurisdiction 
of Virginia? His investigatory con-
duct occurred in Western Australia, 
where the illegally higher prices from 
price-fixing are occurring and where 
the government enforcement would 
occur. Accordingly, Virginia’s ver-
sion of Rule 8.5 on choice of ethics 
law likely would select the ethics 
law of Western Australia.20 So, like 
Gude Mate, Dis Klohsz could remain 
silent in response to the questions by 
the Western Australian government 
authorities even though he is licensed 
in Virginia, which is a mandatory 
disclosure jurisdiction.

Alternative No. 2: Alleged price-fixing 
at Ohio sub — meeting in Virginia
Assume that USA Manufacturing has 
a distribution subsidiary located in 
Cleveland, Ohio. Cy Lent, the assistant 
general counsel of the Ohio sub and an 
Ohio-licensed lawyer, discovers ongo-
ing price-fixing in his investigation of 
the sub. Geraldine Counsel asks Cy 
Lent to come to USA Manufacturing’s 
headquarters in Virginia for a meeting 
with the Department of Justice (DOJ). 
During the meeting, the DOJ asks 
Cy Lent to disclose all that he knows 
about the alleged price-fixing at the 
Ohio sub. Is Cy Lent, an Ohio lawyer, 
required to disclose what he knows? 
Does it matter if enforcement is sought 
in the Ohio federal court?  

As we learned above, Ohio is a 
discretionary disclosure jurisdic-
tion, and thus, Cy Lent would not 
be required to disclose all he knows 
if the meeting with the DOJ was in 
Ohio. But does Ohio Rule 8.5 (which 

is substantively identical to ABA 
Model Rule 8.5) pick up Virginia eth-
ics law, under which Cy Lent would 
have a mandatory duty of disclosure? 
Arguably, the predominant effect 
of his conduct was in Ohio, where 
he conducted the investigation and 
where the price-fixing occurred. 
Thus, to the extent this premise is ac-
cepted by a court or by Bar disciplin-
ary authorities (and note that Ohio 
adopts the ABA’s “safe harbor” provi-
sion in Rule 8.5), Cy Lent would not 
be required to disclose any informa-
tion. Of course, if the predominant 
effect were in Virginia, Cy Lent would 
be subject to Virginia’s mandatory 
disclosure rule through Ohio’s choice 
of ethics law. But, if the DOJ filed suit 
against the company in Ohio federal 
court, then Ohio ethics law would 
apply because the law of the place of 
the tribunal would control, if not the 
rules of the tribunal itself.

Alternative No. 3: Alleged price-
fixing at USA Manufacturing 
and its subs — meeting in DC
Finally, consider a third alterna-
tive scenario (and this is where the 
outcome determinative effect of 
differences in choice of ethics rules 

among jurisdictions really gets in-
teresting). Assume that the meeting 
with the DOJ that was planned for 
USA Manufacturing’s headquarters 
in Virginia had to be rescheduled 
to the DOJ’s office on Pennsylvania 
Avenue in DC. Geraldine wants both 
Dis Klohsz and Cy Lent to handle the 
meeting. During the meeting, the DOJ 
asks the two assistant general counsel 
to disclose all they know about the 
price-fixing. Under Virginia’s choice 
of ethics law provision, is Dis Klohsz, 
a lawyer from Virginia (a mandatory 
disclosure jurisdiction), required to 
disclose what he knows at the meeting 
in DC (a mandatory silence jurisdic-
tion)? Under Ohio’s choice of ethics 
law, is Cy Lent, a lawyer from Ohio (a 
discretionary disclosure jurisdiction), 
required to disclose what he knows on 
the basis that the predominant effect of 
the conduct at issue is at the company’s 
headquarters in Virginia (a mandatory 
disclosure jurisdiction)?  

Let’s start with Dis Klohsz. Like 
many other jurisdictions, Virginia 
makes the jurisdiction in which the 
lawyer’s conduct occurred the con-
trolling choice of law rule. But unlike 
other states, as noted above, Virginia 
does not have an exception when the 
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“predominant effect” is in a differ-
ent jurisdiction. Thus, given that the 
conduct at issue is not “in connection 
with a proceeding in a court, agency, 
or other tribunal before which a lawyer 
appears,” under Virginia Rule 8.5(b)
(1), the controlling rules will be “the 
rules of the jurisdiction in which the 
lawyer’s conduct occurred,” pursuant to 
Virginia Rule 8.5(b)(2). So even though 
Dis Klohsz is a lawyer from a manda-
tory disclosure jurisdiction, his conduct 
could be controlled (under Virginia’s 
own choice of ethics law rule) by the 
confidentiality rules of the jurisdiction 
where the meeting occurs — namely, in 
DC (a mandatory silence jurisdiction). 
In short, Dis Klohsz might have no 
duty to disclose. It’s not clear whether 
this is the most likely outcome (since 
arguably Klohsz’s conduct occurred in 
the jurisdiction where he conducted his 
investigation, not where disclosure is 
demanded), but it is a possible interpre-
tation under the choice of law rules.

By contrast, Cy Lent, who is from a 
discretionary disclosure jurisdiction 
(Ohio) and who is meeting with DOJ 
officials in a mandatory silence juris-
diction (DC), ironically could be sub-
ject to a mandatory duty of disclosure 
if he reasonably believes that Virginia, 
where the company’s headquarters are 
located, is the jurisdiction of pre-
dominant effect. Unlike Virginia, Ohio 
Rule 8.5 is substantively identical to 
the latest version of ABA Model Rule 
8.5, including its “predominant effect” 
clause and its “safe harbor” provision. 
Thus, to the extent that Cy Lent rea-
sonably believes that the predominant 
effect of his conduct is in Virginia, 
then Ohio’s choice of ethics law would 
make Virginia ethics law apply, and Cy 
Lent would be required to respond to 
the DOJ’s questioning, assuming that 
all the other prerequisites of Virginia 
Rule 1.6 (including counseling of the 
client before disclosure) have been 
met. By contrast, if Cy Lent reasonably 
believes that either Ohio or DC is the 
place of predominant effect, then Cy 

Lent could remain silent in response to 
the DOJ’s questioning. 

Takeaway checklist
As our factual scenarios demonstrate, 
it is imperative to fully understand 
and properly analyze confidentiality 
and choice of law issues where foreign 
ethics law is involved. The failure to do 
so will have real-world consequences 
for your ability to advise and counsel 
your management team. Without a 
doubt, the similarities and differences 
between US and foreign ethics and 
privilege law can be critically impor-
tant to in-house lawyers of global 
companies. 

Below is a useful “takeaway check-
list” of points to keep in mind when 
dealing with legal protections for con-
fidential information of your company, 
and in considering how choice of law 
issues may affect the analysis:
■■ Learn which of the foreign 

nations that your corporation 
operates in recognize privilege for 
attorney-client communications 
of in-house counsel and outside 
counsel (as in the United States).

■■ Note whether the information 
in the company’s files as 
client are protected as fully 
as the lawyer’s files. 

■■ Determine whether in-house 
counsel in foreign nations have 
a professional duty as lawyers to 
maintain confidentiality. (If no 
such duty exists, consider putting 
specific confidentiality provisions 
in employment contracts.)

■■ Be aware of choice of law issues 
that will determine whether 
foreign or US ethics and 
privilege law will be selected.

■■ Become sensitive to which 
American states and foreign 
nations have mandatory 
disclosure requirements.

■■ Become sensitive to whether the 
governing ethics law provides 
for discretionary disclosure 
or mandatory silence.

■■ Recall that many foreign 
nations and some jurisdictions 
in the United States mandate 
silence regarding illegal 
activity of the client.

■■ Be familiar with ethics law and 
choice of law, both in the United 
States and in foreign nations. 

■■ When resources allow, assign an 
attorney in the general counsel’s 
office with primary responsibility 
to become the “ethics guru” and 
serve as the “go-to” person for 
complex ethics questions.

■■ When in doubt, pick up the phone 
and call ethics counsel. ACC

Note: The authors would like to thank 
the following lawyers spanning the 
Squire Sanders global network who 
contributed their time and expertise 
to the development of this article: Dan 
Roules (China), John Paulsen (Western 
Australia), Andrew Pike (United 
Kingdom), Rostislav Pekar (Czech 
Republic), Richard Mattiaccio (New 
York), Kevin Connor (Riyadh), Tatiana 
Prokopova (Bratislava), Horst Daniel 
(Frankfurt), Mark Dosker (California), 
Abby Brown, Mark Botti, Brady Dugan, 
Kenny Alce, and Germaine Dunn 
(Washington, D.C.), William Killian 
(Florida), and Alana Jochum, Max 
Czernin and James Alex (Ohio).

NOTES
1 Rule 1.3.1 of the Code of Conduct for 

European Lawyers.
2 Professor Wigmore defined the privilege 

as follows: 1) Where legal advice of any 
kind is sought 2) from a professional 
legal adviser in his capacity as such, 
3) the communications relating to 
that purpose, 4) made in confidence 
5) by the client, 6) are at his instance 
permanently protected 7) from 
disclosure by himself or by the legal 
adviser, 8) except the protection be 
waived. 8 J. Wigmore, Evidence § 
2292, at 554 (rev. ed. J. McNaughton 
1961 & Supp. 1991) (footnote omitted) 
(emphasis deleted).

3 See Comment [3] to ABA Model Rule 
1.6 (“The confidentiality rule … applies 
not only to matters communicated 
in confidence by the client but also 
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to all information relating to the 
representation, whatever its source.”); 
Edward J. Imwinkelried, “The New 
Wigmore: Evidentiary Privileges” § 1.3.1 
(“[A]lthough the attorney-client privilege 
applies only to confidences obtained 
from the client, the lawyer’s ethical duty 
extends to secret information acquired 
from third parties during the course of 
representation.”).

4 See Rule 1.6(a) of the D.C. Rules of 
Professional Conduct.

5 See Section 21 of the Czech Act 
of Advocacy; Rules of Professional 
Conduct and the Rules of Competition 
of Lawyers of the Czech Republic (Code 
of Conduct), Section Two (Duties of an 
Attorney Vis-à-vis the Client), Article 6 
(Basic Rules).

6 The Virginia rule requires disclosure of a 
client’s intent, “as stated by the client,” 
to commit a crime and the information 
necessary to prevent it. But prior to 
such disclosure, the lawyer must, where 
feasible, “advise the client of the possible 
legal consequences of the action, urge 
the client not to commit the crime, and 
advise the client that the attorney must 
reveal the client’s criminal intention 
unless thereupon abandoned, and, if the 
crime involves perjury by the client, that 
the attorney shall seek to withdraw as 
counsel.” Rule 1.6(c)(1) of the Virginia 
Rules of Professional Conduct.

7 See Article 38 of the Law on Lawyers of 
the People’s Republic of China.

8 In discussing the ethics law of different 
nations and states, this article addresses 
whether a lawyer can voluntarily initiate 
disclosure of past, present or future 
criminal activity, such as ongoing price-
fixing in nations that make it illegal. 
This is different from the question of 
whether a lawyer can lawfully refuse to 
answer or produce documents at the 
demand of the state, which is a question 
not of ethics law but rather of privilege 
law. As noted above, a lawyer’s duty 
of confidentiality in the United States 
is much broader than the scope of 
the attorney-client privilege. Thus, US 
governmental authorities lawfully can 
demand that a lawyer turn over client 
confidential information that is not 
privileged. The distinction is particularly 
acute in China where the law does not 
recognize any right to refuse to answer 
questions of the state. Of course, this 
is not unique to China. For example, 
under the European Court of Justice’s 
landmark decision in Akzo Nobel 
Chemicals Ltd. and Akcros Chemicals 
Ltd. v. Commission (Case C-550/07 
P), agents in a pre-dawn raid of a 
company who are from the European 

Competition Authority have the right to 
demand answers and documents with 
legal advice from in-house counsel right 
on the spot. Moreover, any state county 
prosecutor in the United States can 
demand information that is protected by 
the ethics law duty of confidentiality if it 
is not privileged. 

9 The only exception is disclosure when 
the lawyer reasonably believes the 
crime is likely to result in death or 
serious bodily injury, as set forth under 
California Business and Professions 
Code § 6068(e)(2) and Rule 3-100(B) 
of the California Rules of Professional 
Conduct, and even then, the lawyer 
has discretion whether to disclose. 
Moreover, before revealing confidential 
information to prevent a criminal act, 
the California rules specify various 
steps that the lawyer first must take: 
1) Try to persuade the client not to do 
the criminal act or to pursue a course 
of conduct that will prevent death or 
substantial bodily harm; and 2) tell the 
client (“at an appropriate time”) of the 
lawyer’s ability or decision to reveal 
the confidential information. See Rule 
3-100(C) of the California Rules of 
Professional Conduct. And after all that, 
in revealing confidential information, 
the disclosure must be no more than is 
necessary to prevent the criminal act. 
See Rule 3-100(D) of the California 
Rules of Professional Conduct. 

10 See Section 9(1) of the Slovak Rules of 
Professional Conduct for Lawyers. (“The 
lawyer is obliged to treat any information 
learnt in connection with the practice of law 
as strictly confidential (Sec. 23 of [Act No. 
586/2003 Coll. on the Legal Profession 
and on amending Act No. 455/1991 
Coll. on Business and Self-Employment 
Services, as amended]). He is obliged 
not to reveal any personal data which are 
protected under a separate law.”)

11 The “any crime” exception to a lawyer’s 
duty of confidentiality is the most 
appropriate provision for analysis of 
the antitrust violation in our article. It 
must be read in the context of a state 
or nation’s law, which may have other 
provisions for particular crimes, such 
as criminal fraud, or crimes that used 
the lawyer’s services, or crimes where 
disclosure is reasonably necessary to 
prevent reasonably certain death or 
substantial bodily harm. 

12 The privilege, however, may be denied 
if an SRA certified in-house lawyer 
combines pure legal advice with 
business or management advice in the 
same communication; in that case, the 
entire communication may be denied 
the privilege.

13 The decision by the European Court of 
Justice in Akzo Nobel could adversely 
affect your company’s ability to advise 
on competition law in confidence. It 
may be more prudent to have corporate 
investigations conducted by outside 
counsel in order to ensure that the 
advice of counsel during an investigation 
is protected by privilege. You also need 
to consider the fact that inconsistent 
privilege rules may apply if the European 
Commission and the Department 
of Justice are conducting parallel 
investigations.

14 It bears noting, of course, that additional 
factors must be considered in the 
selection of counsel in addition to the 
differences among nations and states 
regarding the duty of confidentiality 
and privilege law. These factors, 
among others, include: 1) expertise 
and experience in the legal subject 
matter; 2) skill in interviewing company 
witnesses while observing applicable 
ethical limitations such as “civil Miranda 
warnings” (which are designed generally 
to clarify to an employee that in-house 
counsel represents the corporation 
and not the individual employee, and 
to explain to the employee that while 
communications between counsel and 
the employee are covered by the attorney-
client privilege, the privilege belongs to 
the corporation and not the individual 
employee); and 3) the capability of 
framing advice based on good judgment 
as well as on the facts and the law.

15 Rule 1.3.1 of the Code of Conduct for 
European Lawyers.

16 Rule 8.5 of the Model Rules of 
Professional Conduct (1983).

17 Rule 8.5(b)(2) of the Model Rules of 
Professional Conduct (1993).

18 Rule 8.5(b)(2) of the Model Rules of 
Professional Conduct (2002). 

19 Virginia’s choice of law rule provides in 
relevant part as follows:  

  (b) Choice of Law. In any exercise of 
the disciplinary authority of Virginia, 
the rules of professional conduct to be 
applied shall be as follows:

 (1) for conduct in connection with a 
proceeding in a court, agency, or other 
tribunal before which a lawyer appears, 
the rules to be applied shall be the rules 
of the jurisdiction in which the court, 
agency, or other tribunal sits, unless 
the rules of the court, agency, or other 
tribunal provide otherwise;

 (2) for any other conduct, the rules of 
the jurisdiction in which the lawyer’s 
conduct occurred. …  
Rule 8.5(b) of the Virginia Rules of 
Professional Conduct.
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