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Faculty Biographies

William A. Barnett

William A. Barnett currently holds the positions of vice president, general counsel, corporate risk
manager, head of human resources and secretary/treasurer for State Industrial Products Corporation
based in Cleveland, Ohio. He is responsible for providing legal advice to the corporation and all of
its business subsidiaries as well as representing the corporation in all legal matters. Since January
1995, the corporate legal practice has included a significant emphasis on alternative dispute
resolution. Mr. Barnett actively practices in a broad based general corporate law environment that
includes litigation. Over the past 16 years, he has focused on employment law, product liability
issues including pro-active programs, and litigation. State Industrial Products manufactures and sells
a full line of industrial maintenance products throughout the United States, Canada, Puerto Rico,
Europe as well as parts of Asia and the Middle East. The company employs approximately 1200
people and has several manufacturing and distribution centers throughout North America.

Prior to joining State, Mr. Barnett was an associate with the Cleveland law firm of McCarthy,
Crystal & Liffman, Co. L.P.A.

In addition, Mr. Barnett is a past president of the ACC's Northeastern Ohio Chapter and is a
member of the northern Ohio regional commercial advisory committee of the American Arbitration
Association.

Mr. Barnett received his B.S. from Northwestern University and ].D. from Case Western Reserve
University.

Michael Reilly

Michael J. Reilly is the vice president and general counsel of Spang & Company, a manufacturer of
electronic components and power control systems in Pittsburgh, Pennsylvania. His recent efforts are
focused on the legal and practical issues resulting from opening manufacturing facilities in China and
structuring relationships with contract manufacturers.

Before joining Spang & Company he was a founding and executive committee member of a law firm
that grew from seven to over one hundred lawyers. His practice with the firm focused on
representing management in the labor and employment context. He was chief of staff and general
counsel for a Pennsylvania legislative investigation into organized crime and public corruption. As
First Assistant District Attorney of Allegheny County, Pennsylvania he helped organize the white
collar crime and public corruption investigation functions.

He served as chairman of the Housing Authority of the City of Pittsburgh for five years and as
chairman of the Pennsylvania Crime Commission for nine years. He is a board member of Holy
Family Manor.

Mr. Reilly received his A.B. from Georgetown University. He is a graduate of the Duquesne
University School of Law where he attended the evening division while working as a police officer
and detective.
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Howard Schiffman
Partner
Dickstein Shapiro Morin & Oshinsky LLP

Teigue Thomas
Associate General Counsel
Gateway Inc

Teigue Thomas is associate general counsel at Gateway, Inc. in Irvine, California.

Prior to jointing Gateway Ms. Thomas was counsel at Zurich Financial Services in Boston.

Ms. Thomas is president of ACC's San Diego Chapter and is a board member of the San Diego Bar
Foundation. Ms. Thomas has been a featured speaker at a variety of local and national conferences

and was recently named one of the San Diego's most outstanding professionals under 40.

Ms. Thomas received her B.A. from Bucknell University, in Lewisburg, Pennsylvania and her J.D.
from New England School of Law, in Boston, where she was a member of the law review.
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October 19, 2005 Meet the Visitors

¢ Environmental Agencies e USDA

(State and Federal) e FDA
V74
If the Regulators Knock, They Are e Wage and Hour (State e FDIC
. yr*
Going to Come In and Federal) « NLRB
‘ ‘ e OSHA/MSHA
William A. Barnett Michael Reilly e U.S. Customs
Vice President and General Counsel Vice President & General e OFCCP e US. Citizenship and
Counsel Spang & Company e IRS . . .
State Industrial Products Corporation Immlgratlon Services
* SEC e Local Police

Howard Schiffman Teigue Thomas e FBI
Partner Associate General Counsel e Eur opean Regulators
Dickstein Shapiro Morin & Oshinsky LLP Gateway Inc. o FTC (Dawn Ralds)

* The members of the panel wish toacknowledge the contributionof Corey Schuster, an Associate at DicksteinShapiroMorin& Oshinsky LLP, who

assisted with the preparationof thisoutline and other panel materials.

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved.
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Types of Visits Preparing for the Visit

e Scheduled ¢ Compliance Programs
= Required Postings
* Unscheduled o Forms on File (I-9, etc.)
@ Routine = OSHA and Environmental Data Current and Available

® Investigative ¢ Document Retention Policy
o Court Order
@ Subpoena and Civil Investigative Demand Delivery

@ Search Warrant

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Preparing for the Visit, cont'd Preparing for the Visit, cont’'d

¢ Crisis Management Plan ¢ Study Relevant Investigative Agencies
o Contact List (in all arenas where operating) = Investigative Priorities
= Responsibility List o Methods of Investigation
= Worst Case Scenario = Consult available field inspection manuals.
- Equipment and Job Site Shutdown Examples:
— Arrests — OSHA: http:/ /www.osha.gov/Firm osha data/100009.html

— FDA: http:/ /www.fda.gov/ora/inspect ref/default.htm

o Media Presence

s Functional Checklist e DPolicies and Procedures In Place for Visits

¢ Training
= Role Playing
= Rights Education

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved. © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved.
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Preparing for the Visit, cont'd

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

The Visit

¢ Supply Necessary Equipment
= Cameras
= Copier Access
= Tape Recorder

o Safety Equipment

e Resources

= Legal
— Lawyers (including home phone numbers)
0 In-House Counsel
0 Outside Counsel

— Bail Bonds

o Technical Assistance

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.

e Set the appropriate tone from the outset.

o Cooperation is often helpful.
— Puts investigator at ease.

— However, know a regulator’s limits so that the inspector will not
exceed his/her authority.

= Delay tactics will often only increase the regulator’s scrutiny and you
want the regulator in and out as quickly as possible.

= Understanding Perspective
— Investigator
— On-Site Employees
— Senior Management
— In-House Counsel

— Outside Counsel

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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The Visit, cont’d The Visit, cont’d
¢ Identification of the Investigator ¢ Handling of Confidential Information (Trade Secrets)
* Persons to Contact Given Identity of Investigator ¢ Employee Interviews
= Local s Depending upon the regulator and the concern, be reasonable in

ranting such interviews.
s Corporate/Legal granting fietview

. . @ Does management have a right to be present during interviews?
@ QOutside Counsel (pre-selected for scenario) & & p &

o If attorneys present, make clear whom they represent.
* Follow the inspector, take careful notes and photograph everything

= Moreover, increased lawyering may create heightened scrutiny.
that the inspector photographs.

e Rapid Repairs/Corrections
* If providing documents, provide only copies. If providing

originals, make sure that copies of original documents leaving the
premises are made.

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Immediate Post Visit Actions Overarching Legal Issues
* Memorialize Events via a Written Memorandum e Who is your client?
¢ Evidence Preservation ¢ Document Retention Policy
¢ Response to Employees ¢ Internal Investigation
¢ Media Response * Privilege Issues

* Affected Employees

¢ Cooperation

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Privilege Issues: Whose Privilege Is It?

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

Privilege Issues: Waive Privilege?

* Commodity Futures Trading Com'n v. Weintraub, 471 U.S.
343, 348 (1985) (citing Upjohn Co. v. United States, 449
U.S. 383 (1981)):

“It is by now well established ... that the attorney-client privilege attaches
to corporations as well as to individuals.”

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved

o Weintraub, 471 U.S. at 348:

“[F]or solvent corporations, the power to waive the corporate attorney-
client privilege rests with the corporation’s management and is normally
exercised by its officers and directors.”

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Privilege Issues: Inadvertent Waiver Affected Employees
* Permian Corp. v. United States, 665 F.2d 1214, 1220 (D.C. Cir. 1981); In e Affected Employees
re Columbia/HCA Healthcare Corp. Billing Practices Litig., 293 F.3d 289, )
295(6th Cir. 2002); United States v. Massachusetts Inst. of Tech., 129 o Inform the employee as to whom the company’s attorneys
F.3d 681, 685 (1st Cir. 1997). represent?

= Retain counsel for affected employees? Reimburse employees?
But see Diversified Indus., Inc. v. Meredith, 572 F.2d 596, 611 (8th Cir.
1978) (en banc). o Handling Employees Whom Assert the Fifth Amendment

= Leave of absence? Termination?
The concept of “Limited Waiver” and “Selective Waiver” has mainly been

rejected by federal courts. Accordingly, disclosure of privileged @ Whistleblower Protection
information to government regulators may waive privilege even as to third
parties. Examples:

— Sarbanes-Oxley § 806
— Occupational & Safety Health Act § 11(b)

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved. © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLP. All Rights Reserved.
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Cooperation: Definition Cooperation: Definition, cont’d

e Cooperation Defined @ In the Seaboard Memorandum, the SEC outlined the criteria it
“will consider in determining whether, and how much, to
credit self-policing, self-reporting, remediation and
cooperation — from the extraordinary step of taking no
enforcement action to bringing reduced charges, seeking
lighter sanctions, or including mitigating language in
documents [it] use[s] to announce and resolve enforcement

s Environmental Protection Agency: “Incentives for Self-
Policing: Discovery, Disclosure, Correction and Prevention”

http:/ /www.epa.gov/compliance/ resources / policies / incenti
ves/auditing / auditpolicy51100.pdf

o Department of Justice: Thompson Memorandum actions”:

http:/ /www.usdoj.gov /dag/cftf/ corporate guidelines.htm

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Definition, cont’d

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

Cooperation: Definition, cont’d

What is the nature of the misconduct involved? Did it result from inadvertence,
honest mistake, simple negligence, reckless or deliberate indifference to indicia of
wrongful conduct, willful misconduct or unadorned venality? Were the company's
auditors misled?

How long did the misconduct last? Was it a one-quarter, or one-time, event, or did it
last several years? In the case of a public company, did the misconduct occur before
the company went public? Did it facilitate the company's ability to go public?

How did the misconduct arise? Is it the result of pressure placed on employees to
achieve specific results, or a tone of lawlessness set by those in control of the
company? What compliance procedures were in place to prevent the misconduct now
uncovered? Why did those procedures fail to stop or inhibit the wrongful conduct?

How much harm has the misconduct inflicted upon investors and other corporate
constituencies? Did the share price of the company's stock drop significantly upon its
discovery and disclosure?

Where in the organization did the misconduct occur? How high up in the chain of
command was knowledge of, or participation in, the misconduct? Did senior
personnel participate in, or turn a blind eye toward, obvious indicia of misconduct?
How systemic was the behavior? Is it symptomatic of the way the entity does
business, or was it isolated?

How was the misconduct detected and who uncovered it?

How long after discovery of the misconduct did it take to implement an effective
response?

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Definition, cont’d

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

Cooperation: Definition, cont’d

What steps did the company take upon learning of the misconduct? Did the company
immediately stop the misconduct? Are persons responsible for any misconduct still
with the company? If so, are they still in the same positions? Did the company
promptly, completely and effectively disclose the existence of the misconduct to the
public, to regulators and to self-regulators? Did the company cooperate completely
with appropriate regulatory and law enforcement bodies? Did the company identify
what additional related misconduct is likely to have occurred? Did the company take
steps to identify the extent of damage to investors and other corporate constituencies?
Did the company appropriately recompense those adversely affected by the conduct?

Did the company commit to learn the truth, fully and expeditiously? Did it do a
thorough review of the nature, extent, origins and consequences of the conduct and
related behavior? Did management, the Board or committees consisting solely of
outside directors oversee the review? Did company employees or outside persons
perform the review? If outside persons, had they done other work for the company?
Where the review was conducted by outside counsel, had management previously
engaged such counsel? Were scope limitations placed on the review? If so, what were
they?

What processes did the company follow to resolve many of these issues and ferret out
necessary information? Were the Audit Committee and the Board of Directors fully
informed? If so, when?

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved

Did the company promptly make available to our staff the results of its review and
provide sufficient documentation reflecting its response to the situation? Did the
company identify possible violative conduct and evidence with sufficient precision to
facilitate prompt enforcement actions against those who violated the law? Did the
company produce a thorough and probing written report detailing the findings of its
review? Did the company voluntarily disclose information our staff did not directly
request and otherwise might not have uncovered? Did the company ask its employees
to cooperate with our staff and make all reasonable efforts to secure such cooperation?

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Definition, cont’d Cooperation: Definition, cont’d

What assurances are there that the conduct is unlikely to recur? Did the company a Stephen J. Cutler, Director, Division of Enforcement, Speech
adopt and ensure enforcement of new and more effective internal controls and by SEC Staff: 24th Annual Ray Garrett Jr. Corporate &
procedures designed to prevent a recurrence of the misconduct? Did the company Securities Law Institute (April 29, 2004).

provide our staff with sufficient information for it to evaluate the company's measures
to correct the situation and ensure that the conduct does not recur?

“As you would expect, the provision of extraordinary cooperation ...,

Is the company the same company in which the misconduct occurred, or has it including being f OTthcoming during the invt.estigatl:on,‘gnd implementing
changed through a merger or bankruptcy reorganization? appropriate remedial measures ... can contribute significantly to a

conclusion by the staff that a penalty recommendation should more moderate
in size or reduced to zero.”

http:/ /www.sec.gov/litigation /investreport / 34-44969.htm

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Failure to Cooperate

, © Cooperation: Benefits of Cooperation
In the Matter of Banc of America Securities, LLC, Exchange Act Rel.

Reliant, Conseco, Chevron and Royal Dutch

No. 34-49386 (March 10, 2004)

e The SEC investigation probed into whether Banc of America * Inre Reliant Resources Inc. and Reliant Energy, Inc., Exchange Act Rel.

Securities, LLC’s (“BAS”) and other persons engaged in improper
securities trading prior to the public dissemination of the firm’s
equity research. The final settlement highlighted BAS’ failure to
cooperate with the SEC investigation.

“Specifically, BAS failed in a timely manner (i) to produce electronic mail,
including a particular e-mail exchange relating to matters that BAS knew were
under investigation, (ii) to produce certain compliance reviews after the staff had
requested them, and (iii) to produce compliance and supervision records
concerning the personal trading activities of a former senior employee of the firm.”

The SEC censured BAS and BAS paid a civil penalty of $10 million.

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved

No. 34-47828 (May 12, 2003):

Violated numerous securities laws including § 17(a) of the
Securities Act, § 10(b) of the Exchange Act and Rule 10b-5 by
engaging in round trip trades that dramatically overstated
Respondents volumes. Respondents also overstated their revenue
and expenses.

Reliant’s senior management initiated a comprehensive review of
the transactions that lead to a Reliant restating its earnings. Reliant
promptly reported to the SEC the facts surrounding the round trip
trades.

Sanction: Cease and Desist Order

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Benefits of Cooperation, cont’d
Reliant, Conseco, Chevron and Royal Dutch

Cooperation: Benefits of Cooperation, cont’d
Reliant, Conseco, Chevron and Royal Dutch

e Inre Conseco, Inc., Exchange Act Rel. No. 34-49392 (March 10, 2004): e United States v. Chevron U.S.A., Inc., 2005 U.S. Dist. LEXIS 13291
(N.D. Cal. 2005):
Amongst other fraudulent accounting practices, Conseco failed to

record impairment charges to particular assets and reported
inflated earnings.

The SEC noted Conseco’s cooperation and simply instituted a cease
and desist order.

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved

In connection with an investigation of certain refineries, the EPA
identified “probable and significant non-compliance” with
environmental regulations at one of Chevron’s refineries. The EPA
initiated settlement negotiations and, satisfied with Chevron’s
cooperation, the EPA conducted no further investigation.

Chevron subsequently settled for $3.5 million in penalties and $4.5
million in Supplemental Environmental Projects, despite the
approving court acknowledging that Chevron’s penalty liability
could have been as high as $2 billion.

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Benefits of Cooperation, cont’d Cooperation: Benefits of Cooperation, cont’d
Reliant, Conseco, Chevron and Royal Dutch Reliant, Conseco, Chevron and Royal Dutch
* In re Royal Dutch Petro. Co., Exchange Act Rel. 34-50233 (August 24, e In re Royal Dutch Petro. Co., Exchange Act Rel. 34-50233 (August 24,
2004): 2004), cont’d:
$120 Million fine These measures included receiving the resignations of the
Chairman of the Committee of Managing Directors and the CEO of
Shell overstated its proved reserves for 2002 and prior years. The Shell exploration from their respective positions as members of
SEC found Shell’s remedial measures noteworthy: certain boards, announcing that Shell’s Group CFO would step

aside, and numerous steps to improve its reporting process.
“Shell has undertaken substantial remedial efforts in connection with the reserves

recategorization as well as a corporate governance issues raised following the “In determining to accept the Offer of Royal Dutch and Shell Transport, the
recategorization announcement...” Commission has considered these undertakings as well as Shell’s remedial
measures and cooperation with the Commission staff’s investigation.”

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LL?. All Rights Reserved © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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Cooperation: Benefits of Cooperation, cont’d
Reliant, Conseco, Chevron and Royal Dutch

ACC Resources

* In re Royal Dutch Petro. Co., Exchange Act Rel. 34-50233 (August 24, ¢ Responding to Government Investigations:
2004), cont’d:

http:/ /www.acca.com/infopaks/govtinvest.html

Royal Dutch and Shell received cease and desist from committee or
causing any violation of §§ 10(b), 13(b)(2)(A) and 13(b)(2)(B) and
Rules 10b-5, 12b-20, 13a-1 and 13b2-1. o http:/ /www.acca.com/protected /article/ crisismanage /lead_crisis.pdf

o http:/ /www.acca.com/ protected / reference / crisismanage / bestresponse.
pdf

¢ Crisis Management:

¢ Attorney-Client Privilege:

o http:/ /www.acca.com/infopaks/attclient.html

o http:/ /www.acca.com/education03/am/cm/611.pdf

o http:/ /www.acca.com/ protected / reference / government/ privileges.pdf

o http:/ /www.acca.com / protected / pubs/docket/ja02 / ethics1.php

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved. © Copyright 2005. Dickstein Shapiro Morin & Oshinsky LLr. All Rights Reserved.
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U.S. Securities and Exchange Commissi

SECURITIES AND EXCHANGE COMMISSION

SECURITIES EXCHANGE ACT OF 1934
Release No. 44969 / October 23, 2001

ACCOUNTING AND AUDITING ENFORCEMENT
, Release No. 1470 / October 23, 2001
ACC Resources, cont'd o _ -
Report of Investigation Pursuant to Section 21(a) of the Securities
Exchange Act of 1934 and Commission Statement on the

Relationship of Cooperation to Agency Enforcement Decisions

L4 Whlstleblower Protection: Today, we commence and settle a cease-and-desist proceeding against
Gisela de Leon-Meredith, former controller of a public company's
o http:/ /www.acca.com / protected / policy / corpresp / whistleblower.pd subsidiary.1 Our order finds that Meredith caused the parent company's
f books and records to be inaccurate and its periodic reports misstated, and

= then covered up those facts.
o http:/ /www.acca.com/public/accapolicy / discharge.html

We are not taking action against the parent company, given the nature of

the conduct and the company's responses. Within a week of learning about

the apparent misconduct, the company's internal auditors had conducted a

preliminary review and had advised company management who, in turn,

advised the Board's audit committee, that Meredith had caused the

company's books and records to be inaccurate and its financial reports to

. . be misstated. The full Board was advised and authorized the company to

o http:/ /www.acca.com/protected / pubs / docket/ja03 / media.pdf hire an outside law firm to conduct a thorough inquiry. Four days later,

Meredith was dismissed, as were two other employees who, in the
company's view, had inadequately supervised Meredith; a day later, the
company disclosed publicly and to us that its financial statements would be
restated. The price of the company's shares did not decline after the
announcement or after the restatement was published. The company
pledged and gave complete cooperation to our staff. It provided the staff
with all information relevant to the underlying violations. Among other
things, the company produced the details of its internal investigation,
including notes and transcripts of interviews of Meredith and others; and it
did not invoke the attorney-client privilege, work product protection or
other privileges or protections with respect to any facts uncovered in the

© Copyright 2005. Dickstein Shapiro Morin & Oshinsky L. All Rights Reserved. investigation.

o http:/ /www.acca.com/ protected / pubs/docket/ma03 / whistlel.php

* Responding to the Media:

The company also strengthened its financial reporting processes to address
Meredith's conduct -- developing a detailed closing process for the
subsidiary's accounting personnel, consolidating subsidiary accounting
functions under a parent company CPA, hiring three new CPAs for the
accounting department responsible for preparing the subsidiary's financial
statements, redesigning the subsidiary's minimum annual audit
requirements, and requiring the parent company's controller to interview
and approve all senior accounting personnel in its subsidiaries' reporting
processes.

Our willingness to credit such behavior in deciding whether and how to take

This material is protected by copyright. Copyright © 2005 various authors and the Association of Corporate Counsel (ACC). 19
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enforcement action benefits investors as well as our enforcement program.
When businesses seek out, self-report and rectify illegal conduct, and
otherwise cooperate with Commission staff, large expenditures of
government and shareholder resources can be avoided and investors can
benefit more promptly.2 In setting forth the criteria listed below, we think a
few caveats are in order:

First, the paramount issue in every enforcement judgment is, and must be,
what best protects investors. There is no single, or constant, answer to that
question. Self-policing, self-reporting, remediation and cooperation with law
enforcement authorities, among other things, are unquestionably important
in promoting investors' best interests. But, so too are vigorous enforcement
and the imposition of appropriate sanctions where the law has been
violated. Indeed, there may be circumstances where conduct is so
egregious, and harm so great, that no amount of cooperation or other
mitigating conduct can justify a decision not to bring any enforcement
action at all. In the end, no set of criteria can, or should, be strictly applied
in every situation to which they may be applicable.

Second, we are not adopting any rule or making any commitment or
promise about any specific case; nor are we in any way limiting our broad
discretion to evaluate every case individually, on its own particular facts
and circumstances. Conversely, we are not conferring any "rights" on any
person or entity. We seek only to convey an understanding of the factors
that may influence our decisions.

Third, we do not limit ourselves to the criteria we discuss below. By
definition, enforcement judgments are just that -- judgments. Our failure to
mention a specific criterion in one context does not preclude us from relying
on that criterion in another. Further, the fact that a company has satisfied
all the criteria we list below will not foreclose us from bringing enforcement
proceedings that we believe are necessary or appropriate, for the benefit of
investors.

In brief form, we set forth below some of the criteria we will consider in
determining whether, and how much, to credit self-policing, self-reporting,
remediation and cooperation -- from the extraordinary step of taking no
enforcement action to bringing reduced charges, seeking lighter sanctions,
or including mitigating language in documents we use to announce and
resolve enforcement actions.

1. What is the nature of the misconduct involved? Did it result from
inadvertence, honest mistake, simple negligence, reckless or deliberate
indifference to indicia of wrongful conduct, willful misconduct or unadorned
venality? Were the company's auditors misled?

2. How did the misconduct arise? Is it the result of pressure placed on
employees to achieve specific results, or a tone of lawlessness set by those
in control of the company? What compliance procedures were in place to
prevent the misconduct now uncovered? Why did those procedures fail to
stop or inhibit the wrongful conduct?

3. Where in the organization did the misconduct occur? How high up in the
chain of command was knowledge of, or participation in, the misconduct?
Did senior personnel participate in, or turn a blind eye toward, obvious
indicia of misconduct? How systemic was the behavior? Is it symptomatic of
the way the entity does business, or was it isolated?

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

4. How long did the misconduct last? Was it a one-quarter, or one-time,
event, or did it last several years? In the case of a public company, did the
misconduct occur before the company went public? Did it facilitate the
company's ability to go public?

5. How much harm has the misconduct inflicted upon investors and other
corporate constituencies? Did the share price of the company's stock drop
significantly upon its discovery and disclosure?

6. How was the misconduct detected and who uncovered it?

7. How long after discovery of the misconduct did it take to implement an
effective response?

8. What steps did the company take upon learning of the misconduct? Did
the company immediately stop the misconduct? Are persons responsible for
any misconduct still with the company? If so, are they still in the same
positions? Did the company promptly, completely and effectively disclose
the existence of the misconduct to the public, to regulators and to self-
regulators? Did the company cooperate completely with appropriate
regulatory and law enforcement bodies? Did the company identify what
additional related misconduct is likely to have occurred? Did the company
take steps to identify the extent of damage to investors and other
corporate constituencies? Did the company appropriately recompense those
adversely affected by the conduct?

9. What processes did the company follow to resolve many of these issues
and ferret out necessary information? Were the Audit Committee and the
Board of Directors fully informed? If so, when?

10. Did the company commit to learn the truth, fully and expeditiously? Did
it do a thorough review of the nature, extent, origins and consequences of
the conduct and related behavior? Did management, the Board or
committees consisting solely of outside directors oversee the review? Did
company employees or outside persons perform the review? If outside
persons, had they done other work for the company? Where the review was
conducted by outside counsel, had management previously engaged such
counsel? Were scope limitations placed on the review? If so, what were
they?

11. Did the company promptly make available to our staff the results of its
review and provide sufficient documentation reflecting its response to the
situation? Did the company identify possible violative conduct and evidence
with sufficient precision to facilitate prompt enforcement actions against
those who violated the law? Did the company produce a thorough and
probing written report detailing the findings of its review? Did the company
voluntarily disclose information our staff did not directly request and
otherwise might not have uncovered? Did the company ask its employees
to cooperate with our staff and make all reasonable efforts to secure such
cooperation?3

12. What assurances are there that the conduct is unlikely to recur? Did the
company adopt and ensure enforcement of new and more effective internal
controls and procedures designed to prevent a recurrence of the
misconduct? Did the company provide our staff with sufficient information
for it to evaluate the company's measures to correct the situation and
ensure that the conduct does not recur?
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13. Is the company the same company in which the misconduct occurred,
or has it changed through a merger or bankruptcy reorganization?

We hope that this Report of Investigation and Commission Statement will
further encourage self-policing efforts and will promote more self-reporting,
remediation and cooperation with the Commission staff. We welcome the
constructive input of all interested persons. We urge those who have
contributions to make to direct them to our Division of Enforcement. The
public can be confident that all such communications will be fairly evaluated
not only by our staff, but also by us. We continue to reassess our
enforcement approaches with the aim of maximizing the benefits of our
program to investors and the marketplace.

By the Commission (Chairman Pitt, Commissioner Hunt, Commissioner
Unger).

Footnotes

1 In the Matter of Gisela de Leon-Meredith, Exchange Act Release No.
44970 (October 23, 2001).

2 We note that the federal securities laws and other legal requirements and
guidance also promote and even require a certain measure of self-policing,
self-reporting and remediation. See, e.g., Section 10A of the Securities
Exchange Act of 1934, 15 U.S.C. § 78j-1 (requiring issuers and auditors to
report certain illegal conduct to the Commission); In the Matter of W.R.
Grace & Co., Exchange Act Release No. 39157 (Sept. 30, 1997)
(emphasizing the affirmative responsibilities of corporate officers and
directors to ensure that shareholders receive accurate and complete
disclosure of information required by the proxy solicitation and periodic
reporting provisions of the federal securities laws); In the Matter of Cooper
Companies, Inc., Exchange Act Release No. 35082 (Dec. 12, 1994)
(emphasizing responsibility of corporate directors in safeguarding the
integrity of a company's public statements and the interests of investors
when evidence of fraudulent conduct by corporate management comes to
their attention); In the Matter of John Gutfreund, Exchange Act Release No.
31554 (Dec. 3, 1992) (sanctions imposed against supervisors at broker-
dealer for failing promptly to bring misconduct to attention of the
government). See also Federal Sentencing Guidelines § 8C2.5(f) & (g)
(organization's "culpability score" decreases if organization has an effective
program to prevent and detect violations of law or if organization reports
offense to governmental authorities prior to imminent threat of disclosure
or government investigation and within reasonably prompt time after
becoming aware of the offense); New York Stock Exchange Rules 342.21 &
351(e) (members and member organizations required to review certain
trades for compliance with rules against insider trading and manipulation,
to conduct prompt internal investigations of any potentially violative trades,
and to report the status and/or results of such internal investigations).

3 In some cases, the desire to provide information to the Commission staff
may cause companies to consider choosing not to assert the attorney-client
privilege, the work product protection and other privileges, protections and
exemptions with respect to the Commission. The Commission recognizes
that these privileges, protections and exemptions serve important social
interests. In this regard, the Commission does not view a company's waiver
of a privilege as an end in itself, but only as a means (where necessary) to
provide relevant and sometimes critical information to the Commission
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staff. Thus, the Commission recently filed an amicus brief arguing that the
provision of privileged information to the Commission staff pursuant to a
confidentiality agreement did not necessarily waive the privilege as to third
parties. Brief of SEC as Amicus Curiae, McKesson HBOC, Inc., No. 99-C-
7980-3 (Ga. Ct. App. Filed May 13, 2001). Moreover, in certain
circumstances, the Commission staff has agreed that a witness' production
of privileged information would not constitute a subject matter waiver that
would entitle the staff to receive further privileged information.

http://www.sec.gov/litigation/investreport/34-44969.htm

Modified: 10/23/2001
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U.S. Department of Justice

Office of the Deputy Attorney General

The Deputy Attorney General Washington, D.C. 20530

January 20, 2003
MEMORANDUM

TO: Heads of Department Components
United States Attorneys

FROM: Larry D. Thompson
Deputy Attorney General

SUBJECT: Principles of Federal Prosecution of Business Organizations

As the Corporate Fraud Task Force has advanced in its mission, we have confronted certain issues in the principles for the
federal prosecution of business organizations that require revision in order to enhance our efforts against corporate fraud. While it
will be a minority of cases in which a corporation or partnership is itself subjected to criminal charges, prosecutors and
investigators in every matter involving business crimes must assess the merits of seeking the conviction of the business entity
itself.

Attached to this memorandum are a revised set of principles to guide Department prosecutors as they make the decision
whether to seek charges against a business organization. These revisions draw heavily on the combined efforts of the Corporate
Fraud Task Force and the Attorney General's Advisory Committee to put the results of more than three years of experience with
the principles into practice.

The main focus of the revisions is increased emphasis on and scrutiny of the authenticity of a corporation's cooperation. Too
often business organizations, while purporting to cooperate with a Department investigation, in fact take steps to impede the quick
and effective exposure of the complete scope of wrongdoing under investigation. The revisions make clear that such conduct
should weigh in favor of a corporate prosecution. The revisions also address the efficacy of the corporate governance
mechanisms in place within a corporation, to ensure that these measures are truly effective rather than mere paper programs.

Further experience with these principles may lead to additional adjustments. | look forward to hearing comments about their
operation in practice. Please forward any comments to Christopher Wray, the Principal Associate Deputy Attorney General, or to
Andrew Hruska, my Senior Counsel.

Federal Prosecution of Business Organizations*
I. Charging a Corporation: General

A. General Principle: Corporations should not be treated leniently because of their artificial nature nor should they be subject
to harsher treatment. Vigorous enforcement of the criminal laws against corporate wrongdoers, where appropriate results in great
benefits for law enforcement and the public, particularly in the area of white collar crime. Indicting corporations for wrongdoing
enables the government to address and be a force for positive change of corporate culture, alter corporate behavior, and prevent,
discover, and punish white collar crime.

B. Comment: In all cases involving corporate wrongdoing, prosecutors should consider the factors discussed herein. First and
foremost, prosecutors should be aware of the important public benefits that may flow from indicting a corporation in appropriate
cases. For instance, corporations are likely to take immediate remedial steps when one is indicted for criminal conduct that is
pervasive throughout a particular industry, and thus an indictment often provides a unique opportunity for deterrence on a massive
scale. In addition, a corporate indictment may result in specific deterrence by changing the culture of the indicted corporation and
the behavior of its employees. Finally, certain crimes that carry with them a substantial risk of great public harm, e.g.,
environmental crimes or financial frauds, are by their nature most likely to be committed by businesses, and there may, therefore,
be a substantial federal interest in indicting the corporation.

USING COMPLIANCE FOR A COMPETITIVE ADVANTAGE

Charging a corporation, however, does not mean that individual directors, officers, employees, or shareholders should not
also be charged. Prosecution of a corporation is not a substitute for the prosecution of criminally culpable individuals within or
without the corporation. Because a corporation can act only through individuals, imposition of individual criminal liability may
provide the strongest deterrent against future corporate wrongdoing. Only rarely should provable individual culpability not be
pursued, even in the face of offers of corporate guilty pleas.

Corporations are "legal persons," capable of suing and being sued, and capable of committing crimes. Under the doctrine of
respondeat superior, a corporation may be held criminally liable for the illegal acts of its directors, officers, employees, and agents.
To hold a corporation liable for these actions, the government must establish that the corporate agent's actions (i) were within the
scope of his duties and (i) were intended, at least in part, to benefit the corporation. In all cases involving wrongdoing by
corporate agents, prosecutors should consider the corporation, as well as the responsible individuals, as potential criminal targets.

Agents, however, may act for mixed reasons -- both for self-aggrandizement (both direct and indirect) and for the benefit of
the corporation, and a corporation may be held liable as long as one motivation of its agent is to benefit the corporation. In United
States v. Automated Medical Laboratories, 770 F.2d 399 (4th Cir. 1985), the court affirmed the corporation's conviction for the
actions of a subsidiary's employee despite its claim that the employee was acting for his own benefit, namely his "ambitious nature
and his desire to ascend the corporate ladder." The court stated, "Partucci was clearly acting in part to benefit AML since his
advancement within the corporation depended on AML's well-being and its lack of difficulties with the FDA." Similarly, in United
States v. Cincotta, 689 F.2d 238, 241-42 (1! Cir. 1982), the court held, "criminal liability may be imposed on the corporation only
where the agent is acting within the scope of his employment. That, in turn, requires that the agent be performing acts of the kind
which he is authorized to perform, and those acts must be motivated -- at least in part -- by an intent to benefit the corporation.”
Applying this test, the court upheld the corporation’s conviction, notwithstanding the substantial personal benefit reaped by its
miscreant agents, because the fraudulent scheme required money to pass through the corporation's treasury and the fraudulently
obtained goods were resold to the corporation's customers in the corporation's name. As the court concluded, "Mystic--not the
individual defendants--was making money by selling oil that it had not paid for."

Moreover, the corporation need not even necessarily profit from its agent's actions for it to be held liable. In Automated
Medical Laboratories, the Fourth Circuit stated:

[Blenefit is not a "touchstone of criminal corporate liability; benefit at best is an evidential, not an operative, fact." Thus,
whether the agent's actions ultimately redounded to the benefit of the corporation is less significant than whether the
agent acted with the intent to benefit the corporation. The basic purpose of requiring that an agent have acted with the
intent to benefit the corporation, however, is to insulate the corporation from criminal liability for actions of its agents
which be inimical to the interests of the corporation or which may have been undertaken solely to advance the interests
of that agent or of a party other than the corporation.

770 F.2d at 407 (emphasis added; quoting Old Monastery Co. v. United States, 147 F.2d 905, 908 (4" Cir.), cert. denied, 326
U.S. 734 (1945)).

1l. Charging a Corporation: Factors to Be Considered

A. General Principle: Generally, prosecutors should apply the same factors in determining whether to charge a corporation as
they do with respect to individuals. See USAM § 9-27.220, et seq. Thus, the prosecutor should weigh all of the factors normally
considered in the sound exercise of prosecutorial judgment: the sufficiency of the evidence; the likelihood of success at trial,; the
probable deterrent, rehabilitative, and other consequences of conviction; and the adequacy of noncriminal approaches. See id.
However, due to the nature of the corporate "person," some additional factors are present. In conducting an investigation,
determining whether to bring charges, and negotiating plea agreements, prosecutors should consider the following factors in
reaching a decision as to the proper treatment of a corporate target:

1. the nature and seriousness of the offense, including the risk of harm to the public, and applicable policies and
priorities, if any, governing the prosecution of corporations for particular categories of crime (see section Ill, infra);

2. the pervasiveness of wrongdoing within the corporation, including the complicity in, or condonation of, the wrongdoing
by corporate management (see section IV, infra);

3. the corporation's history of similar conduct, including prior criminal, civil, and regulatory enforcement actions against it
(see section V, infra);

4. the corporation's timely and voluntary disclosure of wrongdoing and its willingness to cooperate in the investigation of
its agents, including, if necessary, the waiver of corporate attorney-client and work product protection (see section VI, infra);
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5. the existence and adequacy of the corporation's compliance program (see section VI, infra);

6. the corporation's remedial actions, including any efforts to implement an effective corporate compliance program or to
improve an existing one, to replace responsible management, to discipline or terminate wrongdoers, to pay restitution, and to
cooperate with the relevant government agencies (see section VI, infra);

7. collateral consequences, including disproportionate harm to shareholders, pension holders and employees not proven
personally culpable and impact on the public arising from the prosecution (see section IX, infra); and

8. the adequacy of the prosecution of individuals responsible for the corporation's malfeasance;
9. the adequacy of remedies such as civil or regulatory enforcement actions (see section X, infra).

B. Comment: As with the factors relevant to charging natural persons, the foregoing factors are intended to provide guidance
rather than to mandate a particular result. The factors listed in this section are intended to be illustrative of those that should be
considered and not a complete or exhaustive list. Some or all of these factors may or may not apply to specific cases, and in some
cases one factor may override all others. The nature and seriousness of the offense may be such as to warrant prosecution
regardless of the other factors. Further, national law enforcement policies in various enforcement areas may require that more or
less weight be given to certain of these factors than to others.

In making a decision to charge a corporation, the prosecutor generally has wide latitude in determining when, whom, how,
and even whether to prosecute for violations of Federal criminal law. In exercising that discretion, prosecutors should consider the
following general statements of principles that summarize appropriate considerations to be weighed and desirable practices to be
followed in discharging their prosecutorial responsibilities. In doing so, prosecutors should ensure that the general purposes of the
criminal law -- assurance of warranted punishment, deterrence of further criminal conduct, protection of the public from dangerous
and fraudulent conduct, rehabilitation of offenders, and restitution for victims and affected communities -- are adequately met,
taking into account the special nature of the corporate "person.”

Ill. Charging a Corporation: Special Policy Concerns

A. General Principle: The nature and seriousness of the crime, including the risk of harm to the public from the criminal
conduct, are obviously primary factors in determining whether to charge a corporation. In addition, corporate conduct, particularly
that of national and multi-national corporations, necessarily intersects with federal economic, taxation, and criminal law
enforcement policies. In applying these principles, prosecutors must consider the practices and policies of the appropriate Division
of the Department, and must comply with those policies to the extent required.

B. Comment: In determining whether to charge a corporation, prosecutors should take into account federal law enforcement
priorities as discussed above. See USAM § 9-27-230. In addition, however, prosecutors must be aware of the specific policy goals
and incentive programs established by the respective Divisions and regulatory agencies. Thus, whereas natural persons may be
given incremental degrees of credit (ranging from immunity to lesser charges to sentencing considerations) for turning themselves
in, making statements against their penal interest, and cooperating in the government's investigation of their own and others'
wrongdoing, the same approach may not be appropriate in all circumstances with respect to corporations. As an example, it is
entirely proper in many investigations for a prosecutor to consider the corporation’s pre-indictment conduct, e.g.,voluntary
disclosure, cooperation, remediation or restitution, in determining whether to seek an indictment. However, this would not
necessarily be appropriate in an antitrust investigation, in which antitrust violations, by definition, go to the heart of the
corporation's business and for which the Antitrust Division has therefore established a firm policy, understood in the business
community, that credit should not be given at the charging stage for a compliance program and that amnesty is available only to
the first corporation to make full disclosure to the government. As another example, the Tax Division has a strong preference for
prosecuting responsible individuals, rather than entities, for corporate tax offenses. Thus, in determining whether or not to charge
a corporation, prosecutors should consult with the Criminal, Antitrust, Tax, and Environmental and Natural Resources Divisions, if
appropriate or required.

IV. Charging a Corporation: Pervasiveness of Wrongdoing Within the Corporation

A. General Principle: A corporation can only act through natural persons, and it is therefore held responsible for the acts of
such persons fairly attributable to it. Charging a corporation for even minor misconduct may be appropriate where the wrongdoing
was pervasive and was undertaken by a large number of employees or by all the employees in a particular role within the
corporation, e.g., salesmen or procurement officers, or was condoned by upper management. On the other hand, in certain limited
circumstances, it may not be appropriate to impose liability upon a corporation, particularly one with a compliance program in
place, under a strict respondeat superior theory for the single isolated act of a rogue employee. There is, of course, a wide
spectrum between these two extremes, and a prosecutor should exercise sound discretion in evaluating the pervasiveness of
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wrongdoing within a corporation.

B. Comment: Of these factors, the most important is the role of management. Although acts of even low-level employees may
result in criminal liability, a corporation is directed by its management and management is responsible for a corporate culture in
which criminal conduct is either discouraged or tacitly encouraged. As stated in commentary to the Sentencing Guidelines:

Pervasiveness [is] case specific and [will] depend on the number, and degree of responsibility, of individuals [with]
substantial authority ... who participated in, condoned, or were willfully ignorant of the offense. Fewer individuals need to
be involved for a finding of pervasiveness if those individuals exercised a relatively high degree of authority.
Pervasiveness can occur either within an organization as a whole or within a unit of an organization.

USSG §8C2.5, comment. (n. 4).
V. Charging a Corporation: The Corporation's Past History

A. General Principle: Prosecutors may consider a corporation's history of similar conduct, including prior criminal, civil, and
regulatory enforcement actions against it, in determining whether to bring criminal charges.

B. Comment: A corporation, like a natural person, is expected to learn from its mistakes. A history of similar conduct may be
probative of a corporate culture that encouraged, or at least condoned, such conduct, regardless of any compliance programs.
Criminal prosecution of a corporation may be particularly appropriate where the corporation previously had been subject to non-
criminal guidance, warnings, or sanctions, or previous criminal charges, and yet it either had not taken adequate action to prevent
future unlawful conduct or had continued to engage in the conduct in spite of the warnings or enforcement actions taken against it.
In making this determination, the corporate structure itself, e.g., subsidiaries or operating divisions, should be ignored, and
enforcement actions taken against the corporation or any of its divisions, subsidiaries, and affiliates should be considered. See
USSG § 8C2.5(c) & comment. (n. 6).

VI. Charging a Corporation: Cooperation and Voluntary Disclosure

A. General Principle: In determining whether to charge a corporation, that corporation's timely and voluntary disclosure of
wrongdoing and its willingness to cooperate with the government's investigation may be relevant factors. In gauging the extent of
the corporation's cooperation, the prosecutor may consider the corporation's willingness to identify the culprits within the
corporation, including senior executives; to make witnesses available; to disclose the complete results of its internal investigation;
and to waive attorney-client and work product protection.

B. Comment: In investigating wrongdoing by or within a corporation, a prosecutor is likely to encounter several obstacles
resulting from the nature of the corporation itself. It will often be difficult to determine which individual took which action on behalf
of the corporation. Lines of authority and responsibility may be shared among operating divisions or departments, and records and
personnel may be spread throughout the United States or even among several countries. Where the criminal conduct continued
over an extended period of time, the culpable or knowledgeable personnel may have been promoted, transferred, or fired, or they
may have quit or retired. Accordingly, a corporation's cooperation may be critical in identifying the culprits and locating relevant
evidence.

In some circumstances, therefore, granting a corporation immunity or amnesty or pretrial diversion may be considered in the
course of the government's investigation. In such circumstances, prosecutors should refer to the principles governing non-
prosecution agreements generally. See USAM § 9-27.600-650. These principles permit a non prosecution agreement in exchange
for cooperation when a corporation's "timely cooperation appears to be necessary to the public interest and other means of
obtaining the desired cooperation are unavailable or would not be effective." Prosecutors should note that in the case of national
or multi-national corporations, multi-district or global agreements may be necessary. Such agreements may only be entered into
with the approval of each affected district or the appropriate Department official. See USAM §9-27.641.

In addition, the Department, in conjunction with regulatory agencies and other executive branch departments, encourages
corporations, as part of their compliance programs, to conduct internal investigations and to disclose their findings to the
appropriate authorities. Some agencies, such as the SEC and the EPA, as well as the Department's Environmental and Natural
Resources Division, have formal voluntary disclosure programs in which self-reporting, coupled with remediation and additional
criteria, may qualify the corporation for amnesty or reduced sanctions.? Even in the absence of a formal program, prosecutors
may consider a corporation's timely and voluntary disclosure in evaluating the adequacy of the corporation's compliance program
and its management's commitment to the compliance program. However, prosecution and economic policies specific to the
industry or statute may require prosecution notwithstanding a corporation's willingness to cooperate. For example, the Antitrust
Division offers amnesty only to the first corporation to agree to cooperate. This creates a strong incentive for corporations
participating in anti-competitive conduct to be the first to cooperate. In addition, amnesty, immunity, or reduced sanctions may not
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be appropriate where the corporation's business is permeated with fraud or other crimes.

One factor the prosecutor may weigh in assessing the adequacy of a corporation's cooperation is the completeness of its
disclosure including, if necessary, a waiver of the attorney-client and work product protections, both with respect to its internal
investigation and with respect to communications between specific officers, directors and employees and counsel. Such waivers
permit the government to obtain statements of possible witnesses, subjects, and targets, without having to negotiate individual
cooperation or immunity agreements. In addition, they are often critical in enabling the government to evaluate the completeness
of a corporation’s voluntary disclosure and cooperation. Prosecutors may, therefore, request a waiver in appropriate
circumstances.® The Department does not, however, consider waiver of a corporation's attorney-client and work product
protection an absolute requirement, and prosecutors should consider the willingness of a corporation to waive such protection
when necessary to provide timely and complete information as one factor in evaluating the corporation's cooperation.

Another factor to be weighed by the prosecutor is whether the corporation appears to be protecting its culpable employees
and agents. Thus, while cases will differ depending on the circumstances, a corporation's promise of support to culpable
employees and agents, either through the advancing of attorneys fees,* through retaining the employees without sanction for their
misconduct, or through providing information to the employees about the government's investigation pursuant to a joint defense
agreement, may be considered by the prosecutor in weighing the extent and value of a corporation's cooperation. By the same
token, the prosecutor should be wary of attempts to shield corporate officers and employees from liability by a willingness of the
corporation to plead guilty.

Another factor to be weighed by the prosecutor is whether the corporation, while purporting to cooperate, has engaged in
conduct that impedes the investigation (whether or not rising to the level of criminal obstruction). Examples of such conduct
include: overly broad assertions of corporate representation of employees or former employees; inappropriate directions to
employees or their counsel, such as directions not to cooperate openly and fully with the investigation including, for example, the
direction to decline to be interviewed; making presentations or submissions that contain misleading assertions or omissions;
incomplete or delayed production of records; and failure to promptly disclose illegal conduct known to the corporation.

Finally, a corporation's offer of cooperation does not automatically entitle it to immunity from prosecution. A corporation
should not be able to escape liability merely by offering up its directors, officers, employees, or agents as in lieu of its own
prosecution. Thus, a corporation's willingness to cooperate is merely one relevant factor, that needs to be considered in
conjunction with the other factors, particularly those relating to the corporation's past history and the role of management in the
wrongdoing.

VII. Charging a Corporation: Corporate Compliance Programs

A. General Principle: Compliance programs are established by corporate management to prevent and to detect misconduct
and to ensure that corporate activities are conducted in accordance with all applicable criminal and civil laws, regulations, and
rules. The Department encourages such corporate self-policing, including voluntary disclosures to the government of any
problems that a corporation discovers on its own. However, the existence of a compliance program is not sufficient, in and of itself,
to justify not charging a corporation for criminal conduct undertaken by its officers, directors, employees, or agents. Indeed, the
commission of such crimes in the face of a compliance program may suggest that the corporate management is not adequately
enforcing its program. In addition, the nature of some crimes, e.g., antitrust violations, may be such that national law enforcement
policies mandate prosecutions of corporations notwithstanding the existence of a compliance program.

B. Comment: A corporate compliance program, even one specifically prohibiting the very conduct in question, does not
absolve the corporation from criminal liability under the doctrine of respondeat superior. See United States v. Basic Construction
Co., 711 F.2d 570 (4™ Cir. 1983) ("a corporation may be held criminally responsible for antitrust violations committed by its
employees if they were acting within the scope of their authority, or apparent authority, and for the benefit of the corporation, even
if... such acts were against corporate policy or express instructions."). In United States v. Hilton Hotels Corp., 467 F.2d 1000 (9
Cir. 1972), cert. denied, 409 U.S. 1125 (1973), the Ninth Circuit affirmed antitrust liability based upon a purchasing agent for a
single hotel threatening a single supplier with a boycott unless it paid dues to a local marketing association, even though the
agent's actions were contrary to corporate policy and directly against express instructions from his superiors. The court reasoned
that Congress, in enacting the Sherman Antitrust Act, "intended to impose liability upon business entities for the acts of those to
whom they choose to delegate the conduct of their affairs, thus stimulating a maximum effort by owners and managers to assure
adherence by such agents to the requirements of the Act."® It concluded that "general policy statements" and even direct
instructions from the agent's superiors were not sufficient; "Appellant could not gain exculpation by issuing general instructions
without undertaking to enforce those instructions by means commensurate with the obvious risks." See also United States v.
Beusch, 596 F.2d 871, 878 (9t Cir. 1979) ("[A] corporation may be liable for the acts of its employees done contrary to express
instructions and policies, but ... the existence of such instructions and policies may be considered in determining whether the
employee in fact acted to benefit the corporation."); United States v. American Radiator & Standard Sanitary Corp., 433 F.2d 174
(3" Cir. 1970) (affirming conviction of corporation based upon its officer's participation in price-fixing scheme, despite
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corporation's defense that officer's conduct violated its "rigid anti-fraternization policy" against any socialization (and
exchange of price information) with its competitors; "When the act of the agent is within the scope of his employment or his
apparent authority, the corporation is held legally responsible for it, although what he did may be contrary to his actual instructions
and may be unlawful.”).

While the Department recognizes that no compliance program can ever prevent all criminal activity by a corporation's
employees, the critical factors in evaluating any program are whether the program is adequately designed for maximum
effectiveness in preventing and detecting wrongdoing by employees and whether corporate management is enforcing the program
or is tacitly encouraging or pressuring employees to engage in misconduct to achieve business objectives. The Department has
no formal guidelines for corporate compliance programs. The fundamental questions any prosecutor should ask are: "Is the
corporation's compliance program well designed?" and "Does the corporation's compliance program work?" In answering these
questions, the prosecutor should consider the comprehensiveness of the compliance program; the extent and pervasiveness of
the criminal conduct; the number and level of the corporate employees involved; the seriousness, duration, and frequency of the
misconduct; and any remedial actions taken by the corporation, including restitution, disciplinary action, and revisions to corporate
compliance programs.® Prosecutors should also consider the promptness of any disclosure of wrongdoing to the government and
the corporation's cooperation in the government's investigation. In evaluating compliance programs, prosecutors may consider
whether the corporation has established corporate governance mechanisms that can effectively detect and prevent misconduct.
For example, do the corporation's directors exercise independent review over proposed corporate actions rather than
unquestioningly ratifying officers' recommendations; are the directors provided with information sufficient to enable the exercise of
independent judgment, are internal audit functions conducted at a level sufficient to ensure their independence and accuracy and
have the directors established an information and reporting system in the organization reasonable designed to provide
management and the board of directors with timely and accurate information sufficient to allow them to reach an informed decision
regarding the organization's compliance with the law. In re: Caremark, 698 A.2d 959 (Del. Ct. Chan. 1996).

Prosecutors should therefore attempt to determine whether a corporation's compliance program is merely a “paper program"
or whether it was designed and implemented in an effective manner. In addition, prosecutors should determine whether the
corporation has provided for a staff sufficient to audit, document, analyze, and utilize the results of the corporation's compliance
efforts. In addition, prosecutors should determine whether the corporation's employees are adequately informed about the
compliance program and are convinced of the corporation's commitment to it. This will enable the prosecutor to make an informed
decision as to whether the corporation has adopted and implemented a truly effective compliance program that, when consistent
with other federal law enforcement policies, may result in a decision to charge only the corporation's employees and agents.

Compliance programs should be designed to detect the particular types of misconduct most likely to occur in a particular
corporation's line of business. Many corporations operate in complex regulatory environments outside the normal experience of
criminal prosecutors. Accordingly, prosecutors should consult with relevant federal and state agencies with the expertise to
evaluate the adequacy of a program'’s design and implementation. For instance, state and federal banking, insurance, and
medical boards, the Department of Defense, the Department of Health and Human Services, the Environmental Protection
Agency, and the Securities and Exchange Commission have considerable experience with compliance programs and can be very
helpful to a prosecutor in evaluating such programs. In addition, the Fraud Section of the Criminal Division, the Commercial
Litigation Branch of the Civil Division, and the Environmental Crimes Section of the Environment and Natural Resources Division
can assist U.S. Attorneys' Offices in finding the appropriate agency office and in providing copies of compliance programs that
were developed in previous cases.

VIII. Charging a Corporation: Restitution and Remediation

A. General Principle: Although neither a corporation nor an individual target may avoid prosecution merely by paying a sum of
money, a prosecutor may consider the corporation's willingness to make restitution and steps already taken to do so. A prosecutor
may also consider other remedial actions, such as implementing an effective corporate compliance program, improving an existing
compliance program, and disciplining wrongdoers, in determining whether to charge the corporation.

B. Comment: In determining whether or not a corporation should be prosecuted, a prosecutor may consider whether
meaningful remedial measures have been taken, including employee discipline and full restitution.” A corporation's response to
misconduct says much about its willingness to ensure that such misconduct does not recur. Thus, corporations that fully recognize
the seriousness of their misconduct and accept responsibility for it should be taking steps to implement the personnel, operational,
and organizational changes necessary to establish an awareness among employees that criminal conduct will not be tolerated.
Among the factors prosecutors should consider and weigh are whether the corporation appropriately disciplined the wrongdoers
and disclosed information concerning their illegal conduct to the government.

Employee discipline is a difficult task for many corporations because of the human element involved and sometimes because
of the seniority of the employees concerned. While corporations need to be fair to their employees, they must also be
unequivocally committed, at all levels of the corporation, to the highest standards of legal and ethical behavior. Effective internal
discipline can be a powerful deterrent against improper behavior by a corporation's employees. In evaluating a corporation's
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response to wrongdoing, prosecutors may evaluate the willingness of the corporation to discipline culpable employees of all
ranks and the adequacy of the discipline imposed. The prosecutor should be satisfied that the corporation's focus is on the
integrity and credibility of its remedial and disciplinary measures rather than on the protection of the wrongdoers.

In addition to employee discipline, two other factors used in evaluating a corporation's remedial efforts are restitution and
reform. As with natural persons, the decision whether or not to prosecute should not depend upon the target's ability to pay
restitution. A corporation's efforts to pay restitution even in advance of any court order is, however, evidence of its "acceptance of
responsibility” and, consistent with the practices and policies of the appropriate Division of the Department entrusted with
enforcing specific criminal laws, may be considered in determining whether to bring criminal charges. Similarly, although the
inadequacy of a corporate compliance program is a factor to consider when deciding whether to charge a corporation, that
corporation's quick recognition of the flaws in the program and its efforts to improve the program are also factors to consider.

IX. Charging a Corporation: Collateral Consequences

A. General Principle: Prosecutors may consider the collateral consequences of a corporate criminal conviction in determining
whether to charge the corporation with a criminal offense.

B. Comment: One of the factors in determining whether to charge a natural person or a corporation is whether the likely
punishment is appropriate given the nature and seriousness of the crime. In the corporate context, prosecutors may take into
account the possibly substantial consequences to a corporation's officers, directors, employees, and shareholders, many of whom
may, depending on the size and nature (e.g., publicly vs. closely held) of the corporation and their role in its operations, have
played no role in the criminal conduct, have been completely unaware of it, or have been wholly unable to prevent it. Prosecutors
should also be aware of non-penal sanctions that may accompany a criminal charge, such as potential suspension or debarment
from eligibility for government contracts or federal funded programs such as health care. Whether or not such non-penal sanctions
are appropriate or required in a particular case is the responsibility of the relevant agency, a decision that will be made based on
the applicable statutes, regulations, and policies.

Virtually every conviction of a corporation, like virtually every conviction of an individual, will have an impact on innocent third
parties, and the mere existence of such an effect is not sufficient to preclude prosecution of the corporation. Therefore, in
evaluating the severity of collateral consequences, various factors already discussed, such as the pervasiveness of the criminal
conduct and the adequacy of the corporation's compliance programs, should be considered in determining the weight to be given
to this factor. For instance, the balance may tip in favor of prosecuting corporations in situations where the scope of the
misconduct in a case is widespread and sustained within a corporate division (or spread throughout pockets of the corporate
organization). In such cases, the possible unfairness of visiting punishment for the corporation's crimes upon shareholders may be
of much less concern where those shareholders have substantially profited, even unknowingly, from widespread or pervasive
criminal activity. Similarly, where the top layers of the corporation's management or the shareholders of a closely-held corporation
were engaged in or aware of the wrongdoing and the conduct at issue was accepted as a way of doing business for an extended
period, debarment may be deemed not collateral, but a direct and entirely appropriate consequence of the corporation's
wrongdoing.

The appropriateness of considering such collateral consequences and the weight to be given them may depend on the
special policy concerns discussed in section Ill, supra.

X. Charging a Corporation: Non-Criminal Alternatives

A. General Principle: Although non-criminal alternatives to prosecution often exist, prosecutors may consider whether such
sanctions would adequately deter, punish, and rehabilitate a corporation that has engaged in wrongful conduct. In evaluating the
adequacy of non-criminal alternatives to prosecution, e.g., civil or regulatory enforcement actions, the prosecutor may consider all
relevant factors, including:

1. the sanctions available under the alternative means of disposition;
2. the likelihood that an effective sanction will be imposed; and
3. the effect of non-criminal disposition on Federal law enforcement interests.

B. Comment: The primary goals of criminal law are deterrence, punishment, and rehabilitation. Non-criminal sanctions may
not be an appropriate response to an egregious violation, a pattern of wrongdoing, or a history of non-criminal sanctions without
proper remediation. In other cases, however, these goals may be satisfied without the necessity of instituting criminal
proceedings. In determining whether federal criminal charges are appropriate, the prosecutor should consider the same factors
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(modified appropriately for the regulatory context) considered when determining whether to leave prosecution of a natural
person to another jurisdiction or to seek non-criminal alternatives to prosecution. These factors include: the strength of the
regulatory authority's interest; the regulatory authority's ability and willingness to take effective enforcement action; the probable
sanction if the regulatory authority's enforcement action is upheld; and the effect of a non-criminal disposition on Federal law
enforcement interests. See USAM §§ 9-27.240, 9-27.250.

Xl. Charging a Corporation: Selecting Charges

A. General Principle: Once a prosecutor has decided to charge a corporation, the prosecutor should charge, or should
recommend that the grand jury charge, the most serious offense that is consistent with the nature of the defendant's conduct and
that is likely to result in a sustainable conviction.

B. Comment: Once the decision to charge is made, the same rules as govern charging natural persons apply. These rules
require "a faithful and honest application of the Sentencing Guidelines" and an "individualized assessment of the extent to which
particular charges fit the specific circumstances of the case, are consistent with the purposes of the Federal criminal code, and
maximize the impact of Federal resources on crime." See USAM § 9-27.300. In making this determination, "it is appropriate that
the attorney for the government consider, inter alia, such factors as the sentencing guideline range yielded by the charge, whether
the penalty yielded by such sentencing range ... is proportional to the seriousness of the defendant's conduct, and whether the
charge achieves such purposes of the criminal law as punishment, protection of the public, specific and general deterrence, and
rehabilitation." See Attorney General's Memorandum, dated October 12, 1993.

XIl. Plea Agreements with Corporations

A. General Principle: In negotiating plea agreements with corporations, prosecutors should seek a plea to the most serious,
readily provable offense charged. In addition, the terms of the plea agreement should contain appropriate provisions to ensure
punishment, deterrence, rehabilitation, and compliance with the plea agreement in the corporate context. Although special
circumstances may mandate a different conclusion, prosecutors generally should not agree to accept a corporate guilty plea in
exchange for non-prosecution or dismissal of charges against individual officers and employees.

B. Comment: Prosecutors may enter into plea agreements with corporations for the same reasons and under the same
constraints as apply to plea agreements with natural persons. See USAM §§ 9-27.400-500. This means, inter alia, that the
corporation should be required to plead guilty to the most serious, readily provable offense charged. As is the case with
individuals, the attorney making this determination should do so "on the basis of an individualized assessment of the extent to
which particular charges fit the specific circumstances of the case, are consistent with the purposes of the federal criminal code,
and maximize the impact of federal resources on crime. In making this determination, the attorney for the government considers,
inter alia, such factors as the sentencing guideline range yielded by the charge, whether the penalty yielded by such sentencing
range ... is proportional to the seriousness of the defendant's conduct, and whether the charge achieves such purposes of the
criminal law as punishment, protection of the public, specific and general deterrence, and rehabilitation." See Attorney General's
Memorandum, dated October 12, 1993. In addition, any negotiated departures from the Sentencing Guidelines must be justifiable
under the Guidelines and must be disclosed to the sentencing court. A corporation should be made to realize that pleading guilty
to criminal charges constitutes an admission of guilt and not merely a resolution of an inconvenient distraction from its business.
As with natural persons, pleas should be structured so that the corporation may not later "proclaim lack of culpability or even
complete innocence." See USAM §§ 9-27.420(b)(4), 9-27.440, 9-27.500. Thus, for instance, there should be placed upon the
record a sufficient factual basis for the plea to prevent later corporate assertions of innocence.

A corporate plea agreement should also contain provisions that recognize the nature of the corporate "person” and ensure
that the principles of punishment, deterrence, and rehabilitation are met. In the corporate context, punishment and deterrence are
generally accomplished by substantial fines, mandatory restitution, and institution of appropriate compliance measures, including,
if necessary, continued judicial oversight or the use of special masters. See USSG §§ 8B1.1, 8C2.1, et seq. In addition, where the
corporation is a government contractor, permanent or temporary debarment may be appropriate. Where the corporation was
engaged in government contracting fraud, a prosecutor may not negotiate away an agency's right to debar or to list the corporate
defendant.

In negotiating a plea agreement, prosecutors should also consider the deterrent value of prosecutions of individuals within the
corporation. Therefore, one factor that a prosecutor may consider in determining whether to enter into a plea agreement is
whether the corporation is seeking immunity for its employees and officers or whether the corporation is willing to cooperate in the
investigation of culpable individuals. Prosecutors should rarely negotiate away individual criminal liability in a corporate plea.

Rehabilitation, of course, requires that the corporation undertake to be law-abiding in the future. It is, therefore, appropriate to
require the corporation, as a condition of probation, to implement a compliance program or to reform an existing one. As
discussed above, prosecutors may consult with the appropriate state and federal agencies and components of the Justice
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Department to ensure that a proposed compliance program is adequate and meets industry standards and best practices.

See section VII, supra.

Tuesday,

In plea agreements in which the corporation agrees to cooperate, the prosecutor should ensure that the cooperation is .
complete and truthful. To do so, the prosecutor may request that the corporation waive attorney-client and work product Aprll 11, 2000
protection, make employees and agents available for debriefing, disclose the results of its internal investigation, file appropriate
certified financial statements, agree to governmental or third-party audits, and take whatever other steps are necessary to ensure
that the full scope of the corporate wrongdoing is disclosed and that the responsible culprits are identified and, if appropriate,
prosecuted. See generally section VIII, supra.

LarsmsS

&,

Footnotes:

ISUCT

0]

1. While these guidelines refer to corporations, they apply to the consideration of the prosecution of all types of business
organizations, including partnerships, sole proprietorships, government entities, and unincorporated associations.

2. In addition, the Sentencing Guidelines reward voluntary disclosure and cooperation with a reduction in the corporation's offense
level. See USSG §8C2.5)g).

3. This waiver should ordinarily be limited to the factual internal investigation and any contemporaneous advice given to the
corporation concerning the conduct at issue. Except in unusual circumstances, prosecutors should not seek a waiver with respect
to communications and work product related to advice concerning the government's criminal investigation.

4. Some states require corporations to pay the legal fees of officers under investigation prior to a formal determination of their
guilt. Obviously, a corporation's compliance with governing law should not be considered a failure to cooperate.

5. Although this case and Basic Construction are both antitrust cases, their reasoning applies to other criminal violations. In the

Hilton case, for instance, the Ninth Circuit noted that Sherman Act violations are commercial offenses "usually motivated by a

desire to enhance profits,” thus, bringing the case within the normal rule that a "purpose to benefit the corporation is necessary to Part VII
bring the agent's acts within the scope of his employment." 467 F.2d at 1006 & n4. In addition, in United States v. Automated
Medical Laboratories, 770 F.2d 399, 406 n.5 (4" Cir. 1985), the Fourth Circuit stated “that Basic Construction states a generally
applicable rule on corporate criminal liability despite the fact that it addresses violations of the antitrust laws."
L]
Environmental

6. For a detailed review of these and other factors concerning corporate compliance programs, see United States Sentencing
Commission, GUIDELINES MANUAL, §8A1.2, comment. (n.3(k)) (Nov. 1997). See also USSG §8C2.5(f)

Protection Agency

7. For example, the Antitrust Division's amnesty policy requires that “[w]here possible, the corporation [make] restitution to injured

parties...." Incentives for Self-Policing: Discovery,

Disclosure, Correction and Prevention of
Violations; Notice

Mederal R@g
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ENVIRONMENTAL PROTECTION
AGENCY

[FRL-6576-3]
Incentives for Self-Policing: Discovery,

Disclosure, Correction and Prevention
of Violations

AGENCY: Environmental Protection
Agency (EPA, or Agency).
ACTION: Final Policy Statement.

SUMMARY: EPA today issues its revised
final policy on “Incentives for Self-
Policing: Discovery, Disclosure,
Correction and Prevention of
Violations,” commonly referred to as
the “Audit Policy.” The purpose of this
Policy is to enhance protection of
human health and the environment by
encouraging regulated entities to
voluntarily discover, promptly disclose
and expeditiously correct violations of
Federal environmental requirements.
Incentives that EPA makes available for
those who meet the terms of the Audit
Policy include the elimination or
substantial reduction of the gravity
component of civil penalties and a
determination not to recommend
criminal prosecution of the disclosing
entity. The Policy also restates EPA’s
long-standing practice of not requesting
copies of regulated entities’ voluntary
audit reports to trigger Federal
enforcement investigations. Today’s
revised Audit Policy replaces the 1995
Audit Policy (60 FR 66706), which was
issued on December 22, 1995, and took
effect on January 22, 1996. Today’s
revisions maintain the basic structure
and terms of the 1995 Audit Policy
while clarifying some of its language,
broadening its availability, and
conforming the provisions of the Policy
to actual Agency practice. The revisions
being released today lengthen the
prompt disclosure period to 21 days,
clarify that the independent discovery
condition does not automatically
preclude penalty mitigation for multi-
facility entities, and clarify how the
prompt disclosure and repeat violation
conditions apply to newly acquired
companies. The revised Policy was
developed in close consultation with
the U.S. Department of Justice (DOJ),
States, public interest groups and the
regulated community. The revisions
also reflect EPA’s experience
implementing the Policy over the past
five years.

DATES: This revised Policy is effective
May 11, 2000.

FOR FURTHER INFORMATION CONTACT:
Catherine Malinin Dunn (202) 564-2629
or Leslie Jones (202) 564-5123.
Documentation relating to the

development of this Policy is contained
in the environmental auditing public
docket (#C-94—-01). An index to the
docket may be obtained by contacting
the Enforcement and Compliance
Docket and Information Center (ECDIC)
by telephone at (202) 564—2614 or (202)
564—2119, by fax at (202) 501-1011, or
by email at docket.oeca@epa.gov. ECDIC
office hours are 8:00 am to 4:00 pm
Monday through Friday except for
Federal holidays. An index to the
docket is available on the Internet at
www.epa.gov/oeca/polguid/
enfdock.html. Additional guidance
regarding interpretation and application
of the Policy is also available on the
Internet at www.epa.gov/oeca/ore/
apolguid.html.

SUPPLEMENTARY INFORMATION: This
Notice is organized as follows:

1. Explanation of Policy

A. Introduction

B. Background and History

C. Purpose

D. Incentives for Self-Policing

1. Eliminating Gravity-Based Penalties

2. 75% Reduction of Gravity-Based
Penalties

3. No Recommendations for Criminal
Prosecution

4. No Routine Requests for Audit Reports

. Conditions

1. Systematic Discovery of the Violation

Through an Environmental Audit or a

Compliance Management System

. Voluntary Discovery

Prompt Disclosure

Discovery and Disclosure Independent

of Government or Third-Party Plaintiff

Correction and Remediation

Prevent Recurrence

No Repeat Violations

. Other Violations Excluded

. Cooperation

F. Opposition to Audit Privilege and

Immunity
G. Effect on States
H. Scope of Policy

=

B

coNoa

1. Implementation of Policy
1. Givil Violations
2. Criminal Violations
3. Release of Information to the Public

11. Statement of Policy—Incentives for Self-
Policing: Discovery, Disclosure, Correction
and Prevention

A. Purpose
B. Definitions
C. Incentives for Self-Policing
1. No Gravity-Based Penalties
2. Reduction of Gravity-Based Penalties by
75%
3. No Recommendation for Criminal
Prosecution
4. No Routine Request for Environmental
Audit Reports
D. Conditions
1. Systematic Discovery
2. Voluntary Discovery
3. Prompt Disclosure

4. Discovery and Disclosure Independent
of Government or Third-Party Plaintiff
5. Correction and Remediation
6. Prevent Recurrence
7. No Repeat Violations
8. Other Violations Excluded
9. Cooperation
E. Economic Benefit
F. Effect on State Law, Regulation or Policy
G. Applicability
H. Public Accountability
1. Effective Date
1. Explanation of Policy
A. Introduction

On December 22, 1995, EPA issued its
final policy on “Incentives for Self-
Policing: Discovery, Disclosure,
Correction and Prevention of
Violations” (60 FR 66706) (Audit Policy,
or Policy). The purpose of the Policy is
to enhance protection of human health
and the environment by encouraging
regulated entities to voluntarily
discover, disclose, correct and prevent
violations of Federal environmental law.
Benefits available to entities that make
disclosures under the terms of the
Policy include reductions in the amount
of civil penalties and a determination
not to recommend criminal prosecution
of disclosing entities.

Today, EPA issues revisions to the
1995 Audit Policy. The revised Policy
reflects EPA’s continuing commitment
to encouraging voluntary self-policing
while preserving fair and effective
enforcement. It lengthens the prompt
disclosure period to 21 days, clarifies
that the independent discovery
condition does not automatically
preclude Audit Policy credit in the
multi-facility context, and clarifies how
the prompt disclosure and repeat
violations conditions apply in the
acquisitions context. The revised final
Policy takes effect May 11, 2000.

B. Background and History

The Audit Policy provides incentives
for regulated entities to detect, promptly
disclose, and expeditiously correct
violations of Federal environmental
requirements. The Policy contains nine
conditions, and entities that meet all of
them are eligible for 100% mitigation of
any gravity-based penalties that
otherwise could be assessed. (“Gravity-
based” refers to that portion of the
penalty over and above the portion that
represents the entity’s economic gain
from noncompliance, known as the
“economic benefit.”’) Regulated entities
that do not meet the first condition—
systematic discovery of violations—but
meet the other eight conditions are
eligible for 75% mitigation of any
gravity-based civil penalties. On the
criminal side, EPA will generally elect
not to recommend criminal prosecution
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by DOJ or any other prosecuting
authority for a disclosing entity that
meets at least conditions two through
nine—regardless of whether it meets the
systematic discovery requirement—as
long as its self-policing, discovery and
disclosure were conducted in good faith
and the entity adopts a systematic
approach to preventing recurrence of
the violation.

The Policy includes important
safeguards to deter violations and
protect public health and the
environment. For example, the Policy
requires entities to act to prevent
recurrence of violations and to remedy
any environmental harm that may have
occurred. Repeat violations, those that
result in actual harm to the
environment, and those that may
present an imminent and substantial
endangerment are not eligible for relief
under this Policy. Companies will not
be allowed to gain an economic
advantage over their competitors by
delaying their investment in
compliance. And entities remain
criminally liable for violations that
result from conscious disregard of or
willful blindness to their obligations
under the law, and individuals remain
liable for their criminal misconduct.

When EPA issued the 1995 Audit
Policy, the Agency committed to
evaluate the Policy after three years. The
Agency initiated this evaluation in the
Spring of 1998 and published its
preliminary results in the Federal
Register on May 17, 1999 (64 FR 26745).
The evaluation consisted of the
following components:

e An internal survey of EPA staff who
process disclosures and handle
enforcement cases under the 1995 Audit
Policy;

® A survey of regulated entities that
used the 1995 Policy to disclose
violations;

® A series of meetings and conference
calls with representatives from industry,
environmental organizations, and
States;

® Focused stakeholder discussions on
the Audit Policy at two public
conferences co-sponsored by EPA’s
Office of Enforcement and Compliance
Assurance (OECA) and the Vice
President’s National Partnership for
Reinventing Government, entitled
“Protecting Public Health and the
Environment through Innovative
Approaches to Compliance””;

o A Federal Register notice on March
2, 1999, soliciting comments on how
EPA can further protect and improve
public health and the environment
through new compliance and
enforcement approaches (64 FR 10144);
and

® An analysis of data on Audit Policy
usage to date and discussions amongst
EPA officials who handle Audit Policy
disclosures.

The same May 17, 1999, Federal
Register notice that published the
evaluation’s preliminary results also
proposed revisions to the 1995 Policy
and requested public comment. During
the 60-day public comment period, the
Agency received 29 comment letters,
copies of which are available through
the Enforcement and Compliance
Docket and Information Center. (See
contact information at the beginning of
this notice.) Analysis of these comment
letters together with additional data on
Audit Policy usage has constituted the
final stage of the Audit Policy
evaluation. EPA has prepared a detailed
response to the comments received; a
copy of that document will also be
available through the Docket and
Information Center as well on the
Internet at www.epa.gov/oeca/ore/
apolguid.html.

Overall, the Audit Policy evaluation
revealed very positive results. The
Policy has encouraged voluntary self-
policing while preserving fair and
effective enforcement. Thus, the
revisions issued today do not signal any
intention to shift course regarding the
Agency’s position on self-policing and
voluntary disclosures but instead
represent an attempt to fine-tune a
Policy that is already working well.

Use of the Audit Policy has been
widespread. As of October 1, 1999,
approximately 670 organizations had
disclosed actual or potential violations
at more than 2700 facilities. The number
of disclosures has increased each of the
four years the Policy has been in effect.

Results of the Audit Policy User’s
Survey revealed very high satisfaction
rates among users, with 88% of
respondents stating that they would use
the Policy again and 84% stating that
they would recommend the Policy to
clients and/or their counterparts. No
respondents stated an unwillingness to
use the Policy again or to recommend its
use to others.

The Audit Policy and related
documents, including Agency
interpretive guidance and general
interest newsletters, are available on the
Internet at www.epa.gov/oeca/ore/
apolguid. Additional guidance for
implementing the Policy in the context
of criminal violations can be found at
www.epa.gov/oeca/oceft/audpol2.html.

In addition to the Audit Policy, the
Agency’s revised Small Business
Compliance Policy (‘“Small Business
Policy”) is also available for small
entities that employ 100 or fewer
individuals. The Small Business Policy
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provides penalty mitigation, subject to
certain conditions, for small businesses
that make a good faith effort to comply
with environmental requirements by
discovering, disclosing and correcting
violations. EPA has revised the Small
Business Policy at the same time it
revised the Audit Policy. The revised
Small Business Policy will be available
on the Internet at www.epa.gov/oeca/
smbusi.html.

C. Purpose

The revised Policy being announced
today is designed to encourage greater
compliance with Federal laws and
regulations that protect human health
and the environment. It promotes a
higher standard of self-policing by
waiving gravity-based penalties for
violations that are promptly disclosed
and corrected, and which were
discovered systematically—that is,
through voluntary audits or compliance
management systems. To provide an
incentive for entities to disclose and
correct violations regardless of how they
were detected, the Policy reduces
gravity-based penalties by 75% for
violations that are voluntarily
discovered and promptly disclosed and
corrected, even if not discovered
systematically.

EPA’s enforcement program provides
a strong incentive for compliance by
imposing stiff sanctions for
noncompliance. Enforcement has
contributed to the dramatic expansion
of environmental auditing as measured
in numerous recent surveys. For
example, in a 1995 survey by Price
Waterhouse LLP, more than 90% of
corporate respondents who conduct
audits identified one of the reasons for
doing so as the desire to find and correct
violations before government inspectors
discover them. (A copy of the survey is
contained in the Docket as document
VIII-A-76.)

At the same time, because government
resources are limited, universal
compliance cannot be achieved without
active efforts by the regulated
community to police themselves. More
than half of the respondents to the same
1995 Price Waterhouse survey said that
they would expand environmental
auditing in exchange for reduced
penalties for violations discovered and
corrected. While many companies
already audit or have compliance
management programs in place, EPA
believes that the incentives offered in
this Policy will improve the frequency
and quality of these self-policing efforts.

D. Incentives for Self-Policing

Section C of the Audit Policy
identifies the major incentives that EPA
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provides to encourage self-policing, self-
disclosure, and prompt self-correction.
For entities that meet the conditions of
the Policy, the available incentives
include waiving or reducing gravity-
based civil penalties, declining to
recommend criminal prosecution for
regulated entities that self-police, and
refraining from routine requests for
audits. (As noted in Section C of the
Policy, EPA has refrained from making
routine requests for audit reports since
issuance of its 1986 policy on
environmental auditing.)

1. Eliminating Gravity-Based Penalties
In general, civil penalties that EPA
assesses are comprised of two elements:

the economic benefit component and
the gravity-based component. The
economic benefit component reflects the
economic gain derived from a violator’s
illegal competitive advantage. Gravity-
based penalties are that portion of the
penalty over and above the economic
benefit. They reflect the egregiousness
of the violator’s behavior and constitute
the punitive portion of the penalty. For
further discussion of these issues, see
“Calculation of the Economic Benefit of
Noncompliance in EPA’s Civil Penalty
Enforcement Cases,” 64 FR 32948 (June
18, 1999) and “A Framework for
Statute-Specific Approaches to Penalty
Assessments,” #GM-22 (1984), U.S.
EPA General Enforcement Policy
Compendium.

Under the Audit Policy, EPA will not
seek gravity-based penalties for
disclosing entities that meet all nine
Policy conditions, including systematic
discovery. (“Systematic discovery”
means the detection of a potential
violation through an environmental
audit or a compliance management
system that reflects the entity’s due
diligence in preventing, detecting and
correcting violations.) EPA has elected
to waive gravity-based penalties for
violations discovered systematically,
recognizing that environmental auditing
and compliance management systems
play a critical role in protecting human
health and the environment by
identifying, correcting and ultimately
preventing violations.

However, EPA reserves the right to
collect any economic benefit that may
have been realized as a result of
noncompliance, even where the entity
meets all other Policy conditions. Where
the Agency determines that the
economic benefit is insignificant, the
Agency also may waive this component
of the penalty.

EPA’s decision to retain its discretion
to recover economic benefit is based on
two reasons. First, facing the risk that
the Agency will recoup economic

benefit provides an incentive for
regulated entities to comply on time.
Taxpayers whose payments are late
expect to pay interest or a penalty; the
same principle should apply to
corporations and other regulated entities
that have delayed their investment in
compliance. Second, collecting
economic benefit is fair because it
protects law-abiding companies from
being undercut by their noncomplying
competitors, thereby preserving a level
playing field.

2. 75% Reduction of Gravity-based
Penalties

Gravity-based penalties will be
reduced by 75% where the disclosing
entity does not detect the violation
through systematic discovery but
otherwise meets all other Policy
conditions. The Policy appropriately
limits the complete waiver of gravity-
based civil penalties to companies that
conduct environmental auditing or have
in place a compliance management
system. However, to encourage
disclosure and correction of violations
even in the absence of systematic
discovery, EPA will reduce gravity-
based penalties by 75% for entities that
meet conditions D(2) through D(9) of the
Policy. EPA expects that a disclosure
under this provision will encourage the
entity to work with the Agency to
resolve environmental problems and
begin to develop an effective auditing
program or compliance management
system.

3. No Recommendations for Criminal
Prosecution

In accordance with EPA’s
Investigative Discretion Memo dated
January 12, 1994, EPA generally does
not focus its criminal enforcement
resources on entities that voluntarily
discover, promptly disclose and
expeditiously correct violations, unless
there is potentially culpable behavior
that merits criminal investigation. When
a disclosure that meets the terms and
conditions of this Policy results in a
criminal investigation, EPA will
generally not recommend criminal
prosecution for the disclosing entity,
although the Agency may recommend
prosecution for culpable individuals
and other entities. The 1994
Investigative Discretion Memo is
available on the Internet at http://
www.epa.gov/oeca/ore/ aed/comp/
acomp/a11.html.

The “no recommendation for criminal
prosecution” incentive is available for
entities that meet conditions D(2)
through D(9) of the Policy. Condition
D(1) “systematic discovery” is not
required to be eligible for this incentive,

although the entity must be acting in
good faith and must adopt a systematic
approach to preventing recurring
violations. Important limitations to the
incentive apply. It will not be available,
for example, where corporate officials
are consciously involved in or willfully
blind to violations, or conceal or
condone noncompliance. Since the
regulated entity must satisfy conditions
D(2) through D(9) of the Policy,
violations that cause serious harm or
which may pose imminent and
substantial endangerment to human
health or the environment are not
eligible. Finally, EPA reserves the right
to recommend prosecution for the
criminal conduct of any culpable
individual or subsidiary organization.
While EPA may decide not to
recommend criminal prosecution for
disclosing entities, ultimate
prosecutorial discretion resides with the
U.S. Department of Justice, which will
be guided by its own policy on
voluntary disclosures (‘‘Factors in
Decisions on Criminal Prosecutions for
Environmental Violations in the Context
of Significant Voluntary Compliance or
Disclosure Efforts by the Violator,” July
1, 1991) and by its 1999 Guidance on
Federal Prosecutions of Corporations. In
addition, where a disclosing entity has
met the conditions for avoiding a
recommendation for criminal
prosecution under this Policy, it will
also be eligible for either 75% or 100%
mitigation of gravity-based civil
penalties, depending on whether the
systematic discovery condition was met.

4. No Routine Requests for Audit
Reports

EPA reaffirms its Policy, in effect
since 1986, to refrain from routine
requests for audit reports. That is, EPA
has not and will not routinely request
copies of audit reports to trigger
enforcement investigations.
Implementation of the 1995 Policy has
produced no evidence that the Agency
has deviated, or should deviate, from
this Policy. In general, an audit that
results in expeditious correction will
reduce liability, not expand it. However,
if the Agency has independent evidence
of a violation, it may seek the
information it needs to establish the
extent and nature of the violation and
the degree of culpability.

For discussion of the circumstances in
which EPA might request an audit
report to determine Policy eligibility,
see the explanatory text on cooperation,
section LE.9.

E. Conditions

Section D describes the nine
conditions that a regulated entity must
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meet in order for the Agency to decline
to seek (or to reduce) gravity-based
penalties under the Policy. As explained
in section 1.D.1 above, regulated entities
that meet all nine conditions will not
face gravity-based civil penalties. If the
regulated entity meets all of the
conditions except for D(1)—systematic
discovery—EPA will reduce gravity-
based penalties by 75%. In general, EPA
will not recommend criminal
prosecution for disclosing entities that
meet at least conditions D(2) through
D(9).

1. Systematic Discovery of the Violation
Through an Environmental Audit or a
Compliance Management System

Under Section D(1), the violation
must have been discovered through
either (a) an environmental audit, or (b)
a compliance management system that
reflects due diligence in preventing,
detecting and correcting violations. Both
“environmental audit” and “compliance
management system’” are defined in
Section B of the Policy.

The revised Policy uses the term
“compliance management system’
instead of “due diligence,” which was
used in the 1995 Policy. This change in
nomenclature is intended solely to
conform the Policy language to
terminology more commonly in use by
industry and by regulators to refer to a
systematic management plan or
systematic efforts to achieve and
maintain compliance. No substantive
difference is intended by substituting
the term “compliance management
system” for “due diligence,” as the
Policy clearly indicates that the
compliance management system must
reflect the regulated entity’s due
diligence in preventing, detecting and
correcting violations.

Compliance management programs
that train and motivate employees to
prevent, detect and correct violations on
a daily basis are a valuable complement
to periodic auditing. Where the
violation is discovered through a
compliance management system and not
through an audit, the disclosing entity
should be prepared to document how its
program reflects the due diligence
criteria defined in Section B of the
Policy statement. These criteria, which
are adapted from existing codes of
practice—such as Chapter Eight of the
U.S. Sentencing Guidelines for
organizational defendants, effective
since 1991—are flexible enough to
accommodate different types and sizes
of businesses and other regulated
entities. The Agency recognizes that a
variety of compliance management
programs are feasible, and it will
determine whether basic due diligence

criteria have been met in deciding
whether to grant Audit Policy credit.
As a condition of penalty mitigation,
EPA may require that a description of
the regulated entity’s compliance
management system be made publicly
available. The Agency believes that the
availability of such information will
allow the public to judge the adequacy
of compliance management systems,
lead to enhanced compliance, and foster
greater public trust in the integrity of
compliance management systems.

2. Voluntary Discovery

Under Section D(2), the violation
must have been identified voluntarily,
and not through a monitoring, sampling,
or auditing procedure that is required by
statute, regulation, permit, judicial or
administrative order, or consent
agreement. The Policy provides three
specific examples of discovery that
would not be voluntary, and therefore
would not be eligible for penalty
mitigation: emissions violations
detected through a required continuous
emissions monitor, violations of NPDES
discharge limits found through
prescribed monitoring, and violations
discovered through a compliance audit
required to be performed by the terms
of a consent order or settlement
agreement. The exclusion does not
apply to violations that are discovered
pursuant to audits that are conducted as
part of a comprehensive environmental
management system (EMS) required
under a settlement agreement. In
general, EPA supports the
implementation of EMSs that promote
compliance, prevent pollution and
improve overall environmental
performance. Precluding the availability
of the Audit Policy for discoveries made
through a comprehensive EMS that has
been implemented pursuant to a
settlement agreement might discourage
entities from agreeing to implement
such a system.

In some instances, certain Clean Air
Act violations discovered, disclosed and
corrected by a company prior to
issuance of a Title V permit are eligible
for penalty mitigation under the Policy.
For further guidance in this area, see
“Reduced Penalties for Disclosures of
Certain Clean Air Act Violations,”
Memorandum from Eric Schaeffer,
Director of the EPA Office of Regulatory
Enforcement, dated September 30, 1999.
This document is available on the
Internet at www.epa.gov/oeca/ore/
apolguid.html.

The voluntary requirement applies to
discovery only, not reporting. That is,
any violation that is voluntarily
discovered is generally eligible for
Audit Policy credit, regardless of
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whether reporting of the violation was
required after it was found.

3. Prompt Disclosure

Section D(3) requires that the entity
disclose the violation in writing to EPA
within 21 calendar days after discovery.
If the 21st day after discovery falls on
a weekend or Federal holiday, the
disclosure period will be extended to
the first business day following the 21st
day after discovery. If a statute or
regulation requires the entity to report
the violation in fewer than 21 days,
disclosure must be made within the
time limit established by law. (For
example, unpermitted releases of
hazardous substances must be reported
immediately under 42 U.S.C. 9603.)
Disclosures under this Policy should be
made to the appropriate EPA Regional
office or, where multiple Regions are
involved, to EPA Headquarters. The
Agency will work closely with States as
needed to ensure fair and efficient
implementation of the Policy. For
additional guidance on making
disclosures, contact the Audit Policy
National Coordinator at EPA
Headquarters at 202-564-5123.

The 21-day disclosure period begins
when the entity discovers that a
violation has, or may have, occurred.
The trigger for discovery is when any
officer, director, employee or agent of
the facility has an objectively reasonable
basis for believing that a violation has,
or may have, occurred. The “objectively
reasonable basis” standard is measured
against what a prudent person, having
the same information as was available to
the individual in question, would have
believed. It is not measured against
what the individual in question thought
was reasonable at the time the situation
was encountered. If an entity has some
doubt as to the existence of a violation,
the recommended course is for the
entity to proceed with the disclosure
and allow the regulatory authorities to
make a definitive determination.
Contract personnel who provide on-site
services at the facility may be treated as
employees or agents for purposes of the
Policy.

If the 21-day period has not yet
expired and an entity suspects that it
will be unable to meet the deadline, the
entity should contact the appropriate
EPA office in advance to develop
disclosure terms acceptable to EPA. For
situations in which the 21-day period
already has expired, the Agency may
accept a late disclosure in the
exceptional case, such as where there
are complex circumstances, including
where EPA determines the violation
could not be identified and disclosed
within 21 calendar days after discovery.
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EPA also may extend the disclosure
period when multiple facilities or
acquisitions are involved.

In the multi-facility context, EPA will
ordinarily extend the 21-day period to
allow reasonable time for completion
and review of multi-facility audits
where: (a) EPA and the entity agree on
the timing and scope of the audits prior
to their commencement; and (b) the
facilities to be audited are identified in
advance. In the acquisitions context,
EPA will consider extending the prompt
disclosure period on a case-by-case
basis. The 21-day disclosure period will
begin on the date of discovery by the
acquiring entity, but in no case will the
period begin earlier than the date of
acquisition.

In summary, Section D(3) recognizes
that it is critical for EPA to receive
timely reporting of violations in order to
have clear notice of the violations and
the opportunity to respond if necessary.
Prompt disclosure is also evidence of
the regulated entity’s good faith in
wanting to achieve or return to
compliance as soon as possible. The
integrity of Federal environmental law
depends upon timely and accurate
reporting. The public relies on timely
and accurate reports from the regulated
community, not only to measure
compliance but to evaluate health or
environmental risk and gauge progress
in reducing pollutant loadings. EPA
expects the Policy to encourage the kind
of vigorous self-policing that will serve
these objectives and does not intend
that it justify delayed reporting. When
violations of reporting requirements are
voluntarily discovered, they must be
promptly reported. When a failure to
report results in imminent and
substantial endangerment or serious
harm to the environment, Audit Policy
credit is precluded under condition
D(8).

4. Discovery and Disclosure
Independent of Government or Third
Party Plaintiff

Under Section D(4), the entity must
discover the violation independently.
That is, the violation must be
discovered and identified before EPA or
another government agency likely
would have identified the problem
either through its own investigative
work or from information received
through a third party. This condition
requires regulated entities to take the
initiative to find violations on their own
and disclose them promptly instead of
waiting for an indication of a pending
enforcement action or third-party
complaint.

Section D(4)(a) lists the circumstances
under which discovery and disclosure

will not be considered independent. For
example, a disclosure will not be
independent where EPA is already
investigating the facility in question.
However, under subsection (a), where
the entity does not know that EPA has
commenced a civil investigation and
proceeds in good faith to make a
disclosure under the Audit Policy, EPA
may, in its discretion, provide penalty
mitigation under the Audit Policy. The
subsection (a) exception applies only to
civil investigations; it does not apply in
the criminal context. Other examples of
situations in which a discovery is not
considered independent are where a
citizens’ group has provided notice of
its intent to sue, where a third party has
already filed a complaint, where a
whistleblower has reported the potential
violation to government authorities, or
where discovery of the violation by the
government was imminent. Condition
D(4)(c)—the filing of a complaint by a
third party—covers formal judicial and
administrative complaints as well as
informal complaints, such as a letter
from a citizens’ group alerting EPA to a
potential environmental violation.
Regulated entities that own or operate
multiple facilities are subject to section
D(4)(b) in addition to D(4)(a). EPA
encourages multi-facility auditing and
does not intend for the “independent
discovery” condition to preclude
availability of the Audit Policy when
multiple facilities are involved. Thus, if
aregulated entity owns or operates
multiple facilities, the fact that one of its
facilities is the subject of an
investigation, inspection, information
request or third-party complaint does
not automatically preclude the Agency
from granting Audit Policy credit for
disclosures of violations self-discovered
at the other facilities, assuming all other
Audit Policy conditions are met.
However, just as in the single-facility
context, where a facility is already the
subject of a government inspection,
investigation or information request
(including a broad information request
that covers multiple facilities), it will
generally not be eligible for Audit Policy
credit. The Audit Policy is designed to
encourage regulated entities to disclose
violations before any of their facilities
are under investigation, not after EPA
discovers violations at one facility.
Nevertheless, the Agency retains its full
discretion under the Audit Policy to
grant penalty waivers or reductions for
good-faith disclosures made in the
multi-facility context. EPA has worked
closely with a number of entities that
have received Audit Policy credit for
multi-facility disclosures, and entities
contemplating multi-facility auditing

are encouraged to contact the Agency
with any questions concerning Audit
Policy availability.

5. Correction and Remediation

Under Section D(5), the entity must
remedy any harm caused by the
violation and expeditiously certify in
writing to appropriate Federal, State,
and local authorities that it has
corrected the violation. Correction and
remediation in this context include
responding to spills and carrying out
any removal or remedial actions
required by law. The certification
requirement enables EPA to ensure that
the regulated entity will be publicly
accountable for its commitments
through binding written agreements,
orders or consent decrees where
necessary.

Under the Policy, the entity must
correct the violation within 60 calendar
days from the date of discovery, or as
expeditiously as possible. EPA
recognizes that some violations can and
should be corrected immediately, while
others may take longer than 60 days to
correct. For example, more time may be
required if capital expenditures are
involved or if technological issues are a
factor. If more than 60 days will be
required, the disclosing entity must so
notify the Agency in writing prior to the
conclusion of the 60-day period. In all
cases, the regulated entity will be
expected to do its utmost to achieve or
return to compliance as expeditiously as
possible.

If correction of the violation depends
upon issuance of a permit that has been
applied for but not issued by Federal or
State authorities, the Agency will,
where appropriate, make reasonable
efforts to secure timely review of the
permit.

6. Prevent Recurrence

Under Section D(6), the regulated
entity must agree to take steps to
prevent a recurrence of the violation
after it has been disclosed. Preventive
steps may include, but are not limited
to, improvements to the entity’s
environmental auditing efforts or
compliance management system.

7. No Repeat Violations

Condition D(7) bars repeat offenders
from receiving Audit Policy credit.
Under the repeat violations exclusion,
the same or a closely-related violation
must not have occurred at the same
facility within the past 3 years. The 3-
year period begins to run when the
government or a third party has given
the violator notice of a specific
violation, without regard to when the
original violation cited in the notice
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actually occurred. Examples of notice
include a complaint, consent order,
notice of violation, receipt of an
inspection report, citizen suit, or receipt
of penalty mitigation through a
compliance assistance or incentive
project.

When the facility is part of a multi-
facility organization, Audit Policy relief
is not available if the same or a closely-
related violation occurred as part of a
pattern of violations at one or more of
these facilities within the past 5 years.
If a facility has been newly acquired, the
existence of a violation prior to
acquisition does not trigger the repeat
violations exclusion.

The term “violation” includes any
violation subject to a Federal, State or
local civil judicial or administrative
order, consent agreement, conviction or
plea agreement. Recognizing that minor
violations sometimes are settled without
a formal action in court, the term also
covers any act or omission for which the
regulated entity has received a penalty
reduction in the past. This condition
covers situations in which the regulated
entity has had clear notice of its
noncompliance and an opportunity to
correct the problem.

The repeat violation exclusion
benefits both the public and law-abiding
entities by ensuring that penalties are
not waived for those entities that have
previously been notified of violations
and fail to prevent repeat violations.
The 3-year and 5-year “bright lines” in
the exclusion are designed to provide
regulated entities with clear notice
about when the Policy will be available.

8. Other Violations Excluded

Section D(8) provides that Policy
benefits are not available for certain
types of violations. Subsection D(8)(a)
excludes violations that result in serious
actual harm to the environment or
which may have presented an imminent
and substantial endangerment to public
health or the environment. When events
of such a consequential nature occur,
violators are ineligible for penalty relief
and other incentives under the Audit
Policy. However, this condition does
not bar an entity from qualifying for
Audit Policy relief solely because the
violation involves release of a pollutant
to the environment, as such releases do
not necessarily result in serious actual
harm or an imminent and substantial
endangerment. To date, EPA has not
invoked the serious actual harm or the
imminent and substantial endangerment
clauses to deny Audit Policy credit for
any disclosure.

Subsection D(8)(b) excludes violations
of the specific terms of any order,
consent agreement, or plea agreement.

Once a consent agreement has been
negotiated, there is little incentive to
comply if there are no sanctions for
violating its specific requirements. The
exclusion in this section also applies to
violations of the terms of any response,
removal or remedial action covered by
a written agreement.

9. Cooperation

Under Section D(9), the regulated
entity must cooperate as required by
EPA and provide the Agency with the
information it needs to determine Policy
applicability. The entity must not hide,
destroy or tamper with possible
evidence following discovery of
potential environmental violations. In
order for the Agency to apply the Policy
fairly, it must have sufficient
information to determine whether its
conditions are satisfied in each
individual case. In general, EPA
requests audit reports to determine the
applicability of this Policy only where
the information contained in the audit
report is not readily available elsewhere
and where EPA decides that the
information is necessary to determine
whether the terms and conditions of the
Policy have been met. In the rare
instance where an EPA Regional office
seeks to obtain an audit report because
it is otherwise unable to determine
whether Policy conditions have been
met, the Regional office will notify the
Office of Regulatory Enforcement at EPA
headquarters.

Entities that disclose potential
criminal violations may expect a more
thorough review by the Agency. In
criminal cases, entities will be expected
to provide, at a minimum, the following:
access to all requested documents;
access to all employees of the disclosing
entity; assistance in investigating the
violation, any noncompliance problems
related to the disclosure, and any
environmental consequences related to
the violations; access to all information
relevant to the violations disclosed,
including that portion of the
environmental audit report or
documentation from the compliance
management system that revealed the
violation; and access to the individuals
who conducted the audit or review.

F. Opposition to Audit Privilege and
Immunity

The Agency believes that the Audit
Policy provides effective incentives for
self-policing without impairing law
enforcement, putting the environment at
risk or hiding environmental
compliance information from the
public. Although EPA encourages
environmental auditing, it must do so
without compromising the integrity and
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enforceability of environmental laws. It
is important to distinguish between
EPA’s Audit Policy and the audit
privilege and immunity laws that exist
in some States. The Agency remains
firmly opposed to statutory and
regulatory audit privileges and
immunity. Privilege laws shield
evidence of wrongdoing and prevent
States from investigating even the most
serious environmental violations.
Immunity laws prevent States from
obtaining penalties that are appropriate
to the seriousness of the violation, as
they are required to do under Federal
law. Audit privilege and immunity laws
are unnecessary, undermine law
enforcement, impair protection of
human health and the environment, and
interfere with the public’s right to know
of potential and existing environmental
hazards.

Statutory audit privilege and
immunity run counter to encouraging
the kind of openness that builds trust
between regulators, the regulated
community and the public. For
example, privileged information on
compliance contained in an audit report
may include information on the cause of
violations, the extent of environmental
harm, and what is necessary to correct
the violations and prevent their
recurrence. Privileged information is
unavailable to law enforcers and to
members of the public who have
suffered harm as a result of
environmental violations. The Agency
opposes statutory immunity because it
diminishes law enforcement’s ability to
discourage wrongful behavior and
interferes with a regulator’s ability to
punish individuals who disregard the
law and place others in danger. The
Agency believes that its Audit Policy
provides adequate incentives for self-
policing but without secrecy and
without abdicating its discretion to act
in cases of serious environmental
violations.

Privilege, by definition, invites
secrecy, instead of the openness needed
to build public trust in industry’s ability
to self-police. American law reflects the
high value that the public places on fair
access to the facts. The Supreme Court,
for example, has said of privileges that,
““ [wlhatever their origins, these
exceptions to the demand for every
man’s evidence are not lightly created
nor expansively construed, for they are
in derogation of the search for truth.”
United States v. Nixon, 418 U.S. 683,
710 (1974). Federal courts have
unanimously refused to recognize a
privilege for environmental audits in the
context of government investigations.
See, e.g., United States v. Dexter Corp.,
132 F.R.D. 8, 10 (D.Conn. 1990)
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(application of a privilege “would
effectively impede [EPA’s] ability to
enforce the Clean Water Act, and would
be contrary to stated public policy.”) Cf.
In re Grand Jury Proceedings, 861 F.
Supp. 386 (D. Md. 1994) (company must
comply with a subpoena under Food,
Drug and Cosmetics Act for self-
evaluative documents).

G. Effect on States

The revised final Policy reflects EPA’s
desire to provide fair and effective
incentives for self-policing that have
practical value to States. To that end,
the Agency has consulted closely with
State officials in developing this Policy.
As aresult, EPA believes its revised
final Policy is grounded in
commonsense principles that should
prove useful in the development and
implementation of State programs and
policies.

EPA recognizes that States are
partners in implementing the
enforcement and compliance assurance
program. When consistent with EPA’s
policies on protecting confidential and
sensitive information, the Agency will
share with State agencies information
on disclosures of violations of
Federally-authorized, approved or
delegated programs. In addition, for
States that have adopted their own audit
policies in Federally-authorized,
approved or delegated programs, EPA
will generally defer to State penalty
mitigation for self-disclosures as long as
the State policy meets minimum
requirements for Federal delegation.
‘Whenever a State provides a penalty
waiver or mitigation for a violation of a
requirement contained in a Federally-
authorized, approved or delegated
program to an entity that discloses those
violations in conformity with a State
audit policy, the State should notify the
EPA Region in which it is located. This
notification will ensure that Federal and
State enforcement responses are
coordinated properly.

For further information about
minimum delegation requirements and
the effect of State audit privilege and
immunity laws on enforcement
authority, see “Statement of Principles:
Effect of State Audit/Immunity Privilege
Laws on Enforcement Authority for
Federal Programs,” Memorandum from
Steven A. Herman et al, dated February
14, 1997, to be posted on the Internet
under www.epa.gov/oeca/oppa.

As always, States are encouraged to
experiment with different approaches to
assuring compliance as long as such
approaches do not jeopardize public
health or the environment, or make it
profitable not to comply with Federal
environmental requirements. The

Agency remains opposed to State
legislation that does not include these
basic protections, and reserves its right
to bring independent action against
regulated entities for violations of
Federal law that threaten human health
or the environment, reflect criminal
conduct or repeated noncompliance, or
allow one company to profit at the
expense of its law-abiding competitors.

H. Scope of Policy

EPA has developed this Policy to
guide settlement actions. It is the
Agency’s practice to make public all
compliance agreements reached under
this Policy in order to provide the
regulated community with fair notice of
decisions and to provide affected
communities and the public with
information regarding Agency action.
Some in the regulated community have
suggested that the Agency should
convert the Policy into a regulation
because they feel doing so would ensure
greater consistency and predictability.
Following its three-year evaluation of
the Policy, however, the Agency
believes that there is ample evidence
that the Policy has worked well and that
there is no need for a formal
rulemaking. Furthermore, as the Agency
seeks to respond to lessons learned from
its increasing experience handling self-
disclosures, a policy is much easier to
amend than a regulation. Nothing in
today’s release of the revised final
Policy is intended to change the status
of the Policy as guidance.

I. Implementation of Policy
1. Civil Violations

Pursuant to the Audit Policy,
disclosures of civil environmental
violations should be made to the EPA
Region in which the entity or facility is
located or, where the violations to be
disclosed involve more than one EPA
Region, to EPA Headquarters. The
Regional or Headquarters offices decide
whether application of the Audit Policy
in a specific case is appropriate.
Obviously, once a matter has been
referred for civil judicial prosecution,
DOJ becomes involved as well. Where
there is evidence of a potential criminal
violation, the civil offices coordinate
with criminal enforcement offices at
EPA and DOJ.

To resolve issues of national
significance and ensure that the Policy
is applied fairly and consistently across
EPA Regions and at Headquarters, the
Agency in 1995 created the Audit Policy
Quick Response Team (QRT). The QRT
is comprised of representatives from the
Regions, Headquarters, and DOJ. It
meets on a regular basis to address

issues of interpretation and to
coordinate self-disclosure initiatives. In
addition, in 1999 EPA established a
National Coordinator position to handle
Audit Policy issues and
implementation. The National
Coordinator chairs the QRT and, along
with the Regional Audit Policy
coordinators, serves as a point of contact
on Audit Policy issues in the civil
context.

2. Criminal Violations

Criminal disclosures are handled by
the Voluntary Disclosure Board (VDB),
which was established by EPA in 1997.
The VDB ensures consistent application
of the Audit Policy in the criminal
context by centralizing Policy
interpretation and application within
the Agency.

Disclosures of potential criminal
violations may be made directly to the
VDB, to an EPA regional criminal
investigation division or to DOJ. In all
cases, the VDB coordinates with the
investigative team and the appropriate
prosecuting authority. During the course
of the investigation, the VDB routinely
monitors the progress of the
investigation as necessary to ensure that
sufficient facts have been established to
determine whether to recommend that
relief under the Policy be granted.

At the conclusion of the criminal
investigation, the Board makes a
recommendation to the Director of
EPA’s Office of Criminal Enforcement,
Forensics, and Training, who serves as
the Deciding Official. Upon receiving
the Board’s recommendation, the
Deciding Official makes his or her final
recommendation to the appropriate
United States Attorney’s Office and/or
DOJ. The recommendation of the
Deciding Official, however, is only
that—a recommendation. The United
States Attorney’s Office and/or DOJ
retain full authority to exercise
prosecutorial discretion.

3. Release of Information to the Public

Upon formal settlement, EPA places
copies of settlements in the Audit Policy
Docket. EPA also makes other
documents related to self-disclosures
publicly available, unless the disclosing
entity claims them as Confidential
Business Information (and that claim is
validated by U.S. EPA), unless another
exemption under the Freedom of
Information Act is asserted and/or
applies, or the Privacy Act or any other
law would preclude such release.
Presumptively releasable documents
include compliance agreements reached
under the Policy (see Section H ) and
descriptions of compliance management
systems submitted under Section D(1).
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Any material claimed to be Confidential
Business Information will be treated in
accordance with EPA regulations at 40
CFR Part 2. In determining what
documents to release, EPA is guided by
the Memorandum from Assistant
Administrator Steven A. Herman
entitled “Confidentiality of Information
Received Under Agency’s Self-
Disclosure Policy,” available on the
Internet at www.epa.gov/oeca/
sahmemo.html.

II. Statement of Policy—Incentives for
Self-Policing: Discovery, Disclosure,
Correction and Prevention of Violations

A. Purpose

This Policy is designed to enhance
protection of human health and the
environment by encouraging regulated
entities to voluntarily discover, disclose,
correct and prevent violations of Federal
environmental requirements.

B. Definitions

For purposes of this Policy, the
following definitions apply:

“Environmental Audit” is a
systematic, documented, periodic and
objective review by regulated entities of
facility operations and practices related
to meeting environmental requirements.

“Compliance Management System”
encompasses the regulated entity’s
documented systematic efforts,
appropriate to the size and nature of its
business, to prevent, detect and correct
violations through all of the following:

(a) Compliance policies, standards
and procedures that identify how
employees and agents are to meet the
requirements of laws, regulations,
permits, enforceable agreements and
other sources of authority for
environmental requirements;

(b) Assignment of overall
responsibility for overseeing compliance
with policies, standards, and
procedures, and assignment of specific
responsibility for assuring compliance
at each facility or operation;

(c) Mechanisms for systematically
assuring that compliance policies,
standards and procedures are being
carried out, including monitoring and
auditing systems reasonably designed to
detect and correct violations, periodic
evaluation of the overall performance of
the compliance management system,
and a means for employees or agents to
report violations of environmental
requirements without fear of retaliation;

(d) Efforts to communicate effectively
the regulated entity’s standards and
procedures to all employees and other
agents;

(e) Appropriate incentives to
managers and employees to perform in

accordance with the compliance
policies, standards and procedures,
including consistent enforcement
through appropriate disciplinary
mechanisms; and

(f) Procedures for the prompt and
appropriate correction of any violations,
and any necessary modifications to the
regulated entity’s compliance
management system to prevent future
violations.

“Environmental audit report”” means
the documented analysis, conclusions,
and recommendations resulting from an
environmental audit, but does not
include data obtained in, or testimonial
evidence concerning, the environmental
audit.

“Gravity-based penalties” are that
portion of a penalty over and above the
economic benefit, i.e., the punitive
portion of the penalty, rather than that
portion representing a defendant’s
economic gain from noncompliance.

“Regulated entity”” means any entity,
including a Federal, State or municipal
agency or facility, regulated under
Federal environmental laws.

C. Incentives for Self-Policing
1. No Gravity-Based Penalties

If a regulated entity establishes that it
satisfies all of the conditions of Section
D of this Policy, EPA will not seek
gravity-based penalties for violations of
Federal environmental requirements
discovered and disclosed by the entity.

2. Reduction of Gravity-Based Penalties
by 75%

If a regulated entity establishes that it
satisfies all of the conditions of Section
D of this Policy except for D(1)—
systematic discovery—EPA will reduce
by 75% gravity-based penalties for
violations of Federal environmental
requirements discovered and disclosed
by the entity.

3. No Recommendation for Criminal
Prosecution

(a) If a regulated entity establishes
that it satisfies at least conditions D(2)
through D(9) of this Policy, EPA will not
recommend to the U.S. Department of
Justice or other prosecuting authority
that criminal charges be brought against
the disclosing entity, as long as EPA
determines that the violation is not part
of a pattern or practice that
demonstrates or involves:

(i) A prevalent management
philosophy or practice that conceals or
condones environmental violations; or

(ii) High-level corporate officials’ or
managers’ conscious involvement in, or
willful blindness to, violations of
Federal environmental law;
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(b) Whether or not EPA recommends
the regulated entity for criminal
prosecution under this section, the
Agency may recommend for prosecution
the criminal acts of individual managers
or employees under existing policies
guiding the exercise of enforcement
discretion.

4. No Routine Request for
Environmental Audit Reports

EPA will neither request nor use an
environmental audit report to initiate a
civil or criminal investigation of an
entity. For example, EPA will not
request an environmental audit report in
routine inspections. If the Agency has
independent reason to believe that a
violation has occurred, however, EPA
may seek any information relevant to
identifying violations or determining
liability or extent of harm.

D. Conditions
1. Systematic Discovery

The violation was discovered through:

(a) An environmental audit; or

(b) A compliance management system
reflecting the regulated entity’s due
diligence in preventing, detecting, and
correcting violations. The regulated
entity must provide accurate and
complete documentation to the Agency
as to how its compliance management
system meets the criteria for due
diligence outlined in Section B and how
the regulated entity discovered the
violation through its compliance
management system. EPA may require
the regulated entity to make publicly
available a description of its compliance
management system.

2. Voluntary Discovery

The violation was discovered
voluntarily and not through a legally
mandated monitoring or sampling
requirement prescribed by statute,
regulation, permit, judicial or
administrative order, or consent
agreement. For example, the Policy does
not apply to:

(a) Emissions violations detected
through a continuous emissions monitor
(or alternative monitor established in a
permit) where any such monitoring is
required;

(b) Violations of National Pollutant
Discharge Elimination System (NPDES)
discharge limits detected through
required sampling or monitoring; or

(c) Violations discovered through a
compliance audit required to be
performed by the terms of a consent
order or settlement agreement, unless
the audit is a component of agreement
terms to implement a comprehensive
environmental management system.
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3. Prompt Disclosure

The regulated entity fully discloses
the specific violation in writing to EPA
within 21 days (or within such shorter
time as may be required by law) after
the entity discovered that the violation
has, or may have, occurred. The time at
which the entity discovers that a
violation has, or may have, occurred
begins when any officer, director,
employee or agent of the facility has an
objectively reasonable basis for
believing that a violation has, or may
have, occurred.

4. Discovery and Disclosure
Independent of Government or Third-
Party Plaintiff

(a) The regulated entity discovers and
discloses the potential violation to EPA
prior to:

(i) The commencement of a Federal,
State or local agency inspection or
investigation, or the issuance by such
agency of an information request to the
regulated entity (where EPA determines
that the facility did not know that it was
under civil investigation, and EPA
determines that the entity is otherwise
acting in good faith, the Agency may
exercise its discretion to reduce or
waive civil penalties in accordance with
this Policy);

(ii) Notice of a citizen suit;

(iii) The filing of a complaint by a
third party;

(iv) The reporting of the violation to
EPA (or other government agency) by a
“whistleblower” employee, rather than
by one authorized to speak on behalf of
the regulated entity; or

(v) imminent discovery of the
violation by a regulatory agency.

(b) For entities that own or operate
multiple facilities, the fact that one
facility is already the subject of an
investigation, inspection, information
request or third-party complaint does
not preclude the Agency from exercising
its discretion to make the Audit Policy
available for violations self-discovered
at other facilities owned or operated by
the same regulated entity.

5. Correction and Remediation

The regulated entity corrects the
violation within 60 calendar days from
the date of discovery, certifies in writing
that the violation has been corrected,
and takes appropriate measures as
determined by EPA to remedy any
environmental or human harm due to
the violation. EPA retains the authority
to order an entity to correct a violation
within a specific time period shorter
than 60 days whenever correction in
such shorter period of time is feasible
and necessary to protect public health

and the environment adequately. If
more than 60 days will be needed to
correct the violation, the regulated
entity must so notify EPA in writing
before the 60-day period has passed.
Where appropriate, to satisfy conditions
D(5) and D(6), EPA may require a
regulated entity to enter into a publicly
available written agreement,
administrative consent order or judicial
consent decree as a condition of
obtaining relief under the Audit Policy,
particularly where compliance or
remedial measures are complex or a
lengthy schedule for attaining and
maintaining compliance or remediating
harm is required.

6. Prevent Recurrence

The regulated entity agrees in writing
to take steps to prevent a recurrence of
the violation. Such steps may include
improvements to its environmental
auditing or compliance management
system.

7. No Repeat Violations

The specific violation (or a closely
related violation) has not occurred
previously within the past three years at
the same facility, and has not occurred
within the past five years as part of a
pattern at multiple facilities owned or
operated by the same entity. For the
purposes of this section, a violation is:

(a) Any violation of Federal, State or
local environmental law identified in a
judicial or administrative order, consent
agreement or order, complaint, or notice
of violation, conviction or plea
agreement; or

(b) Any act or omission for which the
regulated entity has previously received
penalty mitigation from EPA or a State
or local agency.

8. Other Violations Excluded

The violation is not one which (a)
resulted in serious actual harm, or may
have presented an imminent and
substantial endangerment, to human
health or the environment, or (b)
violates the specific terms of any
judicial or administrative order, or
consent agreement.

9. Cooperation

The regulated entity cooperates as
requested by EPA and provides such
information as is necessary and
requested by EPA to determine
applicability of this Policy.

E. Economic Benefit

EPA retains its full discretion to
recover any economic benefit gained as
a result of noncompliance to preserve a
“level playing field”” in which violators
do not gain a competitive advantage

over regulated entities that do comply.
EPA may forgive the entire penalty for
violations that meet conditions D(1)
through D(9) and, in the Agency’s
opinion, do not merit any penalty due
to the insignificant amount of any
economic benefit.

F. Effect on State Law, Regulation or
Policy

EPA will work closely with States to
encourage their adoption and
implementation of policies that reflect
the incentives and conditions outlined
in this Policy. EPA remains firmly
opposed to statutory environmental
audit privileges that shield evidence of
environmental violations and
undermine the public’s right to know, as
well as to blanket immunities,
particularly immunities for violations
that reflect criminal conduct, present
serious threats or actual harm to health
and the environment, allow
noncomplying companies to gain an
economic advantage over their
competitors, or reflect a repeated failure
to comply with Federal law. EPA will
work with States to address any
provisions of State audit privilege or
immunity laws that are inconsistent
with this Policy and that may prevent a
timely and appropriate response to
significant environmental violations.
The Agency reserves its right to take
necessary actions to protect public
health or the environment by enforcing
against any violations of Federal law.

G. Applicability

(1) This Policy applies to settlement
of claims for civil penalties for any
violations under all of the Federal
environmental statutes that EPA
administers, and supersedes any
inconsistent provisions in media-
specific penalty or enforcement policies
and EPA’s 1995 Policy on “Incentives
for Self-Policing: Discovery, Disclosure,
Correction and Prevention of
Violations.”

(2) To the extent that existing EPA
enforcement policies are not
inconsistent, they will continue to apply
in conjunction with this Policy.
However, a regulated entity that has
received penalty mitigation for
satisfying specific conditions under this
Policy may not receive additional
penalty mitigation for satisfying the
same or similar conditions under other
policies for the same violation, nor will
this Policy apply to any violation that
has received penalty mitigation under
other policies. Where an entity has
failed to meet any of conditions D(2)
through D(9) and is therefore not
eligible for penalty relief under this
Policy, it may still be eligible for penalty
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relief under other EPA media-specific
enforcement policies in recognition of
good faith efforts, even where, for
example, the violation may have
presented an imminent and substantial
endangerment or resulted in serious
actual harm.

(3) This Policy sets forth factors for
consideration that will guide the
Agency in the exercise of its
enforcement discretion. It states the
Agency’s views as to the proper
allocation of its enforcement resources.
The Policy is not final agency action
and is intended as guidance. This Policy
is not intended, nor can it be relied
upon, to create any rights enforceable by
any party in litigation with the United
States. As with the 1995 Audit Policy,
EPA may decide to follow guidance
provided in this document or to act at
variance with it based on its analysis of
the specific facts presented. This Policy
may be revised without public notice to
reflect changes in EPA’s approach to
providing incentives for self-policing by

regulated entities, or to clarify and
update text.

(4) This Policy should be used
whenever applicable in settlement
negotiations for both administrative and
civil judicial enforcement actions. It is
not intended for use in pleading, at
hearing or at trial. The Policy may be
applied at EPA’s discretion to the
settlement of administrative and judicial
enforcement actions instituted prior to,
but not yet resolved, as of the effective
date of this Policy.

(5) For purposes of this Policy,
violations discovered pursuant to an
environmental audit or compliance
management system may be considered
voluntary even if required under an
Agency “partnership” program in which
the entity participates, such as
regulatory flexibility pilot projects like
Project XL. EPA will consider
application of the Audit Policy to such
partnership program projects on a
project-by-project basis.

(6) EPA has issued interpretive
guidance addressing several
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applicability issues pertaining to the
Audit Policy. Entities considering
whether to take advantage of the Audit
Policy should review that guidance to
see if it addresses any relevant
questions. The guidance can be found
on the Internet at www.epa.gov/oeca/
ore/apolguid.html.
H. Public Accountability

EPA will make publicly available the
terms and conditions of any compliance
agreement reached under this Policy,
including the nature of the violation, the
remedy, and the schedule for returning
to compliance.
I Effective Date

This revised Policy is effective May
11, 2000.

Dated: March 30, 2000.
Steven A. Herman,
Assistant Administrator for Enforcement and
Compliance Assurance.
[FR Doc. 00-8954 Filed 4-10-00; 8:45 am]
BILLING CODE 6560-50-P

31



ACC's 2005 ANNUAL MEETING

SAMPLE
MEMORANDUM

TO: Distribution
PRIVILEGED ATTORNEY-CLIENT
FROM: Genera Counsel COMMUNICATION
DATE:  October 18 2005 ATTORNEY WORK PRODUCT: PREPARED
' IN CONNECTION WITH ONGOING
RE: Notice Regarding Document Review and Retention (Including Computer  LITIGATION

Records)

On October 15, 2005, Company Alpha (“ Alpha’ or the “Company”) received a
subpoena requesting documents from the Securities and Exchange Commission (the “SEC” or the
“Commission”). | will bein charge of collecting the Company’ s responsive documents. During
the document gathering process, it is essentia that the Company preserve al potentially
responsive documents. In the context of this subpoena, “documents’ include hard copy
documents, as well as emails, information or materialsin computer memory, tape recordings,
back-up or archivefiles, and any other medium in which information can be stored.

The documents that must be preserved are those that relate in any way to earnings
agreements entered into by Alphawith Bravo Corp. (“Bravo”) during the time period January 1,
1995 to the present (the “ Transactions’). These documentsinclude, but are not limited, to all
drafts of documents related to Transactions and al correspondence, including emails, related to

the Transactions.
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Document Retention Memorandum SAMPLE

THE DOCUMENTS DESCRIBED IN THISMEMORANDUM MUST BE
PRESERVED AND NOT DELETED OR DESTROYED IN ANY MANNER. This mandate
for retention specificaly includes emails, including emails that reside on the network and e-mails
that are stored on your hard drive or in persond archive folders.

The purpose of this memorandum is to insure that employees preserve dl relevant
documents so that the Company can fully and completely respond to any and all outstanding
requests for information. As such, if you are uncertain whether particular documentsin your
possession are responsive, err on the side of caution and preserve the potentialy responsive
documents.

If you have any questions about specific documents or the document gathering

process in generd, please do not hesitate to contact me at (202) 555-3455.

This material is protected by copyright. Copyright © 2005 various authors and the Association of Corporate Counsel (ACC). 32



ACC's 2005 ANNUAL MEETING

TO:
FROM:
DATE:

RE:

SAMPLE
MEMORANDUM
Distribution
PRIVILEGED ATTORNEY-CLIENT
Genera Counsdl COMMUNICATION
October 18, 2005 ATTORNEY WORK PRODUCT: PREPARED

IN CONNECTION WITH ONGOING

Notice Regarding Document Review and Retention (Including Computer  LITIGATION

Records)

On October 15, 2005, Company Alpha (“ Alpha’ or the “Company”) received a

subpoena requesting documents from the Securities and Exchange Commission (the “SEC” or the

“Commission”). The Company isin the process of gathering documents responsive to the SEC's

subpoenaand it is essentia that the Company preserve dl potentialy responsive documents.

“Documents” in this context include hard copy documents, emails, information or materiasin

computer memory, tape recordings, back-up or archive files, and any other medium in which

information can be stored.

DOCUMENTS TO BE PRESERVED

The documents that must be preserved are those that relatein any way to “ [insert

regulator focus/request] Agreements” entered into by Alphawith Bravo Corp. (“Bravo”) during

the time period January 1, 1995 to the present (the “ Transactions’).

T “[Insert regulator focus/request] Agreements’ has been defined by the Commission to mean:

[A]lny product or service that was entered into, completed, closed,
purchased, developed, marketed, distributed, offered, sold, or authorized
for sdeor distribution by Alpha that could be or was used to affect the
timing or amount of revenue or expense recognized in any particular
reporting period, including without limitation, transferring financid assets
off of Bravo's or Alpha’ s balance sheet, extinguishing liabilities, avoiding
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Document Retention Memorandum SAMPLE

The documents at issue have been defined by the Commission to include, without

limitation, the following:

1. Policies, binders, endorsements, agreements, amendments, term sheets;

2. All documents concerning Alpha’ s accounting treatment of the
Transactions and of al payments made to or from Alphain connection
with the Transactions, including without limitation, all journal entries
recorded on Alpha’ s generd ledger and sub-ledgers, including without
limitation, adjusting entries, elimination entries, and corporate level entries,
dl support for the basis of these entries, and al analyses and summaries
addressing the financid statement impact by lineitem or otherwise;

3. All documents concerning dl consideration received by or paid by or on
behaf of Alphain connection with the Transactions, including without
limitation, all cancelled checks, wire transfers, or other payment
instructions;

4. All documents concerning any claims submissions relating to the
Transactions;

5. All documents concerning any commutation considered or effected
concerning the Transactions;

6.  All documents concerning any public statements or disclosures by or on
behaf of Alphain connection with the Transactions;

7. All documents concerning communications with regulatory agencies,
externa auditors, interna or externa accountants, or other consultants
concerning the Transactions, including without limitation, SEC filings,
Schedule F filings, opinion letters, advice letters, Statements on Auditing
Standards 50 letters or reports, anayses, summaries and recommendations;

8. All documents concerning communications with Alpha s Board of
Directorsin connection with the Transactions, including without
limitation, minutes or recordings of al communications with any Director
or any committee of Alpha' s Board of Directors;

9. Documents that identify current or former Alpha employees or agents
who wereinvolved in negotiating, approving, completing, or reviewing the
Transactions; and

charges or credits to Bravo’s or Alpha’ s financia statements, deferring the
recognition of a known or quantifiableloss, or transferring risk through a
transaction in which a Materid Term relating to such risk transfer
(whether or not legdly enforcesble) is not reflected in the formal written
contractual documentation for the transaction.
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Document Retention Memorandum SAMPLE

10. Documents that identify Alphaemployees or agents who were responsible
for accounting for the Transactions.

THE DOCUMENTS DESCRIBED IN THISMEMORANDUM MUST BE
PRESERVED AND NOT DELETED OR DESTROYED IN ANY MANNER.

This mandate for retention specificaly includes emails, including emails that reside on
the network and e-mails that are stored on your hard drive or in personal archive folders.

The purpose of this memorandum is to insure that employees preserve dl relevant
documents so that the Company can fully and completely respond to any and al outstanding
requests for information. As such, if you are uncertain whether particular documentsin your
possession are responsive, err on the side of caution and preserve the potentialy responsive
documents. For additiona guidance on the scope of this memorandum, please contact Mr./Ms.

at (202) 555-3455.

ADDITIONAL INFORMATION

Other Individuas Who Should Receive This Communication: On the attached form,

please identify anyone else within the Company you believe should receive this memorandum.
Please do not forward this communication on to others. In order for usto maintain a
complete and accurate list of the individuals who have been informed of the obligation to
preserve, it isimportant that all communications originate from the Company’ s attorneys
involved in responding to this investigation.

Communication With the SEC, or Third Parties Regarding These Matters. Asisour

practice with pending investigations or litigation, please do not discuss this SEC subpoena or the
issuesinvolved therein in any manner, including oraly or by written communication (including
emails), with anyone except the Company attorneys responsible for handling this matter. If you
are contacted by anyone on behalf of the SEC or any other investigative or enforcement entity,

please refer them to the Company’ s attorneys and immediately notify one of the Company’s
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Document Retention Memorandum SAMPLE

attorneys of the contact. All communications with the relevant agencies must be through
counsdl. Consistent with the Company’s policy, if you are contacted by the media, please refer

those cals to Company’s legd department and immediately notify the legd department of the
contact. (Contacts: ).
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Document Retention Memorandum SAMPLE

DOCUMENT REVIEW RESPONSE FORM
October 19, 2005

Name:

Work Location:

Company/Employer:

Telephone Number:

Please check one box below:

| have conducted a search and reviewed the documents in my possession or under my control
(including files maintained by my support staff) and have determined:

() that I do not have documents (computer or otherwise) that may be covered by this
memorandum.

() that I do have documents (computer or otherwise) that may be covered by this
memorandum.

If you responded affirmatively to the question above, please advise whether any of the
documentsin your possession are currently stored on acomputer. ( ) Yes ( ) No

If you have records stored on you computer, do you need assistance in ensuring that the records
aeretaned? ( )Yes ( )No

Please advise in the following space whether there are other individuals not listed in the attached
distribution list that should also receive this communication:

Please complete thisform as soon aspossible, but no later than [October 23, 2005], and
return by facsimileto__at __.

If you have any questions concerning this matter, please contact:
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Procedure #P602 OSHA Inspections

Effective 04-01-02
Replaces: 03-01-94

COVERAGE
All Divisions and Subsidiaries of XXXXX.
PROCEDURE

The following guidelines have been prepared to provide assistance in the handling of OSHA
inspections and are to be carefully followed.

ADVANCE PREPARATION

|. Designate a primary and an alternate management representative who will be
responsible to accompany any OSHA inspector. Notify Corporate Personnel of your
designees.

Il. Be aware that the Company does not pay for time not worked. Therefore, a Union
Officer will not be paid for time spent walking around with the OSHA inspector. Contact the
Vice President of Personnel in regard to questions as to who is permitted to accompany the
inspector and details regarding the same.

Ill. Don't wait for an OSHA inspector to catch you off guard. You can be better prepared by
conducting your own periodic safety inspections.

ADMINISTRATION

I. Conduct an opening conference.

a. ldentify the inspector. Inspect his credentials. Record the information, including the
inspector's name, agency, address, and phone number. Find out what areas of the
plant are of interest and what triggered the inspection. Give the inspector a copy
of XXXXX Safety Rules booklet and the receipt. The inspector must read the rules
before he or she signs the receipt. Retain the signed receipt in the inspection file.

b. Determine the type of the inspection, specific or general .

1) Specific Inspection - an inspection conducted as a result of an employee
complaint. Obtain a copy of the complaint. (Form OSHA-7)

2) General Inspection -a regular inspection by OSHA at appropriate intervals of
time pursuant to a neutrally developed and administered schedule.

c. Trade Secrets - If any areas contain trade secrets they should be designated at
the  opening conference. Information obtained in such areas will be labeled
"Confidential- ~ Trade Secret" and will not be disclosed.
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Il. Advise the Vice President of Personnel and Corporate Counsel of the presence of the
inspector and the type of inspection to be conducted prior to taking the inspector
through the plant.

lll. Guidelines for Handling a Specific Inspection.
a. Require a copy of the complaint from the inspector.

b. The previously appointed management representative will accompany the
inspector. When possible always use the same management representative.
Always accompany the inspectors and do not engage in an extensive dialogue
with them.

c. Ifa union representative will attend the inspection, he should first clock out.

d. Limit the inspector's access to the specific area of the plant referenced in the
complaint, and limit his questioning of employees to the Union President,
Department Steward, and employees in the specific area being inspected.

e. The inspector/s shall adhere to sound and accepted safety practices, and comply
with the Company's General Safety Rules booklet.

f.  Take notes on what is seen, what is said, who is spoken to. Make duplicates of any
documents requested and split samples that are provided to the inspector. As a general rule, a
compliance officer may be required to obtain a subpoena in order to review documents which are
not required to be maintained under the OSH Act. No records, data, or other information
maintained in a personnel or medical file is to be released to a OSHA compliance officer without
the approval of Corporate Management (Corporate Procedure P410)

g. Generally, the compliance officer will interview a number of production
employees. Employees should not be interviewed at their work stations if doing
so would disrupt production or create a safety risk. Interviews which would not be
disruptive are permitted during production. Compliance Officers may also
interview employees during breaks. If the compliance officer wants to interview
management personnel, schedule the interview for the next day to provide enough
time to prepare for the interview. XXXXX has the absolute right to have a
management representative present when OSHA interviews management
personnel.

h. If the inspector notifies you that he will be performing air monitoring or audiometric
testing, advise him that you wish to run parallel samples or surveys. If necessary,
request the inspector to delay the testing until you have made suitable testing
arrangements. If there are any questions in this matter, refer them to Corporate
Counsel or the Vice President of Personnel.

i. When in doubt about a question, do not answer it. Ask the inspector to put the
question in writing and forward it to the Vice President of Personnel. Do not be
afraid to halt the inspection at any time, whether in the course of an interview or
walk-around inspection, in order to consult with Corporate Counsel or the Vice
President of Personnel.

j.Ifan inspector hints at a deficiency, do not attempt to defend the company's action,
however, correct any apparent or identified hazards as soon as possible. Doing so
in the presence of the inspector will demonstrate your commitment to safety.
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k. Prepare a memo of the visit as soon as the inspector leaves. Forward a copy to
the Vice President of Personnel, Plant Management, Corporate Director of Labor
Relations and Corporate Counsel.

I In the event of a citation, send a copy to the Vice President of Personnel,
Corporate Director of Labor Relations, and to Corporate Counsel. All follow-up
correspondence should be coordinated through Corporate Counsel.

IV. Guidelines for Handling a General Inspection

a. The previously approved management representative will accompany the inspector. Again,
if possible use the same management representative. Always accompany the inspectors and do
not engage in an extensive dialogue with them.

b. If you have a unionized workforce and a union officer is asked to accompany the
inspector on the inspection, the union officer should clock out and be paid by his
union.

c. Although the OSHA inspector has no absolute right of entry without a search
warrant, be cooperative with the inspector. Allow the inspector to access all areas
of the plant and to question any employee, so long as he does not unreasonably
interfere with operations.

d. CONTINUE with Section Ill, Specific Inspection, Subsection e, on page 2.

V. Conduct a Closing Conference

a. At the conclusion of the inspection, the inspector will confer with the plant
superintendent and the management representative, and informally advise them of any
apparent safety or health violations disclosed by the inspection. During such conference,
you will have the opportunity to bring to the attention of the inspector any pertinent
information regarding conditions in the workplace. The inspector may also confer separately
with the Union or employee representatives.

At all times be cordial to the inspector and if uncertain on how to handle his request for plant
area access or questioning of employees or other items, call the Vice President of
Personnel, the Corporate Director of Labor Relations or Corporate Counsel before
proceeding. An OSHA Inspection Flowchart has been added to assist you.

PROCEDURE COORDINATION
The Vice President of Personnel is responsible for the overall interpretation and

administration of this procedure. Any questions regarding the above or its application shall
be referred to Corporate Personnel.
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Procedure #P606 Unannounced Visits by Employees of Government
Environmental Agencies

Effective 04-03-02
Replaces: 03-01-94

COVERAGE  All employees of XXXXX, its subsidiary and divisions.
GUIDELINES The following guidelines have been prepared to provide assistance in the handling
of unannounced or scheduled inspections by representatives of government environmental agencies.
These guidelines are to be carefully followed.
ADMINISTRATION
I Inspections for Compliance with Permits and/or Regulations
These inspections are considered to be routine and are permitted, provided:
a.  The Inspector checks in at the front desk.
b. The receptionist notifies the Plant Manager and the Site Environmental Coordinator.
[ The Site Environmental Coordinator must make notfification as follows:
i Corporate Environmental Coordinator (XXXXX), unless unavailable

i Corporate Environmental Specialist (XXXXX), unless unavailable

jii. Corporate Counsel (XXXXX), unless unavailable

iv. Proceed with the inspection, then notify the Corporate Environmental Coordinator
afterwards
d. The Site Environmental Coordinator meets the inspector at the front desk and verifies the

Inspector’s agency credentials.

e. Before starting the inspection, the Site Environmental Coordinator is to meet briefly with the
inspector and inquire as to the following:

i. the nature of the inspection
i is the inspection routine, or resulting from a complaint or incident
jii. is there a specific focus to the inspection
f. The Inspector/s shall adhere to sound and accepted Company safety practices. Anyone who
compromises sound safety practices can be asked to leave the premises at the discretion of the
Site Environmental Coordinator.
g. The Site Environmental Coordinator is to escort the inspector throughout the inspection.
h. Upon completion of the inspection, the Site Environmental Coordinator writes a memorandum of

the inspection for distribution to the Site Environmental Coordinator’s supervisor, and the plant
manager, with copies to the Corporate Environmental Coordinator and Corporate Counsel.
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